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Abstract

We provide in this AFP entry several relative soundness results for security protocols. In particular,
we prove typing and compositionality results for stateful protocols (i.e., protocols with mutable state
that may span several sessions), and that focuses on reachability properties. Such results are useful
to simplify protocol verification by reducing it to a simpler problem: Typing results give conditions
under which it is safe to verify a protocol in a typed model where only “well-typed” attacks can
occur whereas compositionality results allow us to verify a composed protocol by only verifying the
component protocols in isolation. The conditions on the protocols under which the results hold are
furthermore syntactic in nature allowing for full automation. The foundation presented here is used
in another entry to provide fully automated and formalized security proofs of stateful protocols.

Keywords: Security protocols, stateful protocols, relative soundness results, proof assistants, Is-
abelle/HOL, compositionality
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1 Introduction

The rest of this document is automatically generated from the formalization in Isabelle/HOL, i.e., all content is
checked by Isabelle. The formalization presented in this entry is described in more detail in several publications:

o The typing result (section 3.4|“Typing Result”) for stateless protocols, the TLS formalization (section 7.1}

“Example_ TLS”), and the theories depending on those (see ??) are described in [2] and [I}, chapter 3].

o The typing result for stateful protocols (section 4.2| “Stateful_Typing”) and the keyserver example (sec-|
“Example_ Keyserver”) are described in [3] and [I} chapter 4].

o The results on parallel composition for stateless protocols (section 5.2] “Parallel_Compositionality”) and
stateful protocols (section 6.2[ “Stateful Compositionality”) are described in and [Il chapter 5].

Overall, the structure of this document follows the theory dependencies (see ?7): we start with introducing

the technical preliminaries of our formalization (chapter 2f). Next, we introduce the typing results in [chapter 3
and We introduce our compositionality results in [chapter 5] and [chapter 6] Finally, we present two

example protocols

Acknowledgments This work was supported by the Sapere-Aude project “Composec: Secure Composition of
Distributed Systems”, grant 4184-00334B of the Danish Council for Independent Research.
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2 Preliminaries and Intruder Model

In this chapter, we introduce the formal preliminaries, including the intruder model and related lemmata.

2.1 Miscellaneous Lemmata

theory Miscellaneous
imports Main "HOL-Library.Sublist" "HOL-Library.Infinite_Set" "HOL-Library.While_Combinator"
begin

2.1.1 List: zip, filter, map

lemma zip_arg subterm_split:

assumes "(x,y) € set (zip xs ys)"

obtains xs' xs'' ys' ys'' where "xs = xs'@x#xs''" "ys = ys'@y#ys''" "length xs' = length ys'"
(proof)

lemma zip_arg_index:

assumes "(x,y) € set (zip xs ys)"

obtains i where "xs ! i = x" "ys ! i = y" "i < length xs" "i < length ys"
(proof)

lemma in_set_zip_swap: "(x,y) € set (zip xs ys) <+— (y,x) € set (zip ys xs)"
(proof)

lemma filter_nth: "i < length (filter P xs) —> P (filter P xs ! i)"
(proof)

lemma list_all_filter_eq: "list_all P xs —> filter P xs = xs"
{proof)

lemma list_all filter_nil:
assumes "list_all P xs"

and "Ax. P x = @ x"
shows "filter Q xs = []"

(proof)

lemma list_all concat: "list_all (list_all f) P <— list_all f (concat P)"

(proof)

lemma list_all2 in_set_ex:
assumes P: "list_all2 P xs ys"
and x: "x € set xs"
shows "dy € set ys. P x y"

(proof)

lemma list_all2 in_set_ex':
assumes P: "list_all2 P xs ys"
and y: "y € set ys"
shows "dx € set xs. P x y"

(proof)

lemma list_all2_sym:
assumes "Ax y. Pxy = P y x"
and "list_all2 P xs ys"
shows "list_all2 P ys xs"

(proof)
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2 Preliminaries and Intruder Model

lemma map_upt_index_eq:

assumes "j < length xs"

shows "(map (Ai. xs ! is i) [0..<length xs]) ! j = xs ! is j"
(proof)

lemma map_snd_list_insert_distrib:
assumes "V (i,p) € insert x (set xs). V(i',p') € insert x (set xs). p=p' — i =i'"
shows "map snd (List.insert x xs) = List.insert (snd x) (map snd xs)"

(proof)

lemma map_append_inv: "map f xs = ys@zs =—> Jvs ws. xs = vs@ws A map f vs = ys N\ map f ws = zs"
(proof)

lemma map2_those_Some_case:
assumes "those (map2 f xs ys) = Some zs"
and "(x,y) € set (zip xs ys)"
shows "dz. f x y = Some z"
(proof)

lemma those_Some_Cons_ex:

assumes "those (x#xs) = Some ys"

shows "Jy ys'. ys = y#ys' A those xs = Some ys' A x = Some y"
(proof)

lemma those_Some_iff:
"those xs = Some ys <— ((Vx' € set xs. 3x. x' = Some x) A ys = map the xs)"
(is "7A xs ys <— 7B xs ys")

(proof)

lemma those_map2_SomeD:
assumes "those (map2 f ts ss) = Some 9"
and "o € set ¥"
shows "3 (t,s) € set (zip ts ss). f t s = Some c"
(proof)

lemma those_map2_SomeI:
assumes "Ai. i < length xs = f (xs ! i) (ys ! i) = Some (g i)"
and "length xs = length ys"
shows "those (map2 f xs ys) = Some (map g [0..<length xs])"
(proof )

2.1.2 List: subsequences

lemma subseqs_set_subset:
assumes "ys € set (subsegs xs)"
shows "set ys C set xs"

{proof)

lemma subset_sublist_exists:
"ys C set xs = dzs. set zs = ys N\ zs € set (subsegs xs)"

(proof)

lemma map_subseqs: "map (map f) (subsegs xs) = subseqs (map f xs)"
(proof)

lemma subsegs_Cons:
assumes "ys € set (subsegs xs)"
shows "ys € set (subseqs (x#xs))"

(proof)

lemma subseqgs_subset:
assumes "ys € set (subseqgs xs)"
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shows "set ys C set xs"
(proof)

2.1.3 List: prefixes, suffixes

lemma suffix_Cons': "suffix [x] (y#ys) — suffix [x] ys V (y = x A ys = [])"
(proof)

lemma prefix_Cons': "prefix (x#xs) (x#ys) = prefix xs ys"
{proof)

lemma prefix_map: "prefix xs (map f ys) = 3Jzs. prefix zs ys A map f zs = xs"

{proof)

lemma concat_mono_prefix: "prefix xs ys == prefix (concat xs) (concat ys)"

(proof)

lemma concat_map_mono_prefix: "prefix xs ys == prefix (concat (map f xs)) (concat (map f ys))"
{proof)

lemma Iength_prefix_ex:
assumes "n < length xs"
shows "Jys zs. xs = ys@zs A length ys = n"

(proof)

lemma length_prefix_ex':
assumes "n < length xs"
shows "dys zs. xs = ys@xs ! n#zs A length ys = n"

{proof)

lemma Iength_prefix_ex2:

assumes "i < length xs" "j < length xs" "i < j"

shows "Jys zs vs. xs = ysOxs ! i#zs@xs ! j#vs A length ys = i A\ length zs = j - i - 1"
(proof)

lemma prefix_prefix_inv:
assumes xs: "prefix xs (ys@zs)"
and x: "suffix [x] xs"
shows "prefix xs ys V x € set zs"
(proof)

lemma prefix_snoc_obtain:
assumes xs: "prefix (xs@[x]) (ys@zs)"
and ys: "—prefix (xs@[x]) ys"
obtains vs where "xs@[x] = ys@vs@[x]" "prefix (vs@[x]) zs"
(proof)

lemma prefix_snoc_in_iff: "x € set xs <— (3B. prefix (B@[x]) xs)"
{proof)

2.1.4 List: products

lemma product_lists_Cons:
"x#xs € set (product_lists (y#ys)) <— (xs € set (product_lists ys) N x € set y)"

(proof)

lemma product_lists_in_set_nth:
assumes "xs € set (product_lists ys)"
shows "Vi<length ys. xs ! i € set (ys ! 1i)"

(proof)

lemma product_lists_in_set_nth':
assumes "Vi<length xs. ys ! i € set (xs ! i)"
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and "length xs = length ys"
shows "ys € set (product_lists xs)"

{proof)

2.1.5 Other Lemmata

lemma finite_balll:
"W1e {}. P1" "Px — V1 € xs. P1 — V1 € insert x xs. P 1"

(proof)

lemma list_set_balll:
"Y1 € set [J. P1" "P x — V1 € set xs. P1 — V1 € set (x#xs). P 1"

(proof)

lemma inv_set_fset: "finite M —> set (inv set M) = M"
(proof )

lemma 1fp_eqI':
assumes "mono f"
and "f C = C"
and VX € Pow C. f X=X — X = C"
shows "1fp f = C"
(proof)

lemma 1fp_while':
fixes f::"'a set = 'a set" and M::"'a set"
defines "N = while (MA. £ A # A) £ {}"
assumes f_mono: "mono f"
and N_finite: "finite N"
and N_supset: "f N C N"
shows "1fp f = N"
(proof)

lemma 1fp_while'':
fixes f::"'a set = 'a set" and M::"'a set"
defines "N = while (M. f A # A) £ {}"
assumes f_mono: "mono f"
and 1fp_finite: "finite (1fp f)"
shows "1fp £ = N"
(proof)

lemma preordered_finite_set_has_maxima:
assumes "finite A" "A # {}"
shows "Jda::'a::{preorder} € A. Vb € A. =(a < b)"

(proof)

lemma partition_index_bij:
fixes n::nat
obtains I k where
"bij_betw I {0..<n} {0..<n}" "k < n"
"Wi. i<k — P (I i)"
"Wi. k< iAi<n— (P (Ii))"
(proof)

lemma finite_lists_length_eq':
assumes "Ax. x € set xs =—> finite {y. P x y}"
shows "finite {ys. length xs = length ys AN (Vy € set ys. dx € set xs. P x y)}"

(proof)

lemma trancl_eql:
assumes "V (a,b) € A. V(c,d) € A. b =c — (a,d) € A"
shows "4 = At"

(proof)
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lemma trancl_eqI':

assumes "V (a,b) € A. V(c,d) € A. b=c N a#*d— (a,d) € A"

and "V (a,b) € A. a # b"
shows "A = {(a,b) € AT. a # b}"
(proof)

lemma distinct_concat_idx_disjoint:
assumes xs: "distinct (concat xs)"

and ij: "i < length xs" "j < length xs" "i < j"

shows "set (xs ! i) N set (xs ! j) = {}"

(proof)

lemma remdups_ex2:

"length (remdups xs) > 1 =—> Ja € set xs. Ib € set xs. a # b"

(proof)

lemma trancl_minus_refl_idem:
defines "cl = Mts. {(a,b) € tst. a # b}"
shows "cl (cl ts) = cl ts"

(proof)

lemma ex_list_obtain:
assumes ts: "At. t € set ts = Is. P t s"

obtains ss where "length ss = length ts" "Vi < length ss.

(proof)

lemma length_1_conv[iff]:
"(length ts = 1) = (Ja. ts = [a])"

(proof)

lemma Iength_2_conv[iff]:
"(length ts = 2) = (3a b. ts = [a,b])"
(proof)

lemma Iength_3_conv[iff]:
"(length ts = 3) +— (da b c. ts = [a,b,c])"

{proof)

lemma Max_nat_finite_le:
assumes "finite M"
and "Am. m € M = f m < (n::nat)"
shows "Max (insert 0 (f ~ M)) < n"
(proof)

lemma Max_nat_finite_lt:
assumes "finite M"
and "M # {}"
and "Am. m € M = f m < (n::nat)"
shows "Max (f ~ M) < n"

(proof)

lemma ex_finite_disj_nat_inj:
fixes N N'::"nat set"
assumes N: "finite N"
and N': "finite N'"
shows "JM::nat set. 3J::nat = nat. inj 0 A §

(proof)

P (ts

2.1 Miscellaneous Lemmata

I'i) (ss ! i)"

"N=MAMNMON' ={}"

2.1.6 Infinite Paths in Relations as Mappings from Naturals to States

context
begin
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2 Preliminaries and Intruder Model

private fun rel_chain_fun::"nat = 'a = 'a = ('a X 'a) set = 'a" where
"rel_chain_fun O x _ _ = x"

| "rel_chain_fun (Suc i) x y r = (if i = O then y else SOME z. (rel_chain_fun i x y r, z) € r)"

lemma infinite_ chain_intro:
fixes r::"('a x 'a) set"
assumes "V (a,b) € r. dc. (b,c) € r" "r £ {}"
shows "3f. Vi::nat. (f i, £ (Suc i)) € r"
(proof)

end

lemma infinite_chain_intro':
fixes r::"('a X 'a) set"
assumes base: "db. (x,b) € r" and step: "Vb. (x,b) € r* — @c. (b,c) € )"
shows "3f. Vi::nat. (f i, f (Suc i)) € r"

(proof)

lemma infinite_chain_mono:
assumes "S C T" "3f. Vi::nat. (f i, £ (Suc i)) € S"
shows "3f. Vi::nat. (f i, £ (Suc i)) € T"

(proof )

end

2.2 Protocol Messages as (First-Order) Terms

theory Messages
imports Miscellaneous "First_Order_Terms.Term"
begin

2.2.1 Term-related definitions: subterms and free variables

abbreviation "the Fun = un_Funl"
lemmas the_Fun_def = un_Funl_def

fun subterms::"('a,'b) term = ('a,'b) terms" where
"subterms (Var x) = {Var x}"
| "subterms (Fun f T) = {Fun £ T} U (Jt € set T. subterms t)"

abbreviation subtermeq (infix <C> 50) where "t' C t = (t' € subterms t)"
abbreviation subterm (infix <C> 50) where "t' C t = (t' T t A t' # t)"

abbreviation "subtermsse: M = |J (subterms ~ M)"
abbreviation subtermegset (infix <C..:> 50) where "t T, M = (t € subtermsse: M)"
abbreviation fv where "fv = vars_term"

lemmas fv_simps = term.simps(17,18)

fun fvs.: where "fvsey M = |J (fv - M)

abbreviation fv,,i;, where "fvp,ir p = case p of (t,t') = fv t U fv t'"
fun fvpairs where "fvpairs F = |J (fVpair - set F)"

abbreviation ground where "ground M = fvger M = {}"

2.2.2 Variants that return lists insteads of sets

fun fv_list where
"fv_list (Var x) = [x]"
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| "fv_list (Fun f T) = concat (map fv_list T)"

definition fv_listpqirs Where
"fv_1istpairs F = concat (map (A(t,t'). fv_list t@fv_list t') F)"

fun subterms_list::"('a,'b) term = ('a,'b) term list" where
"subterms_list (Var x) = [Var x]"
| "subterms_list (Fun f T) = remdups (Fun f T#concat (map subterms_list T))"

lemma fv_list_is_fv: "fv t = set (fv_list t)"

(proof)

lemma fv_listpairs_1S_fVpairs: "fVpairs F = set (fv_listpairs F)"

(proof)

lemma subterms_list_is_subterms: "subterms t = set (subterms_list t)"

(proof)

2.2.3 The subterm relation defined as a function

fun subterm_of where
"subterm_of t (Var y) = (t = Var y)"
| "subterm_of t (Fun £ T) = (t = Fun f T V list_ex (subterm_of t) T)"

lemma subterm_of_iff_subtermeq[code_unfold]: "t C t' = subterm_of t t'"

{proof)

lemma subterm_of_ex_set_iff_subtermegset[code_unfold]: "t Csey M = (3t' € M. subterm_of t t')"

{proof)

2.2.4 The subterm relation is a partial order on terms

interpretation "term": order "(C)" "(C)"

(proof)

2.2.5 Lemmata concerning subterms and free variables

lemma fv_listpairs_append: "fv_listpairs (FOG) = fv_listpairs FOfv_listpairs G"

(proof)

lemma distinct_fv_list_idx_fv_disjoint:
assumes t: "distinct (fv_list t)" "Fun £ T C t"
and ij: "i < length T" "j < length T" "i < j"
shows "fv (T ! i) N fv (T ! j) = {}"
(proof )

lemma distinct_fv_list_Fun_param:
assumes f: '"distinct (fv_list (Fun f ts))"
and t: "t € set ts"
shows "distinct (fv_list t)"

(proof)
lemmas subtermeqI'[intro] = term.eq_refl

lemma subtermeqI''[intro]: "t € set T = t C Fun f T"
(proof)

lemma finite_fv_set[intro]: "finite M — finite (fvser M)"
(proof )

lemma finite_fun_symbols[simp]: "finite (funs_term t)"
(proof)
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2 Preliminaries and Intruder Model
lemma fv_set_mono: "M C N = fvset M C fvger N"
(proof )

lemma subtermss.;_mono: "M C N — subtermsset M C subtermsse: N"
(proof)

lemma ground_empty[simp]: "ground {}"

(proof)

lemma ground_subset: "M C N =— ground N = ground M"

(proof)

lemma fv_map_fv_set: "|J (set (map fv L)) = fvset (set L)"

(proof)

lemma fvse:_union: "fvset (M U N) = fvger M U fvger N"

(proof)
lemma finite_subset_Union:

fixes A::"'a set" and f::"'a = 'b set"

assumes "finite ((Ja € A. £ a)"

shows "3B. finite BA B C A A (Ub € B. £b) = (Ja € 4. fa)
(proof)

lemma inv_set_fv: "finite M = |J (set (map fv (inv set M))) = fvse; M"
(proof)

lemma ground_subterm: "fv t = {} = t' C t = fv t' = {}" (proof)
lemma empty_fv_not_var: "fv t = {} = t # Var x" (proof)

lemma empty_fv_exists_fun: "fv t = {} = 3f X. t = Fun £ X" (proof)
lemma vars_iff_subtermeq: "x € fv t <— Var x T t" (proof)

lemma vars_iff_subtermeq_set: "x € fvser M <— Var x € subtermsge; M"
(proof )

lemma vars_if_subtermeq_set: "Var x € subtermsser M =—> x € fvger M"
(proof )

lemma subtermeq_set_if_vars: "x € fvser M = Var x € subtermsse: M"
(proof)

lemma vars_iff_subterm_or_eq: "x € fvt <— Var x C_ t V Var x = t"
(proof )

lemma var_is_subterm: "x € fv t = Var x € subterms t"
(proof )

lemma subterm_is_var: "Var x € subterms t =— x € fv t"
(proof )

lemma no_var_subterm: "—t C Var v" (proof)
lemma fun_if_subterm: "t C u = 3f X. u = Fun f X" (proof)
lemma subtermeq_vars_subset: "M T N = fv M C fv N" (proof)

lemma fv_subterms[simp]: "fvse: (subterms t) = fv t"
(proof )

lemma fv_subterms_set[simp]: "fvge: (subtermsse: M) = fvser M"
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2.2 Protocol Messages as (First-Order) Terms

(proof)

lemma fv_subset: "t € M = fv t C fvger M"
(proof)

lemma fv_subset_subterms: "t € subtermsse; M —> fv t C fvger M"
(proof)

lemma subterms_finite[simp]: "finite (subterms t)" (proof)

lemma subterms_union_finite: "finite M —> finite (|Jt € M. subterms t)"

(proof)

lemma subterms_subset: "t' T t — subterms t' C subterms t"

(proof)

lemma subterms_subset_set: "M C subterms t —> subtermss.: M C subterms t"
(proof )

lemma subset_subterms_Union[simp]: "M C subtermsse: M" (proof)
lemma in_subterms_Union: "t € M = t € subterms,e.: M" (proof)

lemma in_subterms_subset_Union: "t € subtermss.y M —> subterms t C subtermsse; M"
(proof)

lemma subterm_param_split:
assumes "t T Fun f X"
shows "dpre x suf. t C x A X = pre@x#suf"

(proof)

lemma ground_iff_no_vars: "ground (M::('a,'b) terms) «— (Vv. Var v ¢ (Um € M. subterms m))"
(proof )

lemma index_Fun_subterms_subset[simp]: "i < length T —> subterms (T ! i) C subterms (Fun f T)"
(proof)

lemma index_Fun_fv_subset[simp]: "i < length T =— fv (T ! i) C fv (Fun f T)"
(proof)

lemma subterms_union_ground:
assumes "ground M"
shows "ground (subtermsse: M)"

{proof)

lemma Var_subtermeq: "t T Var v = t = Var v" (proof)

lemma subtermeq_imp_funs_term_subset: "s T t — funs_term s C funs_term t"
(proof )

lemma subterms_const: "subterms (Fun f []) = {Fun £ [I}" (proof)

lemma subterm_subtermeq_neq: "[t C u; u C v] = t # v"
(proof)

lemma subtermeq_subterm_neq: "[t C u; u C v] = t # v"

(proof)

lemma subterm_size_lt: "x C y = size x < size y"
(proof)

lemma in_subterms_eq: "[x € subterms y; y € subterms x| —> subterms x = subterms y"
(proof)
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2 Preliminaries and Intruder Model

lemma Fun_param_size_Ilt:
"t € set ts —> size t < size (Fun f ts)"

(proof)

lemma Fun_zip_size_lt:
assumes "(t,s) € set (zip ts ss)"
shows "size t < size (Fun f ts)"
and "size s < size (Fun g ss)"

(proof)

lemma Fun_gt_params: "Fun f X ¢ (|Jx € set X. subterms x)"
(proof)

lemma params_subterms[simp]: "set X C subterms (Fun f X)" (proof)
lemma params_subterms_Union[simp]: "subterms.: (set X) C subterms (Fun f X)" (proof)

lemma Fun_subterm_inside_params: "t C Fun f X «+— t € ({Jx € (set X). subterms x)"

(proof)

lemma Fun_param_is_subterm: "x € set X —> x [ Fun f X"
(proof)

lemma Fun_param_in_subterms: "x € set X =—> x € subterms (Fun f X)"
(proof )

lemma Fun_not_in_param: "x € set X =— —Fun f X C x"
(proof)

lemma Fun_ex_if_subterm: "t C s = df T. Fun f T L s At € set T"
(proof )

lemma const_subterm_obtain:
assumes "fv t = {}"
obtains ¢ where "Fun ¢ [] C t"

(proof)

lemma const_subterm_obtain': "fv t = {} =—> dc. Fun c [] C t"
(proof)

lemma subterms_singleton:
assumes "(dv. t = Var v) V (df. t = Fun £ [])"
shows "subterms t = {t}"

(proof)

lemma subtermeq_Var_const:
assumes "s C t"
shows "t = Var v—= s = Var v" "t = Fun f [] =— s = Fun f []"

{proof)

lemma subterms_singleton':
assumes "subterms t = {t}"
shows "(Av. t = Var v) V (3f. t = Fun £ [])"

(proof)

lemma funs_term_subterms_eq[simp]:
"(Us € subterms t. funs_term s) = funs_term t"
"((Us € subtermsse; M. funs_term s) = |J (funs_term ~ M)"

(proof)

lemmas subtermI'[intro] = Fun_param_is_subterm
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2.2 Protocol Messages as (First-Order) Terms

lemma funs_term_Fun_subterm: "f € funs_term t —> JT. Fun f T € subterms t"
(proof)

lemma funs_term_Fun_subterm': "Fun f T € subterms t —> f € funs_term t"
(proof)

lemma zip_arg subterm:
assumes "(s,t) € set (zip X Y)"
shows "s C Fun f X" "t C Fun g Y"
(proof)

lemma fv_disj_Fun_subterm_param_cases:
assumes "fv t N X = {}" "Fun f T € subterms t"
shows "T = [] V (Is€set T. s ¢ Var ~ X)"

(proof)

lemma fv_eq_FunI:
assumes "length T = length S" "Ai. i < length T = fv (T ! i) = fv (S ! )"
shows "fv (Fun f T) = fv (Fun g S)"

(proof)

lemma fv_eq_FunI':
assumes "length T = length S" "Ai. i < length T = x € fv (T ! i) +— x € fv (S ! i)"
shows "x € fv (Fun £ T) +— x € fv (Fun g S)"

(proof)

lemma funs_term_eq FunI:
assumes "length T = length S" "Ai. i < length T —> funs_term (T ! i) = funs_term (S ! i)"
shows "funs_term (Fun f T) = funs_term (Fun f S)"

(proof )
lemma finite_fVpairs[simp]: "finite (fvpqirs X)" {proof)
lemma fvpeirs_Nil[simpl: "fvpairs [] = {}" (proof)
lemma fvpqirs_singleton[simp]: "fvpeirs [(t,s)] = fv t U fv s" (proof)
lemma fvpeirs_Cons: "fvpgirs ((s,t)#F) = fv s U fv t U fvpairs F" {proof)
lemma fvpeirs_append: "fvpairs (FOG) = fVpairs F U fVpairs G" (proof)
lemma fvpeirs_mono: "set M C set N = fvpairs M C fVpairs N" (proof)
lemma fvpqirs_inI[intro]:

"f € set F — x € fVpair £ = X € fVpairs F"

"f € set F = x € fv (fst f) = x € fVpairs F"

"f € set F = x € fv (snd f) = x € fVpairs F"

"(t,s) € set F => x € fv t = X € fVpairs F"

"(t,s) € set F => x € fv 8 = X € fVpairs F"

{proof)

lemma fv,qirs_cons_subset: "fvpairs F C fvpairs (£#F)"

(proof)

lemma in_Fun_fv_iff_in_args_nth_fv:
"x € fv (Fun f ts) <— (i < length ts. x € fv (ts ! i))"
(is "7A <— 7B")

(proof)

2.2.6 Other lemmata

lemma nonvar_term_has_composed_shallow_term:
fixes t::"('f,'v) term"
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2 Preliminaries and Intruder Model

assumes "-(dx. t = Var x)"
shows "3f T. Fun f TC t A (Vs € set T. (3c. s = Fun ¢ []) V (3x. s = Var x))"

{proof)

end

2.3 Definitions and Properties Related to Substitutions and Unification

theory More_Unification
imports Messages "First_Order_Terms.Unification"
begin

2.3.1 Substitutions

abbreviation subst_apply_list (infix < ;s:> 51) where
"T ist ¥ = map (At. t - 9) T"

abbreviation subst_apply_pair (infixl <.,> 60) where
"d ., 9 = (case d of (t,t') = (t -3, t' - I))"

abbreviation subst_apply pair_set (infixl <.,s.:> 60) where
"M opeer ¥ = (Ad. d -p 9) M

definition subst_apply_pairs (infix <-p.irs> 51) where
"F pairs ¥ = map (Af. f -, ¥) F"

abbreviation subst_more_general_than (infixl <=<,> 50) where
"o X0 ¥ =3Jy. ¥ =0 o5 4"

abbreviation subst_support (infix <supports> 50) where
") supports 6 = (Vx. d x -0 =4 x)"

abbreviation rm_var where
"rm_var v s = s(v := Var v)"

abbreviation rm_vars where
"rm_vars vs 0 = (A\v. if v € vs then Var v else o v)"

definition subst_elim where
"subst_elim 0 v = Vt. v ¢ fv (t - o)"

definition subst_idem where
"subst_idem s = s og s = 8"

lemma subst_support_def: ") supports 7 <— T =V o5 T"
(proof)

lemma subst_supportD: "¢ supports § = ¥ <, §"
(proof)

lemma rm_vars_empty[simp]: "rm_vars {} s = s" "rm_vars (set []) s = s"
(proof)

lemma rm_vars_singleton: "rm_vars {v} s = rm_var v s"
(proof)

lemma subst_apply_terms_empty: "M -se¢ Var = M"
(proof)

lemma subst_agreement: "(t - r =t - s) «— (Vv € fv t. Var v - r = Var v - s)"
(proof)
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2.3 Definitions and Properties Related to Substitutions and Unification

lemma repl_invarianceldest?]: "v ¢ fvt = t - s(v :=u) =t - s"
(proof)

lemma subst_idx_map:

assumes "Vi € set I. i < length T"

shows "(map ((!) T) I) -ist 0 = map ((!) (map (At. t - 6) T)) I"
(proof)

lemma subst_idx_map':

assumes "Vi € fvge: (set K). i < length T"

shows "(K 155t (1) T) -ist 6 = K -15s¢ ((!) (map (At. t - ) T))" (is "7A = 7B")
(proof )

lemma subst_remove_var: "v ¢ fv s = v & fv (t - Var(v := s))"

(proof)

lemma subst_set_map: "x € set X = x - s € set (map (Ax. x - s) X)"
(proof)

lemma subst_set_idx_map:

assumes "Vi € I. i < length T"

shows "(!1) T I s5¢¢ 6 = (1) (map (At. t - 9) T) ~ I" (is "7A = ?B")
(proof )

lemma subst_set_idx_map':

assumes "Vi € fvser K. 1 < length T"

shows "K set (1) T ‘set 6 = K ‘st (1) (map (A\t. t - 6) T)" (is "?A = 7B")
(proof)

lemma subst_term_list_obtain:
assumes "Vi < length T. 3s. P (T ! i) s AN S ! i=s-§"
and "length T = length S"
shows "3U. length T = length U A (Vi < length T. P (T ! i) (U ! i)) A S = map (Au. u - §) U"
(proof)
lemma subst_mono: "t C u = t - s - s"
(proof)

1M
=

lemma subst_mono_fv: "x € fv t = s X - s"

(proof)

1M
ot

lemma subst_mono_neq:
assumes "t C u"
shows "t - s C u - s"

(proof)

lemma subst_no_occs[dest]: "-Var v C t = t - Var(v := s) = t"
(proof)

lemma var_comp[simp]: "o o, Var = ¢" "Var o5 0 = o"

(proof)

lemma subst_comp_all: "M -sex (§ 05 ¥) = (M set 0) ser V"

{proof)

lemma subst_all mono: "M C M' —> M +s¢4 8 C M' -5¢r 8"

(proof)

lemma subst_comp_set_image: "(§ os ¥) ~ X =6 T X ‘56t O
(proof )

lemma subst_ground_ident[dest?]: "fv t = {} = t - s = t"
(proof)
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2 Preliminaries and Intruder Model

lemma subst_ground_ident_compose:

"fv (o0 x) = {} = (0 os ¥) x = o x"

"fv (t -o0) ={} =t - (0 os V) =t -oc"
(proof)

lemma subst_all_ground_ident[dest?]: "ground M —> M -5t s = M"

(proof)

lemma subst_cong: "[o = o'; ¥ =9'] = (0 o5 ¥) = (6" o5 F')"

(proof)

lemma subst_mgt_bot[simp]: "Var =<, 9"

(proof)

lemma subst_mgt_refl[simp]: " =<, ¥"

(proof)

lemma subst_mgt_trans: "[J <o 6; 0 <o 0] = ¥ =<, o"

(proof)

lemma subst_mgt_comp: " <o ¥ os §"
(proof )

lemma subst_mgt_comp': "J o5 0 <o 0 = ¥ =<, "
(proof)

lemma var_self: "(Aw. if w = v then Var v else Var w) = Var"
(proof )

lemma var_same[simp]: "Var(v := t) = Var <— t = Var v"
(proof)

lemma subst_eq_if_eq_vars: "(Av. (Var v) - ¥ = (Var v) - 0) = ¢
(proof )

lemma subst_all_empty[simp]l: "{} -ser ¥ = {}"
(proof )

lemma subst_all_insert:"(insert t M) -setr 0 = insert (t - 0) (M -set
(proof)

lemma subst_apply_fv_subset: "fv t C V = fv (t - §) C fvser (0
(proof)

lemma subst_apply_fv_empty:
assumes "fv t = {}"
shows "fv (t - o) = {}"
(proof)

lemma subst_compose_£v:
assumes "fv (¢ x) = {}"
shows "fv ((¥ os o) x) = {}"

{proof)

lemma subst_compose_fv':
fixes ¥ o::"('a, 'b) subst"
assumes "y € fv ((J os o) x)"
shows "dz. z € fv (9 x)"

(proof)

lemma subst_apply_fv_unfold: "fv (t - 0) = fvser (6 ~ fv t)"
(proof)
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2.3 Definitions and Properties Related to Substitutions and Unification

lemma subst_apply_fv_unfold_set: "fvser (§ ~ fvse:r (set ts)) = fvse:r (set ts -ger 0)"

{proof)

lemma subst_apply_fv_unfold': "fv (t - 0) = (Uv € fv t. fv (6 v))"
(proof)

lemma subst_apply_fv_union: "fvge; (6 ~ V) U fv (t - 6) = fvser (6 ~ (V U fv t))"
(proof)

lemma fvgs.;_subst:
”fvset (M ‘set 19) = stet (79 ) stet Mm*"
(proof)

lemma subst_list_set_fv:
“stet (set (tS ‘list ’19)) = fvset (19 : stet (Set tS))“

(proof)

lemma subst_elimI[intro]: "(At. v ¢ fv (t - 0)) = subst_elim o v"

(proof)

lemma subst_elimI'[intro]: "(Aw. v ¢ fv (Var w - J)) = subst_elim ¢ v"

{proof)

lemma subst_elimD[dest]: "subst_elim o0 v — v ¢ fv (t - o)"
(proof )

lemma subst_elimD'[dest]: "subst_elim ¢ v = o v # Var v"
(proof )

lemma subst_elimD''[dest]: "subst_elim 0 v = v ¢ fv (o w)"
(proof )

lemma subst_elim_rm_vars_dest[dest] :
"subst_elim (c::('a,'b) subst) v —> v ¢ vs —> subst_elim (rm_vars vs o) v"
(proof)

lemma occs_subst_elim: "—Var v C t — subst_elim (Var(v := t)) v V (Var(v := t)) = Var"
(proof)

lemma occs_subst_elim': "-Var v C t = subst_elim (Var(v := t)) v"
(proof)

lemma subst_elim_comp: "subst_elim ¥ v = subst_elim (6 o, ¥) v"
(proof)

lemma var_subst_idem: "subst_idem Var"
(proof)

lemma var_upd_subst_idem:
assumes "—Var v C t" shows "subst_idem (Var(v := t))"

(proof)

lemma zip_map_subst:
"zip xs (xS -1ist 6) = map (At. (t, t - §)) xs"

(proof)

lemma map2_map_subst:
"map2 f xs (xs ‘135t 0) = map (A\t. £t (t - §)) xs"
(proof )

25



2 Preliminaries and Intruder Model

2.3.2 Lemmata: Domain and Range of Substitutions

lemma range_vars_alt_def: "range_vars s = fvg.: (subst_range s)"

(proof)

lemma subst_dom_var_finite[simp]: "finite (subst_domain Var)" (proof)
lemma subst_range_Var[simp]: "subst_range Var = {}" (proof)
lemma range_vars_Var[simp]: "range_vars Var = {}" (proof)

lemma finite_subst_img_if_finite_dom: "finite (subst_domain o) —> finite (range_vars o)"
(proof )

lemma finite_subst_img_if_finite_dom': "finite (subst_domain o) = finite (subst_range o)"
(proof)

lemma subst_img _alt_def: "subst_range s = {t. dv. s v =t A t # Var v}"
(proof )

lemma subst_fv_img_alt_def: "range_vars s = ((Jt € {t. Jv. s v =1t At # Var v}. fv t)"
(proof)

lemma subst_domI[intro]: "o v # Var v. =—> v € subst_domain c"
(proof )

lemma subst_imgI[intro]: "o v # Var v = o v € subst_range o"
(proof )

lemma subst_fv_imgI[intro]: "o v # Var v —> fv (0 v) C range_vars o"
(proof )

lemma subst_eqI':
assumes "t - § =t - U" "subst_domain & = subst_domain V" "subst_domain § C fv t"
shows "§ = 9"

(proof )

lemma subst_domain_subst_Fun_single[simp]:
"subst_domain (Var(x := Fun f T)) = {x}" (is "?A = 7B")
(proof )

lemma subst_range_subst_Fun_single[simp]:
"subst_range (Var(x := Fun f T)) = {Fun £ T}" (is "?A = 7B")
(proof)

lemma range_vars_subst_Fun_single[simp]:
"range_vars (Var(x := Fun f T)) = fv (Fun £ T)"
(proof )

lemma var_renaming is_Fun_iff:
assumes "subst_range § C range Var"
shows "is Fun t = is_Fun (t - 6)"
(proof)

lemma subst_fv_dom_img_subset: "fv t C subst_domain ¥ = fv (t - ¥) C range_vars 9"
(proof )

lemma subst_fv_dom_img_subset_set: "fvse; M C subst_domain ¥ = fvser (M -se¢ ¥) C range_vars 09"
(proof )

lemma subst_fv_dom_ground_if_ground_img:

assumes "fv t C subst_domain s" "ground (subst_range s)"
shows "fv (t - s) = {}"
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(proof)

lemma subst_fv_dom_ground_if_ground_img':
assumes "fv t C subst_domain s" "Ax. x € subst_domain s = fv (s x) = {}"
shows "fv (t - s) = {}"

(proof)

lemma subst_fv_unfold: "fv (t - s8) = (fv t - subst_domain s) U fvse: (s ~ (fv t N subst_domain s))"

{proof)

lemma subst_fv_unfold_ground_img: "range_vars s = {} =—> fv (t - s) = fv t - subst_domain s"

(proof)

lemma subst_img_update:

"lo v = Var v; t # Var v] = range_vars (o(v := t)) = range_vars o U fv t"
(proof)
lemma subst_dom_updatel: "v ¢ subst_domain ¢ = subst_domain (o0 (v := Var v)) = subst_domain o"
(proof)
lemma subst_dom_update2: "t # Var v = subst_domain (o (v := t)) = insert v (subst_domain o)"
(proof)
lemma subst_dom_update3: "t = Var v —> subst_domain (o (v := t)) = subst_domain o - {v}"
(proof)

lemma var_not_in_subst_dom[elim]: "v ¢ subst_domain s = s v = Var v"
(proof)

lemma subst_dom_vars_in_subst[elim]: "v € subst_domain s => s v # Var v"
(proof )

lemma subst_not_dom_fixed: "[v € fv t; v ¢ subst_domain s] = v € fv (t - s)" (proof)

lemma subst_not_img_fixed: "[v € fv (t - s); v ¢ range_vars s| = v € fv t"
(proof)

lemma ground_range_vars[intro]: "ground (subst_range s) —> range_vars s = {}"
(proof)

lemma ground_subst_no_var[intro]: "ground (subst_range s) —> x ¢ range_vars s"
(proof)

lemma ground_img_obtain_fun:
assumes "ground (subst_range s)" "x € subst_domain s"
obtains f T where "s x = Fun f T" "Fun f T € subst_range s" "fv (Fun f T) = {}"

(proof)

lemma ground_term_subst_domain_fv_subset:
"fv (t - §) = {} = fv t C subst_domain "

(proof)

lemma ground_subst_range_empty_fv:
"ground (subst_range V) = x € subst_domain ¥ = fv (¥ x) = {}"

(proof)

lemma subst_Var_notin_img: "x ¢ range_vars s = t - s = Var x = t = Var x"
(proof )

lemma fv_in_subst_img: "[s v = t; t # Var v] = fv t C range_vars s"
(proof )

lemma empty_dom_iff_empty_subst: "subst_domain ¥ = {} <+— ¢ = Var" (proof)
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lemma subst_dom_cong: "(Av t. ¥ v

{proof)

lemma subst_img_cong: "(Av t. 9 v =t = § v = t) = range_vars ¥ C range_vars "

(proof)

t — 0 v = t) — subst_domain 9 C subst_domain §"

lemma subst_dom_elim: "subst_domain s N range_vars s = {} =—> fv (t - s) N subst_domain s =

{proof)

lemma subst_dom_insert_finite: "finite (subst_domain s) = finite (subst_domain (s(v :=

(proof)

lemma trm_subst_disj: "t - ¥ = t = fv t N subst_domain ¥ = {}"

(proof)

declare subst_apply_term_ident[intro]

lemma trm_subst_ident'[intro]: "v ¢ subst_domain ¥ —> (Var v) - ¥ = Var v"

(proof)

lemma trm_subst_ident''[intro]: "(Ax. x € fv t = ¥ x = Var x) = t - ¥ = t"
(proof )

lemma set_subst_ident: "fvse: M N subst_domain ¥ = {} =— M -5¢¢ ¥ = M"
(proof)

lemma trm_subst_ident_subterms[intro]:
"fv t N subst_domain ¥ = {} —> subterms t -s.¢ ¥ = subterms t"

(proof)

lemma trm_subst_ident_subterms'[intro]:
"v ¢ fv t =—> subterms t -se¢ Var(v := s) = subterms t"

(proof)

lemma const_mem_subst_cases:
assumes "Fun ¢ [] € M -5¢¢ O"
shows "Fun ¢ [] € MV Fun ¢ [] € ¥ ~ fvser M"

(proof)

lemma const_mem_subst_cases':
assumes "Fun c¢ [] € M -ser V"
shows "Fun ¢ [] € M V Fun c [] € subst_range "

{proof)

lemma fv_subterms_substI[intro]: "y € fv t — 9 € subterms t -ger V"
y y

(proof)

lemma fv_subterms_subst_eq[simp]: "fvse: (subterms (t - ¥)) = fvser (subterms t -sex U)"

{proof)

t)))"

lemma fv_subterms_set_subst: "fvse: (subtermsse: M -set ¥) = fvser (subtermsser (M -ser ¥))"

(proof)

lemma fv_subterms_set_subst': "fvse: (subtermsset M -set V) = fvser (M -sex )"

(proof)

lemma fv_subst_subset: "x € fv t = fv (¢ x) C fv (¢t - 9)"

{proof)

lemma fv_subst_subset': "fv s C fv t — fv (s - ¢) C fv (t - P)"

{proof)
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lemma fv_subst_obtain_var:
fixes 0::"('a,'b) subst"
assumes "x € fv (t - 4)"
shows "Jy € fv t. x € fv (0 y)"

(proof)

lemma set_subst_all_ident: "fvset (M -ser ¥) N subst_domain § = {} = M -set (¥ 05 §) = M -5 V"

(proof)

lemma subterms_subst:
"subterms (t - d) = (subterms t -s.t d) U subtermsse: (d ~ (fv t N subst_domain d))"

(proof)

lemma subterms_subst':
fixes ¥9::"('a, 'b) subst"
assumes "Vx € fvt. (3f. ¥ x =Fun £ []) V (Qy. 9 x = Var y)"
shows "subterms (t - /) = subterms t -se¢ U"

(proof)

lemma subterms_subst'':
fixes ¥::"('a,'b) subst"
assumes "Vx € fvger M. (3f. ¥ x = Fun f []) V (Jy. ¥ x = Var y)"
shows "subtermsse: (M -set ¥) = subtermsse: M -set U"

(proof)

lemma subterms_subst_subterm:
fixes ¥9::"('a, 'b) subst"
assumes "Vx € fva. (If. ¥ x =Fun f []) V (Qy. 9 x = Var y)"
and "b € subterms (a - V)"
shows "dc € subterms a. ¢ - ¥ = b"

(proof )

lemma subterms_subst_subset: "subterms t -s.; o C subterms (t - o)"

(proof)

lemma subterms_subst_subset': "subtermsset M -set 0 C subtermsses (M -set o)
(proof )

lemma subtermss.;_subst:
fixes ¥9::"('a, 'b) subst"
assumes "t € subtermsSset (M -set V)"
shows "t € subtermsse: M ‘set 9 V (3x € fvser M. t € subterms (¥ x))"

(proof)

lemma rm_vars_dom: "subst_domain (rm_vars V s) = subst_domain s - V"
(proof )

lemma rm_vars_dom_subset: "subst_domain (rm_vars V s) C subst_domain s"
(proof )

lemma rm_vars_dom_eq':
"subst_domain (rm_vars (UNIV - V) s) = subst_domain s N V"

(proof)

lemma rm_vars_dom_eqI:

assumes "t - § =t - O"

shows "subst_domain (rm_vars (UNIV - fv t) ) = subst_domain (rm_vars (UNIV - fv t) )"
(proof)

lemma rm_vars_img: "subst_range (rm_vars V s) = s ~ subst_domain (rm_vars V s)"

{proof)

lemma rm_vars_img_subset: "subst_range (rm_vars V s) C subst_range s"
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(proof)

lemma rm_vars_img fv_subset: "range_vars (rm_vars V s) C range_vars s"

(proof)

lemma rm_vars_fv_obtain:
assumes "x € fv (t - rm_vars X ¥) - X"
shows "dy € fv t - X. x € fv (rm_vars X ¥ y)"

{proof)

s v"

lemma rm_vars_apply: "v € subst_domain (rm_vars V s) =— (rm_vars V s) v

(proof)

lemma rm_vars_apply': "subst_domain 6 N vs = {} => rm_vars vs § = §"

(proof)

lemma rm_vars_ident: "fv t N vs = {} = t - (rm_vars vs ¥) =t - 9"
(proof )

lemma rm_vars_fv_subset: "fv (t - rm_vars X ¢) C fv t U fv (t - ¥)"
(proof )

lemma rm_vars_fv_disj:
assumes "fv t N X = {}" "fv (¢t - 9) N X = {}"
shows "fv (t - rm_vars X 9) N X = {}"

(proof )

lemma rm_vars_ground_supports:
assumes "ground (subst_range ¥)"
shows "rm_vars X 9 supports 9"

(proof)

lemma rm_vars_split:
assumes "ground (subst_range )"
shows "} = rm_vars X ¥ os rm_vars (subst_domain ¥ - X) 9"

{proof)

lemma rm_vars_fv_img_disj:
assumes "fv t N X = {}" "X N range_vars ¥ = {}"
shows "fv (t - rm_vars X 9) N X = {}"

{proof)

lemma subst_apply_dom_ident: "t - 9 = t =—> subst_domain § C subst_domain ¥ =—> t - § = t"
(proof )

lemma rm_vars_subst_apply_ident:
assumes "t - ¢ = t"
shows "t - (rm_vars vs ¥) = t"
(proof )

lemma rm_vars_subst_eq:
"t . § =t - rm_vars (subst_domain & - subst_domain § N fv t) §"

(proof)

lemma rm_vars_subst_eq':
"t -y =t - rm_vars (UNIV - fv t) 0"

(proof)

lemma rm_vars_comp:
assumes "range_vars 6 N vs = {}"
shows "t - rm_vars vs (0 os ¥) =t - (rm_vars vs § os rm_vars vs ¥)"

{proof)
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lemma rm_vars_fvse:_subst:
assumes "x € fvge: (rm_vars X ¢ T V)"
shows "x € fvger (¥ ~ Y) V x € X"
(proof )

lemma disj_dom_img_var_notin:
assumes "subst_domain ¥ N range_vars ¥ = {}" ") v = t" "t # Var v"
shows "v ¢ fv t" "Wv € fv (t - ¥). v ¢ subst_domain 9"

{proof)

lemma subst_sends_dom_to_img: "v € subst_domain ¥ —> fv (Var v - ¥) C range_vars ¢"

(proof)

lemma subst_sends_fv_to_img: "fv (t - s) C fv t U range_vars s"

(proof)

lemma ident_comp_subst_trm_if_disj:
assumes "subst_domain o (N range_vars ¢ = {}" "v € subst_domain 9"
shows "(J os o) v =10 v"

(proof)

lemma ident_comp_subst_trm_if_disj': "fv (J v) N subst_domain 0 = {} = (I o5 o) v =9 v"
(proof )

lemma subst_idemI[intro]: "subst_domain o N range_vars o = {} —> subst_idem o"
(proof )

lemma subst_idemI'[intro]: "ground (subst_range o) —> subst_idem c"
(proof )

lemma subst_idemE: "subst_idem o0 —> subst_domain ¢ (N range_vars o = {}"
(proof)

lemma subst_idem_rm_vars: "subst_idem ¥ —> subst_idem (rm_vars X ¥)"
(proof )

lemma subst_fv_bounded_if_img_bounded: "range_vars ¥ C fvt U V = fv (¢t - 9) C fv t U V"
(proof )

lemma subst_fv_bound_singleton: "fv (t - Var(v :=t')) C fv t U fv t'"
(proof )

lemma subst_fv_bounded_if_ img_bounded':
assumes "range_vars ¥ C fvger M"
shows "fvser (M st V) C fvser M"
(proof)

lemma ground_img_if_ground_subst: "(Av t. s v =t = fv t = {}) = range_vars s = {}"
(proof )

lemma ground_subst_fv_subset: "ground (subst_range ) =—> fv (t - ) C fv t"
(proof )

lemma ground_subst_fv_subset': "ground (subst_range ¥) = fvser (M ‘5et ¥) C fvger M"
(proof )

lemma subst_to_var_is_var[elim]: "t - s = Var v = Jdw. t = Var w"
(proof)

lemma subst_dom_comp_inI:
assumes "y ¢ subst_domain o"
and "y € subst_domain §"
shows "y € subst_domain (o os §)"
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(proof)

lemma subst_comp_notin_dom_eq:
"x ¢ subst_domain 91 = (91 o, ¥2) x = 92 x"
(proof)

lemma subst_dom_comp_eq:

assumes "subst_domain ¥ N range_vars o = {}"

shows "subst_domain (¥ os o) = subst_domain 99 U subst_domain o"
(proof)

lemma subst_img_ comp_subset [simp] :
"range_vars (U1 os ¥2) C range_vars ¥1 U range_vars 92"
(proof )

lemma subst_img_comp_subset':

assumes "t € subst_range (91 o, 9¥2)"

shows "t € subst_range ¥2 V (3t' € subst_range V1. t =t' - 92)"
(proof)

lemma subst_img_comp_subset'':

"subtermss.: (subst_range (U1 os 92)) C

subtermsse¢ (subst_range ¥2) U ((subtermsse; (subst_range V1)) -ser ¥92)"
(proof)

lemma subst_img_comp_subset''':
"subtermss.; (subst_range (91 oy 9¥2)) - range Var C

subtermsse: (subst_range ¥2) - range Var U ((subtermss.: (subst_range 1) - range Var) -

(proof)

lemma subst_img_comp_subset_const:
assumes "Fun ¢ [] € subst_range (U1 oy ¥2)"
shows "Fun ¢ [] € subst_range ¥2 V Fun c¢ [] € subst_range 91 V
(Ix. Var x € subst_range ¥1 A ¥2 x = Fun ¢ [])"
(proof)

lemma subst_img_comp_subset_const':

fixes § 7::"('f,'v) subst"

assumes "(§ os, 7) x = Fun c []"

shows "0 x =Fun ¢ [J] V (3z. § x =Var z A 7 z = Fun ¢ [])"
{proof )

lemma subst_img_ comp_subset_ground:

assumes "ground (subst_range ¥1)"

shows "subst_range (¥1 os ¥2) C subst_range 91 U subst_range 92"
(proof)

lemma subst_fv_dom_img_single:
assumes "v ¢ fv t" "o v = t" "Aw. v # w = o w = Var w"
shows "subst_domain o = {v}" "range_vars o = fv t"

(proof)

lemma subst_comp_upd1:
"I(v :=t) og 0= (I og o)(v :i=t o)
(proof)

lemma subst_comp_upd2:
assumes "v ¢ subst_domain s" "v ¢ range_vars s"
shows "s(v :=t) = s oy (Var(v := t))"

(proof)

lemma ground_subst_dom_iff_img:
"ground (subst_range o) =—> x € subst_domain ¢ <— o x € subst_range ¢"
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(proof)

lemma finite_dom_subst_exists:
"finite S = do::('f,'v) subst. subst_domain o = S"

(proof)

lemma subst_inj_is_bij_betw_dom_img if_ground_img:
assumes "ground (subst_range )"
shows "inj o <— bij_betw o (subst_domain o) (subst_range o)" (is "?A <— 7B")

(proof)

lemma bij_finite_ground_subst_exists:
assumes "finite (S::'v set)" "infinite (U::('f,'v) term set)" "ground U"
shows "do::('f,'v) subst. subst_domain o = S
A bij_betw o (subst_domain o) (subst_range o)
A subst_range o C U"

(proof)

lemma bij_finite_const_subst_exists:
assumes "finite (S::'v set)" "finite (T::'f set)" "infinite (U::'f set)"
shows "do::('f,'v) subst. subst_domain o = S
A bij_betw o (subst_domain o) (subst_range o)
N subst_range 0 C (Ac. Fun c []) ~ (U - T)"

(proof)

lemma bij_finite_const_subst_exists':
assumes "finite (S::'v set)" "finite (T::('f,'v) terms)" "infinite (U::'f set)"
shows "do::('f,'v) subst. subst_domain o = S
A bij_betw o (subst_domain o) (subst_range o)
A subst_range 0 C ((Ac. Fun c []) ~U) - T"

(proof)

lemma bij_betw_itel:
assumes "bij_betw f A B" "bij_betw g C D" "A N C=A{}" "BN D= {}"
shows "bij_betw (A\x. if x € A then f x else g x) (AU C) (B U D)"

{proof)

lemma subst_comp_split:
assumes "subst_domain ¥ N range_vars ¥ = {}"
shows "J = (rm_vars (subst_domain ¥ - V) ) os (rm_vars V ¥)" (is ?P)
and "¢ = (rm_vars V ) os (rm_vars (subst_domain ¥ - V) #)" (is 7Q)
(proof)

lemma subst_comp_eq_if_disjoint_vars:
assumes "(subst_domain § U range_vars §) N (subst_domain vy U range_vars ) = {}"
shows "y o5 § =6 o5 4"

(proof)

lemma subst_eq_if_disjoint_vars_ground:
fixes £ 6::"('f,'v) subst"
assumes "subst_domain 0 N subst_domain { = {}" "ground (subst_range £)" "ground (subst_range 0)"
shows "t - § - £ =¢t - & - 46"

(proof)

lemma subst_img bound: "subst_domain & U range_vars § C fv t —> range_vars 6 C fv (t - 6)"

(proof)

lemma subst_all_fv_subset: "fv t C fvser M = fv (t - V) C fvser (M s5er V)"

{proof)

lemma subst_support_if_mgt_subst_idem:
assumes "9 =<, 0" "subst_idem U"
shows "¢ supports §"
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(proof)

lemma subst_support_iff_mgt_if_ subst_idem:
assumes "subst_idem "
shows "J <, 6 +— o) supports 0"

(proof)

lemma subst_support_comp:
fixes 9 6§ Z::"('a,'b) subst"
assumes "¢ supports Z" "§ supports I"
shows "(¥ oy §) supports Z"

(proof)

lemma subst_support_comp':

fixes 9 § o0::"('a, 'b) subst"

assumes " supports §"

shows "¢ supports (0 o, o)" "o supports § —> 1 supports (o oz 6)"
(proof)

lemma subst_support_comp_split:
fixes 9 § Z::"('a,'b) subst"
assumes "(¥ os; §) supports "
shows "subst_domain ¥ N range_vars ¥ = {} = ¢ supports Z"
and "subst_domain ¥ N subst_domain § = {} = § supports Z"

(proof)

lemma subst_idem_support: "subst_idem ¥ =—> ¥ supports ¥ o, 0"
(proof)

lemma subst_idem_iff self support: "subst_idem ¥ <— ¥ supports V"
(proof )

lemma subterm_subst_neq: "t C t' = t - s # t' - s"
(proof)

lemma fv_Fun_subst_neq: "x € fv (Fun f T) = 0 x #* Fun £ T - o"
(proof )

lemma subterm_subst_unfold:

assumes "t C s - 9"

shows "(ds'. s' T s At=s'-9) VvV Ax € fvs. tC ¢ x)"
(proof )

lemma subterm_subst_img_subterm:
assumes "t C s - 9" "As'. s' C s = t # s' - 9"
shows "dw € fv s. t C 9 w"

(proof)

lemma subterm_subst_not_img_subterm:
assumes "t C s - 7" "-(dw € fvs. t C T w)"
shows "3f T. Fun f TE s At =Fun £ T - I"
(proof)

lemma subst_apply_img_var:
assumes "v € fv (t - )" "v & fv t"
obtains w where "w € fv t" "v € fv (§ w)"

(proof)

lemma subst_apply_img var':
assumes "x € fv (t - §)" "x ¢ fv t"
shows "dy € fv t. x € fv (§ y)"
{proof)
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lemma nth_map_subst:
fixes 9::"('f,'v) subst" and T::"('f,'v) term list" and i::nat
shows "i < length T = (map (At. t - ¢¥) T) ! i = (T ! i) - 9"
(proof)

lemma subst_subterm:
assumes "Fun f T C t - 9"
shows "(3dS. Fun f SC t AFun f S -9 = Fun £ T) V
(3s € subst_range ¥. Fun f T C s)"
(proof)

lemma subst_subterm':
assumes "Fun f T C t - 9"
shows "3S. length S = length T A (Fun f S C t V (ds € subst_range ¥. Fun £ S C s))"

(proof)

lemma subst_subterm'':
assumes "s € subterms (t - 9)"
shows "(Ju € subterms t. s = u - ¥) V s € subtermss.: (subst_range )"

(proof)

lemma fv_ground_subst_compose:
assumes '"subst_domain § = subst_domain o"
and "range_vars 0 = {}" "range_vars o = {}"
shows "fv (t - § o ¥) = fv (t - 0 os V)"
(proof)

2.3.3 More Small Lemmata

lemma funs_term_subst: "funs_term (t - ) = funs_term t U ((Jx € fv t. funs_term (¥ x))"
(proof )

lemma fv,.;_subst_img_eq:
assumes "X N (subst_domain § U range_vars 0) = {}"
shows "fvser (6 ~ (Y = X)) = fvger (6 ~ Y) - X"
(proof)

lemma subst_Fun_index_eq:
assumes "i < length T" "Fun f T - § = Fun g T' - 0"
shows "T ! i -0 =T" ! i-4§"

(proof)

lemma fv_exists_if_unifiable_and_neq:
fixes t t'::"('a,'b) term" and 6 ¥::"('a,'b) subst"
assumes "t # t'" "t - ) =t' - P
shows "fv t U fv t' # {}"

(proof )

lemma const_subterm_subst: "Fun ¢ [] C t = Func [JC t - o"
(proof )

lemma const_subterm_subst_var_obtain:
assumes "Fun ¢ [] T t - o" "=Fun c [] T t"
obtains x where "x € fv t" "Fun ¢ [] C o x"

(proof)

lemma const_subterm_subst_cases:
assumes "Fun ¢ [] T t - o"
shows "Fun ¢ [] C t V (3x € fv t. x € subst_domain 0 A Fun ¢ [] C o x)"

(proof)

lemma const_subterms_subst_cases:
assumes "Fun ¢ [] Cget M 5e¢ 0"
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shows "Fun ¢ [] Cset M V (3x € fvser M. x € subst_domain o A Fun ¢ [] E o x)"
(proof )

lemma const_subterms_subst_cases':
assumes "Fun ¢ [] Cser M set 0"
shows "Fun ¢ [] Ceet M V Fun ¢ [] C,.; subst_range o"

(proof)

lemma fvyqirs_subst_fv_subset:
assumes "x € fvpgirs F"
shows "fv (¥ x) C fvpairs (F pairs V)"
(proof )

lemma fvpqirs_step_subst: "fvser (0 °~ fVpairs F) = fVpairs (F pairs 0)"

(proof)

lemma fvpqirs_subst_obtain_var:
fixes 0::"('a,'b) subst"
assumes "x € fvpairs (F ‘pairs 0)"
shows "Jy € fvpeirs F. x € fv (§ y)"

(proof)

lemma pair_subst_ident[intro]: "(fv t U fv t') N subst_domain ¥ = {} = (t,t') -, ¥ = (t,t')"
(proof)

lemma pairs_substI[intro]:
assumes "subst_domain 9 N ({J (s,t) € M. fv s U fv t) = {}"
shows "M -pser ¥ = M"

(proof)

lemma fvpairs_SUbSt: “fvpairs (F ‘pairs 19) = fvset (19 N (fvpai'rs F))”
(proof)

lemma fVpairs_subst_subset:
assumes "fvpqirs (F pairs 0) C subst_domain o"
shows "fvpeirs F C subst_domain o U subst_domain 4"

{proof)

lemma pairs_subst_comp: "F pairs 0 05 O = ((F “pairs 0) ‘pairs U)"
(proof)

lemma pairs_substI'[intro]:
"subst_domain ¥ N fVpgirs F = {} = F pairs U = F"
(proof)

lemma subst_pair_compose[simp]: "d - (6 o5 I) =d - 6 -p I"

(proof)

lemma subst_pairs_compose[simp]: "D ‘pset (0 05 Z) =D ‘pset 0 ‘pset L"

{proof)

lemma subst_apply_pair_pair: "(t, s)  Z = (t - Z, s - 1)"

(proof)

lemma subst_apply_pairs_nil([simp]: "[] -pairs 6 = [1"

(proof)

lemma subst_apply_pairs_singleton[simp]: "[(t,s)] ‘pairs 0 = [(t - §,s - §)]"

(proof )
lemma subst_apply_pairs_Var[iff]: "F -pairs Var = F" (proof)

lemma subst_apply_pairs_pset_subst: "set (F -pairs ¥) = set F -pser 0"
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(proof)

lemma subst_subterms:
"t Eset M= t- ) Eset M -set g

(proof)

lemma subst_subterms_fv:
"X € fVset M = 1 x € subtermsset M -ser U"

{proof)

lemma subst_subterms_Var:
"War x Cger M =—> ¥ x € subtermsser M -ser "
(proof)

lemma fv_subset_subterms_subset:
"§ ° fvser M C subtermsSser M -ser 0"

(proof)

lemma subst_const_swap_eq:
fixes ¥ o::"('a, 'b) subst"
assumes t: "t - ¥ =5 - 9"
and ¥: Vx € fv t U fvs. dk. ¥ x = Fun k []"
Wx € fv t. - (0 x C s)"
"Wx € fv s. 2 (¥ x C t)"
and o_def: "o = Ax. p (¥ x)"
shows "t - 0 = s - o"
(proof)

lemma term_subst_set_eq:
assumes "Ax. x € fvsger M = § x = 0 x"
shows "M o1 § = M 51 0"

(proof)

lemma subst_const_swap_eq':
assumes "t - ¥ = s - 9"
and 'Vx € fvtU fvs. 9 x=0xV (W xLCt)AN-0xCEs) (is "?7Adt s")
and 'Vx € fv t U fv s. dc. ¥ x = Fun ¢ []" (is "?B t s")
and "Vx € fvt U fv s. dc. 0 x = Fun ¢ []" (is "?C t s")
and Vx € fv t U fv s. Vy € fv t U fv s. Y x =9 y «— o x =0 y" (s "?D t s")
shows "t - 0 =85 - 0"
{proof )

lemma subst_const_swap_eq_mem:
assumes "t - ¥ € M 5o V"

and "Vx € fvset MU fv t. 9 x =0 x V = (¥ x Csey insert t M)"
and '"Vx € fvee:t M U fv t. Jc. ¥ x = Fun ¢ []" (is "?B (fvse:t M U fv t)")
and '"Vx € fvser M U fv t. dc. 0 x = Fun ¢ []" (is "?C (fvse:t M U fv t)")
and "Vx € fvset M U fv t. Vy € fvsget MU fv t. 9 x =0 y «— 0 x =0 y" (is "?D (fvsert M U fv
t)")
shows "t - 0 € M -s5¢r "
(proof)

2.3.4 Finite Substitutions

inductive__set fsubst::"('a,'b) subst set" where
fvar: "Var € fsubst"
| FUpdate: "[¢ € fsubst; v ¢ subst_domain ¥; t # Var v] = ¥ (v := t) € fsubst"

lemma finite_dom_iff_fsubst:
"finite (subst_domain ) <— ¢ € fsubst"
(proof)

lemma fsubst_induct[case_names fvar FUpdate, induct set: finite]:
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assumes "finite (subst_domain 6)" "P Var"

and "AY v t. [finite (subst_domain ¥); v ¢ subst_domain ¥; t # Var v; P VY] = P (J(v :

shows "P §"
(proof )

lemma fun_upd_fsubst: "s(v := t) € fsubst <— s € fsubst"
(proof)

lemma finite_img_if_fsubst: "s € fsubst — finite (subst_range s)"
(proof)

2.3.5 Unifiers and Most General Unifiers (MGUs)

abbreviation Unifier::"('f,'v) subst = ('f,'v) term = ('f,'v) term = bool" where
"Unifier c tu= (t-oc =u-o)"

abbreviation MGU::"('f,'v) subst = ('f,'v) term = ('f,'v) term = bool" where
"MGU o t u = Unifier c t u A (V9. Unifier ¥ t u — o =<, 9)"

lemma MGUI[intro]:
shows "[t - 0 =u - o; AY::('f,'v) subst. t -9 =u ¥ = o =<, ¥ = MGU o t u"
(proof)

lemma UnifierD[dest]:
fixes o::"('f,'v) subst" and f g::'f and X Y::"('f,'v) term list"
assumes "Unifier ¢ (Fun f X) (Fun g Y)"
shows "f = g" "length X = length Y"

(proof)

lemma MGUD[dest] :
fixes o::"('f,'v) subst" and f g::'f and X Y::"('f,'v) term list"
assumes "MGU o (Fun f X) (Fun g Y)"
shows "f = g" "length X = length Y"

(proof)

lemma MGU_sym[sym]: "MGU o s t = MGU o t s" (proof)
lemma Unifier_sym[sym]: "Unifier ¢ s t = Unifier o t s" (proof)

lemma MGU_nil: "MGU Var s t <— s = t" (proof)

lemma Unifier_comp: "Unifier (¥ o5 0) t u = Unifier 6 (t - ¥) (u - 9)"

(proof)

lemma Unifier_comp': "Unifier ¢ (t - ¥) (u - ¥9) = Unifier (¥ os §) t u"

(proof)

lemma Unifier_ excludes_subterm:
assumes : "Unifier ¥ t u"
shows "—t C u"

(proof)

lemma MGU_is_Unifier: "MGU ¢ t u = Unifier o t u" (proof)

lemma MGU_Varil:

assumes "—Var v C t"

shows "MGU (Var(v := t)) (Var v) t"
(proof )

lemma MGU_Var2: "v ¢ fv t => MGU (Var(v := t)) (Var v) t"
(proof)

lemma MGU_Var3: "MGU Var (Var v) (Var w) <— v = w" (proof)
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lemma MGU_Constl: "MGU Var (Fun c¢ []) (Fun d []) <— c = d" (proof)
lemma MGU_Const2: "MGU ¢ (Fun c []) (Fun d []) = c¢ = d" (proof)

lemma MGU_Fun:
assumes "MGU ¢ (Fun f X) (Fun g Y)"
shows "f = g" "length X = length Y"

(proof)

lemma Unifier_ Fun:
assumes "Unifier ¥ (Fun f (x#X)) (Fun g (y#Y))"
shows "Unifier ¥ x y" "Unifier ¥ (Fun f X) (Fun g Y)"

(proof)

lemma Unifier_ subst_idem_subst:
"subst_idem r — Unifier s (t - r) (u - r) —> Unifier (r o5 s) (t - r) (u- r)"

(proof)

lemma subst_idem_comp:
"subst_idem r — Unifier s (t - r) (u - r) —
(\q. Unifier q (t - r) (u- 1) = s o, q=q) =
subst_idem (r os s)"
(proof )

lemma Unifier_mgt: "[Unifier 0 t u; § =, ¥] = Unifier ¥ t u" (proof)

lemma Unifier_support: "[Unifier § t u; 0 supports ¥] = Unifier ¥ t u"
(proof)

lemma MGU_mgt: "[MGU o t u; MGU § t u] = o =, 0" (proof)

lemma Unifier trm_fv_bound:
"[Unifier s t u; v € fv t] = v € subst_domain s U range_vars s U fv u"

(proof)

lemma Unifier_rm_var: "[Unifier ¢ s t; v ¢ fv s U fv t] = Unifier (rm_var v 9¥) s t"
(proof)

lemma Unifier_ground_rm_vars:
assumes "ground (subst_range s)" "Unifier (rm_vars X s) t t'"
shows "Unifier s t t'"

(proof)

lemma Unifier dom_restrict:

assumes "Unifier s t t'" "fvt U fv t' C S"
shows "Unifier (rm_vars (UNIV - S) s) t t'"
(proof )

2.3.6 Well-formedness of Substitutions and Unifiers

inductive__set wfsups¢_set::"('a,'b) subst set" where
Empty[simp]: "Var € wfsypst_set"
| Insert[simp]:
”[[19 € wfsybst_set; v ¢ subst_domain ¥;
v ¢ range_vars ¥; fv t N (insert v (subst_domain ¥)) = {}]
— Y (v := t) € wfsupst_set"

definition wfsupse::"('a,'b) subst = bool" where
"wfsubst ¥ = subst_domain ¥ N range_vars ¥ = {} A finite (subst_domain ¥)"

definition wfygu::"('a,'b) subst = ('a,'b) term = ('a,'b) term = bool" where

"wEvigu ¥ S t = wWlsubst U A MGU ¥ s t A subst_domain ¥ U range_vars ¥ C fv s U fv t"
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lemma wf_subst_subst_idem: "wfsupst ¥ = subst_idem 9" (proof)

lemma wf_subst_properties: "Y € wfsybst_Set = Wlsypst U"
(proof)

lemma wfsyps¢_induct [consumes 1, case_names Empty Insert]:
assumes "wfsupst 0" "P Var"
and "AY v t. [wfsubst ¥9; P ¥; v ¢ subst_domain ¥; v ¢ range_vars ¥;
fv t N insert v (subst_domain ¢) = {}]
— P (W(v := t))"
shows "P §"

(proof)

lemma wf_subst_fsubst: "wfsypst 0 —> 0 € fsubst"

(proof)

lemma wf_subst_nil: "wfsupst Var" (proof)

lemma wf_MGU nil: "MGU Var s t — wfygu Var s t'

(proof )
lemma wf_MGU_dom_bound: "wfmgu ¥ s t = subst_domain ¥ C fv s U fv t" (proof)

lemma wf_subst_single:
assumes "v ¢ fv t" "o v =t" "Aw. v # w = o w = Var w"
shows "wfsupst 0"

(proof)

lemma wf_subst_reduction:
"wfsubst 8 —> Wlsubst (rm_var v s)"

(proof)

lemma wf_subst_compose:
assumes "wfsupst V1" "wlsupst 02"
and "subst_domain ¥1 N subst_domain ¥2 = {}"
and "subst_domain ¥1 N range_vars ¥2 = {}"
shows "wfsupst (U1 os ¥2)"

{proof)

lemma wf_subst_append:
fixes 91 ¥2::"('f,'v) subst"
assumes "wfsyupse V1" "wlsupse 02"
and "subst_domain Y1 N subst_domain ¥2 = {}"
and "subst_domain ¥1 N range_vars ¥2 = {}"
and "range_vars Y1 N subst_domain 92 = {}"
shows "wfsupst (Av. if 91 v = Var v then VU2 v else 91 v)"

(proof)

lemma wf_subst_elim_append:
assumes "wfsypst 0" "subst_elim ¥ v" "v ¢ fv t"
shows "subst_elim (V9 (w := t)) v"

(proof)

lemma wf_subst_elim_dom:
assumes "wfsupst V"
shows "Vv € subst_domain 1. subst_elim ¥ v"

(proof)

lemma wf_subst_support_iff_mgt: "wfsupst ¥ == U supports § +— ¥ =<, §"
(proof)
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2.3.7 Interpretations

abbreviation interpretationsupst::"('a,'b) subst = bool" where
"interpretationsypst ¥ = subst_domain ¢ = UNIV A ground (subst_range )"

lemma interpretation_substI:
"(Av. fv (¥ v) = {}) = interpretationsupst V"

{proof)

lemma interpretation_grounds[simp]:
"interpretationsypst ¥ —> fv (t - 9) = {}"

{proof)

lemma interpretation_grounds_all:
"interpretationsypst ¥ = (Av. fv (¥ v) = {P"

(proof)

lemma interpretation_grounds_all':
"interpretationsyps: ¥ => ground (M -ser V)"

(proof)

lemma interpretation_comp:

assumes "interpretationsypst U"

shows "interpretationsypst (0 os ¥)" "interpretationsypst (¥ os o)
(proof)

lemma interpretation_subst_exists:
"I7Z::('f,'v) subst. interpretationsypst L"

(proof)

lemma interpretation_subst_exists':
"JY::('f,'v) subst. subst_domain ¢ = X A ground (subst_range ¥)"

(proof)

lemma interpretation_subst_idem:
"interpretationsypst ¥ — subst_idem V"
(proof)

lemma subst_idem_comp_upd_eq:
assumes "v ¢ subst_domain Z" "subst_idem 9"
shows "Z oy ¥ = Z(v := 9 v) o5 9"

(proof )

lemma interpretation_dom_img_disjoint:
"interpretationgyps: I == subst_domain T N range_vars T = {}"
(proof )

2.3.8 Basic Properties of MGUs

lemma MGU_is_mgu_singleton: "MGU ¥ t u = is_mgu ¢ {(t,u)}"

(proof)

lemma Unifier_ in_unifiers_singleton: "Unifier ¥ s t <— ¥ € unifiers {(s,t)}"

{proof)

lemma subst_list_singleton_fv_subset:
"(Ux € set (subst_list (subst v t) E). fv (fst x) U fv (snd x))
C fvtU (Ux € set E. fv (fst x) U fv (snd x))"

{proof)

lemma subst_of_dom_subset: "subst_domain (subst_of L) C set (map fst L)"
(proof)
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lemma wf_MGU_is_imgu_singleton: "wfygu ¥ s t = is_imgu ¥ {(s,t)}"
(proof )

lemmas mgu_subst_range_vars = mgu_range_vars

lemmas mgu_same_empty = mgu_same

lemma mgu_var: assumes "x ¢ fv t" shows "mgu (Var x) t = Some (Var(x :

{proof)

lemma mgu_gives_wellformed_subst:
assumes "mgu s t = Some V" shows "wfgyupst V"

(proof)

lemma mgu_gives_wellformed_MGU:
assumes "mgu s t = Some V" shows "wfycqu U s t"

(proof)

lemma mgu_gives_subst_idem: "mgu s t = Some ¥ —> subst_idem ¥"

(proof)

lemma mgu_always_unifies: "Unifier Y M N = 3§. mgu M N = Some §"
(proof)

lemma mgu_gives_MGU: "mgu s t = Some ¥ =—> MGU ¥ s t"
(proof)

lemma mgu_vars_bounded [dest?] :
"mgu M N = Some 0 = subst_domain o U range_vars o C fv M U fv N"
(proof)

lemma mgu_vars_bounded ' :
assumes o: "mgu M N = Some o"
and MN: "fv M = {} V fv N = {}"
shows "subst_domain o = fv M U fv N" (is 74)
and "range_vars o = {}" (is 7B)
(proof)

lemma mgu_eliminates[dest?]:
assumes "mgu M N = Some o"
shows "(3v € fv M U fv N. subst_elim o v) V o = Var"
(is "?P M N o")

(proof)

lemma mgu_eliminates_dom:
assumes "mgu x y = Some V" "v € subst_domain 9"
shows "subst_elim ¢ v"

(proof)

lemma unify_list_distinct:
assumes "Unification.unify E B = Some U" "distinct (map fst B)"
and "((Jx € set E. fv (fst x) U fv (snd x)) N set (map fst B) = {}"
shows "distinct (map fst U)"

{proof)

lemma mgu_None_is_subst_neq:
fixes s t::"('a,'b) term" and §::"('a, 'b) subst"
assumes "mgu s t = None"
shows "s - § # t - "

(proof)

lemma mgu_None_if_neq_ground:
assumes "t # t'" "fv t = {}" "fv t' = {}"
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shows "mgu t t' = None"
(proof)

lemma mgu_None_commutes:

"mgu s t = None —> mgu t s = None"

thm mgu_complete[of s t] Unifier_in_unifiers_singleton[of ]
(proof)

lemma mgu_img_subterm_subst:
fixes 0::"('f,'v) subst" and s t u::"('f,'v) term"
assumes "mgu s t = Some §" "u € subtermsg.: (subst_range J) - range Var"
shows "u € ((subterms s U subterms t) - range Var) -se; 0"

(proof)

lemma mgu_img_consts:
fixes 0::"('f,'v) subst" and s t::"('f,'v) term" and c::'f and z::'v
assumes "mgu s t = Some §" "Fun c¢ [] € subtermss.: (subst_range )"
shows "Fun ¢ [] € subterms s U subterms t"

(proof)

lemma mgu_img_consts':
fixes 0::"('f,'v) subst" and s t::"('f,'v) term" and c::'f and z::'v
assumes "mgu s t = Some §" "§ z = Fun c []"
shows "Fun ¢ [] C sV Fun c [] C t"

(proof)

lemma mgu_img_composed_var_term:
fixes 0::"('f,'v) subst" and s t::"('f,'v) term" and f::'f and Z::"'v list"
assumes "mgu s t = Some 0" "Fun f (map Var Z) € subtermss.: (subst_range )"
shows "3Z'. map 6 Z' = map Var Z A Fun f (map Var Z') € subterms s U subterms t"

(proof)

lemma mgu_ground_instance_case:
assumes t: "fv (t - ) = {}"
shows "mgu t (t - §) = Some (rm_vars (UNIV - fv t) )" (is 74)
and mgu_ground_commutes: "mgu t (t - ) = mgu (t - 6) t" (is ?B)
(proof)

2.3.9 Lemmata: The "Inequality Lemmata’
Subterm injectivity (a stronger injectivity property)

definition subterm_inj_on where
"subterm_inj_on f A = Vx€A. VycAd. @v. vC fx AvIC fy) — x=y"

lemma subterm_inj_on_imp_inj_on: "subterm_inj_on f A = inj_on f A"
(proof )

lemma subst_inj_on_is_bij_betw:
"inj_on Y (subst_domain ¥) = bij_betw ¥ (subst_domain ) (subst_range )"

(proof)

lemma subterm_inj_on_alt_def:
"subterm_inj_on f A <—
(inj_on f AN (Vs € fFfA. YVue f'A. @v. vEsAvIEu — s=u)"
(is "?A +— 7B")

(proof)

lemma subterm_inj_on_alt_def':
"subterm_inj_on ¥ (subst_domain V) <—
(inj_on ¥ (subst_domain 9¥) A
(Vs € subst_range ¥. Yu € subst_range ¥v. (Qv. vEC s AvIEu — s =u)"
(is "?A <— ?7B")
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(proof)

lemma subterm_inj_on_subset:
assumes "subterm_inj_on f A"

and "B C A"
shows "subterm_inj_on f B"
(proof)

lemma inj_subst_unif_consts:
fixes Z 9 o::"('f,'v) subst”" and s t::"('f,'v) term"
assumes : "subterm_inj_on ¥ (subst_domain V)" "Wx € (fvs U fv t) - X. dc. ¥ x = Fun ¢ []"
"subtermss.; (subst_range ¥/) N (subterms s U subterms t) = {}" "ground (subst_range V)"
"subst_domain ¥ N X = {}"
and Z: "ground (subst_range I)" "subst_domain I = subst_domain 0"
and unif: "Unifier o (s - 9) (t - 9)"
shows "d§. Unifier 6 (s - Z) (t - I)"
(proof )

lemma inj_subst_unif_comp_terms:
fixes Z 9 o::"('f,'v) subst" and s t::"('f,'v) term"
assumes : "subterm_inj_on ¥ (subst_domain /)" "ground (subst_range V)"
"subtermss.: (subst_range ¥) N (subterms s U subterms t) = {}"
"(fv s U fv t) - subst_domain ¥ C X"
and tfr: "Wf U. Fun f U € subterms s U subterms t — U = [J V (3u € set U. u ¢ Var ~ X)"
and Z: "ground (subst_range I)" "subst_domain Z = subst_domain ¥"
and unif: "Unifier o (s - ¥) (t - 9"
shows "3§. Unifier § (s - Z) (t - I)"
(proof)

context
begin
private lemma sat_ineq_subterm_inj_subst_aux:

fixes Z::"('f, 'v) subst"

assumes "Unifier ¢ (s - I) (t - Z)" "ground (subst_range )"

"(fv s U fv t) - X C subst_domain ZI" "subst_domain Z N X = {}"

shows "34::('f,'v) subst. subst_domain § = X A ground (subst_range 6) AN's -6 -Z =t -6 - -1I"
(proof)

The "inequality lemma”: This lemma gives sufficient syntactic conditions for finding substitutions 9 under
which terms s and t are not unifiable.

This is useful later when establishing the typing results since we there want to find well-typed solutions to
inequality constraints / "negative checks” constraints, and this lemma gives conditions for protocols under which
such constraints are well-typed satisfiable if satisfiable.

lemma sat_ineq_subterm_inj_subst:
fixes 9 Z §::"('f,'v) subst"
assumes : "subterm_inj_on 1) (subst_domain ¥)"
"ground (subst_range ¥)"
"subst_domain ¥ N X = {}"
"subtermss.: (subst_range ¥) N (subterms s U subterms t) = {}"
"(fv s U fv t) - subst_domain ¥ C X"
and tfr: "(Wx € (fvs U fv t) - X. dc. ¥ x = Fun ¢ []) V
(Vf U. Fun f U € subterms s U subterms t — U = [J] V (3u € set U. u ¢ Var ~ X))"
and Z: "Vé::('f,'v) subst. subst_domain § = X A ground (subst_range 6) — s -6 -Z #t -9 - 1I"
"(fv s U fv t) - X C subst_domain Z" "subst_domain Z N X = {}" "ground (subst_range I)"
"subst_domain 7 = subst_domain 9"
and §: "subst_domain § = X" "ground (subst_range J)"
shows "s - 6 -9 # t -6 - 9"
(proof)
end

lemma ineq_subterm_inj_cond_subst:

assumes "X N range_vars ¥ = {}"
and "Vf T. Fun £ T € subtermsset S — T =[]V (3u € set T. u ¢ Var'X)"
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shows "Vf T. Fun f T € subtermsset (S 'set 9) — T =[] V (Ju € set T. u ¢ Var'X)"
(proof )

2.3.10 Lemmata: Sufficient Conditions for Term Matching

definition subst_var_inv::"('a,'b) subst = 'b set = ('a,'b) subst" where
"subst_var_inv 6 X = (Ax. if Var x € 6 ~ X then Var ((inv_into X ¢) (Var x)) else Var x)"

lemma subst_var_inv_subst_domain:
assumes "x € subst_domain (subst_var_inv & X)"
shows "Var x € § ~ X"

{proof)

lemma subst_var_inv_subst_domain':
assumes "X C subst_domain 0"
shows "x € subst_domain (subst_var_inv 0 X) «+— Var x € § ~ X"

(proof)

lemma subst_var_inv_Var_range:
"subst_range (subst_var_inv § X) C range Var"

(proof)
Injective substitutions from variables to variables are invertible

lemma inj_var_ran_subst_is_invertible:
assumes 0_inj_on_X: "inj_on § X"
and §_var_on_X: "0 ~ X C range Var"
and fv_t: "fv t C X"
shows "t =t - 0 oy subst_var_inv § X"

(proof)

lemma inj_var_ran_subst_is_invertible':
assumes 0_inj_on_t: "inj_on § (fv t)"
and §_var_on_t: "6 ~ fv t C range Var"
shows "t =t - § os subst_var_inv § (fv t)"

(proof)
Sufficient conditions for matching unifiable terms

lemma inj_var_ran_unifiable_has_subst_match:
assumes "t - § = s - §" "inj_on 0 (fv t)" "§ ~ fv t C range Var"
shows "t = s - 0 os subst_var_inv § (fv t)"

(proof)

end

2.4 Dolev-Yao Intruder Model

theory Intruder_Deduction
imports Messages More_Unification
begin

2.4.1 Syntax for the Intruder Deduction Relations

consts INTRUDER_SYNTH::"('f,'v) terms = ('f,'v) term = bool" (infix <F.> 50)
consts INTRUDER_DEDUCT::"('f,'v) terms = ('f,'v) term = bool" (infix <F> 50)

2.4.2 Intruder Model Locale

The intruder model is parameterized over arbitrary function symbols (e.g, cryptographic operators) and variables.
It requires three functions: - arity that assigns an arity to each function symbol. - public that partitions the
function symbols into those that will be available to the intruder and those that will not. - Ana, the analysis
interface, that defines how messages can be decomposed (e.g., decryption).
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locale intruder_model =

fixes arity :: "'fun = nat"
and public :: "'fun = bool"
and Ana :: "('fun, 'var) term = (('fun, 'var) term list X ('fun, 'var) term list)"

assumes Ana_keys_fv: "At K R. Ana t = (K,R) = fvse: (set K) C fv t"
and Ana_keys_wf: "At k KR £ T.
Ana t = (K,R) = (A\g S. Fun g S C t = length S = arity g)
—> k € set K = Fun f T C k = length T = arity f"
and Ana_var[simp]: "Ax. Ana (Var x) = ([1,[1)"
and Ana_fun_subterm: "Af T K R. Ana (Fun f T) = (K,R) — set R C set T"
and Ana_subst: "At § KR. [Ana t = (K,R); K # [1 VR # [I]] = 4na (t - §) = (K ‘1ist 0,R ‘1ist O)"
begin

lemma Ana_subterm: assumes "Ana t = (K,T)" shows '"set T C subterms t"

(proof)

lemma Ana_subterm': "s € set (snd (Ana t)) — s C t"
(proof )

lemma Ana_vars: assumes "Ana t = (K,M)" shows "fvse: (set K) C fv t" "fvgser (set M) C fv t"
(proof )

abbreviation V where "V = UNIV::'var set"

abbreviation ¥n (<X->) where "¥X" = {f::'fun. arity f = n}"
abbreviation Ynpub (<X,,,->) where "¥,.;" = {f. public £} N X""
abbreviation Ynpriv (<X,,;,->) where "3,,;," = {f. —public f} N X""

abbreviation X,,, where "Y,,, = (Jn. Zpup™)"
abbreviation X,,;, where "X, = (Jn. Zprin™)"
abbreviation ¥ where "Y = (Jn. X")"
abbreviation C where "C = X0

abbreviation C,., where "C,.;, = {f. public £} N C"
abbreviation Cpri, where "Cpr;y = {f. —public £} N C"
abbreviation ¥; where "Yy = ¥ - C"

abbreviation X,., where "Y;p0 = X N Zpup”
abbreviation X,,;, where "Y¢pr00 = X N Yprin "

lemma disjoint_fun_syms: "Xy N C = {}" (proof)

lemma id_union_univ: "Xy U C = UNIV" "X = UNIV" (proof)

lemma const_arity_eq_zerol[dest]: "c € C = arity c = 0" (proof)

lemma const_pub_arity_eq_zerol[dest]: "c € Cpuy = arity ¢ = 0 A public c" (proof)
lemma const_priv_arity_eq_zero[dest]: "¢ € Cpriy = arity c¢ = 0 A —public c" (proof)
lemma fun_arity_gt_zero[dest]: "f € ¥y = arity f > 0" (proof)

lemma pub_fun_public[dest]: "f € XYjpup = public f" (proof)

lemma pub_fun_arity_gt_zerol[dest]: "f € Xjpuy = arity £ > 0" (proof)

lemma X_unfold: "Xy = {f::'fun. arity £ > O}" (proof)

lemma C_unfold: "C = {f::'fun. arity f = 0}" (proof)

lemma Cpub_unfold: "Cpup = {f::'fun. arity f = O A public f}" (proof)
lemma Cpriv_unfold: "Cpriv = {f::'fun. arity £ = 0 A —public f}" (proof)
lemma Ynpub_unfold: "(Xpup") = {f::'fun. arity f = n A public f}" (proof)
lemma Ynpriv_unfold: "(Xpriv") = {f::'fun. arity £ = n A —public £}" (proof)
lemma Xfpub_unfold: "Sfpup = {f::'fun. arity f > 0 A public £}" (proof)
lemma Y fpriv_unfold: "Sj¢priv = {f::'fun. arity f > O A —public f}" (proof)
lemma Yn_m_eq: "[(Z") # {}; (") = (X™)] = n = n" (proof)

2.4.3 Term Well-formedness
definition "wfirp, t = V£ T. Fun £ T C t — length T = arity £"
abbreviation "wfirms T = Vt € T. wfipm t"

lemma Ana_keys_wf': "Ana t = (K,T) — wfipm t = k € set K = wfirm k"

(proof)
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lemma wf_trm_Var[simp]: "wfirm (Var x)" (proof)
lemma wf_trm_subst_range_Var[simp]: "wfirms (subst_range Var)" (proof)

lemma wf_trm_subst_range_iff: "(Vx. wfipm (O x)) <— wfipms (subst_range ¥)"
(proof )

lemma wf_trm_subst_rangeD: "wfirms (subst_range ¥) = wfirm (@ x)"
(proof)

lemma wf_trm_subst_rangel[intro]:
"(Ax. Wftrm (0 x)) = Wfirms (subst_range 0)"

(proof)

lemma wf_trmI[intro]:
assumes "At. t € set T = wfyrm t" "length T = arity f"
shows "wfipm (Fun £ T)"

(proof)

lemma wf_trm_subterm: "[wfirm t; s C t] = wfirm s"
(proof )

lemma wf_trm_subtermeq:
assumes "wfir, t" "s C t"
shows "wfipm s

(proof)

lemma wf_trm_param:
assumes "wfipm, (Fun £ T)" "t € set T"
shows "wfirm t"

{proof)

lemma wf_trm_param_idx:
assumes "wfip,, (Fun f T)"
and "i < length T"
shows "wfirm (T ! i)"

{proof)

lemma wf_trm_subst:
assumes "Wwfiqms (subst_range §)"
shows "wfirm t = wfeirm (t - 0)"
(proof)

lemma wf_trm_subst_singleton:
assumes "wfirm t" "wfirm t'" shows "wfirm (t - Var(v := t'))"

(proof)

lemma wf_trm_subst_rm_vars:
assumes "wfirm (t - 0)"
shows "wfirm (t - rm_vars X 6)"

(proof)

lemma wf_trm_subst_rm _vars': "wfirm (0 v) —> wfirm (rm_vars X § v)"
(proof)

lemma wf_trms_subst:
assumes "wfirms (subst_range 6)" "Wwfirms M"
shows "wfirms (M -ser 0)"

(proof )

lemma wf_trms_subst_rm_vars:
assumes "wfirms (M -set 0)"

47



2 Preliminaries and Intruder Model

shows "wfirms (M -ser rm_vars X 6)"
(proof )

lemma wf_trms_subst_rm_vars':

assumes "wfirms (sSubst_range 6)"

shows "wfiyms (subst_range (rm_vars X §))"
(proof)

lemma wf_trms_subst_compose:
assumes "wfirms (subst_range ¥)" "wfirms (subst_range )"
shows "wfi;ms (subst_range (¥ os §))"

(proof)

lemma wf_trm_subst_compose:
fixes 6::"('fun, 'v) subst"
assumes "wfirm (9 x)" "Ax. Wfirm (6 )"
shows "wfirm ((J os 0) x)"

(proof)

lemma wf_trms_Var_range:
assumes "subst_range § C range Var"
shows "wfirms (subst_range 6)"

{proof)

lemma wf_trms_subst_compose_Var_range:
assumes "wfi.ms (subst_range )"
and "subst_range § C range Var"
shows "wfiyms (subst_range (0 os ¥))"
and "wfirms (subst_range (¥ os 6))"
(proof)

lemma wf_trm_subst_inv: "wfirm (t - 0) — wfirm t"
(proof )

lemma wf_trms_subst_inv: "Wfirms (M set 0) — Wftrms M"
(proof)

lemma wf_trm_subterms: "wfirm t —> Wfirms (Subterms t)"
(proof )

lemma wf_trms_subterms: "wfirms M —> Wfirms (subtermsge: M)"
(proof )

lemma wf_trm_arity: "wf¢ry, (Fun f T) — length T = arity f"
(proof )

lemma wf_trm_subterm_arity: "wfirm t = Fun £ T C t = length T = arity f"
(proof)

lemma unify_list_wf_trm:
assumes "Unification.unify E B = Some U" "V (s,t) € set E. wfirm S A Wltrm t"
and "V (v,t) € set B. wfirm t"
shows "V (v,t) € set U. wfipm t"

{proof)

lemma mgu_wf_trm:
assumes "mgu s t = Some 0" "wfirm 8" "Wwlipm t"
shows "wfirm (o v)"

{proof)

lemma mgu_wf_trms:
assumes "mgu s t = Some 0" "wfirm S" "Wltrm t"
shows "wfirms (subst_range o)"
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(proof)

2.4.4 Definitions: Intruder Deduction Relations
A standard Dolev-Yao intruder.

inductive intruder_deduct::"('fun, 'var) terms = ('fun, 'var) term = bool"
where
Axiom[simp] : "t € M = intruder_deduct M t"

| Compose[simp]: "[length T = arity f; public f; At. t € set T = intruder_deduct M t]
—> intruder_deduct M (Fun f T)"

| Decompose: "[intruder_deduct M t; Ana t = (K, T); Ak. k € set K = intruder_deduct M k;
t; € set T]
— intruder_deduct M t;"

A variant of the intruder relation which limits the intruder to composition only.

inductive intruder_synth::"('fun, 'var) terms = ('fun, 'var) term = bool"
where
AxiomC[simp] : "t € M = intruder_synth M t"
| ComposeC[simp]: "[length T = arity f; public f; A\t. t € set T —> intruder_synth M t]
— intruder_synth M (Fun f T)"

adhoc_ overloading INTRUDER_DEDUCT = intruder_deduct
adhoc__overloading INTRUDER_SYNTH = intruder_synth

lemma intruder_deduct_induct[consumes 1, case_names Axiom Compose Decompose]:
assumes "M F t" "At. t € M = P M t"
"AT f. [length T = arity f; public f;
Nt. t € set T = M I t;
Nt. t € set T= PMt] = PM (Fun £ )"
"At KTt;,. [MFt; PMt; Adnat = (K, T); N\k. k € set K = M I k;
Nk. k € set K = P Mk; t; € set T| = P M t;"
shows "P M t"

(proof)

lemma intruder_synth_induct[consumes 1, case_names AxiomC ComposeC] :
fixes M::"('fun, 'var) terms" and t::"('fun, 'var) term"
assumes "M . t" "At. t € M = P M t"
"AT f. [length T = arity f; public f;
Nt. t € set T = M . t;
Nt. t € set T = PMt] = PM (Fun £ )"
shows "P M t"

{proof)

2.4.5 Definitions: Analyzed Knowledge and Public Ground Well-formed Terms (PGWTs)

definition analyzed::"('fun, 'var) terms = bool" where
"analyzed M = Vt. Mk t <— M . t"

definition analyzed_in where
"analyzed_in t M = VK R. (Adna t = (K,R) N (Vk € set K. M . k)) — (Vr € set R. M . )"

definition decomp_closure::"('fun, 'var) terms = ('fun, 'var) terms = bool" where
"decomp_closure M M' =Vt. M-t AN (3t' € M. tC t') «— t € M'"

inductive public_ground_wf_term::"('fun, 'var) term = bool" where
PGWT[simp] : "[public f; arity f = length T;
At. t € set T = public_ground_wf_term t]
—> public_ground_wf_term (Fun f T)"

abbreviation "public_ground_wf_terms = {t. public_ground_wf_term t}"

lemma public_const_deduct:
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assumes "c € Cpup"
shows "M + Fun ¢ []" "M b, Fun c []"

{proof)

lemma public_const_deduct ' [simp]:
assumes "arity c¢ = 0" "public c"
shows "M = Fun ¢ []" "M k. Fun c []"

(proof)

lemma private_fun_deduct_in_ik:
assumes t: "M - t" "Fun f T € subterms t"
and f: "-public "
shows "Fun f T € subtermSse: M"

(proof)

lemma private_fun_deduct_in_ik':
assumes t: "M - Fun f T"
and f: "-public "
shows "Fun f T € subtermsse: M"

(proof)

lemma pgwt_public: "[public_ground_wf_term t; Fun f T C t] = public £"
{proof)

lemma pgwt_ground: "public_ground_wf_term t —> fv t = {}"
(proof)

lemma pgwt_fun: "public_ground_wf_term t = If T. t = Fun f T"
(proof)

lemma pgwt_arity: "[public_ground_wf_term t; Fun f T C t] = arity f = length T"
{proof)

lemma pgwt_wellformed: "public_ground_wf_term t =—> wfirm t"
(proof )

lemma pgwt_deducible: "public_ground_wf_term t =— M . t"
(proof)

lemma pgwt_is_empty_synth: "public_ground_wf_term t <— {} k. t"
(proof)

lemma ideduct_synth_subst_apply:
fixes M::"('fun, 'var) terms" and t::"('fun, 'var) term"
assumes "{} k. t" "Av. M . 9 v"
shows "M . t - 9"

(proof)

2.4.6 Lemmata: Monotonicity, Deduction of Private Constants, etc.

context
begin
lemma ideduct_mono:
"M t; M CM] = M F ot
(proof)

lemma ideduct_synth_mono:
fixes M::"('fun, 'var) terms" and t::"('fun, 'var) term"
shows "[M k. t; M C M'] = M' . t"

(proof)

context
begin
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— Used by inductive_set

private lemma ideduct_mono_set [mono_set] :
"W CN= Mkt— NFt"
"M C N = Mbt.t — NF. t"

(proof )

end

lemma ideduct_reduce:
MMM UM Et; At'.t'eEM = MEt'] = M t"
(proof )

lemma ideduct_synth_reduce:
fixes M::"('fun, 'var) terms" and t::"('fun, 'var) term"
shows "[M U M' . t; At'. t' € M = Mt t'] = M. t"
(proof )

lemma ideduct_mono_eq:
assumes '"Vt. M- t +— M' F t" shows "M UNF t +— M' UNF t"

(proof)

lemma deduct_synth_subterm:
fixes M::"('fun, 'var) terms" and t::"('fun, 'var) term"
assumes "M . t" "s € subterms t" "Vm € M. Vs € subterms m. M . s"
shows "M . s"

(proof)

lemma deduct_if_synth[intro, dest]: "M F. t =— M F t"
(proof) lemma ideduct_ik_eq: assumes "Vt € M. M' F t" shows "M' - t «+— M' UM F t"
(proof) lemma synth_if_deduct_empty: "{} - t = {} k. t"
(proof) lemma ideduct_deduct_synth_mono_eq:
assumes 'Vt. M+ t «— M' F. t" "M C M'"
and 'Vt. M UNF t <— M' UN UD k. t"
shows "M UNF t ¢<— M' UN U D k. t"
(proof)

lemma ideduct_subst: "M F t = M ser 6 F t - §"
(proof )

lemma ideduct_synth_subst:
fixes M::"('fun, 'var) terms" and t::"('fun, 'var) term" and ¢::"('fun, 'var) subst"
shows "M F. t = M 4e¢ 0 Fc t - 0"

(proof)

lemma ideduct_vars:
assumes "M - t"
shows "fv t C fvgesr M"

(proof)

lemma ideduct_synth_vars:
fixes M::"('fun, 'var) terms" and t::"('fun, 'var) term"
assumes "M k. t"
shows "fv t C fvser M"

(proof)

lemma ideduct_synth_priv_fun_in_ik:
fixes M::"('fun, 'var) terms" and t::"('fun, 'var) term"
assumes "M . t" "f € funs_term t" "—public f"
shows "f € |J (funs_term ~ M)"

(proof )

lemma ideduct_synth_priv_const_in_ik:
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fixes M::"('fun, 'var) terms" and t::"('fun, 'var) term"
assumes "M t. Fun c¢ []" "-public c"
shows "Fun ¢ [] € M"

(proof)

lemma ideduct_synth_ik_replace:
fixes M::"('fun, 'var) terms" and t::"('fun, 'var) term"
assumes 'Vt € M. N . t"

and "M k. t"
shows "N . t"
(proof )
end

2.4.7 Lemmata: Analyzed Intruder Knowledge Closure

lemma deducts_eq_if_analyzed: "analyzed M — M - t <— M . t"
{proof)

lemma closure_is_superset: "decomp_closure M M' — M C M'"
(proof)

lemma deduct_if_closure_deduct: "[M' b t; decomp_closure M M'] =— M + t"
(proof )

lemma deduct_if_closure_synth: "[decomp_closure M M'; M' . t] = M + t"
(proof)

lemma decomp_closure_subterms_composable:
assumes "decomp_closure M M'"
and IIMI l_c t'” IIMI |_ t" "t C tlll
shows "M' . t"

(proof)

lemma decomp_closure_analyzed:
assumes '"decomp_closure M M'"
shows "analyzed M'"

(proof)

lemma analyzed_if_all_analyzed_in:
assumes M: "Vt € M. analyzed_in t M"
shows "analyzed M"

(proof)

lemma analyzed_is_all_analyzed_in:
"(WVt € M. analyzed_in t M) <— analyzed M"

(proof)

lemma ik_has_synth_ik_closure:
fixes M :: "('fun, 'var) terms"
shows "3M'. WVt. M - t «— M' . t) A decomp_closure M M' A (finite M — finite M')"

(proof)

lemma deducts_eq_if_empty_ik:
"{FEt+— {}FF.t"
(proof )

2.4.8 Intruder Variants: Numbered and Composition-Restricted Intruder Deduction
Relations

A variant of the intruder relation which restricts composition to only those terms that satisfy a given predicate
Q.

inductive intruder_deduct_restricted::
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"('fun, 'var) terms = (('fun, 'var) term = bool) = ('fun, 'var) term = bool"
(<<_;_> F- _> 50)
where
AxiomR[simp]: "t € M = (M; Q) b t"
| ComposeR[simp]: "[length T = arity f; public f; At. t € set T = (M; Q) b t; Q@ (Fun f T)]
= (M; Q) F Fun £ T"
| DecomposeR: "[(M; Q) Fr t; Ana t = (K, T); Nk. k € set K = (M; Q) F k; t; € set T]
= (M; Q) b, t;"

A variant of the intruder relation equipped with a number representing the height of the derivation tree (i.e.,
(M; k) F, tiff k is the maximum number of applications of the compose and decompose rules in any path of

the derivation tree for ¥ + t).

inductive intruder_deduct_num: :
"('fun, 'var) terms = nat = ('fun, 'var) term = bool"
<(_; _) Fn _> 50)
where
AxiomN[simp]: "t € M = (M; 0) F, t"
| ComposeN[simp]: "[length T = arity f; public f; A\t. t € set T = (M; steps t) b, t]
= (M; Suc (Max (insert O (steps ~ set T)))) b, Fun f T"

| DecomposeN: "[(M; n) b, t; Ana t = (K, T); Nk. k € set K = (M; steps k) b, k; t; € set T]

= (M; Suc (Max (insert n (steps ~ set K)))) Fn t;"

lemma intruder_deduct_restricted_induct[consumes 1, case_names AxiomR ComposeR DecomposeR] :
assumes "(M; Q) . t" "At. t € M = P MQ t"
"AT f. [length T = arity f; public f;
Nt. t € set T = (M; Q) Fr t;
Nt. t € set T = PMQt; Q (Fun £ T)
] = PMQ (Fun £ T)"
"At KT t;. [(M; Q b, t; PMQ t; Ana t = (K, T); N\k. k € set K = (M; Q) b, k;
Nk. k € set K= PMQk; t; € set T| = PMQ t;"
shows "P M @ t"
(proof)

lemma intruder_deduct_num_induct[consumes 1, case_names AxiomN ComposeN DecomposeN] :
assumes "(M; n) F, t" "At. t € M = P MO t"
"AT f steps.
[length T = arity f; public f;
At. t € set T = (M; steps t) by t;
Nt. t € set T = P M (steps t) t]
= P M (Suc (Max (insert 0 (steps ~ set T)))) (Fun £ T)"
"At K T t; steps n.
[(M; n) by, t; PMn t; Ana t = (K, T);
Nk. k € set K = (M; steps k) Fn k;
t; € set T; Ak. k € set K = P M (steps k) K]
—> P M (Suc (Max (insert n (steps ~ set K)))) t;"
shows "P M n t"

(proof)

lemma ideduct_restricted_mono:
"[{M; P) b t; M C M'] = (M'; P) I, t"
(proof)

2.4.9 Lemmata: Intruder Deduction Equivalences

lemma deduct_if_restricted_deduct: "(M;P) b m = M F m"
(proof )

lemma restricted_deduct_if_restricted_ik:
assumes "(M;P) b, m" "Vm € M. P m"
and P: 'Vt t'. Pt — t'C t — Pt'"
shows "P m"

(proof)
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lemma deduct_restricted_if_synth:
assumes P: "P m" Wt t'. Pt — t'C t — P t'"
and m: "M . m"
shows "(M; P) b, m"

(proof)

lemma deduct_zero_in_ik:
assumes "(M; 0) b, t" shows "t € M"

{proof)

lemma deduct_if_deduct_num: "(M; k) F, t = M I t"

(proof)

lemma deduct_num_if_deduct: "M + t = Jk. (M; k) b, t"

(proof)

lemma deduct_normalize:

assumes M: "Vm € M. Vf T. Fun f TCE m — P f T"

and t: "(M; k) b, t" "Fun £ T C t" "=P £ T"

shows "31 < k. ((M; 1) b, Fun £ T) A (Vt € set T. 3j < 1. (M; j) by )"
(proof)

lemma deduct_inv:
assumes "(M; n) b, t"
shows "t € M V
(Af T. t = Fun £ T A public £ A length T = arity f A (Vt € set T. 31 < n. (M; 1) b, t)) V
(dm € subtermsse: M.
(31 <n. M; 1) Fn m) A (Vk € set (fst (Anam)). 31 <n. (M; 1) b k) A
t € set (snd (Ana m)))"
(is "?’PtnV ?Q tnV 7R tn")
(proof)

lemma deduct_inv':

assumes "M + Fun f ts"

shows "Fun f ts Cset M V (Vt € set ts. M | t)"
(proof )

lemma restricted_deduct_if_deduct:
assumes M: "Vm € M. Vf T. Fun f T C m — P (Fun £ T)"
and P_subterm: Vf T t. M+ Fun f T — P (Fun f T) — t € set T — P t"
and P_Ana_key: YVt KTk. M-t — Pt — Anat= (K, T) — M+ k — k € set K — P k"
and m: "M F m" "P m"
shows "(M; P) . m"
(proof )

lemma restricted_deduct_if_deduct':
assumes "VYm € M. P m"
and 'Vt t'. Pt — t'Ct — Pt'"
and 'Vt K Tk. Pt — Anat = (K, T) — k € set K — P k"
and "M - m" "P m"
shows "(M; P) . m"
(proof)

lemma private_const_deduct:
assumes c: "—public ¢" "M F (Fun c¢ []::('fun, 'var) term)"
shows "Fun ¢ [] € M V
(dm € subtermsset M. M - m AN (Vk € set (fst (Anam)). M+ m) A
Fun ¢ [] € set (snd (4na m)))"
(proof)

lemma private_fun_deduct_in_ik'':
assumes t: "M - Fun £ T" "Fun c [] € set T" "Vm € subtermsset M. Fun £ T ¢ set (snd (Ana m))"
and c: "-public ¢" "Fun ¢ [] ¢ M" "Vm € subtermsset M. Fun ¢ [] ¢ set (snd (Ana m))"
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shows "Fun f T € M"
(proof )

end

2.4.10 Executable Definitions for Code Generation

fun intruder_synth' where
"intruder_synth' pu ar M (Var x) = (Var x € M)"
| "intruder_synth' pu ar M (Fun f T) = (
Fun f T € MV (pu f A length T = ar £ A list_all (intruder_synth' pu ar M) T))"

definition "wfir,,' ar t = (Vs € subterms t. is_Fun s —> ar (the_Fun s) = length (args s))"
definition "wfirms' ar M = (Vt € M. wfirm ' ar t)"

definition "analyzed_in' An pu ar t M = (case An t of
(K,T) = (Vk € set K. intruder_synth' pu ar M k) — (Vs € set T. intruder_synth' pu ar M s))"

lemma (in intruder_model) intruder_synth'_induct[consumes 1, case_names Var Fun]:
assumes "intruder_synth' public arity M t"
"Ax. intruder_synth' public arity M (Var x) =—> P (Var x)"
"Af T. (Az. z € set T = intruder_synth' public arity M z = P z) —>
intruder_synth' public arity M (Fun £ T) = P (Fun £ T) "
shows "P t"

(proof)

lemma (in intruder_model) wf;,,,_code[code_unfold]:
"wfirm t = Wlirm ' arity t"
(proof)

lemma (in intruder_model) wfi,ms_code[code_unfold]:
"Wftrms M = Wlirms' arity M"

(proof)

lemma (in intruder_model) intruder_synth_code[code_unfold]:
"intruder_synth M t = intruder_synth' public arity M t"
(is "7A <— 7B")

(proof)

lemma (in intruder_model) analyzed_in_code[code_unfold] :
"analyzed_in t M = analyzed_in' Ana public arity t M"

{proof)

end
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3 The Typing Result for Non-Stateful Protocols

In this chapter, we formalize and prove a typing result for “stateless” security protocols. This work is described
in more detail in [2] and [, chapter 3].

3.1 Strands and Symbolic Intruder Constraints

theory Strands_and_Constraints
imports Messages More_Unification Intruder_Deduction
begin

3.1.1 Constraints, Strands and Related Definitions
datatype poscheckvariant = Assign (<assign>) | Check (<check>)

A strand (or constraint) step is either a message transmission (either a message being sent Send or being
received Receive) or a check on messages (a positive check Equality—which can be either an ”assignment” or
just a check—or a negative check Inequality)

datatype (funssip: 'a, varssip: 'b) strand_step =
Send "('a,'b) term list" (<send(_)s:> 80)
| Receive "('a,'b) term list" (<receive(_)s¢> 80)
| Equality  poscheckvariant "('a,'b) term" "('a,'b) term" (<(_: _ = _)s¢> [80,80])
| Inequality (bvarss¢p: "'b list") "(('a,'b) term X ('a,'b) term) list" (<V_(V#: _)s> [80,80])
where
"bvarss¢p (Send _) = []"
| "bvarssip, (Receive _) = []"
| "bvarss:p (Equality _ _ _) = []"

abbreviation "Sendl t = Send [t]"
abbreviation "Receivel t = Receive [t]"
A strand is a finite sequence of strand steps (constraints and strands share the same datatype)

type__synonym ('a,'b) strand = "('a,'b) strand_step list"
type_synonym ('a,'b) strands = "('a,'b) strand set"
abbreviation "trmspy.irs F = |J (t,t') € set F. {t,t'}"

fun trmsgp::"('a,'b) strand_step = ('a,'b) terms" where
"trmssip (Send ts) = set ts"

| "trmssip (Receive ts) = set ts"

| "trmssip (Equality _ t t') = {t,t'}"

| "trmssip (Inequality _ F) = trmspgirs F"

lemma vars,¢,_unfold[simp]: "varssip x = fvser (trmssip x) U set (bvarssiyy x)"
(proof )
The set of terms occurring in a strand
definition trms,; where "trmss: S = |J (trmsstp ~ set S)"
fun trms_listsp::"('a,'b) strand_step = ('a,'b) term list" where
"trms_listssp (Send ts) = ts"
| "trms_lists:p (Receive ts) = ts"

| "trms_listep (Equality _ t t') = [t,t']"
| "trms_lists;p (Inequality _ F) = concat (map (A(t,t'). [t,t']) F)"

The set of terms occurring in a strand (list variant)
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definition trms_lists; where "trms_lists,; S = remdups (concat (map trms_listsip S))"
The set of variables occurring in a sent message

definition fvg,q::"('a,'b) strand_step = 'b set" where
"fvsnd X = case x of Send t = fvser (set t) | _ = {}"

The set of variables occurring in a received message

definition fv,.,::"('a,'b) strand_step = 'b set" where
"fvrco X = case x of Receive t = fvser (set t) | _ = {}"

The set of variables occurring in an equality constraint

definition fv.,::"poscheckvariant = ('a,'b) strand_step = 'b set" where
"fveq ac x = case x of Equality ac' s t = if ac = ac' then fv s U fv t else {} | _ = {}"

The set of variables occurring at the left-hand side of an equality constraint

definition fv_1.,::"poscheckvariant = ('a,'b) strand_step = 'b set" where
"fv_leq ac x = case x of Equality ac' s t = if ac = ac' then fv s else {} | _ = {}"

The set of variables occurring at the right-hand side of an equality constraint

definition fv_rcq::"poscheckvariant = ('a,'b) strand_step = 'b set" where
"fv_req ac x = case x of Equality ac' s t = if ac = ac' then fv t else {} | _ = {}"

The free variables of inequality constraints
definition fvineq::"('a,'b) strand_step = 'b set" where

"fVineq X = case x of Inequality X F = fvpqirs F — set X | _ = {}"

fun fvgp::"('a,'b) strand_step = 'b set” where
"fvstp (Send t) = fvser (set t)"
| "fvsyp (Receive t) = fvger (set t)"
| "fVstp (Equality _ t t') = fv t U fv t'"
| "fvstp (Inequality X F) = (U (t,t') € set F. fvt U fv t') - set X"

The set of free variables of a strand

definition fvg:::"('a,'b) strand = 'b set" where
"fvse S = | (set (map fvep S))"

The set of bound variables of a strand

definition bvarss;::"('a,'b) strand = 'b set" where
"bvarssy S = |J (set (map (set o bvarss¢p) S))"

The set of all variables occurring in a strand

definition varss;::"('a,'b) strand = 'b set" where
"varss: S = |J (set (map varssip S))"

abbreviation wfrestrictedvarssip::"('a,'b) strand_step = 'b set” where
"wfrestrictedvarssip X =
case x of Inequality _ _ = {} | Equality Check _ _ = {} | _ = varssy x"

The variables of a strand whose occurrences might be restricted by well-formedness constraints

definition wfrestrictedvarss:::"('a,'b) strand = 'b set" where
"wfrestrictedvarss: S = |J (set (map wfrestrictedvarssip S))"

abbreviation wfvarsoccsstp where
"wfvarsoccssip x = case x of Send t = fvye; (set t) | Equality Assign s t = fvs | _ = {}"

The variables of a strand that occur in sent messages or in assignments

definition wfvarsoccss: where
"wfvarsoccss:y S = |J (set (map wfvarsoccssip S))"

The variables occurring at the right-hand side of assignment steps

fun assignment_rhss; where
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"assignment_rhss: [] = {}"
| "assignment_rhss: (Equality Assign t t'#S) = insert t' (assignment_rhsg; S)"
| "assignment_rhss; (x#S) = assignment_rhss; S"

The set of function symbols occurring in a strand

definition funss:::"('a,'b) strand = 'a set" where
"funss: S = |J (set (map funssip S))"

fun subst_apply_strand_step::"('a,'b) strand_step = ('a,'b) subst = ('a,'b) strand_step"
(infix <.4¢p> 51) where
"Send t -s¢tp U = Send (t -1is¢ V)"

| "Receive t -sip U = Receive (t -1is¢ U)"

| "Equality a t t' -stp ¥ = Equality a (t - 9) (t' - )"

| "Inequality X F -s¢p ¥ = Inequality X (F pairs rm_vars (set X) ¥)"

Substitution application for strands

definition subst_apply_strand::"('a,'b) strand = ('a,'b) subst = ('a,'b) strand"
(infix <-5;> 51) where
"S st ¥ = map (Ax. x -s¢p V) S"

The semantics of inequality constraints

definition
"ineq_model (Z::('a,'b) subst) X F =
(V4. subst_domain § = set X A ground (subst_range §) —
3(t,t") € set F. t - §os LT #t' -6 o5 L))"

fun simples:, where
"simplesip (Receive t) = True"
| "simples:p, (Send [Var v]) = True"
| "simples:p (Inequality X F) = (3Z. ineq_model T X F)"
| "simplesip _ = False"

Simple constraints
definition simple where "simple S = list_all simplestp S"
The intruder knowledge of a constraint

fun iks;::"('a,'b) strand = ('a,'b) terms" where
"ikgy [] = {}"

| "iks: (Receive t#S) = set t U (ikst S)"

| "iksy (_#S) = iksy S"

Strand well-formedness

fun wfs;::"'b set = ('a,'b) strand = bool" where
"wfsy V [] = True"
| "wfs¢ V (Receive ts#S) = (fvser (set ts) C V A wfsy V S)"
| "wfs¢ V (Send ts#S) = wfsy (V U fvser (set ts)) S"
| "wfsy V (Equality Assign s t#S) = (fvt C V A wfse (VU fv s) S)"
| "wfsy V (Equality Check s t#S) = wfe V S"
| "wfsy V (Inequality _ _#S) = wfsy V S"

Well-formedness of constraint states

definition wfconsir::"('a,'b) strand = ('a,'b) subst = bool" where
"fconstr S U = (wfsupst 3 N wfsy {} S A subst_domain ¥ N varss; S = {} A
range_vars ¥ N bvarssy S = {} A fvsy S N bvarssy S = {H)"

declare trmss;_def[simp]
declare fvg,q_def[simp]
declare fv,.,_def[simp]
declare fv.,_def[simp]
declare fv_1.,_def[simp]
declare fv_r.,_def[simp]
declare fv;peq_def [simp]
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declare fv,;_def[simp]

declare vars;;_def [simp]

declare bvars,:_def [simp]

declare wfrestrictedvarss:_def[simp]
declare wfvarsoccss:_def [simp]

lemmas wf,:_induct = wfs:.induct[case_names Nil ConsRcv ConsSnd ConsEq ConsEq2 ConsIneq]
lemmas iks;_induct = iks:.induct[case_names Nil ConsRcv ConsSnd ConsEq ConsIneq]

lemmas assignment_rhss:_induct = assignment_rhss:.induct [case_names Nil ConsEq2 ConsSnd ConsRcv ConsEq

ConsIneq]

Lexicographical measure on strands

definition sizes;::"('a,'b) strand = nat" where
"sizes; S = size_list (Ax. Max (insert O (size ~ trmssp x))) S"

definition measures;::"((('a, 'b) strand X ('a,'b) subst) X ('a, 'b) strand X ('a,'b) subst) set"

where
"measures; = measures [A(S,¥). card (fvs: S), A(S,9). sizes; S]"

lemma measure,;_alt_def:
"((s,x),(t,y)) € measures; =
(card (fvs: s) < card (fvs: t) V (card (fvsy s) = card (fvse t) A sizest s < sizest t))"

(proof)

lemma measures;_trans: "trans measures:"

(proof)

Some lemmata

lemma trms_lists;_is_trmssy: "trmssy S = set (trms_listsy S)"

(proof)

lemma subst_apply_strand_step_derf:
"s -stp ¥ = (case s of
Send t = Send (t -1is¢ V)
| Receive t = Receive (t -1ist V)
| Equality a t t' = Equality a (t - ¥) (t' - )
| Inequality X F = Inequality X (F -pqirs rm_vars (set X) 9))"
(proof)

lemma subst_apply_strand_nil[simp]: "[] s+ § = [I"
{proof)

lemma finite_funssip[simp]: "finite (funssiypy x)" (proof)
lemma finite_funse:[simp]: "finite (funss: S)" (proof)
lemma finite_trmspairs[simp]: "finite (trmspairs x)" (proof)
lemma finite_trmssip[simp]: "finite (trmssip x)" (proof)
lemma finite_varssip[simp]: "finite (varsstp x)" (proof)
lemma finite_bvarss:p[simp]: "finite (set (bvarsstp x))" (proof)
lemma finite fvgnq[simp]: "finite (£fvenq x)" {proof)
lemma finite_fvyc, [simp]: "finite (fvyco x)" {(proof)
lemma finite_fvsip[simp]: "finite (fvsip x)" (proof)
lemma finite_vars,, [simp]: "finite (varss; S)" (proof)
lemma finite_bvarss:[simp]: "finite (bvarss: S)" (proof)
lemma finite_fvs:[simp]: "finite (fvs: S)" (proof)

lemma finite_wfrestrictedvarss,[simp]: "finite (wfrestrictedvarssip x)"

{proof)

lemma finite_wfrestrictedvarss:[simp]: "finite (wfrestrictedvarss; S)"

(proof)
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lemma finite_wfvarsoccss¢p[simp]: "finite (wfvarsoccssip x)"
(proof )

lemma finite_wfvarsoccss:[simp]: "finite (wfvarsoccssy S)"
(proof)

lemma finite_iks¢[simp]: "finite (ikst S)"

(proof)

lemma finite_assignment_rhsg:[simp]: "finite (assignment_rhss; S)"

(proof)

lemma iks;_is_rcv_set: "iksy A = {t | ts t. Receive ts € set A AN t € set ts}"

(proof)

lemma ik,:_snoc_no_receive_eq:

assumes "fits. a = receive(ts)s;"

shows "ikg; (A@[a]) ‘set T = ikst A ser I"
(proof)

lemma iks:D[dest]: "t € ikst S —> dts. t € set ts A Receive ts € set S"
(proof )

lemma iks:D'[dest]: "t € iksy S = t € trmss: S"
(proof )

lemma iks:D''[dest]: "t € subtermsse: (iks¢ S) —> t € subtermsse: (trmssy S)"
(proof )

lemma ik,;_ subterm_exD:
assumes "t € ikgss S"
shows "Jx € set S. t € subtermsse: (trmssip x)"

{proof)

lemma assignment_rhsg;D[dest]: "t € assignment_rhsss S = dt'. Equality Assign t' t € set S"
{proof)

lemma assignment_rhsg;D'[dest]: "t € subtermss.: (assignment_rhss; S) —> t € subtermsse; (trmss: S)"

(proof)

lemma bvarss;_split: "bvarss; (S@S') = bvarss; S U bvarsg S'"
(proof )

lemma bvarss,_singleton: "bvarss; [x] = set (bvarssip x)"
(proof )

lemma strand_fv_bvars_disjointD:
assumes "fvg; S N bvarsg:y S = {}" "Inequality X F € set S"
shows "set X C bvarss; S" "fvpairs F - set X C fvg S"

{proof)

lemma strand_fv_bvars_disjoint_unfold:
assumes "fvs; S N bvarss; S = {}" "Inequality X F € set S" "Inequality Y G € set S"
shows "set Y N (fvpairs F - set X) = {}"

(proof )

lemma strand_subst_hom[iff]:
"(S@S’) ‘st 19 = (S ‘st 79)@(5' ‘st 19)" ”(X#S) ‘st 79 = (X ‘stp 19)#(3 ‘st 19)”
(proof)

lemma strand_subst_comp: "range_vars 0 N bvarssy S = {} = S 5t 6 05 ¥ = ((S 5t 6) st V)"

{proof)
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lemma strand_substI[intro]:
"subst_domain ¥ N fvsy S = {} =— S -5+ ¥ = S"
"subst_domain ¥ N varssy S = {} — S -5+ ¥ = 8"
(proof)

lemma strand_substI':
"frvee S ={} = S 5t ¥ = S"
"varsse S = {} =— S -5+ ¥ = 8"

{proof)

lemma strand_subst_set: "(set (S st ¥)) = ((Ax. x -5¢p O)

(proof)

lemma strand_map_inv_set_snd_rcv_subst:
assumes "finite (M::('a,'b) terms)"

(set S))"

shows "set ((map Send1l (inv set M)) -5+ ¥) = Sendl ~ (M -sex ¥)" (is 74)
M s5e¢ 9" (is 7B)

"set ((map Receivel (inv set M)) -5+ ) = Receivel
(proof )

lemma strand_ground_subst_vars_subset:

assumes "ground (subst_range ¥)" shows "varss; (S -g; ¥) C varsg S"

(proof)

lemma ik_union_subset: "J (P ~ iks S) C (Ux € (set S). | (P ~ trmsep x))"

(proof)

lemma ik_snd_empty[simp]: "iks; (map Send X) = {}"
(proof)

lemma ik_snd_empty'[simp]: "iks: [Send t] = {}" (proof)

lemma ik_append[iff]: "iks; (S@S') = iks S U ikse S'" (proof)

lemma ik_cons: "iks: (x#S) = iks: [x] U ikst S" (proof)

lemma assignment_rhs_append[iff]: "assignment_rhss; (S@S')
(proof )

lemma eqs_rcv_map_empty: "assignment_rhss; (map Receive M)
(proof)

assignment_rhsst S U assignment_rhss; S'"

{} "

lemma ik_rcv_map: assumes "ts € set L" shows "set ts C iks; (map Receive L)"

(proof)

lemma ik_subst: "iks: (S ‘st 0) = ikst S +set 0"
(proof )

lemma ik_rcv_map': assumes "t € iks; (map Receive L)" shows "dts € set L. t € set ts"

(proof)

lemma ik_append_subset[simp]: "iks: S C iksy (S@S')" "iks S' C ike: (S@S')"

(proof)

lemma assignment_rhs_append_subset [simp] :
"assignment_rhss; S C assignment_rhss: (S@S')"
"assignment_rhss; S' C assignment_rhss; (S@S')"

(proof)

lemma trmss¢_cons: "trmss: (x#S) = trmssip x U trmsse S" (proof)

lemma trm_strand_subst_cong:
"t € trmssy S => t - 0 € trmss; (S -5t 0)

V (3X F. Inequality X F € set S A t - rm_vars (set X) § € trmsg; (S -5t 9))"
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(is "t € trmsse S = ?P t 6 S")
"t € trmssy (S 5t 0) = (@t'. t =t' -6 A t' € trmsss S)
V (3X F. Inequality X F € set S A (3t' € trmspeirs F. t = t' - rm_vars (set X) 4))"
(is "t € trmsst (S -5t 0) = ?Q t 6 S")
(proof)

3.1.2 Lemmata: Free Variables of Strands

lemma fv_trm_snd_rcv[simp]:
"fvser (trmssip (Send ts)) = fvser (set ts)" "fvger (trmsgsep (Receive ts)) = fvse; (set ts)"

(proof)

lemma in_strand_fv_subset: "x € set S = varss;p x C varsg; S"
(proof)

lemma in_strand_fv_subset_snd: "Send ts € set S = fvset (set ts) C |J (set (map fvsng S))"
(proof )

lemma in_strand_fv_subset_rcv: "Receive ts € set S = fvse: (set ts) C |J (set (map fvyrco S))"
(proof )

lemma fvg,qE:
assumes "v € |J (set (map fvsna S))"
obtains ts where "send(ts)s: € set S" "v € fvse: (set ts)"

(proof)

lemma fv,.,E:
assumes "v € |J (set (map fvico S))"
obtains ts where "receive(ts)s: € set S" "v € fvse: (set ts)"

{proof)

lemma vars,¢pI[intro]: "x € fvsyp 8 = X € varssy, s
(proof )

lemma varss:I[intro]: "x € fveyy S = x € varss: S" (proof)
lemma fvs:_subset_varss: [simp]: "fvsy S C varss: S" (proof)

lemma varss;_is_fvs:_bvarssy: "varsss S = fvsy S U bvarssy S"
(proof)

lemma fvg;,_is_subterm_trmss¢p: "x € fvgyp a = Var x € subtermsse: (trmssyp a)"
(proof )

lemma fv,,_is_subterm_trmss;: "x € fvs; A —> Var x € subtermsse; (trmss; A)"

(proof )
lemma vars_st_snd_map: "varss; (map Send tss) = fvset (Fun f ° set tss)" (proof)
lemma vars_st_rcv_map: "varss: (map Receive tss) = fvse: (Fun f ~ set tss)" (proof)

lemma vars_snd_rcv_union:
"varssip X = fvsnd X U fVico x U fveq assign x U fveq check x U fvipeq x U set (bvarsssp x)"

{proof)

lemma fv_snd_rcv_union:
"fVstp X = fVsnd X U fVreo X U fVeq assign x U fveq check x U fvineq x"

(proof)

lemma fv_snd_rcv_empty[simp]: "fvsnd x = {} V fvycw x = {}" {proof)

lemma vars_snd_rcv_strand[iff]:
"varss: (S::('a,'b) strand) =
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(U (set (map fvsna S))) U (U (set (map fvreo S))) U ({ (set (map (fveq assign) S)))
U (U (set (map (fveq check) S))) U (| (set (map fVineq S))) U bvarss: S"

{proof)

lemma fv_snd_rcv_strand[iff]:
"fvey (S::('a,'b) strand) =
(U (set (map fvsna S))) U (U (set (map fvreo S))) U (| (set (map (fveq assign) S)))
U (U (set (map (fveq check) 5))) U (| (set (map fvipeq S)))"
(proof)

lemma vars_snd_rcv_strand2[iff]:
"wfrestrictedvarss: (S::('a,'b) strand) =
(U (set (map fvsng S))) U (U (set (map fvreo S))) U (| (set (map (fv.q assign) S)))"
(proof )

lemma fv_snd_rcv_strand_subset[simp]:
"J (set (map fvsna S)) C fvse S" " (set (map fvyeco S)) C fvee S"
"J (set (map (fveq ac) S)) C fve S" " (set (map fVineq S)) C fvse S"
"wfvarsoccsst S C fvg: S"

(proof)

lemma vars_snd_rcv_strand_subset2[simp] :
"J (set (map fvsna S)) C wfrestrictedvarss; S" "J (set (map fvyc, S)) C wfrestrictedvarss S"
"J (set (map (fv.q assign) S)) C wfrestrictedvarss; S" "wfvarsoccss: S C wfrestrictedvarss: S"

(proof)

lemma wfrestrictedvarss;_subset_varss;: "wfrestrictedvarss; S C varss: S"
(proof)

lemma subst_sends_strand_step_fv_to_img: "fvsip (x -stp 0) C fvsyp x U range_vars §"
(proof )

lemma subst_sends_strand_fv_to_img: "fvs; (S -s¢ 6) C fvey S U range_vars 0"
(proof)

lemma ineq apply_subst:

assumes "subst_domain 6 N set X = {}"

shows "(Inequality X F) -sip 0 = Inequality X (F -pairs 0)"
(proof)

lemma fv_strand_step_subst:
assumes "P = fvsyp V P = fvypey V P = fVspg V P = fveqg ac V P
and "set (bvarssip x) N (subst_domain § U range_vars 6) = {}"
shows "fvgey (6 ° (P x)) =P (x -5¢p 0)"

(proof)

U

fvineq !

lemma fv_strand_subst:
assumes "P = fvsyp V P = fvypey V P = fVsng V P = fVveq @ac V P = fVineq"
and "bvarss: S N (subst_domain 6 U range_vars §) = {}"
shows "fvse; (0 ° (| (set (map P 8)))) = |J (set (map P (S -s¢ 6)))"
(proof )

lemma fv_strand_subst2:
assumes "bvarss: S N (subst_domain § U range_vars 6) = {}"
shows "fvgser (0 °~ (wfrestrictedvarss: S)) = wfrestrictedvarss: (S -s¢ 0)"

(proof)

lemma fv_strand_subst':
assumes "bvarsg; S N (subst_domain § U range_vars 6) = {}"
shows "fvger (& ° (fvst S)) = fvse (S st 6"

(proof )

lemma fv_trmspairs_is_fVpairs:
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"fVset (trmspairs F) = pru,i'rs F"
(proof)

lemma fvyqirs_in_fv_trmspairs: "X € fVpairs F = X € fvser (trmspairs F)"
(proof)

lemma trmss:_append: "trmss: (A@B) = trmssy A U trmss: B"
(proof )

lemma trmspgirs_subst: "trmspairs (@ ‘pairs V) = trMSpairs @ ‘set V"

(proof)

lemma trmsp,irs_fv_subst_subset:
"t € trmspairs F — fv (t - 9) - prairs (F ‘pairs 9)"
(proof )

lemma trmspqirs_fv_subst_subset':
fixes t::"('a,'b) term" and ¥::"('a, 'b) subst"
assumes "t € subtermsge; (trmspairs F)"
shows "fv (t - 1) - prairs (F ‘pairs 9"
(proof)

lemma trmspqirs_funs_term_cases:
assumes "t € trmspairs (F ‘pairs ¥)" "f € funs_term t"
shows "(Ju € trmspqirs F. £ € funs_term u) V (3x € fvpairs F. £ € funs_term (¥ x))"

(proof)

lemma trmg¢,_subst:
assumes "subst_domain ¥ N set (bvarsstp a) = {}"
shows "trmssip (@ -s¢p V) = trmssep a -set V"
(proof)

lemma trms;;_subst:
assumes "subst_domain ¥ N bvarss; A = {}"
shows "trmss; (A st V) = trmsse A -set V"

{proof)

lemma strand_map_set_subst:

assumes 0: "bvarss; S N (subst_domain 6 U range_vars §) = {}"

shows "|J (set (map trmss:ip (S -5t 0))) = (| (set (map trmssip S))) -set 0"
(proof )

lemma subst_apply_fv_subset_strand_trm:
assumes P: "P = fvgyy V P = fVeey V P = fVsng V P = fveqg ac V P = fVineq"
and fv_sub: "fv t C |J (set (map P S)) U V"
and §: "bvarsst S N (subst_domain § U range_vars J) = {}"
shows "fv (t - §) C |J (set (map P (S -5t 6))) U fvser (6 ~ V)"

(proof)

lemma subst_apply_fv_subset_strand_trm2:
assumes fv_sub: "fv t C wfrestrictedvarssy S U V"
and §: "bvarsss S N (subst_domain § U range_vars ) = {}"
shows "fv (t - §) C wfrestrictedvarss; (S -s¢ 0) U fvger (6 ~ V)"

{proof)

lemma subst_apply_fv_subset_strand:
assumes P: "P = fvsyy V P = fVeey V P = fVsng V P = fveqg ac V P = fVineq"
and P_subset: "P x C |J (set (map P S)) U V"
and §: "bvarsss S N (subst_domain § U range_vars J) = {}"
"set (bvarss¢p x) N (subst_domain 6 U range_vars §) = {}"
shows "P (x -s¢tp 6) C |J (set (map P (S st 0))) U fvger (6 ~ W
(proof)
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lemma subst_apply_fv_subset_strand2:
assumes P: "P = fvgip V P = fvyeey V P = fvsnqg V P = fveq ac V P = fVineq V P = fv_req ac”
and P_subset: "P x C wfrestrictedvarss; S U V"
and §: "bvarsst S N (subst_domain § U range_vars ) = {}"
"set (bvarssip x) N (subst_domain 6 U range_vars §) = {}"
shows "P (x -sip 0) C wfrestrictedvarss; (S st 0) U fveer (6 - V)"

(proof)

lemma strand_subst_fv_bounded_if_img bounded:
assumes "range_vars 0 C fvg S"
shows "fvs: (S -5t 6) C fvse S"

(proof)

lemma strand_fv_subst_subset_if_subst_elim:
assumes "subst_elim § v" and "v € fvg, S V bvarss; S N (subst_domain 6 U range_vars §) = {}"
shows "v ¢ fvg (S -5t 8)"

(proof )

lemma strand_fv_subst_subset_if_subst_elim':
assumes "subst_elim 6 v" "v € fvs; S" "range_vars § C fvg S"
shows "fve: (S -5t 0) C fvsr S"

(proof )

lemma fv_ik_is_fv_rcv: "fvser (ikst S) = | (set (map fvyco S))"
(proof )

lemma fv_ik_subset_fv_st[simp]: "fvse: (ikst S) C wfrestrictedvarss: S"
(proof )

lemma fv_assignment_rhs_subset_fv_st[simp]: "fvse: (assignment_rhs,; S) C wfrestrictedvarss; S"
(proof )

lemma fv_ik_subset_fv_st'[simp]: "fvse:r (iksy S) C fvge S"
(proof)

lemma iks;_var_is_fv: "Var x € subtermsse: (iksy A) —> x € fvgy A"
(proof )

lemma fv_assignment_rhs_subset_fv_st'[simp]: "fvse; (assignment_rhss; S) C fvg, S"
(proof)

lemma iksy_assignment_rhss;_wfrestrictedvars_subset:
"fvset (ikst A U assignment_rhss; A) C wfrestrictedvarss: A"

(proof)
lemma strand_step_id_subst[iff]: "x -stp Var = x" (proof)
lemma strand_id_subst[iff]: "S -5+ Var = S" (proof)

lemma strand_subst_vars_union_bound[simp]: "varss: (S -s¢+ 0) C varss; S U range_vars 0"

(proof)

lemma strand_vars_split:
"varssy (S@S') = varssy S U varssy S'"
"wfrestrictedvarss: (S@S') = wfrestrictedvarss: S U wfrestrictedvarss: S'"
"fvse (S@S') = fvege S U fvge S'"

(proof)

lemma bvars_subst_ident: "bvarss; S = bvarss: (S -s¢ 0)"
(proof )

lemma strand_subst_subst_idem:
assumes "subst_idem 0" "subst_domain 0 U range_vars § C fvsy S" "subst_domain ¥ N fvs S = {}"
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"range_vars & M bvarss: S = {}" "range_vars ¥ N bvarss: S = {}"
shows "(S ‘5t 6) st ¥ = (S 51 6)"
and "(S st 0) st (U 05 ) = (S -5r I
(proof )

lemma strand_subst_img_bound:
assumes "subst_domain 0 U range_vars 6 C fvs: S"
and "(subst_domain § U range_vars §) N bvarss: S = {}"
shows "range vars 6 C fvsy (S 51 0"

(proof)

lemma strand_subst_img_bound':
assumes "subst_domain 0 U range_vars § C varss: S"
and "(subst_domain § U range_vars &) N bvarss: S
shows "range_vars § C varssy (S -s¢ 6)"

(proof)

{} n

lemma strand_subst_all_fv_subset:
assumes "fv t C fvs: S" "(subst_domain & U range_vars §) N bvarssy S = {}"
shows "fv (t - 6) C fvsy (S -s¢ 0"

(proof )

lemma strand_subst_not_dom_fixed:
assumes "v € fvg; S" and "v ¢ subst_domain "
shows "v € fvs: (S -5t 0)"

(proof )

lemma strand_vars_unfold: "v € varss; S = 3S' x S''. S = S'@x#S'' N v € varssip x"

(proof)

lemma strand_fv_unfold: "v € fvyy S = dS' x S''. S = S'0x#S'' N v € fvgp x"
(proof)

lemma subterm_if_in_strand_ik:
"t € iksy S —> Jts. Receive ts € set S A t Lger set ts"

{proof)

lemma fv_subset_if_in_strand_ik:
"t € iket S = fv t C |J (set (map fvyco S))"
(proof)

lemma fv_subset_if_in_strand_ik':
"t € ikst S = fv t C fvge S"
(proof )

lemma vars_subset_if_in_strand_ik2:
"t € ikst S =— fv t C wfrestrictedvarss: S"

(proof)

3.1.3 Lemmata: Simple Strands

lemma simple_Cons[dest]: "simple (s#S) — simple S"
(proof)

lemma simple_split[dest]:
assumes "simple (S@S')"
shows "simple S" "simple S'"

(proof)

lemma simple_append[intro]: "[simple S; simple S'] =—> simple (S@S')"
(proof)

lemma simple_append_sym[sym]: "simple (S@S') = simple (S'@S)" (proof)
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lemma not_simple_if_snd_fun: "Fun f T € set ts =—> S = S'@Send ts#S'' —> —simple S"

{proof)

lemma not_list_all_elim: "—list_all P A = JIB x C. A = Bex#C AN —-P x A list_all P B"

(proof)

lemma not_simpleg;,_elim:
assumes "—simplesip x"
shows "(Its. x = Send ts A (By. ts = [Var y])) V
(Ja t t'. x = Equality at t') V
(3X F. x = Inequality X F A (AZ. ineq_model T X F))"
(proof)

lemma not_simple_elim:
assumes "—simple S"
shows "(34 B ts. S = A@Send ts#B A ($x. ts = [Var x]) A simple A) V
(3FA B at t'. S = ACEquality a t t'#B A simple 4) V
(34 B X F. S = A@Inequality X F#B A (BZ. ineq_model T X F) A simple A)"
(proof)

lemma simple_snd_is_var: "[Send ts € set S; simple S| = 3Jv. ts = [Var v]"
(proof)

3.1.4 Lemmata: Strand Measure

lemma measures;_wellfounded: "wf measuregs;" (proof)

lemma strand_size_append[iff]: "sizes: (S@S') = sizes:+ S + sizest S'"

(proof)

lemma strand_size_map_fun_1lt[simp]:
"sizes; (map Sendl X) < size (Fun f X)"
"sizes; (map Sendl X) < sizes; [Send [Fun f X]]"
"sizes:+ (map Receivel X) < sizes:+ [Receive [Fun f XJI1"
"sizes; [Send X] < sizes; [Send [Fun f X]]"
"sizes: [Receive X] < sizes; [Receive [Fun f X]]"
(proof)

lemma strand_size_rm_fun_lt[simp]:
"sizes; (SO@S') < sizes: (SO@Send ts#S')"
"sizes; (S@S') < sizes: (SOReceive ts#S')"
(proof)

lemma strand_fv_card_map_fun_eq:
"card (fvs: (S@Send [Fun f X]#S')) = card (fvs: (S@(map Sendl X)@S'))"

(proof)

lemma strand_fv_card_rm_fun_le[simp]: "card (fvs: (S@S')) < card (fvs; (S@Send [Fun f X]#S'))"
(proof)

lemma strand_fv_card_rm_eq_le[simp]: "card (fvs: (S@S')) < card (fvs: (S@Equality a t t'#S'))"
(proof)

3.1.5 Lemmata: Well-formed Strands

lemma wf_prefix[dest]: "wfs: V (S@S') — wfsy V S"
(proof )

lemma wf_vars_mono[simp]: "wfs; VS = wfsy (VU W) S"
(proof )

lemma wfg;I[intro]: "wfrestrictedvarssy S C V —> wfg V S"
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(proof)

lemma wfsI'[intro]l: "J (£vrco ~ set S) U |J (fv_req assign ~ set S) C V = wfs V S"
(proof )

lemma wf_append_exec: "wfsy V (S@S') —> wfs; (V U wfvarsoccssy S) S'"
(proof )

lemma wf_append_suffix:
"wfsy V S —> wfrestrictedvarss: S' C wfrestrictedvarssy S U V — wfsy V (S@S')"

(proof)

lemma wf_append_suffix':
assumes "wfgy V S"
and "{ (fvrco " set S') U | (fv_req assign ~ set S') C wfvarsoccss S U V"
shows "wfs; V (S@S')"

(proof)

lemma wf_send_compose: "wfs: V (S@(map Sendl X)@S') = wfsy V (S@Sendl (Fun f X)#S')"
(proof )

lemma wf_snd_append[iff]: "wfs; V (S@[Send t]) = wfs V S"
(proof )

lemma wf_snd_append': "wfsy VS — wfss V (Send t#S)"
(proof )

lemma wf_rcv_append[dest]: "wfs: V (S@Receive t#S') —> wfs: V (S@S')"
(proof)

lemma wf_rcv_append'[intro]:
"[wfse V (S@S'); fvser (set ts) C wfrestrictedvarssy S U V] = wfs V (S@Receive ts#S')"

{proof)

lemma wf_rcv_append''[intro]:
"wtse V S; fvser (set ts) C | (set (map fvsng S))] = wfst V (S@[Receive ts])"

(proof)

lemma wf_rcv_append'''[intro]:
"[wtse V S; fvser (set ts) C wfrestrictedvarse S U V] = wfsy V (S@[Receive ts])"

{proof)

lemma wf_eq_append[dest] :
"wfse V (S@Equality a t t'#S') —> fv t C wfrestrictedvarssy S U V =— wfy, V (S@S')"

(proof)

lemma wf_eq_append'[intro]:
"[wtse V (S@S'); fv t' C wfrestrictedvarss: S U V] = wfs: V (S@Equality a t t'#S')"
(proof )

lemma wf_eq_append''[intro]:
"[wfse V (S@S'); fv t' C wfvarsoccssy S U V] = wfsy V (S@[Equality a t t'J@S')"
(proof )

lemma wf_eq_append'''[intro]:
"[wfse V S; fv t' C wfrestrictedvarssy S U V] = wfy; V (S@[Equality a t t'J)"

(proof)

lemma wf_eq_check_append[dest]: "wfs; V (S@Equality Check t t'#S') = wfs V (S@S')"
(proof)

lemma wf_eq_check_append' [intro]: "wfs; V (S@S') —> wfs; V (S@Equality Check t t'#S')"
(proof)

69



3 The Typing Result for Non-Stateful Protocols

lemma wf_eq_check_append''[intro]: "wfs; VS =—> wfs+ V (S@[Equality Check t t'])"

{proof)

lemma wf_ineq_append[dest]: "wfs: V (S@Inequality X F#S') — wfs V (S@S')"
(proof)

lemma wf_ineq_append'[intro]: "wfsy V (S@S') — wfsy V (S@Inequality X F#S')"
(proof)

lemma wf_ineq_append''[intro]: "wfss V S —> wfs: V (S@[Inequality X F1)"
(proof)

lemma wf_Receivel_prefix:
assumes "wfgy X S"
and "fvse: (set ts) C X"
shows "wfgs; X (map Receivel ts@S)"

(proof)

lemma wf_Sendl_prefix:
assumes "wfsy (X U fvser (set ts)) S"
shows "wfs; X (map Sendl ts@S)"

{proof)

lemma wf_rcv_fv_single[elim]: "wfs: V (Receive ts#S') —> fvser (set ts) C V"
(proof )

lemma wf_rcv_fv: "wfs: V (S@Receive ts#S') —> fvset (set ts) C wfvarsoccssy S U V"
(proof)

lemma wf_eq_fv: "wfs; V (S@Equality Assign t t'#S') —> fv t' C wfvarsoccsst S U V"
(proof)

lemma wf_simple_fv_occurrence:
assumes "wfs; {} S" "simple S" "v € wfrestrictedvarss; S"
shows "3Spre Ssuf. S = Spre@Send [Var v]#Ssuy N v ¢ wfrestrictedvarssi Spre"

(proof)

lemma Unifier_ strand_fv_subset:
assumes g_in_ik: "t € ikgs S"
and §: "Unifier 6 (Fun f X) t"
and disj: "bvarsg; S N (subst_domain & U range_vars J) = {}"
shows "fv (Fun f X - 0) C |J (set (map fvyco (S -5t 6)))"
(proof)

lemma wf,;_induct'[consumes 1, case_names Nil ConsSnd ConsRcv ConsEq ConsEq2 ConsIneq]:

fixes S::"('a, 'b) strand"

assumes "wfgy V S"
"P []"
"Ats S. [wfs¢ VS; P S] = P (S@[Send ts])"
"Ats S. [wfst VS; P S; fvser (set ts) C V U wfvarsoccsst S| = P (S@[Receive ts])"
"At t' S. [wfse VS; P S; fv t' C V U wfvarsoccssy S| = P (S@[Equality Assign t t'])"
"At t' S. [wfse VS; P S] = P (S@[Equality Check t t']J)"
”/\X F S. [[wfst VS, P S]] —> P (S@[Inequality X F])"

shows "P S"

(proof)

lemma wf_subst_apply:
"wEsg VS = wfsy (fvser (0 ~ V)) (S 54 6)"

(proof)

lemma wf_unify:
assumes wf: "wfs: V (S@Send [Fun f XJ#S')"

70



3.1 Strands and Symbolic Intruder Constraints

and g in_ik: "t € iksy S"
and §: "Unifier § (Fun f X) t"
and disj: "bvarss; (S@Send [Fun f XJ#S') N (subst_domain § U range_vars 6) = {}"
shows "wfs; (fvser (0 ~ V)) ((8@S') -5¢ 6)"
(proof)

lemma wf_equality:
assumes wf: "wfg; V (S@Equality ac t t'#S')"
and 6: "mgu t t' = Some §"
and disj: "bvars,; (S@Equality ac t t'#S') N (subst_domain § U range_vars §) = {}"
shows "wfs: (fvset (6 ° V)) ((S@S') -5t 0)"
(proof)

lemma wf_rcv_prefix_ground:
"wfsy {} ((map Receive M)@S) —> varss; (map Receive M) = {}"
(proof)

lemma simple_wfvarsoccssi_1is_fVsnd:

assumes "simple S"

shows "wfvarsoccssy S = |J (set (map fvsna S))"
(proof)

lemma wfs;_simple_induct[consumes 2, case_names Nil ConsSnd ConsRcv ConsIneq]:
fixes S::"('a,'b) strand"
assumes "wfs; V S" "simple S"
P[]
"Av S. [wfs: V S; simple S; P S| = P (S@[Send [Var v]])"
"Ats S. [wfst V S; simple S; P S; fvser (set ts) C V U |J (set (map fviena S))] = P
(S@[Receive ts])"
"AX F S. [wfs¢ V S; simple S; P S] = P (S@[Inequality X F])"
shows "P S"
(proof )

lemma wf_trm_stp_dom_fv_disjoint:
"[wfconstr S ¥; t € trmss: S] = subst_domain ¢ N fv t = {}"
(proof )

lemma wf_constr_bvars_disj: "wfconstr S ¥ = (subst_domain ¥ U range_vars 1) N bvarss: S = {}"
(proof )

lemma wf_constr_bvars_disj':
assumes "Wfconstr S U" "subst_domain § U range_vars 6 C fvs, S"
shows "(subst_domain § U range_vars §) N bvarss: S = {}" (is 74)
and "(subst_domain ¥ U range_vars ¥) N bvarss: (S -s¢ 6) = {}" (is 7B)

(proof)

lemma (in intruder_model) wf_simple_strand_first_Send_var_split:
assumes "wfs; {} S" "simple S" "Jdv € wfrestrictedvarss: S. t - Z =71 v"
shows "3v Spre Ssuf. S = Spre@Send [Var vI#Ssuy Nt -1 =1 v
AN - (Qw € wfrestrictedvarsst Spre. t - Z =7 w)"
(is "?P S")
(proof)

lemma (in intruder_model) wf_strand_first_Send_var_split:
assumes "wfs; {} S" "dv € wfrestrictedvarss; S. t -1 & T v"
shows "3S,,e Ssuy. 7(Iw € wfrestrictedvarss; Spre. t - Z T T w)
A ((3t'. S = Sprc@Send t'#Ssuf Nt - L Cyer set t' -ger L)
vV (3t' t''. S = Spre@quality Assign t' t''#Ssuy Nt - L C t' - Z))"
(s "ISpre Ssuf. PP Spre A ?Q S Spre Ssus™)
(proof)
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3.1.6 Constraint Semantics

context intruder_model
begin

Definitions
The constraint semantics in which the intruder is limited to composition only

fun strand_sem_c::"('fun, 'var) terms = ('fun, 'var) strand = ('fun, 'var) subst = bool" (<[_; _].>)
where
"[M; [O]e = (A\T. True)"
"[M; Send ts#S]. = (\Z. (Vt € set ts. M k. t - Z) A [M; S]l. I)"
[M; Receive ts#S]. = (A\Z. [(set ts -set Z) U M; S]. I)"
[M; Equality _ t t'#S]lc = (A\Z. t-Z =t'-Z A [M; S]l. D"
[M; Inequality X F#S]. = (\Z. ineq_model Z X F A [M; S]. I)"

n

n

n

—_— — —

definition constr_sem_c (<_ . (_,_)>) where "Z . (S,9) = (¥ supports Z A [{}; S]. I)"
abbreviation constr_sem_c' (<_ . (_)> 90) where "I . (S) = I . (S,Var)"

The full constraint semantics

fun strand_sem_d::"('fun, 'var) terms = ('fun, 'var) strand = ('fun, 'var) subst = bool" (<[_; _Ja>)
where
"[M; [1]a = (A\Z. True)"
"[M; Send ts#S]lq = (\Z. (Vt € set ts. M bt - Z) A [M; S|la )"
M; Receive ts#S]q = (\Z. [(set ts -set Z) U M; S]qa I)"
M; Equality _ t t'#SJla = (O\Z. t - Z =t' - Z N [M; S|la D"
M; Inequality X F#S]q = (AZ. ineq_model Z X F N [M; S]a Z)"

n

—_— — —

[
[
H[[
[

definition constr_sem_d (<_ = (_,_)>) where "I = (S,9) = (9 supports Z A [{}; S]a Z)"
abbreviation constr_sem_d' (<_ E (_)> 90) where "Z = (S) = Z | (S,Var)"

lemmas strand_sem_induct = strand_sem_c.induct[case_names Nil ConsSnd ConsRcv ConsEq ConsIneql]

Lemmata

lemma strand_sem_d_if_c: "Z . (S,9) — Z E (S,9)"
(proof)

lemma strand_sem_mono_ik:
"M C M [M; S]. 9] = [M'; S]. 9" (is "[7A'; 7A''] = ?7A")
"M C M [M; Sla 9] = [M'; S]a 9" (is "[?B'; ?B''] = ?B")
(proof)

context
begin
private lemma strand_sem_split_left:
"[M; Sses']. ¥ = [M; S]. 9"
"[M; SeS']y 9 = [M; S]a V"
(proof) lemma strand_sem_split_right:
"[M; S6S']. 9 = [M U (ikst S -ser 9); S']c 9"
"[M; SeS']a ¥ = [M U (ikst S -set 9); S']a O"
(proof)

lemmas strand_sem_split[dest] =
strand_sem_split_left (1) strand_sem_split_right(1)
strand_sem_split_left(2) strand_sem_split_right(2)
end

lemma strand_sem_Send_split[dest]:
"[[M; map Send T]. ¥; ts € set T|] = [M; [Send ts]]. ¥" (is "[?A'; ?A''] = ?74")

"[[M; map Send T]q ¥; ts € set T| = [M; [Send ts]]q 9" (is "[?B'; 7B''] — ?B")
"[[M; map Send T@S]. ¥; ts € set T| = [M; Send ts#S]. 9" (is "[?C'; ?7C''] = ?C")
"[[M; map Send T@S]q ¥; ts € set T] = [M; Send ts#S]q ¥" (is "[?D'; ?D''] = 7D")
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"[[M; map Sendl T']. ¥; t € set T'] = [M; [Sendl t]]. ¥" (is "[?E'; 7E''] = 7E")
"[[M; map Sendl T']q ¥; t € set T'| = [M; [Sendl tl]q 9" (is "[?F'; ?F''] = ?F")
"[[M; map Send1l T'@S]. ¥; t € set T'] = [M; Sendl t#S]. 9" (is "[?G'; 7G''] = ?G")

"[[M; map Sendl T'@S]q ¥; t € set T'] = [M; Sendl t#S]q 9" (is "[?H'; ?H''] — ?H")
(proof)

lemma strand_sem_Send_map:
"(Ats. ts € set T =—> [M; [Send tsl]]. Z) — [M; map Send T]. Z"
"(Ats. ts € set T => [M; [Send tsl]a Z) = [M; map Send T]q I"
"(At. t € set T' => [M; [Sendl t]]. Z) = [M; map Sendl T']. Z"
"(At. t € set T' = [M; [Sendl tl]|q Z) —> [M; map Sendl T']|q Z"
"[M; map Sendl T'|. Z <— [M; [Send T'I]. Z"
"[M; map Sendl T'|]q Z <— [M; [Send T'1]q Z"

(proof )

lemma strand_sem_Receive_map:
"[M; map Receive T]. Z" "[M; map Receive T]q Z"
"[M; map Receivel T'|. Z" "[M; map Receivel T'|q I"
"[M; [Receive T'I]. Z" "[M; [Receive T'J]q I"
(proof )

lemma strand_sem_append[intro]:
"[M; Sle 95 [M U (ikst S -set 9); S']e 9] = [M; Ses']. 9"
"IM; Sla 9; [M U (ikst S -set 9); S']a 9] = [M; SeS']q 9"
(proof)

lemma ineq model_subst:
fixes F::"(('a,'b) term x ('a,'b) term) list"
assumes "(subst_domain § U range_vars §) N set X = {}"
and "ineq_model (§ os ¥) X F"
shows "ineq_model ¥ X (F -pairs 0)"
(proof )

lemma ineq_model_subst':
fixes F::"(('a,'b) term x ('a,'b) term) list"
assumes "(subst_domain § U range_vars §) N set X = {}"
and "ineq_model ¥ X (F -pairs 0)"
shows "ineq_model (6 os ¥) X F"
(proof)

lemma ineq model_ground_subst:
fixes F::"(('a,'b) term x ('a,'b) term) list"
assumes "fvpqirs F - set X C subst_domain o"
and "ground (subst_range §)"
and "ineq_model & X F"
shows "ineq_model (6 os ¥) X F"
(proof)

context

begin

private lemma strand_sem_subst_c:
assumes "(subst_domain § U range_vars §) N bvarss: S = {}"
shows "[M; S]. (6 o5 V) = [M; S -5t 6]c V"

(proof) lemma strand_sem_subst_c':
assumes "(subst_domain § U range_vars J) N bvarss: S = {}"
shows "[M; S st 0]c 9 = [M; S]c (6 os D)

(proof) lemma strand_sem_subst_d:
assumes "(subst_domain § U range_vars J) N bvarss: S = {}"
shows "[M; S]lq (0 os ¥) = [M; S -s¢ 8]a O"

(proof) lemma strand_sem_subst_d':
assumes "(subst_domain § U range_vars §) N bvarss: S = {}"
shows "[M; S st 0]a 0 = [M; S]la (5 o5 D"

(proof)
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lemmas strand_sem_subst =
strand_sem_subst_c strand_sem_subst_c' strand_sem_subst_d strand_sem_subst_d'
end

lemma strand_sem_subst_subst_idem:
assumes 6: "(subst_domain § U range_vars §) N bvarss: S = {}"
shows "[[M; S -s¢ ]c (6 os ¥); subst_idem 0] = [M; S]. (6 os VD"
(proof )

lemma strand_sem_subst_comp:
assumes "(subst_domain ¥ U range_vars 1) N bvarss; S = {}"
and "[M; S]. 6" "subst_domain ¥ N (varse: S U fvser M) = {}"
shows "[M; S]. (¥ os )"
(proof)

lemma strand_sem_c_imp_ineqs_neq:
assumes "[M; S]. Z" "Inequality X [(t,t')] € set S"
shows "t # t' A (V§. subst_domain § = set X A ground (subst_range ¢)
— t-0 At -IANt-6-T#t-6-D"
(proof)

lemma strand_sem_c_imp_ineq_model:
assumes "[M; S]. Z" "Inequality X F € set S"
shows "ineq_model 7 X F"

(proof)

lemma strand_sem_wf_simple_fv_sat:

assumes "wfg; {} S" "simple S" "[{}; S]. I"

shows "Av. v € wfrestrictedvarss; S = ikst S ‘set L Fe Z v"
(proof)

lemma strand_sem_wf_ik_or_assignment_rhs_fun_subterm:
assumes "wfsy {} A" "[{}; A]lc Z" "Var x € iks A" "Z x = Fun £ T"
"t; € set T" "—ikgt A set I Fc t;" "interpretationgupst L"
obtains S where
"Fun f S € subtermsse: (iksy A) V Fun f S € subtermss.: (assignment_rhsg; A)"
"Fun f T = Fun £ S - 7"

(proof)

lemma ineq_model_not_unif_is_sat_ineq:
assumes "f19. Unifier ¥ t t'"
shows "ineq_model 7 X [(t, t')]"

{proof)

lemma strand_sem_not_unif_ is_sat_ineq:

assumes "f1Y9. Unifier ¥ t t'"

shows "[M; [Inequality X [(t,t')]]]c Z" "[M; [Inequality X [(t,t')]1]]a Z"
(proof)

lemma ineq model_singleI[intro]:
assumes "V§. subst_domain § = set X A ground (subst_range 6) — t -6 -Z #t' -6 - I"
shows "ineq_model T X [(t,t')]"

{proof)

lemma ineq_model_singleE:
assumes "ineq _model T X [(t,t')]"
shows "V{§. subst_domain § = set X A ground (subst_range 6) — t -6 -Z # t' -6 - 1"

{proof)

lemma ineq_model_single_iff:
fixes F::"(('a,'b) term x ('a,'b) term) list"
shows "ineq_model 7 X F <+—
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ineq_model 7 X [(Fun f (Fun c []#map fst F),Fun f (Fun c []#map snd F))]"
(is "?A +— 7B")
(proof)
3.1.7 Constraint Semantics (Alternative, Equivalent Version)

These are the constraint semantics used in the CSF 2017 paper

fun strand_sem_c'::"('fun, 'var) terms = ('fun, 'var) strand = ('fun, 'var) subst = bool" (<[_;

et

where

"[M; [0]e' = (AZ. True)"
[M; Send ts#S].' = (\Z. (Vt € set ts. M et Z Fc t - I) A [M; S]c" D"
[M; Receive ts#S].' = [set ts U M; S].'"
[
[

"[M; Equality _ t t'#S].' = OZ. t - Z =t' - Z AN [M; S]c" )"
M; Inequality X F#S].' = (A\Z. ineq_model T X F A [M; S].' )"

n

—_— — —

fun strand_sem_d'::"('fun, 'var) terms = ('fun, 'var) strand = ('fun, 'var) subst = bool" (<[_;
where

"[M; O]a' = (AZ. True)"

"[M; Send ts#S]q' = (AZ. (Vt € set ts. M et ZF t - Z) AN [M; Sla' )"

"[M; Receive ts#S]q' = [set ts U M; S]q'"

"[M; Equality _ t t'#S]la' = VL. t - Z =t'-T A [M; S[la’' Z)"
[M; Inequality X F#S]a' = (\Z. ineq_model Z X F A [M; S]a' Z)"

n

—_—— — —

lemma strand_sem_eq_defs:
"HM; -A]]c' 1= |IM ‘set I; A]]c "
"M; Ala' T = [M see Z; AJa I"
(proof )

lemma strand_sem_split'[dest]:
"[M; Ses'].' 9 = [M; S].' 9"
"[M; SeS'].' ¥ = [M U ikst S; S'Je" O
"[M; ses']q' 9 = [M; Sla’ V"
"[M; S@S']a' 9 = [M U ike S; S']a’ 0"
(proof)

lemma strand_sem_append' [intro]:
"[M; S]le' 9 = [M U iks S; S'].' 9 = [M; SeS'].' 9"
”[[M; S]]d’ ¥ = [[M U 1ikst S; S’ﬂd’ ¥ = [[M; S@S']]d’ 9"
(proof)

end

3.1.8 Dual Strands

fun duals:::"('a,'b) strand = ('a,'b) strand" where
"dualsy [1 = [1"

| "duals: (Receive t#S) = Send t#(duals: S)"

| "duals: (Send t#S) = Receive t#(duals: S)"

| "duals; (x#S) = x#(dualsy S)"

lemma duals;_append: "duals: (A@B) = (duals: A)@(dualsy B)"
(proof )

lemma duals;_self_inverse: "duals: (duals; S) = S"

(proof)

lemma duals:_trms_eq: "trmss: (dualsy S) = trmss: S"

(proof)

lemma duals,_fv: "fvs: (dualsy A) = fvse A"

(proof)
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lemma duals;_bvars: "bvarss: (duals: A) = bvarss: A"

{proof)

end

3.2 The Lazy Intruder

theory Lazy_Intruder
imports Strands_and_Constraints Intruder_Deduction
begin

context intruder_model
begin

3.2.1 Definition of the Lazy Intruder
The lazy intruder constraint reduction system, defined as a relation on constraint states

inductive__set LI rel::
"((('fun, 'var) strand X (('fun,'var) subst)) X
('fun, 'var) strand X (('fun, 'var) subst)) set"
and LI_rel' (infix <~> 50)
and LI_rel_trancl (infix <~1> 50)
and LI _rel_rtrancl (infix <~*> 50)
where
"A ~ B = (A,B) € LI_rel"
| "4 ~%* B = (4,B) € LI_rel™"
| "A ~* B = (A4,B) € LI_rel™"

| Compose: "[simple S; length T = arity f; public f]
—> (S@Send [Fun f T]#S',9¥) ~» (S@(map Sendl T)@S',¥)"
| Unify: "[simple S; Fun f T' € iks S; Some & = mgu (Fun f T) (Fun f T')]
— (S@Send [Fun f TI#S',9) ~» ((S@S') s+ 0,0 os )"
Equality: "[simple S; Some 0 = mgu t t']
= (S@Equality _ t t'#S',9) ~» ((S@S') -5 §,9 o5 §)"

—_

A 7pre-processing step” to be applied before constraint reduction. It transforms constraints such that exactly
one message is transmitted in each message transmission step. It is sound and complete and preserves the

various well-formedness properties required by the lazy intruder.

fun LI_preproc where
"LI_preproc [] = []"
| "LI_preproc (Send ts#S) = map Sendl ts@LI_preproc S"
| "LI_preproc (Receive ts#S) = map Receivel ts@LI_preproc S"
| "LI_preproc (x#S) = x#LI_preproc S"

definition LI_preproc_prop where
"LI_preproc_prop S = Vts. Send ts € set S V Receive ts € set S — (Jt. ts = [t])"

3.2.2 Lemmata: Preprocessing

lemma LI_preproc_preproc_prop:
"LI_preproc_prop (LI_preproc S)"
(proof)

lemma LI _preproc_sem_eq:
"[M; S]le Z <— [M; LI_preproc S]. I" (is "?A <— ?B")
(proof)

lemma LI_preproc_sem_eq':
"(Z E. (S, ¥)) +— (T . (LI_preproc S, ¥))"
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(proof)

lemma LI preproc_vars_eq:
"fvsy (LI_preproc S) = fvg: S"
"bvarss; (LI_preproc S) = bvarss S"
"varss; (LI_preproc S) = varss; S"
(proof)

lemma LI preproc_trms_eq:
"trmss: (LI_preproc S) = trmss: S"

(proof)

lemma LI _preproc_wfs::
assumes "wfgy X S"
shows "wfsy X (LI_preproc S)"

{proof)

lemma LI preproc_preserves_wellformedness:
assumes "wfconstr S 9"
shows "wfconstr (LI_preproc S) 9"

(proof)

lemma LI_preproc_prop_SendE:
assumes "LI_preproc_prop S"
and "Send ts € set S"
shows "(3x. ts = [Var x]) V (f T. ts = [Fun f T])"

(proof)

lemma LI_preproc_prop_split:

3.2 The Lazy Intruder

"LI_preproc_prop (S@S') <— LI_preproc_prop S A LI_preproc_prop S'" (is "?A <— 7B")

(proof)

3.2.3 Lemma: The Lazy Intruder is Well-founded

context
begin
private lemma LI_compose_measure_lt:

"((S@(map Sendl T)@S',¥1), (S@Send [Fun f T]#S',92)) € measures"
(proof) lemma LI_unify_measure_lt:

assumes "Some 6 = mgu (Fun £ T) t" "fv t C fvs S"

shows "(((S@S') -4+ §,91), (S@Send [Fun f T]#S',¥2)) € measureg;"
(proof) lemma LI_equality measure_lt:

assumes "Some 6 = mgu t t'"

shows "(((S@S') -s¢ §,91), (S@Equality a t t'#S',J2)) € measures:"

(proof) lemma LI_in_measure: "(Si,%1) ~ (S2,92) = ((S2,92),(S1,91)) € measures:"

(proof) lemma LI_in_measure_trans: "(Si,¥1) ~7T (S2,92) == ((S2,92), (S1,91)) € measures:"
(proof) lemma LI_converse_wellfounded_trans: "wf ((LI_relt)™')"

{(proof) lemma LI_acyclic_trans: "acyclic (LI_rel™)"

(proof) lemma LI_acyclic: "acyclic LI_rel"

(proof )

lemma LI _no_infinite_chain: "—(3f. VYi. £ i ~»T £ (Suc i))"
(proof) lemma LI_unify_finite:
assumes "finite M"

shows "finite {((S@Send [Fun f T]#S',9), ((S@S') -5+ 6,9 os 6)) | 6§ T'.
simple S A Fun f T' € M A Some 6 = mgu (Fun f T) (Fun f T')}"

(proof)
end
3.2.4 Lemma: The Lazy Intruder Preserves Well-formedness

context
begin
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private lemma LI_preserves_subst_wf_single:
assumes "(S1,91) ~ (S2,92)" "fvsy S1 N bvarsst S1 = {}" "wfsupst V1"
and "subst_domain ¥ N varss; Si1 = {}" "range_vars Y1 N bvarss; S1 = {}"
shows "fvg, So N bvarss: Sz = {}" "wfsubst V2"
and "subst_domain ¥ N varss: Sz = {}" "range_vars ¥ N bvarss: Sz = {}"
(proof) lemma LI_preserves_subst_wf:
assumes "(S1,91) ~* (S2,92)" "fves S1 N bvarss: S1 = {}" "wfsubst V1"
and "subst_domain ¥ N varss: S1 = {}" "range_vars ¥ N bvarss; S1 = {}"
shows "fvs; Sz N bvarss; S2 = {}" "wfsubst V2"
and "subst_domain Y2 N varss; Se = {}" "range_vars VY2 N bvarss; Sz = {}"

(proof)

lemma LI _preserves_wellformedness:
assumes "(S1,91) ~* (S2,92)" "Wwfconstr S1 V1"
shows "wfconstr S2 2"

(proof)

lemma LI preserves_trm_wf:
assumes "(S,9) ~* (S',9')" "wfirms (trmsss S)"
shows "wfirms (trmssy S')"

(proof )

lemma LI_preproc_prop_subst:
"LI_preproc_prop S <— LI_preproc_prop (S -s¢ 6)"
(proof)

lemma LI preserves_LI_preproc_prop:
assumes "(S1,91) ~" (82,92)" "LI_preproc_prop Si"
shows "LI_preproc_prop S2"

(proof)

end

3.2.5 Theorem: Soundness of the Lazy Intruder

context

begin

private lemma LI_soundness_single:
assumes "Wfconstr S1 Y1" "(S1,91) ~ (S2,92)" "I |=c (S2,02)"
shows "Z . (S1,91)"

(proof)

theorem LI_soundness:
assumes "Wfconstr S1 U1" "(LI_preproc Si,%1) ~* (S2,92)" "I . (S2, U2)"
shows "Z . (S1, ti)"

(proof)
end

3.2.6 Theorem: Completeness of the Lazy Intruder

context

begin

private lemma LI_completeness_single:
assumes "Wfconstr S1 V1" "Z e (S1, Y1)" "-simple S1" "LI_preproc_prop Si"
shows "38s 2. (S1,91) ~ (S2,92) N (T ':C <Sg, 192))"

(proof )

theorem LI_completeness:
assumes "Wfconstr S1 1" "L Ee (S1, )"
shows "3Sy ¥2. (LI_preproc Si,%1) ~" (S2,92) A simple Sz AN (Z [=c (S2, 92))"

(proof )
end
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3.2.7 Corollary: Soundness and Completeness as a Single Theorem

corollary LI_soundness_and_completeness:

assumes "Wfconstr S1 V1"

shows "7 'ZC <Sl, 191) <—— (HSQ 192. (LI_preproc 51,191) s * (32,192) A simple So A (I ):c <52, 192)))"
(proof)

end

end

3.3 The Typed Model

theory Typed_Model
imports Lazy_Intruder
begin

Term types
type_synonym ('f,'v) term_type = "('f,'v) term"
Constructors for term types

abbreviation (input) TAtom::"'v = ('f,'v) term_type" where
"TAtom a = Var a"

abbreviation (input) TComp::"['f, ('f,'v) term_type list] = ('f,'v) term_type" where
"TComp f ts = Fun f ts"

The typed model extends the intruder model with a typing function I' that assigns types to terms.

locale typed_model = intruder_model arity public Ana
for arity::"'fun = nat"
and public::"'fun = bool"
and Ana::"('fun, 'var) term = (('fun, 'var) term list X ('fun, 'var) term list)"
+
fixes I'::"('fun, 'var) term = ('fun, 'atom::finite) term_type"
assumes const_type: "Ac. arity ¢ = 0 = Ja. Vts. I' (Fun c ts) = TAtom a"
and fun_type: "Af ts. arity £ > 0 = ' (Fun f ts) = TComp f (map I' ts)"
and I'_wf: "Ax £ ts. TComp f ts C I' (Var x) = arity £ > 0"
"Ax. wftrm (O (Var x))"
begin

3.3.1 Definitions
The set of atomic types
abbreviation "%, = UNIV::('atom set)"

Well-typed substitutions

definition wtsups: where
"atsupst 0 = (Vv. I' (Var v) =T (o v))"

The set of sub-message patterns (SMP)

inductive__set SMP::"('fun, 'var) terms = ('fun, 'var) terms" for M where
MP[intro]: "t € M —> t € SMP M"
| Subterm[intro]: "[t € SMP M; t' C t] = t' € SMP M"
| Substitution[intro]: "[t € SMP M; wtsubst 0; Wfirms (subst_range )] = (t - §) € SMP M"
| Ana[intro]: "[t € SMP M; Ana t = (K,T); k € set K] = k € SMP M"

Type-flaw resistance for sets: Unifiable sub-message patterns must have the same type (unless they are vari-
ables)

definition tfr;.: where
"tfrsee M = (Vs € SMP M - (Var’V). Vt € SMP M - (Var'V). (36. Unifier § st) — I' s =T t)"
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3 The Typing Result for Non-Stateful Protocols

Type-flaw resistance for strand steps: - The terms in a satisfiable equality step must have the same types -
Inequality steps must satisfy the conditions of the "inequality lemma”

fun tfrg:, where
"tfrsip (Equality a t t') = ((36. Unifier § t t') — L t =T ¢t")"
| "tfrsip (Inequality X F) = (
Vx € fvpairs F - set X. Ja. I' (Var x) = TAtom a) V
(Vf T. Fun f T € subtermsse: (trmspairs F) — T =[] V (3s € set T. s ¢ Var ~ set X)))"
| "tfrsyp _ = True"

Type-flaw resistance for strands: - The set of terms in strands must be type-flaw resistant - The steps of
strands must be type-flaw resistant

definition tfr,; where
"tfrgy S = tfrser (trmsse S) A list_all tfrey, S"

3.3.2 Small Lemmata

lemma tfrg:,_list_all_alt_def:
"list_all tfrsip S <—
((Ya t t'. Equality a t t' € set S A (6. Unifier 6 t t') — It =T t') A
(VX F. Inequality X F € set S —
(Vx € fvpairs F - set X. da. I' (Var x) = TAtom a)
V (Vf T. Fun f T € subtermsse: (trmspeirs F) —> T =[] V (Is € set T. s ¢ Var ~ set X))))"
(is "?P S +— 7Q S")
(proof)

lemma I"_wf'': "TComp £ T C I' t = arity £ > 0"
(proof)

lemma I'_wf': "wfirm t = wfipm (O )"
(proof )

lemma fun_type_inv: assumes "I' t = TComp f T" shows "arity f > 0"
(proof)

lemma fun_type_inv_wf: assumes "' t = TComp f T" "wf¢ry t" shows "arity f = length T"
(proof)

lemma const_type_inv: "I' (Fun ¢ X) = TAtom a = arity c = 0"
(proof)

lemma const_type_inv_wf: assumes "I' (Fun ¢ X) = TAtom a" and "wf;r, (Fun c X)" shows "X = []"
(proof)

lemma const_type': "Wc € C. Ja € %,. VX. I' (Fun ¢ X) = TAtom a" (proof)
lemma fun_type': "Vf € Xy. VX. I' (Fun f X) = TComp f (map I" X)" (proof)

lemma fun_type_id_eq: "I' (Fun f X) = TComp g Y — £ = g"

(proof)

lemma fun_type_length_eq: "I' (Fun f X) = TComp g Y = length X = length Y"

(proof)

lemma pgwt_type_map:
assumes "public_ground_wf_term t"
shows "I' t = TAtom a => Jf. t = Fun f []J" "' t = TComp g Y = 3X. t =Fun g X Amap I' X = Y"

(proof )
lemma wt_subst_Var[simp]: "wtsupst Var" (proof)

lemma wt_subst_trm: "(Av. v € fvt = T (Var v) =T (9 v)) = DL t =T (¢t - 9"
(proof )
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lemma wt_subst_trm': "[wtsupst 0; ' s =T t] = I (s-0) =T (t - o)"
(proof )

lemma wt_subst_trm'': "wtsypst 0 — ' t =T (t - o)"
(proof)

lemma wt_subst_compose:
assumes "Wtsypst V" "Wtsupst 0" shows "wtsupst (¥ os )"

{proof)

lemma wt_subst_TAtom_Var_cases:
assumes ¥: "Wtgyupst V" "Wwlirms (subst_range 9)"
and x: "I' (Var x) = TAtom a"
shows "(Jy. ¥ x = Var y) V (3c. ¥ x = Fun ¢ [1)"
(proof)

lemma wt_subst_TAtom_fv:

assumes U: "wtsupst 0" "Vx. wlirm (O x)"

and "Vx € fv t - X. da. I' (Var x) = TAtom a"

shows "Vx € fv (t - ¥) = fvser (¥ ~ X). da. I' (Var x) = TAtom a"
(proof )

lemma wt_subst_TAtom_subterms_subst:
assumes "wtsypst 0" "Wx € fv t. da. I' (Var x) = TAtom a" "wfirms (O - fv t)"
shows "subterms (t - ¥/) = subterms t -ser U"

(proof)

lemma wt_subst_TAtom_subterms_set_subst:
assumes "wtsupst V" "Wx € fvser M. Ja. I' (Var x) = TAtom a" "wfirms (O ~ fvger M)"
shows "subtermsse: (M -se¢ ¥) = subtermsgse:r M -ger V"

(proof)

lemma wt_subst_subst_upd:
assumes "wtsyupst 0"
and "I' (Var x) =T t"
shows "wtsyups: (F(x := t))"
(proof )

lemma wt_subst_const_fv_type_eq:
assumes "Vx € fv t. da. I' (Var x) = TAtom a"
and §: "Wteyupst 0" "Wftrms (subst_range 46)"
shows "Vx € fv (¢t - §). Jy € fv t. I' (Var x) =T (Var y)"
(proof)

lemma TComp_term_cases:

assumes "wfir t" "T t TComp f T"

shows "(v. t =Var v) V @T'. t =Fun £ T' AN T=map I' T' A T' # []D)"
(proof)

lemma TAtom_term_cases:
assumes "wfirm t" "' t = TAtom T"
shows "(dv. t = Var v) V (3f. t = Fun f [])"

(proof)

lemma subtermeq_imp_subtermtypeeq:
assumes "wfir,, t" "s C t"
shows "' s C I" t"

{proof)

lemma subterm_funs_term_in_type:
assumes "wfiry, t" "Fun £ T C t" "' (Fun £ T) = TComp f (map I' T)"
shows "f € funs_term (I" t)"

{proof)
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lemma wt_subst_fv_termtype_subterm:
assumes "x € fv (J y)"
and "wtsupst 0"
and "wfirm (9 y)
shows "I' (Var x) C I" (Var y)"
(proof)

lemma wt_subst_fvs.;_termtype_subterm:
assumes "x € fvger (U T Y)"
and "wtsypst O"
and "wfi;rms (subst_range ¥)"
shows "dy € Y. I' (Var x) C I (Var y)"
(proof )

lemma funs_term_type_iff:
assumes t: "wfip, t"
and f: "arity f > 0"
shows "f € funs_term (I' t) <— (f € funs_term t V (3x € fv t. f € funs_term (I" (Var x))))"
(is "?P t «— ?7Q t")
(proof)

lemma funs_term_type_iff':
assumes M: "wfipms M"
and f: "arity f > 0"
shows "f € |J (funs_term " T' " M) +—
(f € Y (funs_term ~ M) V (Ix € fveer M. £ € funs_term (I' (Var x))))" (is "?A +— 7B")
(proof)

lemma Ana_subterm_type:
assumes "Ana t = (K,M)"
and "wfi.m, t"
and "m € set M"
shows "I''m C I' t"

{proof)

lemma wf_trm_TAtom_subterms:
assumes "wfip, t" "I t = TAtom 1"
shows "subterms t = {t}"

(proof)

lemma wf_trm_TComp_subterm:
assumes "wfipr,, 8" "t T 8"
obtains f T where "' s = TComp f T"

(proof)

lemma SMP_empty[simp]: "SMP {} = {}"
(proof)

lemma SMP_I:
assumes "s € M" "wtoupst 0" "t T 5 - 0" "Av. wfirm (6 V"
shows "t € SMP M"

(proof)
lemma SMP_wf_trm:
assumes "t € SMP M" "wfipms M"

shows "wfirm t"
(proof )

lemma SMP_ikI[intro]: "t € ikss S = t € SMP (trmss: S)" (proof)

lemma MP_setI[intro]: "x € set S = trmssiyy, x C trmss: S" (proof)
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lemma SMP_setI[intro]: "x € set S = trmssp x C SMP (trmss: S)" (proof)

lemma SMP_subset_I:

assumes M: "Wt € M. 35 §. s € N A wtsubst 0 N Wftrms (Subst_range 6) ANt = s -

shows "SMP M C SMP N"
(proof)

lemma SMP_union: "SMP (A U B) = SMP A U SMP B"
(proof)

3.3 The Typed Model

51:

lemma SMP_append[simp]: "SMP (trmss: (S@S')) = SMP (trmss: S) U SMP (trmss; S')" (is "?A = 7B")

(proof)

lemma SMP_mono: "A C B —> SMP A C SMP B"
(proof )

lemma SMP_Union: "SMP (Jm € M. £ m) = (Um € M. SMP (f m))"
(proof)

lemma SMP_singleton_ex:
"t € SMPM — (Im € M. t € SMP {m})"
"m € M = t € SMP {m} — t € SMP M"
(proof )

lemma SMP_Cons: "SMP (trmss: (x#S)) = SMP (trmss: [x]) U SMP (trmss: S)"
(proof )

lemma SMP_Nil[simp]: "SMP (trmss: []) = {}"
(proof)

lemma SMP_subset_union_eq: assumes "M C SMP N" shows "SMP N = SMP (M U N)"
(proof )

lemma SMP_subterms_subset: "subtermsset M C SMP M"
(proof )

lemma SMP_SMP_subset: "N C SMP M —> SMP N C SMP M"
(proof )

lemma wt_subst_rm_vars: "wtsupbst 0 —> Wtsupst (rm_vars X 6)"
(proof)

lemma wt_subst_SMP_subset:

assumes "trmssy S C SMP S'" "Wtgupst 0" "Wfirms (subst_range 6)"
shows "trmss; (S -s¢ 0) C SMP S'"
(proof )

lemma MP_subset_SMP: "\J (trmssip - set S) C SMP (trmss: S)" "trmss: S C SMP (trmss: S)" "M C SMP M"

(proof)

lemma SMP_fun_map_snd_subset: "SMP (trmss: (map Sendl X)) C SMP (trmss: [Sendl (Fun f X)])"

(proof)

lemma SMP_wt_subst_subset:
assumes "t € SMP (M -set Z)" "Wtsubst L" "wfirms (subst_range 1)"
shows "t € SMP M"

(proof)

lemma SMP_wt_instances_subset:
assumes "Vt € M. ds € N. 3§. t =5 - 6 A Wtsubst 0 N Wftrms (subst_range 6)"
and "t € SMP M"
shows "t € SMP N"

{proof)
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lemma SMP_consts:
assumes "Vt € M. dc. t = Fun ¢ []"
and "Vt € M. Ana t = ([], [1)"
shows "SMP M = M"

(proof)

lemma SMP_subterms_eq:
"SMP (subtermsse: M) = SMP M"
(proof)

lemma SMP_funs_term:
assumes t: "t € SMP M" "f € funs_term t V (dx € fv t. f € funs_term (I' (Var x)))"
and f: "arity f > 0"
and M: "wfirms M"
and Ana_f: "As K T. Ana s = (K,T) = f € |J (funs_term °~ set K) =—> f € funs_term s"
shows "f € |J (funs_term ~ M) V (3x € fvser M. £ € funs_term (I' (Var x)))"
(proof)

lemma id_type_eq:

assumes "I' (Fun f X) =T (Fun g V)"

shows "f € C = g € C" "f € ¥y = g € X"
{proof)

lemma fun_type_arg_cong:
assumes "f € X" "g € X" "' (Fun f (x#X)) =T (Fun g (y#Y))"
shows "I' x =T y" "I' (Fun f X) =1 (Fun g V)"

(proof)

lemma fun_type_arg_cong':
assumes "f € X" "g € Xy" "' (Fun f (X0x#X')) =1 (Fun g (YOy#Y'))" "length X = length
shows "I' x = T' y"

(proof)

lemma fun_type_param_idx: "I' (Fun f T) = Fun g S = i < length T = I' (T ! i) = S ! i"

{proof)

lemma fun_type_param_ex:
assumes "I' (Fun f T) = Fun g (map I' S)" "t € set S"
shows "ds € set T. I' s =T t"

{proof)

lemma tfr_stp_all_split:
"list_all tfreep (x#S) —> list_all tfrg, [x]"
"list_all tfreyp (x#S) = list_all tfrgyp S"
"list_all tfrs¢p (S@S') = list_all tfrg, S"
"list_all tfreep (SOS') — list_all tfrgyy S'"
"list_all tfrg¢p (SOx#S') — list_all tfrgy, (S@S')"
(proof)

lemma tfr_stp_all_append:
assumes "list_all tfrsy, S" "list_all tfrsep S'"
shows "list_all tfrs, (S@S')"

{proof)

lemma tfr_stp_all_wt_subst_apply:
assumes "list_all tfrs¢p S"
and ¥: "Wtsupst V" "wfirms (subst_range U)"
"bvarss: S M range_vars ¥ = {}"
shows "list_all tfrsip (S -5t 9"

{proof)

lemma tfr_stp_all_same_type:
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"list_all tfrsyp (S@Equality a t t'#S') — Unifier § t t' = I' ¢

{proof)

lemma tfr_subset:
”/\A B. tfrset (A U B) —> tfrge: A"
”/\A B. tfrset B = A C B = tfrge: A"
“/\A B. tfrset B => SMP A C SMP B = tfrse: A"

(proof)

lemma tfr_empty[simp]: "tfrse: {}"

(proof)

lemma tfr_consts_mono:
assumes "Vt € M. dc. t = Fun ¢ []"
and "Vt € M. Ana t = ([], [1)"
and "tfrge: N"
shows "tfrsee (N U M)"

(proof)

lemma duals:_tfreep: "list_all tfrgyp S = list_all tfrg, (duals: S)"

(proof)

lemma subst_var_inv_wt:
assumes "wtsupst 0"
shows "wtsypst (subst_var_inv 6 X)"

(proof)

lemma subst_var_inv_wf_trms:
"wfirms (subst_range (subst_var_inv § X))"

(proof)

lemma unify_list_wt_if_same_type:

1" tIH

3.3 The Typed Model

assumes "Unification.unify E B = Some U" "V (s,t) € set E. wfirm S A Wftrm t AT s =1 t"

and "V (v,t) € set B. I' (Var v) =T t"
shows "V (v,t) € set U. I' (Var v) =1 t"
(proof )

lemma mgu_wt_if_same_type:

assumes "mgu s t = Some 0" "Wfipm S" "Wlirm t" "' s =T t"

shows "wtsupst 0"
{proof )

lemma wt_Unifier if_ Unifier:
assumes s_t: "wfipm 8" "Wfipm t" T s =T t"
and §: "Unifier § s t"

shows "39. Unifier ¥ s t A Wtsubst ¥ A Wftrms (Subst_range )"

(proof)

end

3.3.3 Automatically Proving Type-Flaw Resistance
Definitions: Variable Renaming

abbreviation "max_var t = Max (insert O (snd ~ fv t))"
abbreviation "max var_set X = Max (insert 0 (smnd ~ X))"

definition "var_rename n v = Var (fst v, snd v + Suc n)"

definition "var_rename_inv n v = Var (fst v, snd v - Suc n)"

Definitions: Computing a Finite Representation of the Sub-Message Patterns

A sufficient requirement for a term to be a well-typed instance of another term
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definition is_wt_instance_of_cond where
"is_wt_instance_of_cond I' t s = (
I't =T s A (case mgu t s of
None = False

| Some 6 = inj_on § (fv t) A (Vx € fv t. is_Var (6 x))))"

definition has_all_wt_instances_of where
"has_all_wt_instances_of ' NM =Vt € N. ds € M. is_wt_instance_of_cond I' t s"

This function computes a finite representation of the set of sub-message patterns

definition SMPO where
"SMPO Ana I' M = let
f = At. Fun (the_Fun (I" t)) (map Var (zip (args (I' t)) [0..<length (args (" t))]1));
g = AM'. map f (filter (At. is_Var t A is_Fun (I' t)) M')e@
concat (map (fst o Ana) M')@concat (map subterms_list M');
h = remdups o g
in while (MA. set (h A) # set A) h M"

These definitions are useful to refine an SMP representation set

fun generalize_term where
"generalize_term _ _ n (Var x) = (Var x, n)"
| "generalize_term I' pn (Fun £ T) = (let 7 =1 (Fun £ T)
in if p 7 then (Var (7, n), Suc n)
else let (T',n') = foldr (At (S,m). let (t',m') = generalize_term I' p m t in (t'#S,m'))
T ([1,n)
in (Fun £ T', n'))"

definition generalize_terms where
"generalize_terms I' p = map (fst o generalize_term I' p 0)"

definition remove_superfluous_terms where
"remove_superfluous_terms I' T =

let
f=AStR. ds € set S -R. s # t A is_wt_instance_of_cond I' t s;
g=ASt (U,R). if £ S t R then (U, insert t R) else (t#U, R);
h = AS. remdups (fst (foldr (g S) S ([1,{})))

in while (AS. h S # S) h T"

Definitions: Checking Type-Flaw Resistance

definition is_TComp_var_instance_closed where
"is_TComp_var_instance_closed I' M = Vx € fvser M. is_Fun (I" (Var x)) —
(dt € M. is Fun t AT t =1 (Var x) A list_all is_Var (args t) A distinct (args t))"

definition finite_SMP_representation where
"finite_SMP_representation arity Ana I' M =
M =A{}V card M > 0) A
wlirms ' arity M A
has_all_wt_instances_of I' (subtermsse: M) M A
has_all_wt_instances_of I' ({J ((set o fst o 4dna) ~ M) M A
is_TComp_var_instance_closed I' M"

definition comp_tfr,.: where
"comp_tfrse; arity Ana I' M =
finite_SMP_representation arity Ana I' M A
(let 6 = var_rename (max_var_set (fvse: M))
in Vs € M. Yt € M. is_Fun s A is_Fun t ANI' s # T t — mgu s (t - §) = None)"

fun comp_tfrs:, where
"comp_tfrep, I' ((L: t = t')st) = (mgu t t' # None — I' t =T t")"
| "comp_tfrei, I' (VX{(V#: F)s1) = (
Vx € fvpairs F - set X. is_Var (I' (Var x))) V
(Vu € subtermsge; (trmspeirs F).
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is_Fun u — (args u = [J] V (3s € set (args u). s ¢ Var ~ set

| "comp_tfrstp _ _ = True"

definition comp_tfrs;: where
"comp_tfrs; arity Ana I' M S =
list_all (comp_tfrgyp I') S A
list_all (wftrm ' arity) (trms_listsy S) A
has_all_wt_instances_of I' (trmss: S) M A
comp_tfrse; arity Anma I' M"

Small Lemmata

lemma max_var_set_mono:
assumes "finite N"

and
shows

(proof)

”M C Nll
"max_var_set M < max_var_set N"

lemma less_Suc_max_var_set:
assumes z: "z € X"
and X: "finite X"

shows
(proof)

"snd z < Suc (max_var_set X)"

lemma (in typed_model) finite_SMP_representationD:
assumes "finite_SMP_representation arity Ana I' M"

shows
and
and
and
and

(proof)

"Wirms M"

"has_all_wt_instances_of I' (subtermss.: M) M"
"has_all_wt_instances_of I' (|J ((set o fst o Ana) ~ M)) M"
"is_TComp_var_instance_closed I' M"

"finite M"

lemma (in typed_model) is_wt_instance_of_condD:
assumes t_instance_s: "is_wt_instance_of_cond I' t s"
obtains 0 where

ul" t

=T s" "mgu t s = Some "

"inj_on § (fv t)" "6 ~ (fv t) C range Var"

(proof)

lemma (in typed_model) is_wt_instance_of_condD':
assumes t_wf_trm: "wfipn, t"
and s_wf_trm: "wfirm, S"
and t_instance_s: "is_wt_instance_of_cond I' t s"

shows

{proof)

"3, wtsubst 0 N Wfipms (subst_range 6) ANt =s - §"

lemma (in typed_model) is_wt_instance_of_condD'':
assumes s_wf_trm: "wfirm,m S"
and t_instance_s: "is_wt_instance_of_cond I' t s"
and t_var: "t = Var x"

shows
(proof )

"Jy. s =Var y ANI' (Var y) =T (Var x)"

lemma (in typed_model) has_all_wt_instances_ofD:
assumes N_instance_M: "has_all_wt_instances_of I' N M"
and t_in N: "t € N"
obtains s 0 where

"seM" "'t =1 s" "mgut

Some 0"

s =
"inj_on § (fv t)" "§ ~ (fv t) C range Var"

(proof)

lemma (in typed_model) has_all_wt_instances_ofD':

X))

3.3 The Typed Model
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assumes N_wf_trms: "wfirms N"
and M_wf_trms: "wfirms M"
and N_instance_M: "has_all_wt_instances_of I' N M"
and t_in N: "t € N"
shows "30. wtsupst 0 A Wltrms (subst_range 6) Nt € M -se¢ 0"

(proof)

lemma (in typed_model) has_all_wt_instances_ofD'':
assumes N _wf_trms: "wfipms N"
and M_wf_trms: "Wwfirms M"
and N_instance_M: "has_all_wt_instances_of I' N M"
and t_in N: "Var x € N"
shows "dy. Var y e M AT (Var y) =T (Var x)"
(proof)

lemma (in typed_model) has_all_instances_of_if_subset:
assumes "N C M"
shows "has_all_wt_instances_of I' N M"

(proof)

lemma (in typed_model) SMP_I':
assumes N_wf_trms: "wfirms N"
and M_wf_trms: "wfirms M"
and N_instance_M: "has_all_wt_instances_of I' N M"
and t_in_N: "t € N"
shows "t € SMP M"
(proof)

Lemma: Proving Type-Flaw Resistance

locale typed_model' = typed_model arity public Ana I
for arity::"'fun = nat"
and public::"'fun = bool"
and Ana::"('fun, (('fun, 'atom::finite) term_type X nat)) term
= (('fun, (('fun, 'atom) term_type X nat)) term list
x ('fun, (('fun, 'atom) term_type X nat)) term list)"
and I'::"('fun, (('fun, 'atom) term_type X nat)) term = ('fun, 'atom) term_type"
+
assumes I'_Var_fst: "A7 nm. ' (Var (t,n)) =T (Var (v,m))"
and Ana_const: "Ac T. arity ¢ = 0 = Ana (Fun ¢ T) = ([],[])"
and Ana_subst'_or_Ana_keys_subterm:
"(Wf T O KR. Ana (Fun £ T) = (K,R) — Ana (Fun £ T - 6) = (K -156t O,R 155t 0))
(Vt KR k. Ana t = (K,R) — k € set K — k C t)"
begin

lemma var_rename_inv_comp: "t - (var_rename n os var_rename_inv n) = t"

(proof)

lemma var_rename_fv_disjoint:
"fv s N fv (t - var_rename (max_var s)) = {}"

(proof)

lemma var_rename_fv_set_disjoint:
assumes "finite M" "s € M"
shows "fv s N fv (t - var_rename (max_var_set (fvse: M))) = {}"

(proof)
lemma var_rename_fv_set_disjoint':
assumes "finite M"

shows "fvge; M N fvser (N -se; var_rename (max_var_set (fvser M))) = {}"

(proof)

lemma var_rename_is_renaming[simp] :
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"subst_range (var_rename n) C range Var"
"subst_range (var_rename_inv n) C range Var"

{proof)

lemma var_rename_wt [simp] :
"wtsupst (var_rename n)"
"wtsupst (var_rename_inv n)"

(proof)

lemma var_rename_wt':

assumes "Wtsypse 0" "s =m - "

shows "wtsupst (var_rename_inv n og )" "s = m - var_rename n - var_rename_inv n oz 0"
(proof)

lemma var_rename_wf,ms_range[simp] :
"wftrms (subst_range (var_rename n))"
"wfirms (Subst_range (var_rename_inv n))"

(proof)

lemma Fun_range_case:
"&Wf T. Fun f TEM —PfT) < (Nu€ M caseuof Fun f T = Pf T | _ = True)"
"Wf T. Fun fTE€M — PfT)+<— (NYué€ M. is_Fun u — P (the_Fun u) (args u))"

{proof)

lemma is_TComp_var_instance_closedD:
assumes x: "Jy € fvger M. I' (Var x) = T' (Var y)" "I' (Var x) = TComp f T"
and closed: "is_TComp_var_instance_closed I' M"
shows "dg U. Fun g U € M A" (Fun g U) =T (Var x) A (Vu € set U. is_Var u) A distinct U"

(proof)

lemma is_TComp_var_instance_closedD':
assumes "dy € fvgey M. I' (Var x) =T (Var y)" "TComp £ T C I' (Var x)"
and closed: "is_TComp_var_instance_closed I' M"
and wf: "wfirms M"
shows "dg U. Fun g U € M A" (Fun g U) = TComp £ T A (Nu € set U. is_Var u) A distinct U"

{proof)

lemma TComp_var_instance_wt_subst_exists:
assumes gT: "I' (Fun g T) = TComp g (map I' U)" "wf¢ry, (Fun g T)"
and U: "Yu € set U. Jy. u = Var y" "distinct U"
shows "39. wtsupst ¥ A Wfirms (subst_range ¥) A Fun g T = Fun g U - ¥"

(proof)

lemma TComp_var_instance_closed_has_Var:
assumes closed: "is_TComp_var_instance_closed I' M"
and wf_M: "wfirms M"
and wf_0x: "wfirm (6 x)"
and y_ex: "dy € fvser M. I' (Var x) =T (Var y)"
and t: "t T § x"
and §_wt: "wtsupst 0"
shows "dy € fvset M. I' (Var y) =T ¢"
(proof)

lemma TComp_var_instance_closed_has_Fun:

assumes closed: "is_TComp_var_instance_closed I' M"
and wf_M: "wfirms M"
and wf_0x: "Wwfirm (0 x)"
and y_ex: "dy € fvser M. I' (Var x) = T' (Var y)"
and t: "t C § x"
and 0_wt: "wtsupst 0"
and t_I': "I' t = TComp g T"
and t_fun: "is_Fun t"

shows "dm € M. 3Y. wtsuvst 9 A Wfipms (subst_range ¥) At =m - 9 A is_Fun m"
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(proof)

lemma TComp_var_and_subterm_instance_closed_has_subterms_instances:
assumes M_var_inst_cl: "is_TComp_var_instance_closed I' M"
and M_subterms_cl: "has_all_wt_instances_of I' (subtermsse: M) M"
and M_wf: "wfirms M"
and t: "t Cgey M"
and s: "s C t - §"
and §: "Wtsubst 0" "Wfirms (sSubst_range 0)"
shows "dm € M. 3Y. wtsuvst ¥ A Wfirms (subst_range ¥) A s =m - 9"

(proof)

context
begin
private lemma SMP_D_aux1:
assumes "t € SMP M"
and closed: "has_all_wt_instances_of I' (subtermsse: M) M"
"is_TComp_var_instance_closed I' M"
and wf_M: "wfirms M"
shows "Vx € fv t. dy € fvger M. I' (Var y) =T (Var x)"
(proof) lemma SMP_D_aux2:
fixes t::"('fun, ('fun, 'atom) term X nat) term"
assumes t_SMP: "t € SMP M"
and t_Var: "dx. t = Var x"
and M_SMP_repr: "finite_SMP_representation arity Ana I' M"
shows "dm € M. 35. wtsupst 0 A Wfitrms (subst_range 6) At =m - §"
(proof) lemma SMP_D_aux3:
assumes hyps: "t' C t" and wf_t: "wfirm t" and prems: "is_Fun t'"
and IH:
"((Af. t = Fun £ [1) AN (3m € M. 36. Wwtsubst 0 N Wlirms (subst_range ) At =m - 6)) V
(3m € M. 3§. wtsubst 0 N Wftrms (Subst_range 6) At =m - § A is_Fun m)"
and M_SMP_repr: "finite_SMP_representation arity Ana I' M"
shows "((3f. t' = Fun £ [1) A (3m € M. 36. Wtsupst 0 N Wlirms (subst_range §) A t' =m - §)) V
(3m € M. 3§. wtsubst 0 N Wftrms (subst_range 6) A t' =m - 6 A is_Fun m)"

{proof)

lemma SMP_D:
assumes "t € SMP M" "is_Fun t"
and M_SMP_repr: "finite_SMP_representation arity Ana I' M"
shows "((3f. t = Fun £ []) N (3m € M. 6. Wwtsubst 0 N Wltrms (subst_range 0) At =m - 6)) V
(Am € M. 36. wtsuvst 0 A Wfirms (subst_range §) ANt =m - 6 A is_Fun m)"

(proof)

lemma SMP_D':

fixes M

defines "6 = var_rename (max_var_set (fvse: M))"

assumes M_SMP_repr: "finite_SMP_representation arity Ana I' M"
and s: "s € SMP M" "is_Fun s" "ﬂf. s = Fun £ []"
and t: "t € SMP M" "is_Fun t" "Af. t = Fun f []"

obtains o s0 ¢ t0

where "wtsupst 0" "wfirms (subst_range o)" "sO € M" "is_Fun s0" "s =s0 - o" "' s =T s0"
and "wteupst V" "Wftrms (subst_range 9¥)" "t0 € M" "is_Fun t0" "t =t0 - 4§ - Vv" "' t =T to"

(proof)

lemma SMP_D'':
fixes t::"('fun, ('fun, 'atom) term X nat) term"
assumes t_SMP: "t € SMP M"
and M_SMP_repr: "finite_SMP_representation arity Ana I' M"
shows "dm € M. 36. wtsupst 0 A Wftrms (subst_range 6) ANt =m - §"

(proof )
end

lemma tfrse._if_comp_tfrges:
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assumes "comp_tfrse:+ arity Ana I' M"
shows "tfrse: M"

{proof)

lemma tfrge;_if_comp_tfrget':
assumes "let N = SMPO Ana I' M in set M C set N A comp_tfrg.; arity Ana I' (set N)"
shows "tfrs.: (set M)"

(proof)

lemma tfrg¢p,_is_comp_tfrgip: "tfrgip a = comp_tfrgy, I' a”

(proof)

lemma tfry;_if_comp_tfrs::
assumes "comp_tfrg; arity Ana I' M S"
shows "tfrg: S"

(proof)

lemma tfrg,_if_comp_tfrs:':
assumes "comp_tfrs; arity Ana I' (set (SMPO Ana I' (trms_listsy S))) S"
shows "tfrs; S"

(proof)

Lemmata for Checking Ground SMP (GSMP) Disjointness

context
begin
private lemma ground_SMP_disjointI_auxl:
fixes M::"('fun, ('fun, 'atom) term X nat) term set"
assumes f_def: "f = MM. {t - § | t 6. t € M A Wtsubst 0 N Wftrms (subst_range 0) A fv (t - 4)
{}3"
and g_def: "g = M. {t € M. fv t = {}}"
shows "f (SMP M) = g (SMP M)"
(proof) lemma ground_SMP_disjointI_aux2:
fixes M::"('fun, ('fun, 'atom) term X nat) term set"
assumes f_def: "f = MM. {t - § | t 6. t € M A Wtsubst 0 N Wltrms (subst_range 0) A fv (t - 4)
{}3"
and M_SMP_repr: "finite_SMP_representation arity Ana I' M"
shows "f M = f (SMP M)"
(proof) lemma ground_SMP_disjointI_aux3:
fixes A B C::"('fun, ('fun, 'atom) term X nat) term set"
defines "P = At s. 3J. Wtsubst 0 A Wfirms (Subst_range §) A Unifier § t s"
assumes f_def: "f = MM. {t - § | t . t € M A Wtsupbst 0 A Wfirms (subst_range 6) A fv (t - §)
{33
and @Q_def: "Q At. intruder_synth' public arity {} t"
and R_def: "R At. Ju € C. is_wt_instance_of_cond I' t u"
and AB: "wfirms A" "Wfirms B" "fVser A N fvger B = {}"
and C: "wfirms C"
and ABC: 'Vt € A. Vs € B. Pts — QtVRt"
shows "f ANfBC fCU{m. {}F. m}"
(proof)

lemma ground_SMP_disjointI:
fixes A B::"('fun, ('fun, 'atom) term X nat) term set" and C
defines "f = MM. {t - § | t 6. t € M A wtsubst 0 N Wlirms (subst_range 0) A fv (t - §) = {}}"

and "g = AM. {t € M. fv t = {}}"
and "§ = At. intruder_synth' public arity {} t"
and "R = At. Ju € C. is_wt_instance_of_cond I' t u"

assumes AB_fv_disj: "fvset A N fvser B = {}"

and A_SMP_repr: "finite_SMP_representation arity Ana I' A"

and B_SMP_repr: "finite_SMP_representation arity Ana I' B"

and C_wf: "wfirms C"

and ABC: "Vt € A. Vs € B. 't =1 s Amguts # None— QtV R€t"
shows "g (SMP A) N g (SMP B) C £ C U {m. {} k. m}"
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(proof)

end
end

end

3.4 The Typing Result

theory Typing_Result
imports Typed_Model
begin

3.4.1 Locale Setup

locale typing result = typed_model arity public Ana T’
for arity::"'fun = nat"
and public::"'fun = bool"
and Ana::"('fun, 'var) term = (('fun, 'var) term list X ('fun, 'var) term list)"
and I'::"('fun, 'var) term = ('fun, 'atom::finite) term_type"
+
assumes infinite_typed_consts: "Aa. infinite {c. I' (Fun c¢ []) = TAtom a A public c}"
and no_private_funs[simp]: "Af. arity f > 0 —> public £"
begin

Minor Lemmata

lemma fun_type_inv': assumes "I' t = TComp f T" shows "arity f > 0" "public f"
(proof)

lemma infinite_public_consts[simp]: "infinite {c. public ¢ A arity c = O}"
(proof)

lemma infinite_fun_syms[simp] :
"infinite {c. public ¢ A arity c¢ > O} = infinite X;"
"infinite C" "infinite Cpyp" "infinite (UNIV::'fun set)"

(proof)

lemma id_univ_proper_subset[simp]: "Xy C UNIV" "(3f. arity f > 0) = C C UNIV"
(proof)

lemma exists_fun_notin_funs_term: "Jf::'fun. f ¢ funs_term t"

(proof)

lemma exists_fun_notin_funs_terms:
assumes "finite M" shows "If::'fun. f ¢ |J (funs_term ~ M)"

(proof)

lemma exists_notin_funss¢: "3f. f ¢ funssy (S::('fun, 'var) strand)"
(proof )

lemma infinite_typed_consts': "infinite {c. I' (Fun ¢ []) = TAtom a A public ¢ A arity c = O}"
(proof)

lemma atypes_inhabited: "Jc. I' (Fun c¢ []) = TAtom a A wfirm (Fun ¢ []) A public ¢ A arity c = 0"
(proof)

lemma atype_ground_term_ex: "Jt. fv t = {} A ' t = TAtom a A wfirym t"
(proof)

lemma type_ground_inhabited: "3t'. fv t' = {} NT' t =T t'"
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(proof)

lemma type_wfttype_inhabited:
assumes "/\f T. Fun f T C 7 = 0 < arity f" "wfirm 7"
shows "dt. I' t = 7 A wftrm t"

(proof)

lemma type_pgwt_inhabited: "wfipym t => Jt'. I' t =T t' A public_ground_wf_term t'"

{proof)

end

3.4.2 The Typing Result for the Composition-Only Intruder

context typing result
begin

Well-typedness and Type-Flaw Resistance Preservation

context
begin

private lemma LI_preserves_tfr_stp_all_single:
assumes "(S,9) ~ (8',9")" "wfconstr S V" "Wtsupst V"
and "list_all tfrgsp S" "tfrger (trmsse S)" "Wwfirms (trmsse S)"
shows "list_all tfrs;,, S'"
(proof) lemma LI_in_SMP_subset_single:
assumes "(S,9) ~ (S',9')" "wfconstr S V" "Wtsupst 0"
"tfrger (trmsge S)" "Wwltrms (trmsse S)" "list_all tfrgy, S"
and "trmssy S C SMP M"
shows "trmss; S' C SMP M"
(proof) lemma LI_preserves_tfr_single:
assumes "(S,9) ~» (8',9')" "wfconstr S V" "Wtsupst V" "Wfirms (subst_range U)"
"tfrset (trmsst S)" "Wftrms (trmsse S)"
"list_all tfrsyp S"
shows "tfrs.: (trmssi S') N wfirms (trmssy S')"
(proof) lemma LI_preserves_welltypedness_single:
assumes "(S,9) ~ (S',9')" "wfeonstr S V" "Wtsupst V" "Wfirms (subst_range )"
and "tfrge; (trmsgi S)" "Wwfirms (trmsgy S)" "list_all tfrgy, S"
shows "wtsupst 0' A wWftrms (subst_range 9')"

(proof)

lemma LI_preserves_welltypedness:
assumes "(S,9) ~* (8',9")" "wfconstr S V" "Wtsubst O" "Wwfirms (Subst_range )"
and "tfrge; (trmsgy S)" "Wwfirms (trmsge S)" "list_all tfrgy, S"
shows "wtsupst UO'" (is "?74 9'")
and "wfirms (subst_range ¥')" (is "?B ¥'")

(proof)

lemma LI_preserves_tfr:
assumes "(S,9) ~* (S',9")" "ufconstr S V" "Wtsubst V" "wfirms (subst_range ¥)"
and "tfrge; (trmsgy S)" "Wfirms (trmsgy S)" "list_all tfrgy, S"
shows "tfrge: (trmss; S')" (is "74 S'")
and "wfirms (trmsse S')" (is "?B S'")
and "list_all tfrsy, S'" (is "7C S'")

(proof)

lemma LI_preproc_preserves_tfr:
assumes "tfrg; S"
shows "tfrs: (LI_preproc S)"

(proof )
end
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Simple Constraints are Well-typed Satisfiable
Proving the existence of a well-typed interpretation

context
begin

lemma wt_interpretation_exists:
obtains Z::"('fun, 'var) subst"
where "interpretationsupst Z" "Wtsupst L" "subst_range I C public_ground_wf_terms"

(proof)

lemma wt_grounding_subst_exists:
"3V, wteubst U N wWfirms (subst_range V) A fv (t - 9) = {}"
(proof) fun fresh_pgwt::"'fun set = ('fun,'atom) term_type = ('fun,'var) term" where
"fresh_pgwt S (TAtom a) =
Fun (SOME c. ¢ ¢ S AT (Fun ¢ []) = TAtom a A public c) []"
| "fresh_pgwt S (TComp f T) = Fun f (map (fresh_pgwt S) T)"

private lemma fresh_pgwt_same_type:
assumes "finite S" "wfirm t"
shows "I' (fresh_pgwt S (I' t)) =T t"
(proof) lemma fresh_pgwt_empty_synth:
assumes "finite S" "wfirm t"
shows "{} . fresh_pgwt S (I' t)"
(proof) lemma fresh_pgwt_has_fresh_const:
assumes "finite S" "wfirm t"
obtains ¢ where "Fun ¢ [] C fresh_pgwt S (I' t)" "c ¢ S"
(proof) lemma fresh_pgwt_subterm_fresh:
assumes "finite S" "wfirm t" "Wwfirm s" "funs_term s C S"
shows "s ¢ subterms (fresh_pgwt S (I' t))"
(proof) lemma wt_fresh_pgwt_term_exists:
assumes "finite T" "wfirm 8" "Wfirms T"
obtains t where "I' t =T s" "{} k. t" "Ys € T. Yu € subterms s. u ¢ subterms t"
(proof)

lemma wt_bij_finite_subst_exists:
assumes "finite (S::'var set)" "finite (T::('fun, 'var) terms)" "wfirms T"
shows "do::('fun, 'var) subst.
subst_domain o = S
A bij_betw o (subst_domain o) (subst_range o)
A subtermsse: (subst_range o) C {t. {} F. t} - T
A (Vs € subst_range o. Yu € subst_range o. (3v. vE s A vIEC u — s =u)
A Wtsubst g
A wfirms (subst_range o)
(proof) lemma wt_bij_finite_tatom_subst_exists_single:
assumes "finite (S::'var set)" "finite (T::('fun, 'var) terms)"
and "Ax. x € S = T (Var x) = TAtom a"
shows "do::('fun, 'var) subst. subst_domain o = S
A bij_betw o (subst_domain o) (subst_range o)
A subst_range ¢ C ((Ac. Fun ¢ []) ~ {c. I' (Fun ¢ []) = TAtom a A
public ¢ A arity ¢ = 0}) - T
N Wtsubst O
N wfirms (subst_range o)

{proof)

lemma wt_bij_finite_tatom_subst_exists:

assumes "finite (S::'var set)" "finite (T::('fun, 'var) terms)"

and "Ax. x € S = Fa. I' (Var x) = TAtom a"

shows "do::('fun, 'var) subst. subst_domain o = S

A bij_betw o (subst_domain o) (subst_range o)

subst_range 0 C ((Ac. Fun ¢ []) ~ Cpup) - T
Wtsubst O
wfirms (subst_range o)"

> > >
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(proof)

theorem wt_sat_if_simple:
assumes "simple S" "Wfconstr S V" "Wtsubst 0" "Wfirms (subst_range ¥)" "wfirms (trmsse S)"
and Z': "X F. Inequality X F € set S — ineq model ' X F"
"ground (subst_range Z')"
"subst_domain 7' = {x € varss; S. 3X F. Inequality X F € set S A\ x € fVpairs F - set X}"
and tfr_stp_all: "list_all tfrg:p S"
shows "3Z7. interpretationsubst Z N (Z Ec (S, 9)) A wtsubst Z A wfirms (subst_range I)"

(proof )
end

Theorem: Type-flaw resistant constraints are well-typed satisfiable (composition-only)

There exists well-typed models of satisfiable type-flaw resistant constraints in the semantics where the intruder
is limited to composition only (i.e., he cannot perform decomposition/analysis of deducible messages).

theorem wt_attack_if_ tfr_attack:
assumes "interpretationsypst L"
and "Z . (S, 9)"
and "wfconstr S V"
and "wtsypst 0"
and "tfrs; S"
and "wfirms (trmsse S)"
and "wfirms (subst_range ¥)"
obtains 7, where "interpretationsupst Z-"
and "Z, . (S, ¥)"
and "wtsupst L+"
and "wfirms (subst_range I.)"

{proof)

Contra-positive version: if a type-flaw resistant constraint does not have a well-typed model then it is unsat-
isfiable

corollary secure_if_wt_secure:
assumes "—(3Z.. interpretationsubst Zr N (Zr Ec (S, 9)) A Wtsuvst )"

and "wfconstr S V" "Wtsupse U" "tfrge S"
and "Wfirms (trmssy S)" "wfirms (subst_range ¥)"
shows "—(3Z. interpretationsusst Z N (Z = (S, 9)))"
(proof)
end

3.4.3 Lifting the Composition-Only Typing Result to the Full Intruder Model

context typing result
begin

Analysis Invariance

definition (in typed_model) Ana_invar_subst where
"Ana_invar_subst M =
(Wf TKMOJ. Fun f T € (subtermsse; M) —>
Ana (Fun £ T) = (K, M) — Ana (Fun £ T - §) = (K “1ist 0, M 15t 0))"

lemma (in typed_model) Ana_invar_subst_subset:
assumes "Ana_invar_ subst M" "N C M"
shows "Ana_invar_subst N"

(proof)

lemma (in typed_model) Ana_invar_substD:
assumes "Ana_invar_subst M"
and "Fun f T € subtermsse; M" "Ana (Fun £ T) = (K, M)"
shows "Ana (Fun f T - Z) = (K -1ist L, M 155t Z)"

(proof)
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end

Preliminary Definitions

Strands extended with "decomposition steps”

datatype (funscs¢p: 'a, varsestp: 'b) extstrand_step =
Step  "('a,'b) strand_step"
| Decomp "('a,'b) term"

context typing result
begin

context

begin

private fun trms.s;, where
"trmsestp (Step x) = trmssip x"

| "trmsestp (Decomp t) = {t}"

private abbreviation trms.s;: where "trmscs: S = |J (trmsestp ~ set S)"

private type_synonym ('a,'b) extstrand = "('a,'b) extstrand_step list"
private type_synonym ('a,'b) extstrands = "('a,'b) extstrand set"

private definition decomp::"('fun, 'var) term = ('fun, 'var) strand" where
"decomp t = (case (Ana t) of (K,T) = [send([t])s:,send(K)s+,receive(T)s:])"

private fun to_st where
"to_st [] = [1"
| "to_st (Step x#S) = x#(to_st S)"
| "to_st (Decomp t#S) = (decomp t)@(to_st S)"

private fun to_est where
"to_est [] = []"
| "to_est (x#S) = Step x#to_est S"

private abbreviation "ik.s: A = iks: (to_st A)"

private abbreviation "wf.s; V A = wfs: V (to_st A)"

private abbreviation "assignment_rhs..: A = assignment_rhss; (to_st A)"
private abbreviation "vars.s; A = varss: (to_st A)"

private abbreviation "wfrestrictedvars.s: A = wfrestrictedvarss: (to_st A)"
private abbreviation "bvars.s: A = bvarsgs: (to_st A)"

private abbreviation "fv.,s A = fvs: (to_st A)"
private abbreviation "funs.s: A = funss; (to_st A)"

private definition wfs;s'::"('fun, 'var) strands = ('fun, 'var) extstrand = bool" where
"ifsis' S A= (VS € S. wfs: (wfrestrictedvarses: A) (duals: S)) A
VS € §. VS' € §S. fvst S N bvarss: S' = {}) A
(VS € §. fvst S N bvarsest A = {}) A
VS € §. fvse (to_st A) N bvarssy S = {H)"

private definition wfs;s::"('fun, 'var) strands = bool" where
"wfsts S = (VS € S. wfsy {} (dualsy S)) AN (VS € §S. VS' € §. fvse S N bvarss: S' = {H)"

private inductive well_analyzed::"('fun, 'var) extstrand = bool" where
Nil[simp]: "well_analyzed []"
| Step: "well_analyzed A = well_analyzed (A@[Step x])"
| Decomp: "[well_analyzed A; t € subtermsse: (ikest A U assignment_rhs.s: A) - (Var ~ V)]
—> well_analyzed (A@[Decomp t])"

private fun subst_apply_extstrandstep (infix <-cs¢p> 51) where

"subst_apply_extstrandstep (Step x) ¥ = Step (x -stp V)"
| "subst_apply_extstrandstep (Decomp t) ¥ = Decomp (t - 9)"
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private lemma subst_apply_extstrandstep'_simps[simp]:

"(Step (send(ts)si)) -estp ¥ = Step (send(ts -iist F)se)"

"(Step (receive(ts)st)) -estp ¥ = Step (receive(ts -ist F)st)"

"(Step ((a: t = t')s)) -estp U = Step ({a: (t - ¥) = (t' - D))"

"(Step (VX(V#: F)s1)) estp O = Step (VX(V#: (F pairs rm_vars (set X) ¥))s)"
(proof) lemma varscs¢p_subst_apply_simps[simp] :

"varsestp ((Step (send(ts)si)) -estp U) = fvser (set ts -ser V)"

"varsestp ((Step (receive(ts)st)) -estp ¥) = fVser (set ts ser V)"

"varsestp ((Step ((a: t = t')st)) estp ¥) = fv (t - ¥) U fv (' - 9"

"varsestp ((Step (VX(V#: F)st)) cstp V) = set X U fvpairs (F ‘pairs rm_vars (set X) 9)"
(proof) definition subst_apply_extstrand (infix <-.s¢> 51) where "S ‘¢t ¥ = map (Ax. X -cstp U) S"

private abbreviation updates:::"('fun, 'var) strands = ('fun, 'var) strand = ('fun, 'var) strands"
where
"updatest S S = (case S of Nil = S - {S} | Cons _ S' = insert S' (§ - {SH)"

private inductive_set decompses:::
"('fun, 'var) terms = ('fun, 'var) terms = ('fun, 'var) subst = ('fun, 'var) extstrands"

for M and N and Z where
Nil: "[] € decompsest M N I"
| Decomp: "[D € decompsest M N Z; Fun f T € subtermsser (M U N);
Ana (Fun £ T) = (K,M); M # [];
(M U ikest D) ‘set e Fun £ T - Z;
Nk. k € set K = (M U ikest D) set T ke k - 1]
= De@[Decomp (Fun f T)] € decompsest M N 1"

private fun decomp_rmcs:::"('fun, 'var) extstrand = ('fun, 'var) extstrand" where
"decomp_rmes: [] = [1"

| "decomp_rm.s: (Decomp t#S) = decomp_rmes: S"

| "decomp_rmes¢ (Step x#S) = Step x#(decomp_rmes¢ S)"

private inductive semcs:_d::"('fun, 'var) terms = ('fun, 'var) subst = ('fun, 'var) extstrand = bool"
where
Nil[simp]: "semesi_d Mo Z []"
| Send: "semest_ d Mo Z S —> Vt € set ts. (ikest S U Mg) set ZFH t -1
= semcs:_d Mo T (S@[Step (send(ts)st)I)"

| Receive: "semest_d Mo Z S —> semest_d Mo Z (S@[Step (receive(t)ss)I)"
| Equality: "semest_d Mo Z S = t - Z =t' -7 = semest_d Mg Z (S@[Step ((a: t = t')s)1)"
| Inequality: "semes:_d Mo Z S

— ineq model T X F

= semest_d Mo T (S@[Step (VX(V#: F)st)I)"
| Decompose: "semest_d Mo I S =—> (ikest S U Mo) st ZFH t -7 —> Ana t = (K, M)

= (A\k. k € set K = (ikest S U Mg) set T+ k + I) = semest_d Mo T (S@[Decomp t])"

private inductive sem.s;_c::"('fun, 'var) terms = ('fun, 'var) subst = ('fun, 'var) extstrand = bool"
where
Nil[simp]: "semesi_c Mo Z []"
| Send: "semesi_c Mg I S —> Vt € set ts. (ikest S U Mg) ‘set L Fe t - T
= semest_c Mo Z (S@[Step (send(ts)s¢+)1)"

| Receive: "semest_c Mo I S = semest_c Mo I (S@[Step (receive(t)s:)]1)"
| Equality: "semest_c Mo Z S = t - Z =t' - T — semest_c Mg Z (S@[Step ((a: t = t")s)I)"
| Inequality: "semest_c Mo Z S

—> ineq model 7 X F

= semesi_c Mo Z (S@[Step (VX{V#: F)s)I)"
| Decompose: "semesi_c Mo Z S =—> (ikest S U Mo) ‘set Z e t - Z —> Ana t = (K, M)

= (A\k. k € set K = (ikest S U Mo) set T e k -+ IT) = semest_c Mo I (S@[Decomp t])"

Preliminary Lemmata

private lemma wfg¢s_wfss':
"wfsts S = wfses' S [1"
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(proof) lemma decomp_ik:
assumes "Ana t = (K,M)"
shows "iks; (decomp t) = set M"
(proof) lemma decomp_assignment_rhs_empty:
assumes "Ana t = (K,M)"
shows "assignment_rhs,; (decomp t) = {}"
(proof) lemma decomp_tfrsip:
"list_all tfrs¢p (decomp t)"
(proof) lemma trmscs¢_ikI:
"t € ikest A =—> t € subtermsse: (trmses: A)"
(proof) lemma trms.;_ik_assignment_rhsI:
"t € ikest A U assignment_rhs.s; A = t € subtermsge; (trmscs: A)"
(proof) lemma trmscs:_ik_subtermsI:
assumes "t € subtermsse; (ikesy A)"
shows "t € subtermsse; (trmscsy A)"
(proof) lemma trmscs:D:
assumes "t € trmscs: A"
shows "t € trmss; (to_st A)"
(proof) lemma subst_apply_extstrand_nil[simp]:
"1 est ¥ = [1"
(proof) lemma subst_apply_extstrand_singleton[simp]:
"[Step (receive(ts)s:)] -est ¥ = [Step (Receive (ts -iis¢ ¥))]1"
"[Step (send(ts)si)] -est ¥ = [Step (Send (ts -1ist ¥))I"
"[Step ({(a: t = t')s¢)] -est ¥ = [Step (Equality a (t - ¥) (t' - 9))]I"
"[Decomp t] -es¢ ¥ = [Decomp (t - ¥9)]"
(proof) lemma extstrand_subst_hom:
"(S0S') ‘est ¥ = (S est VIO(S' esr V)" "(x#S) o5t ¥V = (X cstp VI#(S st V)"
(proof) lemma decomp_vars:
"wfrestrictedvarss; (decomp t) = fv t" "varss; (decomp t) = fv t" "bvarss; (decomp t) = {}"
"fvsy (decomp t) = fv t"
proof) lemma bvarses:_cons: "bvarses: (x#X) = bvarses: [x] U bvarses: X"
) lemma bvars.:_append: "bvars.s: (A@B) = bvarses; A U bvarses: B"
) lemma fves;_cons: "fves: (x#X) = fvess [x] U fves: X"
proof) lemma fves:_append: "fves: (AOB) = fvest A U fves: B"
)
)
)

lemma bvars_decomp_rm: "bvarses: (decomp_rmes¢ A) = bvarses: A"
lemma fv_decomp_rm: "fves: (decomp_rmes: A) C fves: A"
proof) lemma ik_assignment_rhs_decomp_fv:
assumes "t € subtermsge; (ikest A U assignment_rhscs; A)"
shows "fv.s: (A@[Decomp t]) = fves: A"
<p7”00f) lemma wfrestrictedvarscs:_decomp_rimes;_subset:
"wfrestrictedvars.s; (decomp_rmes: A) C wfrestrictedvarses: A"
(proof) lemma wfrestrictedvars.,:_eq_wfrestrictedvars::
"wfrestrictedvars.s: A = wfrestrictedvarss; (to_st A)"
(proof) lemma decomp_set_unfold:
assumes "Ana t = (K, M)"
shows "set (decomp t) = {send([t])s:,send(K)s:,receive(M)s:}"
(proof) lemma ikes¢_finite: "finite (ikest A)"
( ) lemma assignment_rhs.s:_finite: "finite (assignment_rhscs: A)"
( } lemma to_est_append: "to_est (A@B) = to_est A@to_est B"
(proof) lemma to_st_to_est_inv: "to_st (to_est A) = A"
( ) lemma to_st_append: "to_st (A@B) = (to_st A)@(to_st B)"
( } lemma to_st_cons: "to_st (a#B) = (to_st [a]l)@(to_st B)"
(proof) lemma wfrestrictedvarses:_split:
"wfrestrictedvarse.s: (x#S) = wfrestrictedvars.s: [x] U wfrestrictedvarses: S"
"wfrestrictedvars.s; (S@S') = wfrestrictedvars.s; S U wfrestrictedvarses: S'"
(proof) lemma ikes:_append: "ikest (A@B) = ikest A U ikest B"
<proof) lemma assignment_rhses¢_append:
"assignment_rhs.s: (A@GB) = assignment_rhs.s;s A U assignment_rhs.s: B"
(proof) lemma ikess_cons: "ikes: (a#h) = ikesy [a]l U ikese A"
<proof) lemma ikest_append_subst:
"ikest (AGB ‘est 9) = ikest (4 ‘est 9) U ikest (B ‘est 9"
"ikest (A@B) set U = (ikest A -set U) U (ikest B rser V)"
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(proof) lemma assignment_rhs.s:_append_subst:
"assignment_rhscs: (A@B -cst V) = assignment_rhscs: (A -es: ¥) U assignment_rhsest (B cst U)"
"assignment_rhscst (AOB) -sc¢ ¥ = (assignment_rhscs: A -setr ¥) U (assignment_rhsesi B -ser U)"
(proof) lemma ikes:_cons_subst:
"ikest (a#A -cst V) = ikest ([a cestp U]) U ikest (A -cst UI"
"iKest (a#A) ‘set 9 = (ikest [aJ ‘set 79) @] (ikest A set 7-9) "
(proof) lemma decomp_rmes:_append: "decomp_rm.s:+ (S@S') = (decomp_rmes: S)@(decomp_rmes: S')"
(proof) lemma decomp_rmes:_single[simp]:
"decomp_rmes: [Step (send(ts)s:)] = [Step (send(ts)s:)]1"
"decomp_rmes: [Step (receive(ts)s:)] = [Step (receive(ts)s:)]"
"decomp_rmes:+ [Decomp t] = []"
(proof) lemma decomp_rmes;_ik_subset: "ikes: (decomp_rmesi S) C ikest S"
(proof) lemma decompscs:_ik_subset: "D € decompsest M N T —> ikest D C subtermsse:r (M U N)"
(proof) lemma decompscs¢_decomp_rmes+_empty: "D € decompscst M N I —> decomp_rmest D = [1"
(proof) lemma decomps.s:_append:
assumes "A € decompsest S N I" "B € decompsest S N 1"
shows "A@B € decompscst S N Z"
(proof) lemma decomps.s:_subterms:
assumes "A' € decompsest M N "
shows "subtermsse: (ikest A') C subtermsses (M U N)"
(proof) lemma decomps.s:_assignment_rhs_empty:
assumes "A' € decompsest M N "
shows "assignment_rhs.s: A' = {}"
(proof) lemma decomps.s:_finite_ik_append:
assumes "finite M" "M C decompsest A N I"
shows "3D € decompsest A N I. ikest D = (Um € M. ikegr m)"
(proof) lemma decomp_snd_exists[simp]: "3D. decomp t = send([t])s¢+#D"
(proof) lemma decomp_nonnil[simp]: "decomp t # []"
(proof) lemma to_st_nil_inv[dest]: "to_st A = [] = A = []"
(proof) lemma well_analyzedD:
assumes "well_analyzed A" "Decomp t € set A"
shows "df T. t = Fun £ T"
(proof) lemma well_analyzed_inv:
assumes "well_analyzed (A@[Decomp t])"
shows "t € subtermsse; (ikes: A U assignment_rhses; A) - (Var ~ V)"
(proof) lemma well_analyzed_split_left_single: "well_analyzed (A@[a]) —> well_analyzed A"
(proof) lemma well_analyzed_split_left: "well_analyzed (A@B) —> well_analyzed A"
(proof) lemma well_analyzed_append:
assumes "well_analyzed A" "well_analyzed B"
shows "well_analyzed (A@B)"
(proof) lemma well_analyzed_singleton:
"well_analyzed [Step (send(ts)s:+)]" "well_analyzed [Step (receive(ts)s:)]"
"well_analyzed [Step ((a: t = t')s+)]" "well_analyzed [Step (VX(V#: F)s)]"
"—well_analyzed [Decomp t]"
(proof) lemma well_analyzed_decomp_rmes:_fv: "well_analyzed A —> fves: (decomp_rmest A) = fvesy A"
(proof) lemma semes+_d_split_left: assumes "semes:_d Mo Z (A@A')" shows "semes:_d Mo Z A"
(proof) lemma semcsi_d_eq_sem_st: "semest_d Mo T A = [Mo; to_st AJq' I"
(proof) lemma semes:_c_eq_sem_st: "semest_c Mo Z A = [Mo; to_st AJ.' Z"
(proof) lemma semes¢_c_decomp_rmes¢_deduct_aux:
assumes "semesi_c Mo Z A" "t € ikest A rset I" "t & ikest (decomp_rmest A) set L
shows "ikes: (decomp_rmesi A) U Mo ‘set Z F t"
(proof) lemma semes+_c_decomp_rmes:_deduct:
assumes "semesi_c Mg T A" "ikesy A U Mg cser L Fo t"
shows "ik.s: (decomp_rmesi A) U Mo ‘set Z F t"
(proof) lemma semes+_d_decomp_rmes:_if_seMest_c: "seMest_¢ Mo T A =—> semest_d Mo I (decomp_rmes: A)"
(proof) lemma semcs:_c_decomps.s+_append:
assumes "semesi_c {} Z A" "D € decompsScst (ikest A) (assignment_rhs.s: A) I"
shows "sem.s:_c {} 7 (A@D)"
(proof) lemma decomps.s¢_preserves_wf:
assumes "D € decompsest (ikest A) (assignment_rhsest A) " "wfese V A"
shows "wf.s: V (A@D)"
(proof) lemma decomps.s:_preserves_model_c:
assumes "D € decompsest (ikest A) (assignment_rhses: A) I" "semesi_c Mo Z A"
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shows "sem.s:_c Mo T (A@D)"
(proof) lemma decompses:_exist_aux:
assumes "D € decompsSest M N Z" "M U ikesy D F t" "= (M U (ikest D) Fc t)"
obtains D' where
"D@D' € decompSest M N I" "M U ikes: (D@D') . t" "M U ikest D C M U ikess (DOGD')"
(proof) lemma decompses:_ik_max_exist:
assumes "finite A" "finite N"
shows "3D € decompses: A N . VD' € decompsest A N I. ikesy D' C ikesy D"
(proof) lemma decompses:_exist:
assumes "finite A" "finite N"
shows "dD € decompscst AN Z. Vt. AF t — AU ikest D Fc t"
(proof) lemma decompsesi_exist_subst:
assumes "ikest A ser Lt - I"
and "semest_c {} T A" "wfes: {} A" "interpretationsypst L"
and "Ana_invar_subst (ikes¢ A U assignment_rhses; A)"
and "well_analyzed A"
shows "dD € decompscs: (ikest A) (assignment_rhscst A) T. ikest (A@D) -get T Fc t - I"
(proof) lemma decompses:_exist_subst_list:
assumes "Vt € set ts. ikest A ‘set L H t - L"
and "semest_c {} T A" "wfes: {} A" "interpretationsypst L"
and "Ana_invar_subst (ikes¢ A U assignment_rhscs; A)"
and "well_analyzed A"
shows "dD € decompscs: (ikest A) (assignment_rhscs: A) T.
Vt € set ts. ikess (A@D) sy I e t - I
(is "dD € ?4. ?B D ts")
(proof) lemma wfs.s'_updates;_nil: assumes "wfs ' S A" shows "wfs,' (updatesy S []1) A"
(proof) lemma wfs;s'_updates:_snd:
assumes "wfgs' S A" "send(ts)s:#S € S"
shows "wfs;s' (updates; S (send(ts)s:#S)) (A@[Step (receive(ts)s)])"
(proof) lemma wfs;s'_updatest_rcv:
assumes "wfgs' S A" "receive(ts)s#S € S"
shows "wfs;s' (updates; S (receive(ts)si#S)) (A@[Step (send(ts)s)])"
(proof) lemma wfs;s'_updates:_eq:
assumes "wfgs' S A" "(a: t = t')#S € S
shows "wfs;s' (updates; S ({a: t = t')#S)) (A@[Step ({a: t = t")s)I)"
(proof) lemma wfs;s'_updates:_ineq:
assumes "wfss' S A" "WX(V#: F)s#S € S"
shows "wfs;s' (updates; & (VX(V#: F)#S)) (A@[Step (VX(V#: F)s)I)"
(proof) lemma trms,;_updates:_eq:
assumes "x#S € S"
shows "|J (trmss; ~ updatess S (x#S)) U trmssip x = |J (trmsse - S)" (is "?A = 7B")
(proof) lemma trms.;_updates;_eq_snd:
assumes "send(ts)s:#S € S" "S' = update,; S (send(ts)s+#S)" "A' = A@[Step (receive(ts)s:)]"
shows "(|J (trmss¢ ~ 8)) U (trmsest A) = (J (trmsse ~ S')) U (trmses: A')"
(proof) lemma trms.:_updates:_eq rcv:
assumes "receive(ts)s#S € S" "S' = updates; S (receive(ts)s:#S)" "A' = A@[Step (send(ts)s:)]"
shows "(|J (trmss¢ ~ 8)) U (trmsest A) = (J (trmsse ~ S')) U (trmsese A')"
(proof) lemma trms,;_updates:_eq_eq:
assumes "(a: t = t')#S € S" "S' = updatesy S ({a: t = t'):#S)" "A' = A@[Step ((a: t = t')s)]"
shows "(|J (trmss¢ = 8)) U (trmsest A) = (J (trmsse ~ S')) U (trmsese A')"
(proof) lemma trms.:_updates:_eq_ineq:
assumes "VX(V#: F)#S € 8" "S' = updatesy S (VX(V#: F):#S)" "A' = A@[Step (VX(V#: F)s)1"
shows "(|J (trmssy ~ 8)) U (trmsese A) = (J (trmsse ~ 8')) U (trmsese A')"
(proof) lemma ik.;_updates;_subset:
assumes "x#S € S"
shows "|J (iks¢ “duals; ~ (updatesy S (x#S))) C | (iks; dualsy ~ S)" (is ?74)
"J (assignment_rhss: ~ (updates: S (x#S))) C |J (assignment_rhss: ~ S)" (is 7B)
<proof) lemma iks¢_updates;_subset_snd:
assumes "send(ts)s:#S € S"
"S' = updates; S (send(ts)s:#S)"
"A' = A@[Step (receive(ts)s:)]"
shows ”(U (iks¢ ~ dualsgy - 8')) U (ikest A') C
(U (ikst ~ dualsy ~ 8)) U (ikest A)" (is 74)
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"(J (assignment_rhssy ~ S')) U (assignment_rhscs: A') C
(U (assignment_rhss;y = S)) U (assignment_rhses: A)" (is 7B)
(proof) lemma ik,,_update,;_subset_rcv:
assumes "receive(t)s:#S € S"
"S' = updates; S (receive(t)si#S)"
"A' = A@[Step (send(t)s:)]"
shows "(|J (ikst ~ dualsy - 8')) U (ikest A') C
(U (ikst ~ dualsy ~ S8)) U (ikest A)" (is 74)
"(J (assignment_rhssy ~ S')) U (assignment_rhses: A') C
(U (assignment_rhss+ ~ S)) U (assignment_rhses: A)" (is 7B)
(proof) lemma ik,,_update,;_subset_eq:
assumes "(a: t = t')#S € S"
"S' = updates: S ({a: t = t')st#S)"
"A' = Ae[Step ({a: t = t')s)]"
shows "(|J (iksy ~ dualsy - 8')) U (ikest A') C
(U (ikst ~ dualsy ~ 8)) U (ikest A)" (is 74)
"(\J (assignment_rhssy - S8')) U (assignment_rhscs; A') C
(U (assignment_rhss: - S)) U (assignment_rhses: A)" (is 7B)
(proof) lemma ik,:;_update,:_subset_ineq:
assumes "VX(V#: F)#S € S"
"S' = updates; S (VX{V#: F)st#S)"
"A' = A@[Step (VX(V#: F)s)1"
shows ”(U (ikst “duals: ° 8')) U (ikest ./4') g
(U (ikst "dualsy = 8)) U (ikest A)" (is 74)
"(J (assignment_rhssy ~ S')) U (assignment_rhs.s: A') C
(U (assignment_rhss; ~ S)) U (assignment_rhses: A)" (is 7B)
(proof)

Transition Systems Definitions

inductive pts_symbolic::
"(('fun, 'var) strands x ('fun, 'var) strand) =
(('fun, 'var) strands x ('fun, 'var) strand) = bool"
(infix <=°*> 50) where

Nil[simp]: "[1eS = (S,4) =* (updates,x S [1,A)"
| Send[simp]: "send(t)s:#S € S — (S, A) =° (updates: S (send(t)s:#S),A@[receive(t)s:])"
| Receive[simp]: "receive(t)s:#S € S = (S, A) =° (updates; S (receive(t)s:#S),A@[send(t)s:])"
| Equality[simp]: "a: t = t)a#S € S = (S,A) =° (update,y S ({a: t = t'):#S),AQ[(a: t =
t’>st])”
| Inequalityl[simp]: "VX(V#: F)st#S € S = (S,A) =°* (updatesy S (VX(V#: F)s:+#S),AQ[VX{(V#£: F)s1)"

private inductive pts_symbolic_c::
"(('fun, 'var) strands X ('fun, 'var) extstrand) =
(('fun, 'var) strands x ('fun, 'var) extstrand) = bool"
(infix <=°.> 50) where

Nil[simp]: "[1eS = (S,4) =*. (updates: S [1,A)"
| Send[simp]: "send(t)s:#S € S = (S, A) =°. (updates: S (send(t)s:#S),A@[Step (receive(t)s:)])"
| Receive[simp]: "receive(t)s:#S € S — (S, A) =°. (updates: S (receive(t)s:#S),A@[Step
(send(t)s:)1)"
| Equality[simp]: "a: t = t")a#S € S = (S,A) =°. (updatesy S ({a: t = t'):#S),A@[Step ({a: t
=t )"
| Inequality[simp]: "WX(V#: F)s:#S € S = (S, A) =°. (updates;; S (VX(V#: F)s:#5),AQ[Step (VX(V#:
F>st)])“

| Decompose[simp]: "Fun f T € subtermsse; (ikes: A U assignment_rhses: A)
= (S,A) =°*. (S,Ae[Decomp (Fun f T)I)"

abbreviation pts_symbolic_rtrancl (infix <=*"> 50) where "a =°** b = pts_symbolic** a b"
private abbreviation pts_symbolic_c_rtrancl (infix <=°."> 50) where "a =°.* b = pts_symbolic_c** a

bll
lemma pts_symbolic_induct[consumes 1, case_names Nil Send Receive Equality Inequality]:

assumes "(S,A4) =°* (S',A")"
and "[[] € S; §' = update,; S [1; A' = A] = P"
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and "At S. [send(t)s#S € S; S' = updates; S (send(t)s:#S); A' = A@[receive(t)s;]] = P"
and "At S. [receive(t)s#S € S; S' = updates; S (receive(t)s#S); A' = A@[send(t),]] = P"
and "Aa t t' S. [(a: t = t")s#S € S; S' = updatesy S ((a: t = t")#S); A' = Ae[(a: t = t')s]]
— P"
and "AX F S. [VX(V#: F)#S € S; 8' = updatess S (VX(V#: F),:#S); A' = Ae[VX(V#: F)s]] = P"
shows "pP"
(proof) lemma pts_symbolic_c_induct[consumes 1, case_names Nil Send Receive Equality Inequality
Decompose] :
assumes "(S,A4) =°*. (S',A")"
and "[[] € S; S' = updates; S [1; A' = A] = P"
and "At S. [send(t)s#S € S; S' = updates; S (send(t)s:#S); A' = A@[Step (receive(t)s:)]] = P"
and "At S. [receive(t)s#S € S; S' = updates; S (receive(t)s#S); A' = A@[Step (send(t)s;)]] = P"
and "Aa t t'S. [(a: t = t")st#S € S; S' = update,y S ((a: t = t')s:#S); A' = Ae[Step ((a: t =
t":)]] = P"
and "AX F S. [VX(V#: F)a#S € S; S§' = updates; S (VX(V#: F)s#S); A' = A@[Step (VX(V#: F)s)]]
= P"
and "Af T. [Fun f T € subtermsset (ikest A U assignment_rhses: A); S' = S; A' = A@[Decomp (Fun f
D] = P"
shows "P"
(proof) lemma pts_symbolic_c_preserves_wf_prot:
assumes "(S,A) =°.F (S', A" "ufsis' S A"
shows "wfs;s' S' A'"
(proof) lemma pts_symbolic_c_preserves_wf_is:
assumes "(S,A) =°. (S',A)" "ufsis' S A" "wfs V (to_st A)"
shows "wfs; V (to_st A')"
(proof) lemma pts_symbolic_c_preserves_tfIgey:
assumes "(S,A) =°.F (S', A"
and "tfrse; (({J (trmssy = §)) U (trmsese A))"
and "WEtrms ((U (tI‘IHSst TS)) U (trmsest A))"
shows "tfrse: ((U (trmsse ~ S')) U (trmsese A')) A wlipms (U (trmsse ~ S')) U (trmsese A'))"
(proof} lemma pts_symbolic_c_preserves_tfrgip:
assumes "(S,A) =°*." (S', A" WS € S U {to_st A}. list_all tfrs, S"
shows "VS € §' U {to_st A'}. list_all tfrsy, S"
(proof) lemma pts_symbolic_c_preserves_well_analyzed:
assumes "(S,A4) =°*." (S§',A')" "well_analyzed A"
shows "well_analyzed A'"
(proof) lemma pts_symbolic_c_preserves_Ana_invar_subst:
assumes "(S,A) =7 (S', A"
and "Ana_invar_subst (
(U (iks¢ ~ dualsy = S) U (ikest A)) U
(U (assignment_rhss; ~ S) U (assignment_rhscs: A)))"
shows "Ana_invar_subst (
(U (iksy ~ dualgy ~ S') U (ikest A')) U
(U (assignment_rhss; ~ S') U (assignment_rhsese A')))"
(proof) lemma pts_symbolic_c_preserves_constr_disj_vars:
assumes "(S,A) =°." (S',A")" "ufss' S A" "fves: A N bvarses: A = {}"
shows "fves: A' N bvarses: A' = {}"
(proof)

Theorem: The Typing Result Lifted to the Transition System Level

private lemma wf,:s'_decomp_rm:
assumes "well_analyzed A" "wfsis' S (decomp_rmes: A)" shows "wfges' S A"
(proof) lemma decompses:_pts_symbolic_c:
assumes "D € decompsest (ikest A) (assignment_rhses: A) I"
shows "(S,A) =°*." (S,AeD)"
(proof) lemma pts_symbolic_to_pts_symbolic_c:
assumes "(S,to_st (decomp_rmes: Ag)) =" (S',A')" "semest_d {} T (to_est A')" "semest_c {} T A"
and wf: "wfsis' S (decomp_rmest Ag)" "wfest {F Aa"
and tar: "Ana_invar_subst ((|J (iks: ™ duals;” S) U (ikest Ag))
U (U (assignment_rhss:~ S) U (assignment_rhscs: Aq)))"
and wa: "well_analyzed Ag"
and Z: "interpretationsubst L"

102



3.4 The Typing Result

shows "JA;'. A' = to_st (decomp_rmest Aq') N (S,Aq) =°" (S',Aq') N semest_c {} T Aq'"
(proof) lemma pts_symbolic_c_to_pts_symbolic:

assumes "(S,A) =°.* (S',A')" "semest_c {} LT A'"

shows "(S,to_st (decomp_rmes: A)) =*" (S',to_st (decomp_rmesi A'))"

"semest_d {} Z (decomp_rmesy A')"

<p7"oof> lemma pts_symbolic_to_pts_symbolic_c_from_initial:

assumes "(So, []) =°*" (S, A" "T = (A)" "ufes' So [1"

and "Ana_invar_subst (|J (iks: ° dualsy - So) U |J (assignment_rhss; ~ So))" "interpretationsupst L"

shows "3 A;. A = to_st (decomp_rmes: Aq) N (So,[1) =°." (S,A44) N (T Ec (to_st Ag))"
(proof) lemma pts_symbolic_c_to_pts_symbolic_from_initial:

assumes "(So,[]) =°." (S,AD" "I . (to_st A)"

shows "(So,[]) =°** (S,to_st (decomp_rmes: A))" "I = (to_st (decomp_rmes¢ A))"
(proof) lemma to_st_trms_wf:

assumes "Wfirms (trmsese A)"

shows "wfirms (trmss; (to_st A))"
(proof) lemma to_st_trms_SMP_subset: "trmss: (to_st A) C SMP (trmscs: A)"
(proof) lemma to_st_trms_tfrge::

assumes "tfrge.: (trmses: A)"

shows "tfrs.: (trmss; (to_st A))"

(proof)

theorem wt_attack_if_tfr_attack_pts:

assumes "wfsis So" "tfrser (J (trmsse T So))" "wfirms (J (trmsse T So))" WS € So. list_all tfrsep
S”

and "Ana_invar_subst (| (iks: ~ duals: ~ So) U |J (assignment_rhss: = So))"

and "(So,[1) =°** (S,A)" "interpretationsusst Z" "I | (A, Var)"

shows "3Z.. interpretationsubst Zr N (Zr = (A, Var)) A wtsubst Zr N Wwfirms (Subst_range Z.)"

(proof)
Corollary: The Typing Result on the Level of Constraints

There exists well-typed models of satisfiable type-flaw resistant constraints

corollary wt_attack_if_ tfr_attack_d:
assumes "wfs; {} A" "fvsy A N bvarss: A = {}" "tfrse A" "wfirms (trmsse A)"
and "Ana_invar_subst (iks: A U assignment_rhss; A)"
and "interpretationsupst L" "I | (A)"
shows "3Z.. interpretationsubst Zr N (Zr E (AY) N wtsubst Zr A Wfirms (subst_range Z,)"

(proof)

end
end

end
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4 The Typing Result for Stateful Protocols

In this chapter, we lift the typing result to stateful protocols. For more details, we refer the reader to [3] and [1l
chapter 4].

4.1 Stateful Strands

theory Stateful_Strands
imports Strands_and_Constraints
begin

4.1.1 Stateful Constraints

datatype (funssstp: 'a, varsssip: 'b) stateful_strand_step =
Send (the_msgs: "('a,'b) term list") (<send(_)> 80)
| Receive (the_msgs: "('a,'b) term list") (<receive(_)> 80)
| Equality (the_check: poscheckvariant) (the_lhs: "('a,'b) term") (the_rhs: "('a,'b) term")
<{_: _ = _)> [80,80]1)
| Insert (the_elem_term: "('a,'b) term") (the_set_term: "('a,'b) term") (<insert(_,_)> 80)
| Delete (the_elem_term: "('a,'b) term") (the_set_term: "('a,'b) term") (<delete(_,_)> 80)
| InSet (the_check: poscheckvariant) (the_elem_term: "('a,'b) term") (the_set_term: "('a,'b) term")
<{_: _ € _)> [80,80])
| NegChecks (bvarssstp: "'b list")
(the_egs: "(('a,'b) term X ('a,'b) term) list")
(the_ins: "(('a,'b) term X ('a,'b) term) list")
(<V_(V#: _ Vvé¢: _)> [80,80])

where
"bvarsssip (Send _) = []"
| "bvarssstp (Receive _) = []"
| "bvarsssip (Equality _ _ _) = [I"
| "bvarssstp (Insert _ _) = []"
| "bvarsgstp (Delete _ _) = []"
| "bvarsgsip (InSet _ _ _) = [I"
type_synonym ('a,'b) stateful_strand = "('a,'b) stateful_strand_step list"

type_synonym ('a,'b) dbstatelist = "(('a,'b) term X ('a,'b) term) list"
type_synonym ('a,'b) dbstate = "(('a,'b) term x ('a,'b) term) set"

abbreviation
"is_Assignment x = (is_Equality x V is_InSet x) A the_check x = Assign"

abbreviation
"is_Check x = ((is_Equality x V is_InSet x) A the_check x = Check) V is_NegChecks x"

abbreviation
"is_Check_or_Assignment x = is_Equality x V is_InSet x V is_NegChecks x"

abbreviation

"is_Update x = is_Insert x V is_Delete x"
abbreviation InSet_select (<select(_,_)>) where "select(t,s) = InSet Assign t s"
abbreviation InSet_check (<(_ in _)>) where "(t in s) = InSet Check t s"
abbreviation Equality_assign (<(_ := _)>) where "(t := s) = Equality Assign t s"
abbreviation Equality_check (<(_ == _)>) where "(t == s) = Equality Check t s"
abbreviation NegChecks_Inequalityl (<(_ != _)>) where
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"(t I= s) = NegChecks [] [(t,s)] [1"

abbreviation NegChecks_Inequality2 (<V_(_ != _)>) where
"Yx(t != s) = NegChecks [x] [(t,s)] []"

abbreviation NegChecks_Inequality3 (<V_,_(_ != _)>) where
"Wx,y(t != s) = NegChecks [x,y] [(t,s)] [1"

abbreviation NegChecks_Inequality4 (<V_,_,_{(_ != _)>) where
"Wx,y,z(t != s) = NegChecks [x,y,z] [(t,s)] []"

abbreviation NegChecks_NotInSetl (<(_ not in _)>) where
"(t not in s) = NegChecks [] [] [(t,s)]"

abbreviation NegChecks_NotInSet2 (<V_(_ not in _)>) where
"Yx(t not in s) = NegChecks [x] [] [(t,s)]"

abbreviation NegChecks_NotInSet3 (<V_,_(_ not in _)>) where
"Wx,y(t not in s) = NegChecks [x,y] []1 [(t,s)]"

abbreviation NegChecks_NotInSet4 (<V_,_,_(_ not in _)>) where
"Wx,y,z(t not in s) = NegChecks [x,y,z] [] [(t,s)]"

fun trms,s;p, where

"trmsssip (Send ts) = set ts"

"trmsssip (Receive ts) = set ts"

"trmsgsip (Equality _ t t') = {t,t'}"

"trmsssip (Insert t t') = {t,t'}"

"trmsSsstp (Delete t t') = {t,t'}"

"trmsgsip (InSet _ t t') = {t,t'}"

"trmsssip (NegChecks _ F F') = trmspairs F U trmspairs F'"

—_——— — — —

definition trms.s; where "trmsss: S = |J (trmsssep - set S)"
declare trms;,:_def [simp]

fun trms_listssip where

"trms_listsstp (Send ts) = ts"

"trms_listssip (Receive ts) = ts"

"trms_listssip (Equality _ t t') = [t,t']"

"trms_listssip (Insert t t') = [t,t']"

"trms_listsstp (Delete t t') = [t,t']"

"trms_listssip (InSet _ t t') = [t,t']"

"trms_listsstp (NegChecks _ F F') = concat (map (A(t,t'). [t,t']) (F@F'))"

—_—— — — —

definition trms_listss; where "trms_listss; S = remdups (concat (map trms_listssip S))"
definition iks;s; where "iks;ss A = {t | t ts. Receive ts € set A AN t € set ts}"

definition bvarsss:::"('a,'b) stateful_strand = 'b set" where
"bvarssst S = |J (set (map (set o bvarsssip) S))"

fun fvgsep::"('a, 'b) stateful_strand_step = 'b set" where
"fvsstp (Send ts) = fvger (set ts)"

"fvsstp (Receive ts) = fvge; (set ts)"

"fvsstp (Equality _ t t') = fv t U fv t'"

"fvsstp (Insert t t') = fvt U fv t'"

"fVsstp (Delete t t') =fv t U fv t'"

"fvsstp (InSet _ t t') = fv t U fv t'"

"fvsstp (NegChecks X F F') = fvpqirs F U fvpairs F' - set X"

/
/
/
/
/
/

definition fvss:::"('a,'b) stateful _strand = 'b set" where
"fvsse S = |J (set (map fvsgep S))
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fun fv_listss¢p where

"fv_lisStsstp (send(ts)) = concat (map fv_list ts)"

"fv_listsstp (receive(ts)) = concat (map fv_list ts)"

"fv_listsstp ((_: t = s)) = fv_list t@fv_list s"

"fv_listsstp (insert(t,s)) = fv_list t@fv_list s"

"fv_listssip (delete(t,s)) = fv_list t@fv_list s"

"fv_listsstp ((_: t € s)) = fv_list t@fv_list s"

"fv_listssep (VX(V#: F Vé: F')) = filter (Ax. x ¢ set X) (fv_listpairs (FEF'))"

—_— — — . —

definition fv_listss: where
"fv_listsst S = remdups (concat (map fv_listsstp S))"

declare bvars,s:_def[simp]
declare fvg,:_def[simp]

definition varsss:::"('a,'b) stateful_strand = 'b set" where
"varssst S = |J (set (map varsssip S))"

abbreviation wfrestrictedvarsssip::"('a,'b) stateful_strand_step = 'b set” where
"wfrestrictedvarsssip X =
case x of

NegChecks _ _ _ = {}
| Equality Check _ _ = {}
| InSet Check _ _ = {}
| Delete _ _ = {}
/

_ = varssstp x"

definition wfrestrictedvarsss:::"('a,'b) stateful_strand = 'b set" where
"wfrestrictedvarsss; S = |J (set (map wfrestrictedvarsssi, S))"

abbreviation wfvarsoccsssip, where
"wfvarsoccssstp X =
case x of
Send ts = fvgse:r (set ts)
| Equality Assign s t = fv s
| InSet Assign s t = fv s U fv t
| _ = {}"

definition wfvarsoccsss: where
"wfvarsoccsss: S = |J (set (map wfvarsoccssstp S))"

fun wf'ssi::"'b set = ('a,'b) stateful_strand = bool" where
"uf'sst V [] = True"

| "wf'ssy V (Receive ts#S) = (fvser (set ts) C V A wf'sse V.S)"

| "wf'ssy V (Send ts#S) = wf'ssy (V U fvger (set ts)) S"

| "wf'ssty V (Equality Assign t t'#S) = (fv t' C V A wf'ssy (VU fv t) S)"

| "wf'sse V (Equality Check _ _#S) = wf'gs V S"

| "wf'ssy V (Insert t s#S) = (fv t C VA fvs C V A wf'sse VS)"

| "wf'sst V (Delete _ _#S) = wf'sse V S"

| "wf'ssty V (InSet Assign t s#S) = wf'ssy (V U fv t U fv s) S"

| "wf'ssy V (InSet Check _ _#S) = wf'ssy V S"

| "wf'sst V (NegChecks _ _ _#S) = wf'se V S"

abbreviation "wfsse S = wf'sse {} S A fvssy S N bvarssse S = {}"

fun subst_apply_stateful_strand_step::

"('a,'b) stateful_strand_step = ('a,'b) subst = ('a,'b) stateful_strand_step"
(infix <.55p> 51) where

"send(ts) -sstp ¥ = send(ts -jist V)"

"receive(ts) ‘sstp ¥ = receive(ts -jist U)"

"a: t = 8) estp ¥ = (a: (t - 9) = (s - )"

"a: t € 8) sstp U = {(a: (t -9) € (s - D))"

"insert(t,s) ‘sstp ¥ = insert(t - ¥, s - 9)"

—_—— — —
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| "delete(t,s) -sstp U = delete(t - ¥, s - V)"
| "WX(N#: F Vé: G) sstp O = VX(VF#: (F pairs rm_vars (set X) 9) Vé&: (G ‘pairs rm_vars (set X) 9))"

definition subst_apply_stateful_strand::
"('a,'b) stateful_strand = ('a,'b) subst = ('a,'b) stateful_strand"
(infix <-55¢+> 51) where
"S 55t ¥ = map (AXx. X -sstp U) S

fun dbupdss.::"('f,'v) stateful_strand = ('f,'v) subst = ('f,'v) dbstate = ('f,'v) dbstate"
where
"dbupdss; [] I D = D"
| "dbupdss: (Insert t s#A) I D = dbupdss¢ A I (insert ((t,s) -p I) D)"
| "dbupdss: (Delete t s#A) I D = dbupdsst A I (D - {((t,s) - DP)"
| "dbupdss: (_#A) I D = dbupdss: A I D"

fun db'ss::"('f,'v) stateful_strand = ('f,'v) subst = ('f,'v) dbstatelist = ('f,'v) dbstatelist"
where
”db’sst [J ID=D"
| "db'ssy (Insert t s#A) I D = db'ssy A I (List.insert ((t,s) - I) D)"
| "db'ss: (Delete t s#A) I D = db'ssy A I (List.removeAll ((t,s) -, I) D)"
| "db'ssy (_#A) I D = db'ssy A I D"

definition db,s;; where
"dbsst S I = db'sse S I []"

fun setopsss:p Where

"setopssstp (Insert t s) = {(t,s)}"
"setopssstp (Delete t s) {(t,s)}"
"setopssstp (InSet _ t s) = {(t,s)}"
"setopssstp (NegChecks _ _ F') = set F'"
"setopSsstp _ = 1}

—_—— — —

The set-operations of a stateful strand

definition setops;s: where
"setopssst S = |J (setopssstp - set S)"

fun setops_listssip Where
"setops_listssip (Insert t s) [(t,s)]"
"setops_listssip (Delete t s) [(t,s)]"
"setops_listsstp (InSet _ t s) = [(t,s)]"
"setops_listssip (NegChecks _ _ F') = F'"
"setops_listsstp _ = []1"

—_—— — —

The set-operations of a stateful strand (list variant)

definition setops_listss: where
"setops_listss; S = remdups (concat (map setops_listssip S))"

4.1.2 Small Lemmata

lemma is_Check_or_Assignment_iff [simp]:
"is_Check x V is_Assignment x <— 1is_Check_or_Assignment x"

(proof)

lemma subst_apply_stateful_strand_step_Inequality[simp]:
"t 1= 8) sstp ¥ = (t -0 I=s - )"
Wx(t !=8) sstp ¥ = Vx(t - rm_vars {x} ¥ != s - rm_vars {x} O)"
"Wx,y(t I= 8) sstp ¥ = Vx,y(t - rm_vars {x,y} ¥ != s - rm_vars {x,y} ¥)"
"Wx,y,z(t != 8) sstp ¥ =Vx,y,2z(t - rm_vars {x,y,z} ¥ != s - rm_vars {x,y,z} ¥)"
{proof)

lemma subst_apply_stateful_strand_step_NotInSet[simp]:

"(t not in 8) ‘sstp ¥ = (t - ¥ not in s - V)"
"W x(t not in s) sstp ¥ = Vx(t - rm_vars {x} ¥ not in s - rm_vars {x} O)"
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"Wx,y(t not in s) -sstp ¥ = Vx,y(t - rm_vars {x,y} ¥ not in s - rm_vars {x,y} 9)"

4.1 Stateful Strands

"x,y,z(t not in s8) ‘ssip ¥ = Vx,y,z(t - rm_vars {x,y,z} ¥ not in s - rm_vars {x,y,z} 9)"

{proof)

lemma

(proof)

lemma

{proof)

lemma

(proof)

lemma

(proof)

lemma
(proof )

lemma
(proof )

lemma
(proof )

lemma
(proof )

lemma
(proof )

lemma
(proof )

lemma
(proof )

lemma
(proof )

lemma
(proof )

lemma
(proof )

lemma
(proof )

lemma

(proof)

lemma

{proof)

lemma

(proof)

lemma
(proof )

lemma

trms_listsst_iS_trmsSsst: "trmsssy S = set (trms_listssy S)"

setops_listsst_1iS_setopssst: "setopssst S = set (setops_listgsst S)"

fv_1iStsstp_iS_fVsstp: "fVsstp a = set (fv_listssep al"

fv_listsst_is_fVsse: "fvsst S = set (fv_listssy S)"

trmssstp_finite[simp]: "finite (trmsssip x)"

trmsss¢_finite[simp]: "finite (trmsss: S)"

varssstp_finite[simp]: "finite (varsssip x)"

varsss¢_finite[simp]: "finite (varsss: S)"

fvsstp_finite[simp]: "finite (fvgsep x)"

fvsst_finite[simp]: "finite (fvgse S)"

bvarsssip_finite[simp]: "finite (set (bvarsssip x))"

bvarssst_finite[simp]: "finite (bvarsss: S)"

subst_sst_nil[simp]: "[] -ss¢ 6 = [1"

dbgsst_nil[simp]: "dbssy [1 T = [1"

ikssy_nil[simp]: "ikss: [1 = {}"

in_ikssi_iff: "t € iksst A <— (Fts. receive(ts) € set A AN t € set ts)"

ikss:_append[simp]: "iksst (A@B) = iksey A U ikgsy B"

ikes¢_concat: "ikss; (concat xs) = |J (ikss¢ ~ set xs)"

ikss¢_subst: "ikssy (A -ss¢ 0) = iksst A cset 0"

ikss¢_sSet_subset:

"set A C set B = iksst A C iksst B"
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(proof)

lemma ik,s;_prefix_subset:
"prefix A B =—> iksst A C iksst B" (is "?P A B — 7P' A B")
"prefix A (cep) — —prefix A C —> iksst C C ikssr A" (is "7Q — 7Q' — ?Q'"'")

(proof)

lemma ikss:_snoc_no_receive_empty:
assumes "Va € set A. —is_Receive a"
shows "iksst A set I = {}"

(proof)

lemma ik,s:_snoc_no_receive_eq:

assumes "fs. a = receive(s)"

shows "ikss¢ (A@[al) ‘set T = iksst A set L"
(proof)

lemma db,s;_set_is_dbupdsst: "set (db'sse A I D) = dbupdsst A I (set D)" (is "?A = 7B")
(proof )

lemma dbss:_no_upd:
assumes "Va € set A. —is_Insert a A —is_Delete a"
shows "db'ss¢ A I D = D"

(proof)

lemma dbss+_no_upd_append:
assumes "Vb € set B. —is_Insert b A —is_Delete b"
shows "db'ss: A = db'sse (AG@B)"

{proof)

lemma db,s:_append:
"db'ss¢y (A@GB) I D = db'ssy B I (db'ssy A I D)"

{proof)

lemma dbs:_in_cases:
assumes "(t,s) € set (db'ss¢ A I D)"
shows "(t,s) € set DV (3t' s'. insert(t',s') € set ANt =t' - I As=3s'-D"

{proof)

lemma dbss:_in_cases':
assumes "(t,s) € set (db'ssy A I D)"
and "(t,s) ¢ set D"
shows "dB C t' s'. A = B@insert(t',s")#C ANt =t' - I AN s =s'-1IA
(Vt'' s''. delete(t'',s'') €E set C — t # t'' - I V s # s'' - D"
(proof)

lemma dbss:_filter:
"db'sst A I D = db'ssy (filter is_Update A) I D"
(proof)

lemma dbss:_subst_swap:
assumes "Vx € fvgsy A. I x = J x"
shows "db'ssy A I D =db'ssy A J D"

{proof)

lemma dbupds:_no_upd:
assumes "Va € set A. —is_Insert a A —is_Delete a"
shows "dbupdsst A I D = D"

{proof)

lemma dbupdss:_no_deletes:
assumes "list_all (Aa. —is_Delete a) A"
shows "dbupdsst A I D =D U {(t - I, s-I) | ts. insert(t,s) € set A}" (is "?Q A D")
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(proof)

lemma dbupdss«_append:
"dbupdss+ (A@B) I D = dbupdss¢ B I (dbupdsst A I D)"
(proof)

lemma dbupdss«_filter:
"dbupdss:+ A I D = dbupdss: (filter is_Update A) I D"
(proof )

lemma dbupd,s:_in_cases:
assumes "(t,s) € dbupdssy A I D"
shows "(t,s) € DV (3t' s'. insert(t',s') € set ANt =t' - I As=s' D" (is ?P)
and "Vu v B. suffix (delete(u,v)#B) A A (t,s) = (u,v) -, I —
Qu' v'. (t,s) = (u',v') -, I A insert(u',v') € set B)" (is ?7Q)
(proof)

lemma dbupdss¢_in_iff:
"(t,s) € dbupdsst A I D <—
((Vu v B. suffix (delete(u,v)#B) A A (t,s) = (u,v) - I —
Qu' v'. (t,s) = (u',v') -, I A insert(u',v') € set B)) A
((t,s) € DV Quv. (t,s) = (u,v) -, I A insert(u,v) € set 4)))"
(is "?P A D «<— ?7Q1 A N ?Q2 A D")

(proof)

lemma dbupd,s:_in_cases':
fixes A::"('a, 'b) stateful_strand"
assumes "(t,s) € dbupdsst A I D"
and "(t,s) ¢ D"
shows "3B C t' s'. A = B@insert(t',s"Y#C At =t' - I As=s' 1A
(Vt'' s''. delete(t'',s'') € set C — t # t'' - I V s #s'' - D"

{proof)

lemma dbupdss+_mono:
assumes "D C E"
shows "dbupdss: A I D C dbupdsst A I E"

(proof)

lemma dbupdss:_db_narrow:
assumes "(t,s) € dbupdsst A I (D U E)"
and "(t,s) ¢ D"
shows "(t,s) € dbupdsst A I E"

(proof)

lemma dbupdss:_set_term_neq_in_iff:
assumes f: "f # k"
and A: "Vt s. insert(t,s) € set A — (g ts. s = Fun g ts)"
shows "(t,Fun f ts) € dbupdsst A I D <—
(t,Fun f ts) € dbupdss: (filter (Aa. #s ss. a = insert(s,Fun k ss)) A) I D"
(is "?P A D «— ?P (?f A) D")

(proof)

lemma dbupd,s:_subst_const_swap:
fixes t s
defines "fvs = M D. fvesr AU fv t U fv s U |J (fvpair ~ D"
assumes "(t - §, s - §) € dbupdsst A & (D -pset 6)" (is "?in § A D")
and "Vx € fvs A D.
dx=19xV
O xE)DAN-GxEs)AN"W@xEt)AN-0xLCs)A
NV@,v) €D. "6 xCuAN-xCvVA-OxCu A-0xCEwv)A
(Vu v. insert(u,v) € set A V delete(u,v) € set 4 —»
SO xCwWA-GxCvV)A-WxEuwA-0 xC v))"
(is "?7A 6§ 9 D")
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and "Vx € fvs A D. Jdc. 6 x = Fun c []" (is "?B 6")
and "Vx € fvs A D. dc. ¥ x = Fun ¢ []" (is "?B ¥")

and "Vx € fvs AD. Vy € fvs AD. § x =J y «— 9 x =0 y" (is "?C § ¥ A D")
shows "(t - ¥, s - ¥) € dbupdsst A U (D -pser ¥)" (is "7in 9 A D")

(proof)

lemma subst_sst_cons: "a#A -ss¢ 0

(proof)

(a ‘sstp 6)#(14 ‘sst 6)”

lemma subst_sst_snoc: "A@[a] ‘55t 6 = (A ‘55t 0)@[a ssip O

(proof)

lemma subst_sst_append[simp]: "A@B -ss¢+ 6 = (A ss¢ 0)@(B
(proof)

lemma subst_sst_list_all:
"list_all is_Send S <— list_all is_Send (S -ss¢ 6)"

Jn

‘sst 6) "

"list_all is_Receive S <— list_all is_Receive (S -ss¢ 0)"
"list_all is_Equality S <— list_all is_Equality (S -sst 0)"
"list_all is_Insert S <— list_all is_Insert (S -ss; 0)"
"list_all is_Delete S <— list_all is_Delete (S -ss¢ 0)"

"list_all is_InSet S <+— list_all is_InSet (S -ss¢t 0)"

"list_all is_NegChecks S <— list_all is_NegChecks (S -sst 0)"
"list_all is_Assignment S <— list_all is_Assignment (S -ss¢ 0)"

"list_all is_Check S <+— list_all is_Check (S -ss¢t 0)"

"list_all is_Update S <— list_all is_Update (S -sst 0)"
"list_all is_Check_or_Assignment S <— list_all is_Check_or_Assignment (S -ss¢ 9)"

(proof)

lemma subst_sstp_id_subst: "a -sstp Var = a"
(proof )

lemma subst_sst_id_subst: "A .54 Var = A"
(proof)

lemma sst_vars_append_subset:
"fvsst A C fvgsr (A@GB)" "bvarssst A C bvarsss:y (A@GB)"
"fvsst B C fvssy (A@B)" "bvarsssy B C bvarsssy (A@B)"
(proof)

lemma sst_vars_disj_cons[simp]: "fvgs: (a#A) N bvarsss:
(proof )

lemma fv,s;_cons_subset[simp]: "fvgse A C fvgese (a#h)"
(proof )

lemma fv,s:p_subst_cases[simp]:
"fVsstp (send(ts) sstp V) = fvser (set ts -ser V)"
"fVsstp (receive(ts) -sstp V) = fVser (st ts ser V)"
"Fsstp ({2t = 8) sstp B =Fv (£ - 9) U £fv (s - D"
"fVsstp (insert(t,s) -sstp ¥) = fv (t - ¥) U fv (s - D"
"fVsstp (delete(t,s) -sstp ¥) = fv (t - 9) U fv (s - 9)"
"Frsstp ({(C: t € 8) sstp V) = fv (£ - ) U fv (s - )"
"frssip (VX(VE: F VE: G) ssip U) =

fVpairs (F ‘pairs rm_vars (set X) 9) U fvpairs (G ‘pairs

(proof)

lemma vars,s:,_cases[simp]:
"varsssip (send(ts)) = fvse: (set ts)"
"varssstp (receive(ts)) = fvser (set ts)"
"varssstp ((c: t = s)) = fv t U fv s"
"varsssip (insert(t,s)) = fv t U fv s"
"varssstp (delete(t,s)) = fv t U fv s"
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4.1 Stateful Strands

"varssstp ((c: t € 5)) = fv t U fv s"

"varssstp (VX(V#: F V¢: G)) = fVpairs F U fVpairs G U set X" (is ?74)
"varsssip (VX(V#: [(t,s)] Vé: [1)) = fv t U fv s U set X" (is ?B)
"varssstp (VX{(V#: [1 V¢: [(t,s)])) = fv t U fv s U set X" (is ?7C)

(proof)

lemma

varsss¢p_subst_cases[simp] :

"varssstp (Send(ts) -ssip V) = fvser (set ts -ger V)"
"varsssip (receive(ts) -ssip U) = fvser (set ts ger V)"
"varssstp ((c: t = 8) sstp V) =fv (t - 9) U fv (s - 9)"
"varssstp (insert(t,s) sstp ¥) = fv (t - 9) U fv (s - D"
"varsssip (delete(t,s) -sstp ¥) = fv (t - 9) U fv (s - $)"
"varssstp ((c: t € 8) sstp ¥) = fv (t - 9) U fv (s - 9"
"varssstp (VX(V#: F VE&: G) ‘se1p ¥) =

fvpai'rs

“Varssstp (VX<\/# [(t,s)] \/¢ [J> ‘sstp 9) =

fv

(t - rm_vars (set X) ¥) U fv (s - rm_vars (set X) ¥) U set X" (is 7B)

”Varssstp (VX<\/# [ \/e [(t,S)J> ‘sstp 9) =

fv
(proof)

lemma
(proof )

lemma
(proof )

lemma
(proof)

lemma

lemma

{proof)

lemma

(proof)

lemma
(proof )

lemma

(t - rm_vars (set X) ¥) U fv (s - rm_vars (set X) ¥) U set X" (is ?7C)

bvarssst_cons_subset: "bvarsss¢ A C bvarsss: (a#A)"

bvarsssip_subst: "bvarsssip (a -sstp 0) = bvarsssip a

bvarsss:_subst: "bvarssst (A -sst 0) = bvarssss A"

bvarsssip_set_cases[simp]:

(bvarsssip (send(ts))) = {}"

(bvarsssip (receive(ts))) = {}"
(bvarssstp ({c: t = s))) = {}"
(bvarssstp (insert(t,s))) = {}"
(bvarsgstp (delete(t,s))) = {}"
(bvarsgssip ((c: t € s))) = {}"
(bvarsssiyp (VX(V#£: F V¢: G))) = set X"

bvarssstp_NegChecks: "—is_NegChecks a =—> bvarssstp a = [1"

bvarsss:_NegChecks: "bvarssst A = bvarsss; (filter is_NegChecks A)"

varsss¢_append[simp]: "varsss: (A@B) = varsssy A U varsss: B"

varssse_Nil[simp]: "varsss: [] = {}"

varssst_Cons: "varsss: (a#A) = varsgsip a U varsses A"

fvsst_Cons: "fvegy (a#l) = fvegrp a U fvgey A"

bvarssss_Cons: "bvarsss: (a#A) = set (bvarsssip a) U bvarsss: A"

varssst_Cons' [simp] :

"varssst (send(ts)#A) = varsssip (send(ts)) U varsss: A"

(F pairs rm_vars (set X) 9) U fvpairs (G -pairs rm_vars (set X) 9) U set X" (is 74)
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"varssst (receive(ts)#A) = varssstp (receive(ts)) U varsss: A"

"varssst ((@a: t = s)#A) = varssstp ((a: t = s8)) U varses: A"

"varsssi (insert(t,s)#A) = varsssip (insert(t,s)) U varsss; A"

"varssst (delete(t,s)#A) = varssstp (delete(t,s)) U varsss: A"

"varssst ((a: t € s)#A) = varsesip ((a: t € s5)) U varses: A"

"varssst (VX(V#: F Vé: G)#A) = varsssipy (VX(V#: F Vé: G)) U varsge A"
(proof)

lemma fvgs:p_subst_if_no_bvars:
assumes a: "bvarsssip a = []"
shows "fvgsip (a ssip V) = fvser (O ° fvssep ad”

(proof)

lemma fvss;_subst_if_no_bvars:

assumes A: "bvarsss; A = {}"

shows "fvssy (A 55t V) = fVser (9 ° fvssr A"
(proof )

lemma varsSsstp_18_fVsstp_bvarsssep:
fixes x::"('a,'b) stateful_strand_step"
shows "varsssip x = fvsstp x U set (bvarsgsip x)"

(proof)

lemma varsssy_is_fvssi_bvarsssi:
fixes S::"('a, 'b) stateful_strand"
shows "varsssi S = fvsst S U bvarsgss: S"

(proof)

lemma varsgs:p_NegCheck[simp] :
"varsssip (VX(V#: F V¢: G)) = set X U fvpairs F U fvpairs G"
(proof )

lemma bvarssstp_NegCheck [simp] :

"bvarssstp (VX(V#: F V¢: G)) = X"

"set (bvarssstp (VI[I(V#: F V¢: G))) = {}"
(proof )

lemma fvg,¢p_ NegCheck[simp] :
"Frespy (VX(VE: F VE: G)) = fVpairs F U fVpairs G - set X"
"fVsstp (VI[I(V#: F V¢: G)) = fvpairs F U fVpairs G"
"fvsstp ((t 1= 8)) = fv t U fv s"
"fvsstp ((t mot in s)) = fv t U fv s"

(proof)

lemma fv,s+_append[simp]: "fvsst (A@B) = fvsey A U fvssy B"
(proof )

lemma bvarsss:_append[simp]: "bvarsss: (A@B) = bvarsss: A U bvarsss: B"
(proof)

lemma fvgs;_mono: "set A C set B — fvsst A C fvssy B"
(proof )

lemma fvsstp_is_subterm_trmsssip:
assumes "x € fvgsyp a”
shows "Var x € subtermsse: (trmsssip a)"

(proof)

lemma fv,,;_is_subterm_trmsss;: "x € fvssy A —> Var x € subtermsse; (trmsssy A)"

(proof)

lemma var_subterm_trmsSss¢p_1iS_varssstp:
assumes "Var x € subtermsse: (trmsssep a)"
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shows "x € varsssip a"
(proof )

4.1 Stateful Strands

lemma var_subterm_trmsssi_is_varssst: "Var x € subtermsse: (trmsss¢ A) —> x € varssst A"

(proof)

lemma var_trmsssi_is_varssst: "Var x € trmsssi A —> x € varsss: A"
(proof )

lemma ikss:_trmsssi_subset: "ikssy A C trmssse A"
(proof )

lemma var_subterm_ikss;_is_varssst: "Var x € subtermsse: (iksst A) —> x € varssst A"

(proof)

lemma var_subterm_ikssi_is_fvsst:
assumes "Var x € subtermsse: (ikss: A)"
shows "x € fvggs A"

(proof)

lemma fv_ikssy_is_fvsse:
assumes "x € fvgser (iksse A"
shows "x € fvgs: A"

(proof)

lemma fv_trmsss:_subset:
"fvset (trmssst S) g varssst S
“fvsst S g stet (trmssst S) "

(proof)

lemma fv_ik_subset_fv_sst'[simp]: "fvger (iksst S) C fvsse S"
(proof )

lemma fv_ik_subset_vars_sst'[simp]: "fvser (iksst S) C varsss: S"
(proof )

lemma ikss:_var_is_fv: "Var x € subtermsse: (iksst A) —> x € fvgse A"
(proof )

lemma varsss¢p_subst_cases':
assumes x: "x € varsssip (8 sstp 9"
shows "x € varsssip s V x € fvgey (U ° varsssip s)"

(proof)

lemma varsss:_subst_cases:
assumes "x € varssst (S -ss¢ 9)"
shows "x € varssst S V x € fvser (O ~ varssst S)"

{proof)

lemma subset_subst_pairs_diff_exists:
fixes Z::"('a,'b) subst" and D D'::"('a,'b) dbstate"
shows "dDi. Di C D A Di ‘pset Z = (D ‘pset L) - D'"
(proof)

lemma subset_subst_pairs_diff_exists':

fixes Z::"('a, 'b) subst”" and D::"('a, 'b) dbstate"

assumes "finite D"

shows "3Di. Di C D A Di pset Z C {d p Z} N d -p T ¢ (D - Di) pser I"
(proof)

lemma stateful_strand_step_subst_inI[intro]:
"send(ts) € set A = send(ts it V) € set (4 55t V)"
"receive(ts) € set A = receive(ts ‘j;st V) € set (A 551 V)"
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"c: t = s) € set A => {c: (t V) = (s- 1)) € set (A 551 D"
"insert(t, s) € set A = insert{t - ¥, s - U) € set (4 -55¢ V)"
"delete(t, s) € set A = delete(t - ¥, s - ¥) € set (A 55t V)"
"c: t € 8) € set A => (c: (t - V) € (s V) € set (A 55t V)"

WX(V£: F Vé¢: G) € set A

= VX(V#: (F ‘pairs rm_vars (set X) 9) Vé¢: (G -pairs rm_vars (set X) ¥)) € set (A 55t D"
"t I=s) € set A= (t -0 I=5-10) € set (4 551 D"
"(t not in s) € set A => (t - ¥ not in s - ¥) € set (A -55¢ V)"

{proof)

lemma stateful_strand_step_cases_subst:
"is_Send a = is_Send (a -s5tp V)"
"is_Receive a = is_Receive (a -sstp V)"
"is_Equality a = is_Equality (a -sstp V)"
"is_Insert a = is_Insert (a -ssip V)"
"is_Delete a = is_Delete (a -sstp V)"
"is_InSet a = is_InSet (a -sstp V)"
"is_NegChecks a = is_NegChecks (a -sstp V)"
"is_Assignment a = is_Assignment (a -sstp V)"
"is_Check a = is_Check (a sstp 9)"
"is_Update a = is_Update (a -sstp V)"

"is_Check_or_Assignment a = is_Check_or_Assignment (a -ss¢tp V)"

{proof)

lemma stateful_strand_step_substD:

(t

(c: t" = s")"
insert(t',s')"

-0 N\ a = delete(t',s")"

(c: t" € shy"

o= S'>”
= (t' not in s')"

"a ‘getp 0 = send(ts) = Jts'. ts = ts' st 0 A a = send(ts')"

"a sstp 0 = receive(ts) = Jts'. ts = ts' ‘st 0 A a = receive(ts')"

"a sstp 0 =(c: t =s) = Jt's'.t=t' -0 ANs=8"-0Aa

"a .getp 0 = insert(t,s) = Jt' s'. t=t' - oc As=s'"-0ANa

"a sstp 0 = delete(t,s) = Jt' s'. t=t' -0 As=s'

"a sstp 0 = {c: t €8) = Jt's'.t=t' -0cAs=s'-0ANa

"a s5tp 0 = VX(V#: F V¢: G) =

JF' G'. F = F' -pairs rm_vars (set X) 0 A G = G' pairs rm_vars (set X) o A
a =VX(V#£: F' V¢: G")"

a sstp 0 =(t!=s)y—= 3Jt's'.t=t' -cANs=s'"-0gNa-=

a sstp 0 = (t not ins) = Jt' s'. t=t' o As=s5'-0A

(proof)

lemma stateful_strand_step_mem_substD:

"send(ts) € set (S 55t 0) = Jts'. ts = ts' st 0 A send(ts') € set S"
"receive(ts) € set (S -ss¢ 0) = Jts'. ts = ts' -5t 0 N receive(ts') € set S"

"c: t = s) € set (S gy 0) = It' s'. t =t' -
"insert(t,s) € set (S 55t 0) = Jt' s'. t =t'
"delete(t,s) € set (S ss¢ 0) —> Jt' s'. t =1t' -

o N s =

o0 N s =

o N s =

"(c: t € s) € set (S sy 0) = It' s'. t=t' -0 ANs =

"WX(V#£: F Vé: G) € set (S 55t 0) =

s!

S
S
s'

1

1

-0 A {c: t'" =s')y € set S"
- o A insert(t',s') € set S"
- o A delete(t',s') € set S"

-0 A {c: t' € s") € set 8"

JF'" G'. F = F' -pairs rm_vars (set X) 0 A G = G' -pairs rm_vars (set X) o A

VX(V#: F' V¢: G') € set S"

"(t I=s) € set (S 55t 0) = Jt' s'. t=t' -0 As=3s8""
s'.t=¢t':

"(t not in s) € set (S 55t 0) —> It

(proof)

lemma stateful_strand_step_fv_subset_cases:
"send(ts) € set S => fvgser (set ts) C fvge S"
"receive(ts) € set S = fvser (set ts) C fvgey S"
"c: t = s) € set S = fvt U fvs C fvee S"
"insert(t,s) € set S => fv t U fv 5 C fvys S"
"delete(t,s) € set S = fv t U fv s C fvys S"
"lc: t € 8) € set S = fvt U fvs C fvee S"
W X(V#£: F Vé: G) € set S = fVpairs F U fVpairs
"t I=5s) € set S = fvt U fv s C fvge S"
"(t not in s) € set S = fvt U fv s C fvye S"

{proof)
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lemma trmsgs:_nil[simp]:
"trmssse [1 = {}"
(proof )

lemma trms;s;_mono:
"set M C set N = trmsss¢ M C trmsss¢ N"

(proof)

lemma trms;s:_memI[intro?]:
"send(ts) € set S => t € set ts => t € trmsss; S"
"receive(ts) € set S => t € set ts => t € trmsss S"
"lac: t = s) € set S = t € trmssst S"
"lac: t = s) € set S = 5 € trmssst S"
"insert(t,s) € set S = t € trmsss; S"
"insert(t,s) € set S = s € trmssst S"
"delete(t,s) € set S = t € trmsss; S"
"delete(t,s) € set S => s € trmssst S"
"WX(V#: F V¢: G) € set S => t € trmspairs F => t € trmsgs S"
"WX(V£: F V¢: G) € set S = t € trmspairs G =—> t € trmsss S"
(proof)

t
t

N Wnnn

lemma trmsss:_in:
assumes "t € trmsgst S"
shows "da € set S. t € trmsgsip a"

(proof)

lemma trms,s;_cons: "trmsgs; (a#ld) = trmsssip a U trmsssy A"
(proof)

lemma trmsss:_append[simp]: "trmsss: (A@B) = trmsss¢ A U trmssst B"
(proof)

lemma trms,s:p_subst:
assumes "set (bvarsssip a) M subst_domain ¥ = {}"
shows "trmsssip (a ‘sstp V) = trmsssep @ -set 0"
(proof )

lemma trmsgs:p_subst':

assumes "—is_NegChecks a"

shows "trmsssip (a -sstp U) = trmsssep @ -set V"
(proof)

lemma trmsggip_subst'':
fixes t::"('a,'b) term" and 6::"('a, 'b) subst"
assumes "t € trmsssip (b -sstp 0)"
shows "ds € trmsgstp b. t = s - rm_vars (set (bvarsssip b)) 0"

(proof)

lemma trmsgs:p_subst''':
fixes t::"('a,'b) term" and 6 ¥::"('a,'b) subst"
assumes "t € trmssstp (b csstp 0) cser U
shows "ds € trmsgstp b. t = s - rm_vars (set (bvarsssip b)) J og V"

{proof)

lemma trms,;_subst:
assumes "bvarsss; S (N subst_domain ¥ = {}"
shows "trmsss: (S -sst ¥) = trmssst S -set U"

{proof)

lemma trms,s:_subst_cons:
"trmssse (a#h st 0) = trmsssip (a ‘sstp 0) U trmssse (A 556 0"

{proof)

4.1 Stateful Strands

117
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lemma (in intruder_model) wWfiyms_trmssstp_subst:
assumes "Wfirms (tIMSsstp @ vset 0)"
shows "wfirms (trmssstp (2 -sstp 0))"

{proof)

lemma trms;s:_ fv_varsssi_subset: "t € trmsss: A — fv t C varsss: A"

(proof)

lemma trms;s:_fv_subst_subset:
assumes "t € trmsss¢ S" "subst_domain ¢ N bvarsssy S = {}"
shows "fv (t - ¥) C varsgs: (S -ss¢ U)"

(proof )

lemma trms;s;_fv_subst_subset':
assumes "t € subtermsse: (trmsss¢ S)" "fv t N bvarsss: S = {}" "fv (t - 9) N bvarssss S = {}"
shows "fv (t - ¥) C fvsse (S 556 9"

(proof )

lemma trms,s:p_funs_term_cases:
assumes "t € trmsgsip (S csstp V)" "f € funs_term t"
shows "(Ju € trmssstp s. £ € funs_term u) V (Ix € fvesp s. £ € funs_term (¥ x))"

{proof)

lemma trmsss:_funs_term_cases:
assumes "t € trmsss¢ (S -ss¢ 9)" "f € funs_term t"
shows "(du € trmss;s¢ S. £ € funs_term u) V (dx € fvssy S. £ € funs_term (¥ x))"

(proof)

lemma fv,s;_is_subterm_trmsss;_subst:
assumes "x € fvssy T"
and "bvarsss; T N subst_domain ¥ = {}"
shows ") x € subtermsse; (trmsssy (T -ss¢ 9))"
(proof)

lemma fv,s;_subst_fv_subset:
assumes "x € fvesr S" "x ¢ bvarsss: S" "fv (¥ x) N bvarsgs: S = {}"
shows "fv (¢ x) C fvsse (S +s5s¢ V)"

(proof)

lemma (in intruder model) wfi,ms_trmsssi_subst:
assumes "Wfirms (tImSsst A cset 0)"
shows "wfirms (trmssse (A -ss¢ 0))"

(proof)

lemma fv,;:_subst_obtain_var:
assumes "x € fvsse (S g5t 0"
shows "Jy € fvssr S. x € fv (6 y)"
(proof)

lemma fv,s+_subst_subset_range_vars_if_subset_domain:
assumes "fvss; S C subst_domain "
shows "fves; (S -ss+ 0) C range_vars o"

{proof)

lemma fv,s_in fv_trmsssi: "X € fvsse S —> X € fVger (trmsssy S)"

(proof)

lemma fv,s:p_ground_subst_compose:
assumes "subst_domain § = subst_domain c"
and "range_vars § = {}" "range_vars o = {}"
shows ”fvsstp (a ‘sstp 0 os V) = fvsstp (a ‘sstp O Os 9"
(proof)
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lemma fvsst_ground_subst_compose:
assumes "subst_domain 0 = subst_domain o"
and "range_vars 6 = {}" "range_vars o = {}"
shows "fvss, (S -sst 0 05 9) = fvesy (S 556 0 05 V)"
(proof )

lemma stateful_strand_step_subst_comp:
assumes "range_vars 6 N set (bvarsssip x) = {}"
ShOWS "x ‘sstp 5 Og 19 = (X ‘sstp 6) ‘sstp 19“

(proof)

lemma stateful_strand_subst_comp:
assumes "range_vars 0 N bvarsss: S = {}"
shows "S g5t 0 05 ¥ = (8 55t 0) 55t V"
(proof )

lemma subst_apply_bvars_disj_NegChecks:

assumes "set X N subst_domain ¥ = {}"

shows "NegChecks X F G -sstp ¥ = NegChecks X (F -pairs V) (G ‘pairs ¥)"
(proof )

lemma subst_apply_NegChecks_no_bvars[simp] :
" []<\/7’é F \/¢ F’) ‘sstp 9 = V[J<V7é (F ‘pairs 19) V¢ (F' ‘pairs 19)>"

W [I(VE: [T Vg: F'Y wsstp O = VY [I(V#£: [1 VE: (F' pairs 9)"

" [J<V;é F \/¢.‘ [J> ‘sstp 9 = V[]<\/7§ (F ‘pairs 9) \/%.‘ [J>"

" [I{VH#£: [1 Vé: [(£,8)]) sstp O =V [I{V#: [] vé&: ([(t - 0,5 - D))"
WLI(VE: [(E,8)] VE: [1) sstp O =V II(VF£: ([t - 9,8 - DI) vé: [I)"

(proof)

lemma setopsss:_mono:
"set M C set N = setopssst M C setopssst N"

{proof)

lemma setopsss:_nil[simp]: "setopsssy [1 = {}"
(proof)

lemma setopsss:_cons[simp]: "setopsss: (a#A) = setopsssip a U setopssst A"
(proof )

lemma setopsss:_cons_subset[simp]: "setopssst A C setopssst (a#d)"
(proof )

lemma setopsss:_append: "setopsss: (A@B) = setopssst A U setopssst B"
(proof )

lemma setopssstp_member_iff:
"(t,s) € setopsssip X
(x = Insert t s V x = Delete t s V (dac. x = InSet ac t s) V
(3X F F'. x = NegChecks X F F' N\ (t,s) € set F'))"

(proof)

lemma setops,s:_member_iff:
"(t,s) € setopssst A +—
(Insert t s € set AV Delete t s € set AV (dac. InSet ac t s € set A) V
(3X F F'. NegChecks X F F' € set A N (t,s) € set F'))"
(is "?P +— 7Q")
(proof )

lemma setopsssip_subst:
assumes "set (bvarsssip a) N subst_domain ¥ = {}"
shows "setopsssip (a 'sstp V) = setopssstp @ ‘pset V"
(proof )
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lemma setopssstp_subst':

assumes "—is_NegChecks a"

shows "setopsssip (@ ‘sstp ¥) = setopsssip @ pset V"
(proof)

lemma setopssstp_subst'':
fixes t::"('a,'b) term X ('a,'b) term" and §::"('a, 'b) subst"
assumes t: "t € setopSssip (b ‘sstp 0)"
shows "ds € setopsssip b. t = s -p rm_vars (set (bvarsssip b)) 0"

(proof)

lemma setopssst_subst:
assumes '"bvarsss¢ S N subst_domain ¢ = {}"
shows "setopsssi (S 'ss¢ V) = setopssst S ‘pset V"
(proof )

lemma setopsssi_subst':
fixes p::"('a,'b) term X ('a,'b) term" and §::"('a, 'b) subst"
assumes "p € setopssst (S sst 0)"
shows "ds € setopsss: S. IX. set X C bvarsest S A p = s -, rm_vars (set X) §"

(proof)

4.1.3 Stateful Constraint Semantics

context intruder_model
begin

definition negchecks_model where
"negchecks_model (Z::('a,'b) subst) (D::('a,'b) dbstate) X F G =
(V6. subst_domain § = set X A ground (subst_range 6) —
(d(t,s) € set F. t - § os T # s -0 o5 L) V
(3 (t,s) € set G. (t,s) p 6 oo T ¢ D))"

fun strand_sem_stateful::
"('fun, 'var) terms = ('fun, 'var) dbstate = ('fun, 'var) stateful_ strand = ('fun, 'var) subst =
bool"

GLs 5 s
where
"[M; D; [1]s = (AZ. True)"
| "[M; D; Send ts#S]s = (\I. (Vt € set ts. M -t - Z) A [M; D; S]s Z)"
| "[M; D; Receive ts#S]s = (A\Z. [(set ts -sex Z) U M; D; S]s I)"
| "[M; D; Equality _ t t'#S]s = (A\Z. t -Z =t'-Z A [M; D; S]s D)D"
| "[M; D; Insert t s#S]s = (\Z. [M; insert ((t,s) -p Z) D; S]s )"
| "[M; D; Delete t s#S]s = (\TZ. [M; D - {(t,s) -, T}; S]s D"
| "[M; D; InSet _ t s#S]s = (\I. (t,s) -, T € D A [M; D; S]s I)"
| "[M; D; NegChecks X F F'#S]s = (\L. negchecks_model Z D X F F' A [M; D; S]s Z)"

lemmas strand_sem_stateful_induct =
strand_sem_stateful.induct [case_names Nil ConsSnd ConsRcv ConsEq
ConsIns ConsDel ConsIn ConsNegChecks]

abbreviation constr_sem_stateful (infix <|=,> 91) where "I |=; A = [{}; {}; 4] Z"

lemma stateful_strand_sem_NegChecks_no_bvars:
"[M; D; [{t not in s)]]s Z «— (t - Z, s - I) ¢ D"
"M; D; [t !=8)]]s T +— t T # s -1I"

(proof)

lemma strand_sem_ik_mono_stateful:

"[M; D; Als T = [M U M'; D; Als "
(proof)
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lemma strand_sem_append_stateful:
"[M; D; A@B)s Z <— [M; D; Als T AN [M U (iksst A -sex I); dbupdsse A Z D; B]s Z"
(is "?P <— ?7Q N ?R")

(proof)

lemma negchecks_model_db_subset:
fixes F F'::"(('a,'b) term x ('a,'b) term) list"
assumes "D' C D"
and "negchecks_model 7 D X F F'"
shows "negchecks_model Z D' X F F'"

(proof)

lemma negchecks_model_db_supset:
fixes FF'::"(('a,'b) term x ('a,'b) term) list"
assumes "D' C D"

4.1 Stateful Strands

and "Vf € set F'. V{§. subst_domain 6 = set X A ground (subst_range 6) — f -, (6§ os Z) ¢ D -

D rn
and "negchecks_model Z D' X F F'"
shows "negchecks_model Z D X F F'"
(proof)

lemma negchecks_model_subst:
fixes FF'::"(('a,'b) term x ('a,'b) term) list"
assumes "(subst_domain § U range_vars §) N set X = {}"

shows "negchecks_model (§ os ¥¥) D X F F' <— negchecks_model ¥ D X (F -pairs 0) (F' pairs 0"

(proof)

lemma strand_sem_subst_stateful:
fixes 0::"('fun, 'var) subst"
assumes "(subst_domain § U range_vars §) N bvarsss: S = {}"
shows "[M; D; S]s (6 os ¥) — [M; D; S 55t 0]s "

(proof )

lemma strand_sem_receive_prepend_stateful:
assumes "[M; D; S]s ¥"
and "list_all is_Receive S'"
shows "[M; D; SeS']s 9"
(proof )

lemma negchecks_model_model_swap:
fixes I J::"('a,'b) subst"
assumes "Vx € (fvpairs F U fvpairs G) - set X. I x = J x"
and "negchecks_model I D X F G"
shows "negchecks_model J D X F G"

(proof)

lemma strand_sem_model_swap:
assumes '"Vx € fvgsy S. I x = J x"
and "[M; D; S]s I"
shows "[M; D; S]s J"
(proof)

lemma strand_sem_receive_send_append:
assumes A: "[M; D; Als I"
shows "[M; D; A@[receive([t]),send([t])]]s I"

(proof)

lemma strand_sem_stateful_if_no_send_or_check:
assumes A: "list_all (Aa. —is_Send a A —is_Check_or_Assignment a) A"
shows "[M; D; A], I"

(proof )
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lemma strand_sem_stateful_if_sends_deduct:
assumes "list_all is_Send A"
and "Vts. send(ts) € set A — (Vt € set ts. M+ t - "
shows "[M; D; A]s I"
(proof)

lemma strand_sem_stateful_if_checks:
assumes "list_all is_Check_or_Assignment A"
and "Vac t s. {(ac: t = s) € set A — t - I =3s I"
and "Vac t s. (ac: t € s) € set A — (t - I, s- I) € D"
and "VX F G. VX(V#: F V¢: G) € set A — negchecks_model I D X F G"
shows "[M; D; 4], I"
(proof)

lemma strand_sem_stateful_sends_deduct:
assumes A: "[M; D; Als I"
and ts: "send(ts) € set A"
and t: "t € set ts"
shows "M U (iksst A ‘set I) F t - I"
(proof)

end

4.1.4 Well-Formedness Lemmata

lemma wfvarsoccss:_subset_wfrestrictedvarsss: [simp]:
"wfvarsoccssst S C wfrestrictedvarssst S"

(proof)

lemma wfvarsoccsss:_append: "wfvarsoccsss: (S@S') = wfvarsoccsssy S U wfvarsoccssst
(proof )

lemma wfrestrictedvarsss:_union[simp]:
"wfrestrictedvarsss: (S@T) = wfrestrictedvarsssy S U wfrestrictedvarsssy T"

(proof)

lemma wfrestrictedvarsss¢_singleton:
"wfrestrictedvarsss: [s] = wfrestrictedvarsssip s"

(proof)

lemma ik,,:_fv_subset_wfrestrictedvarsss: [simp]:
"fvset (ikssy S) C wfrestrictedvarsssy S"

{proof)

lemma wfss:_prefix[dest]: "wf'sse V (SOS') —> wf'gsy V S"

{proof)

lemma wfss;_vars_mono: "wf'sse VS — wf'sse (VU W) S"

(proof)

lemma wfss;I[intro]: "wfrestrictedvarsss; S C V —> wf'ssy V S"

(proof)

lemma wfss:I'[intro]:
assumes "{J ((Ax. case x of
Receive ts = fvse: (set ts)
| Equality Assign _ t' = fv t'
| Insert t t' = fvt U fv t'
| _ = 4{}) "~ set S) C V"
shows "wf'ss; V S"
(proof)

lemma wfss:_append_exec: "wf'ssy V (S@S') —> wf'ss: (V U wfvarsoccssse S) S'"
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(proof)

lemma wf,s;_append:
"Wf'sst X S = wlf'sst YT — wf'ssy (X U Y) (S@T)"

(proof)

lemma wf,s:_append_suffix:

4.1 Stateful Strands

"wf'sse VS —> wfrestrictedvarsssy S' C wfrestrictedvarsssy S U V — wf'ssy V (S@S')"

{proof)

lemma wfss+_append_suffix':
assumes "wf'gsse V S"
and " ((\x. case x of
Receive ts = fvset (set ts)
| Equality Assign _ t' = fv t'
| Insert t t' = fv t U fv t'
| _ = {}) ~ set S') C wfvarsoccssst S U V"
shows "wf'ss: V (S@S')"

(proof)

lemma wfss;_subst_apply:
"wf'sst VS = wf'sst (fvset (6 ) V)) (S ‘sst 6) "

{proof)

lemma wfss;_induct[consumes 1,

case_names Nil ConsSnd ConsRcv ConsEq ConsEq2 ConsIn ConsIns ConsDel

ConsNegChecks] :
fixes S::"('a, 'b) stateful_strand"
assumes "wf'gssy V S"
HP [J n
"Ats S. [wf'sst VS; P S] = P (S@[Send ts])"

"Ats S. [wf'sst VS; P S; fvser (set ts) C V U wfvarsoccsgst S| = P (S@[Receive ts])"
"At t' S. [wf'sst VS; P S; fv t' C V U wfvarsoccssst S| = P (S@[Equality Assign t t'])"

"At t' S. [wf'sste VS; PS] = P (S@[Equality Check t t'])"
"Aac t t' S. [wf'sse VS; P S] = P (S@[InSet ac t t'])"

"At t' S. [wf'sst VS; PS; fv t U fv t' C V U wfvarsoccssst S| = P (S@[Insert t t'])"

"At t' S. [wf'sse VS; P S] = P (S@[Delete t t'])"

"AX F G S. [uf'sst VS; PS] = P (S@[NegChecks X F G])"

shows "p S"
(proof)

lemma wf,s;_strand_first_Send_var_split:

assumes "wf'gsy {F S" "dv € wfrestrictedvarsss: S. t -1 & T v"
shows "3S,,e Ssuf. "(Iw € wfrestrictedvarsss¢ Spre. t - Z C T w) A (
(3ts. S = Spre@send(ts)#Ssuy A t - I Coer set ts ser L) V

(s u. S = Spre@assign: s = W#Ssuf Nt - Z L s T AN (t T Cser T~ fvu))V
(3s u. S = Sp,rc@assign: s € W#Ssuy N (t - T Cs- IVt -ZLCu- D))"

(is "ISpre Ssuf. PP Spre A PQ S Spre Ssuf")
(proof)

lemma wfss;_vars_mono': "wf'ssy VS — V C W — wf'ssy W S"

(proof)

lemma wfrestrictedvarsssy_receives_only_eq:
assumes "list_all is_Receive S"
shows "wfrestrictedvarsssy S = fvsse S"

(proof)

lemma wfvarsoccs,s:_receives_only_empty:
assumes "list_all is_Receive S"
shows "wfvarsoccssst S = {}"

{proof)
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lemma wf,s:_sends_only:
assumes "list_all is_Send S"
shows "wf'ss: V. S"

(proof)

lemma wfss¢_sends_only_prepend:
assumes "wf'gse V S"
and "list_all is_Send S'"
shows "wf'ssy V (S'@S)"

(proof)

lemma wfss;_receives_only_fv_subset:
assumes "wf'gse V S"
and "list_all is_Receive S"
shows "fvgss; S C V"

(proof)

lemma wf,s;_append_suffix'':
assumes "wf'gse V S"
and "wfrestrictedvarsss; S' C wfvarsoccssse S U V"
shows "wf'ssy V (S@S')"

(proof)

end

4.2 Extending the Typing Result to Stateful Constraints

theory Stateful_Typing
imports Typing Result Stateful_Strands
begin

Locale setup

locale stateful_typed_model = typed_model arity public Ana I
for arity::"'fun = nat"
and public::"'fun = bool"
and Ana::"('fun, 'var) term = (('fun, 'var) term list X ('fun, 'var) term list)"
and I'::"('fun, 'var) term = ('fun, 'atom::finite) term_type"
+
fixes Pair::"'fun"
assumes Pair_arity: "arity Pair = 2"
and Ana_subst': "Af T § K M. Ana (Fun £ T) = (K,M) = Ana (Fun £ T - 6) = (K ‘156t 0,M 1ist 0)"
begin

lemma Ana_invar_subst'[simp]: "Ana_invar_subst S"
(proof)

definition pair where
"pair d = case d of (t,t') = Fun Pair [t,t']"

fun trpgirs::
"(('fun, 'var) term x ('fun, 'var) term) list =
('fun, 'var) dbstatelist =
(('fun, 'var) term X ('fun, 'var) term) list list"
where
"tTpairs [1 D = [[11"
/ "trpairs ((s,t)#F) D =
concat (map (Ad. map ((#) (pair (s,t), pair d)) (trpairs F D)) D)"

A translation/reduction tr from stateful constraints to (lists of) "non-stateful” constraints. The output
represents a finite disjunction of constraints whose models constitute exactly the models of the input constraint.
The typing result for "non-stateful” constraints is later lifted to the stateful setting through this reduction
procedure.
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4.2 Extending the Typing Result to Stateful Constraints

fun tr::"('fun, 'var) stateful_strand = ('fun, 'var) dbstatelist = ('fun, 'var) strand list"
where
"tr [] D= [[]]"
"tr (send(ts)#A) D = map ((#) (send(ts)s:)) (tr A D)"
"tr (receive(ts)#A) D = map ((#) (receive(ts)st)) (tr A D)"
"tr ({(ac: t = t')#A) D = map ((#) ({ac: t = t')s¢)) (tr A D)"
"tr (insert(t,s)#A) D = tr A (List.insert (t,s) D)"
"tr (delete(t,s)#A) D =
concat (map (ADi. map (AB. (map (Ad. (check: (pair (t,s)) = (pair d))s:) Di)e@
(map (\d. V [1{V#: [(pair (t,s), pair d)])s:) [d<D. d ¢ set Di])@B)
(tr A [d<D. d ¢ set Di]))
(subsegs D))"

| "tr ((ac: t € s)#A) D =

concat (map (AB. map (Ad. (ac: (pair (t,s)) = (pair d))s+#B) D) (tr A D))"
| "tr (VX(V#: F V¢: F')#A) D =

map ((@) (map (AG. VX(V#: (F@G))st) (trpairs F' D))) (tr A D)"

—_— — — — —

Type-flaw resistance of stateful constraint steps

fun tfr,s:p, where
"tfrssip (Equality _ t t') = ((39. Unifier § t t') — 't =T t")"
| "tfrss¢p (NegChecks X F F') = (

(F' = [1] N (VX € fVpgirs F-set X. Fa. ' (Var x) = TAtom a)) V
(Vf T. Fun f T € subtermsge; (trmspeirs F U pair ~ set F') —
T=1[]V (3s € set T. s ¢ Var ~ set X)))"

| "tfrsstp _ = True"

Type-flaw resistance of stateful constraints

definition tfr,,; where "tfr,s; S = tfrge; (trmsgs; S U pair ~ setopssse S) A list_all tfrgeip S"

4.2.1 Minor Lemmata

lemma pair_in_pair_ image_iff:
"pair (s,t) € pair ~ P +— (s,t) € P"

(proof)

lemma subst_apply_pairs_pair_image_subst:
"pair ° set (F ‘pairs ¥) = pair ~ set F -go¢r V"

(proof)

lemma Ana_subst_subterms_cases:
fixes ¥::"('fun, 'var) subst"
assumes t: "t Cgep M -ger 0"
and s: "s € set (snd (Ana t))"
shows "(Jdu € subtermsset M. t =u -9 A s € set (snd (Ana u)) ‘se¢ ¥9) V (Ix € fvser M. t T 9 x)"

(proof)

lemma Ana_snd_subst_nth_inv:
fixes ¥::"('fun, 'var) subst" and f ts
defines "R = snd (Ana (Fun f ts - ¥))"
assumes r: "r = R ! i" "i < length R"
shows "r = snd (dna (Fun f ts)) ! i - 9"

(proof)

lemma Ana_snd_subst_inv:
fixes 9::"('fun, 'var) subst"
assumes r: "r € set (snd (Ana (Fun f ts - ¥)))"
shows "dt € set (snd (Ana (Fun f ts))). r =t - 9"

(proof)

lemma fun_pair_eq[dest]: "pair d = pair d' = d =d'"

(proof)
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lemma fun_pair_subst: "pair d - 6 = pair (d - 6)"
(proof)

lemma fun_pair_subst_set: "pair ~ M -se¢ 0 = pair © (M pser 0)"
(proof)

lemma fun_pair_eq_subst: "pair d - § = pair d' - ¥ +<— d -, § = d' -, V"

(proof)

lemma setopsss:_pair_image_cons[simp]:

"pair ° setopsss: (x#S) = pair ~ setopssstp x U pair ~ setopssst S"

"pair ° setopsss: (send(ts)#S) = pair " setopssst S"

"pair ~ setopsss:t (receive(ts)#S) = pair ° setopssst S"

"pair ° setopsss: ({ac: t = t')#S) = pair  setopssst S"

"pair  setopsss: (insert(t,s)#S) = {pair (t,s)} U pair ° setopssst S"

"pair  setopsss: (delete(t,s)#S) = {pair (t,s)} U pair ° setopssst S"

"pair ° setopssst ({ac: t € s)#S) = {pair (t,s)} U pair ° setopssst S"

"pair ° setopssst (VX(V#: F V¢: G)#S) = pair ~ set G U pair ° setopssst S"
(proof)

lemma setops,s:_pair_image_subst_cons[simp] :
"pair " setopssst (x#S -ss¢ V) = pair T setopsssip (X -sstp ¥) U pair ~ setopssst (S sst V)"
"pair  setopssst (send(ts)#S -ss¢ ¥) = pair ° setopssst (S rsst V)"
"pair  setopsss: (receive(ts)#S -ss¢ ) = pair ° setopssst (S sst U)"
"pair ~ setopssst ({ac: t = t')#S -ss¢t V) = pair " setopssst (S sst V)"
"pair ° setopssst (insert(t,s)#S -ss¢ ¥) = {pair (t,s) - 9} U pair ° setopssst (S -sst )"
"pair  setopsss: (delete(t,s)#S -ss¢ ¥) = {pair (t,s) - 9} U pair ° setopssst (S -sst U)"
"pair ~ setopssst ({ac: t € s)#S -sst ¥) = {pair (t,s) - 9} U pair ° setopssst (S -sst U)"
"pair * setopssst (VX(V#: F Vé: G)#S oo U) =
pair ~ set (G -pairs rm_vars (set X) ¥) U pair
(proof)

SetOPSsst (S “sst 19)"

lemma setopsssi_are_pairs: "t € pair ° setopssst A = ds s'. t = pair (s,s')"
(proof)

lemma fun_pair_wfiym: "wfirm t = Wlirm t' =— Wlirm (pair (t,t'))"
(proof )

lemma wfirms_pairs: "wfirms (trmspairs F) = wfirms (pair °~ set F)"
(proof)

lemma wf_fun_pair_ineqs_map:

assumes "wfs: X A"

shows "wfs: X (map (Ad. VY(V#: [(pair (t, s), pair d)])s:) DeA)"
(proof )

lemma wf_fun_pair_negchecks_map:

assumes "wfsy X A"

shows "wfs: X (map (AG. VY(V#: (FOG))s:) MOA)"
(proof)

lemma wf_fun_pair_eqs_ineqs_map:
fixes A::"('fun, 'var) strand"
assumes "wfs; X A" "Di € set (subsegs D)" "V (t,t') € set D. fv t U fv t' C X"
shows "wfs: X ((map (A\d. (check: (pair (t,s)) = (pair d))s:) Di)e@
(map (\d. V [J{V#: [(pair (t,s), pair d)1)s;) [d<D. d ¢ set Dil)eA)"
(proof)

lemma trms,s;_wt_subst_ex:
assumes ¥: "Wtsypst V" "Wltrms (subst_range )"
and t: "t € trmssst (S ss¢ V)"
shows "Js §. s € trmsgst S A Wtsubst 0 A Wfirms (subst_range 6) At =s - "

{proof)
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lemma setopsssi_wt_subst_ex:
assumes ¥: "Wtgypst V" "Wwlirms (subst_range 9)"
and t: "t € pair ° setopssst (S sst V)"
shows "ds 6. s € pair ~ setopssst S A Wtsubst 0 A Wftrms (Subst_range 6) Nt =s - 6"

(proof)

lemma setopssst_Wwfirms:
"wfirms (trmsSsse A) —> Wfirms (Pair ) setopssst A
“Wft'rms (trmssst A) - Wft'rms (trmssst AU Pair ) setopssst A) "

(proof)

lemma SMP_MP_split:
assumes "t € SMP M"
and M: "Vm € M. is_Fun m"
shows "(39. wtsubst § A Wfirms (subst_range 6) ANt € M -5et 6) V
t € SMP ((subtermsse: M U |J ((set o fst o Ana) ~ M) - M)"
(is "?P t V ?Q t")

(proof)

lemma setops_subterm_trms:
assumes t: "t € pair °~ setopssst S"
and s: "s C t"
shows "s € subtermsse; (trmsss: S)"

(proof)

lemma setops_subterms_cases:
assumes t: "t € subtermsse: (pair °~ setopssst S)"
shows "t € subtermsge: (trmsgs: S) V t € pair ° setopssst S"

(proof)

lemma setops_SMP_cases:
assumes "t € SMP (pair setopssst S)"
and "Vp. Ana (pair p) = ([1, [DD"
shows "(39. wtsuvst 0 A Wfirms (subst_range §) A t € pair ~ setopSsst S 'set 0) V t € SMP (trmsss:
s)"
(proof)

lemma constraint_model_priv_const_in_constr_prefix:
assumes A: "wfgss: A"
and I: "I |, A"
"interpretationsypst I"
"wftrms (subst_range I)"
"Wtsubst I"
and c: "-public c"
"arity c = 0"
"Fun ¢ [] Cset iksst A -set I"
shows "Fun ¢ [] Cgset trmsssy A"

(proof)

lemma trpqirs_empty_case:
assumes "trpqirs F D = []"
shows "D = []" "F # []"

{proof)

lemma trpqirs_elem_length_eq:
assumes "G € set (trpgirs F D)"
shows "length G = length F"

{proof)

lemma trpqirs_index:
assumes "G € set (trpgirs F D)" "i < length F"
shows "dd € set D. G ! i = (pair (F ! i), pair d)"
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(proof)

lemma trpqirs_cons:
assumes "G € set (trpairs F D)" "d € set D"
shows "(pair (s,t), pair d)#G € set (trpairs ((s,t)#F) D)"

(proof)

lemma trpqirs_has_pair_lists:
assumes "G € set (trpqirs F D)" "g € set G"
shows "Jf € set F. 3d € set D. g = (pair f, pair d)"

(proof)

lemma trpqirs_is_pair_lists:
assumes "f € set F" "d € set D"
shows "3G € set (trpairs F D). (pair f, pair d) € set G"
(is "?P F D £ d")

(proof )

lemma trpairs_db_append_subset:
"set (trpairs F D) C set (trpqirs F (DEE))" (is ?4)
"set (trpairs F E) C set (trpairs F (DGE))" (is 7B)
(proof )

lemma trpqirs_trms_subset:
"G € set (trpairs F D) = trmspairs G C pair
(proof )

set F U pair ~ set D"

lemma trpqirs_trms_subset':
"J (trmspairs ~ set (trpairs F D)) C pair
(proof )

set F U pair ° set D"

lemma trpqirs_vars_subset:
"G € set (trpairs F D) = fVpairs G C fVpairs F U fVpairs D"
(proof)

lemma trpqirs_vars_subset': "lJ (fVpairs - set (trpairs F D)) C fVpairs F U fvpairs D"
(proof)

lemma tr_trms_subset:
"A'" € set (tr A D) —> trmsg A' C trmsgs: A U pair ° setopsssy A U pair = set D"

(proof)

lemma tr_vars_subset:
assumes "A' € set (tr A D)"
shows "fvsy A' C fveee AU (U (t,t') € set D. fv t U fv t')" (is 7P)
and "bvarss; A' C bvarsssy A" (is 7Q)

(proof)

lemma tr_vars_disj:
assumes "A' € set (tr A D)" "V (t,t') € set D. (fv t U fv t') N bvarssst A = {}"
and "fvssy A N bvarsssy A = {}"
shows "fvg; A' N bvarss; A' = {}"

{proof)

lemma tfrgs:p_alt_def:
"list_all tfrssip S =
((Wac t t'. Equality ac t t' € set S A (). Unifier § t t') — LT t =1 t') A
(VX F F'. NegChecks X FF' € set S — (
(F' = [ N (Vx € fVpairs F-set X. Ja. I' (Var x) = TAtom a)) V
(Vf T. Fun £ T € subtermsge; (trmspqirs F U pair °~ set F') —
T=1[]V (s € set T. s ¢ Var ~ set X)))))"
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(is "7?P S = 7Q S")
(proof)

lemma tfrss¢ Nil[simp]: "tfrss: [1"
(proof )

lemma tfrss:_append: "tfrss: (AGB) —> tfrgs; A"
(proof)

lemma tfrss:_append': "tfrss; (AGB) —> tfrss¢+ B"

(proof)

lemma tfrgs:_cons: "tfrss: (a#d) — tfrsse A"

(proof)

lemma tfr,s;p_subst:
assumes s: "tfrggsip s"
and ¥: "wtsupst V" "wfirms (subst_range ¥)" "set (bvarsssip s) N range_vars ¥ = {}"
shows "tfrssip (8 -sstp V)"

(proof)

lemma tfr,s:p_all_wt_subst_apply:
assumes S: "list_all tfrssip S"
and ¥: "wteupst V" "wfirms (subst_range ¥)" "bvarsgs; S M range_vars v = {}"
shows "list_all tfrsstp (S -sst )"

(proof)

lemma tfr_setops_if_tfr_trms:
assumes "Pair ¢ |J (funs_term ~ SMP (trmsss¢ S))"
and "Vp. Ana (pair p) = ([1, [1)"
and "Vs € pair " setopssst S. YVt € pair ~ setopssst S. (6. Unifier § st) — I' s =T t"
and "Vs € pair " setopssst S. YVt € pair ~ setopsss: S.
(3o ¥ 0. Wtsubst 0 N Wtsupst U A wWwlipms (subst_range o) A wfirms (subst_range ¥) A
Unifier o (s - o) (t - 1))
—— (3. Unifier § s t)"
and tfr: "tfrse; (trmsssy S)"
shows "tfrge; (trmsssy S U pair ~ setopssst S)"

{proof)

end

4.2.2 The Typing Result for Stateful Constraints
Correctness of the Constraint Reduction

context stateful_typed_model
begin

context
begin
private lemma tr_wf':
assumes "V (t,t') € set D. (fv t U fv t') N bvarssst A = {}"
and "V (t,t') € set D. fv t U fv t' C X"
and "wf'ssy X A" "fvssy A N bvarsssy A = {}"
and "A' € set (tr A D)"
shows "wfs; X A'"
(proof) lemma tr_wfirms:
assumes "A' € set (tr A []1)" "wftrms (trmsssi A)"
shows "wfirms (trmssy A')"

(proof)

lemma tr_wf:
assumes "A' € set (tr A [1)"
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and "wfgs: A"
and "wfirms (trmssse A"
shows "wfsy {} A'"
and "wfirms (trmsse A')"
and "fvs; A' N bvarss: A' = {}"
(proof) lemma fun_pair_inegs:
assumes "d -, § o 9 # d' - I"
shows "pair d - § - ¥ # pair d' - I"
(proof) lemma tr_Delete_constr_iff auxl:
assumes "Vd € set Di. (t,s) , Z =d -, 1"
and "Vd € set D - set Di. (t,s) , Z # d -, I"
shows "[M; (map (Ad. (check: (pair (t,s)) = (pair d))s:) Di)@
(map (\d. V [1(V#: [(pair (t,s), pair d)])s:) [d<D. d ¢ set Dil)]a Z"
(proof) lemma tr_Delete_constr_iff_ aux2:
assumes "ground M"
and "[M; (map (Ad. (check: (pair (t,s)) = (pair d))s:) Di)e@
(map (Ad. V [I{V#: [(pair (t,s), pair d)])s:) [d<D. d ¢ set Dil)]q Z"
shows "(Vd € set Di. (t,s) » Z =d -, Z) N (Vd € set D - set Di. (t,s) -, Z # d -, I)"
(proof) lemma tr_Delete_constr_iff:
fixes Z::"('fun, 'var) subst"
assumes "ground M"
shows "set Di pset Z C {(t,s) p Z} A (t,8) » T ¢ (set D - set Di) pset L <+—
[M; (map (M\d. (check: (pair (t,s)) = (pair d))s:) Di)e@
(map (\d. V [1{V#£: [(pair (t,s), pair d)])s;) [d<D. d ¢ set Dil)]a Z"
(proof) lemma tr_NotInSet_constr_iff:
fixes Z::"('fun, 'var) subst"
assumes "V (t,t') € set D. (fvt U fv t') N set X = {}"
shows "(V4. subst_domain § = set X A ground (subst_range 0) — (t,s) p 6 p L ¢ set D pset L)
«— [M; map (Ad. VX(V#: [(pair (t,s), pair d)])s:) D]q "
(proof)

lemma tr_NegChecks_constr_iff:
"(YGeEset L. ineq_model T X (F@G)) +— [M; map (AG. VX{(V#: (F@G))s:) L]la " (is ?74)
"negchecks_model Z D X F F' +— [M; D; [VX{V#: F v¢: F')]]s Z" (is 7B)

(proof)

lemma trpqirs_sem_equiv:
fixes Z::"('fun, 'var) subst"
assumes "V (t,t') € set D. (fv t U fv t') N set X = {}"
shows "negchecks_model I (set D -pset L) X F F' +—
(VG € set (trpgirs F' D). ineq_model Z X (F@G))"

(proof)

lemma tr_sem_equiv':
assumes "V (t,t') € set D. (fvt U fv t') N bvarssss A = {}"
and "fvssy A N bvarsss: A = {}"
and "ground M"
and Z: "interpretationsubst L"
shows "[M; set D ‘pser Z; Als T +— (A" € set (tr A D). [M; A']a I)" (is "?P +— 7Q")
(proof )
lemma tr_sem_equiv:
assumes "fves; A N bvarsgse A = {}" and "interpretationsypst Z"
shows "I s A +— (A" € set (¢tr A [1). (T E (A")))"
(proof)

end

end

Typing Result Locale Definition

locale stateful_typing result =
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stateful_typed_model arity public Ana I' Pair
+ typing result arity public Ana I
for arity::"'fun = nat"
and public::"'fun = bool"

and Ana::"('fun, 'var) term = (('fun, 'var) term list x ('fun, 'var) term list)"
and I'::"('fun, 'var) term = ('fun, 'atom::finite) term_type"

and Pair::"'fun"

Type-Flaw Resistance Preservation of the Constraint Reduction

context stateful_typing_result
begin

context
begin

private lemma tr_tfrgsp:
assumes "A' € set (tr A D)" "list_all tfrgs;p A"
and "fvsse A N bvarssst A = {}" (is "?P0 A D")

and "V (t,s) € set D. (fv t U fv s) N bvarsss¢ A = {}" (is "?P1 A D")
* setopssst A U pair
(36. Unifier 6 t t') — I' t =T t'" (is "?P3 A D")

and "Vt € pair " setopssst A U pair * set D. Vt' € pair

shows "list_all tfrsy, A'"
(proof)

lemma tr_tfr:

assumes "A' € set (tr A [])" and "tfrss; A" and "fvsse A N bvarsss: A

shows "tfrg: A'"
(proof)

end

end

Theorem: The Stateful Typing Result

context stateful_typing result
begin

theorem stateful_typing_result:
assumes "wfss; A"
and "tfr..; A"
and "wfirms (trmssse A)"
and "interpretationgypst L"
and "Z s A"
obtains 7,
where "interpretationsupst Z;"
and "I, s A"
and "wtsupst L-"
and "wfirms (subst_range Z,)"

(proof)

end

4.2.3 Proving Type-Flaw Resistance Automatically

definition pair' where

"pair' pair_fun d = case d of (t,t') = Fun pair_fun [t,t']"

fun comp_tfrss:p, where

"comp_tfrsstp I’ pair_fun ((_: t = t')) = (mgut t' # None — ' t =T t")"

| "comp_tfrgsip I' pair_fun (VX(V#: F Vé: F')) = (

(F' = [1 N (VX € fVpairs F - set X. is_Var (I' (Var x)))) V
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(Vu € subtermsge: (trmspairs F U pair' pair_fun ~ set F').
is_Fun u — (args u = [] V (3s € set (args u). s ¢ Var " set X))))"
| "comp_tfrgssip _ _ _ = True"

definition comp_tfr,s: where
"comp_tfrss¢ arity Ana I' pair_fun M S =
list_all (comp_tfrgsip I' pair_fun) S A
list_all (wfirm ' arity) (trms_listssy S) A
has_all_wt_instances_of I' (trmsss; S U pair' pair_fun °~ setopssst S) M A
comp_tfrse; arity Ana I' M"

locale stateful_typed_model' = stateful_typed_model arity public Ana I' Pair
for arity::"'fun = nat"
and public::"'fun = bool"
and Ana::"('fun, (('fun, 'atom::finite) term_type X nat)) term
= (('fun, (('fun, 'atom) term_type X nat)) term list
X ('fun, (('fun, 'atom) term_type X nat)) term list)"
and I'::"('fun, (('fun, 'atom) term_type X nat)) term = ('fun, 'atom) term_type"
and Pair::"'fun"
+
assumes I'_Var_fst': "A7 n m. ' (Var (v,n)) =T (Var (7,m))"
and Ana_const': "Ac T. arity ¢ = 0 = Ana (Fun ¢ T) = ([], []D"
begin

sublocale typed_model'
(proof)

lemma pair_code:
"pair d = pair' Pair d"
(proof)

end

locale stateful_typing_result' =
stateful_typed_model' arity public Ana I' Pair + stateful_typing_result arity public Ana I' Pair
for arity::"'fun = nat"
and public::"'fun = bool"
and Ana::"('fun, (('fun, 'atom::finite) term_type X nat)) term
= (('fun, (('fun, 'atom) term_type X nat)) term list
X ('fun, (('fun, 'atom) term_type X nat)) term list)"
and I'::"('fun, (('fun, 'atom) term_type X nat)) term = ('fun,'atom) term_type"
and Pair::"'fun"
begin

lemma tfrgg:p_is_comp_tfrseip: "tfresip a = comp_tfrgsip I' Pair a"
(proof )

lemma tfrss._if_comp_tfrgs::
assumes "comp_tfrss: arity Ana I' Pair M S"
shows "tfrss; S"

(proof)

lemma tfrgg,_if_comp_tfrge:':
fixes S
defines "M = SMPO Ana I" (trms_listss: S@map pair (setops_listss: S))"
assumes comp_tfr: "comp_tfrss; arity Ana I' Pair (set M) S"
shows "tfrgss: S"

(proof)
end

end
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5 The Parallel Composition Result for
Non-Stateful Protocols

In this chapter, we formalize and prove a compositionality result for security protocols. This work is an extension
of the work described in [4] and [T, chapter 5].

5.1 Labeled Strands

theory Labeled_Strands
imports Strands_and_Constraints
begin

5.1.1 Definitions: Labeled Strands and Constraints

datatype 'l strand_label =
LabelN (the_LabelN: "'1") (<1n _>)
| LabelS (<x>)

Labeled strands are strands whose steps are equipped with labels

type_synonym ('a,'b, 'c) labeled_strand_step = "'c strand_label X ('a,'b) strand_step"
type__synonym ('a,'b, 'c) labeled_strand = "('a,'b,'c) labeled_strand_step list"

abbreviation has_LabelN where "has_LabelN n x = fst x = 1n n"
abbreviation has_LabelS where "has_LabelS x = fst x = x"

definition unlabel where "unlabel S = map snd S"
definition proj where "proj n S = filter (As. has_LabelN n s V has_LabelS s) S"
abbreviation proj_unl where "proj_unl n S = unlabel (proj n S)"

abbreviation wfrestrictedvars;s; where "wfrestrictedvars;s;i S = wfrestrictedvarss; (unlabel S)"

abbreviation subst_apply_labeled_strand_step (infix <. s> 51) where
"X stp U = (case x of (1, 8) = (1, s -5tp V)"

abbreviation subst_apply_labeled_strand (infix < s> 51) where
"S st ¥ = map (Ax. X stp U) S"

abbreviation trms;s; where "trms;s; S = trmss; (unlabel S)"
abbreviation trms_proj;s+ where "trms_proji;s: n S = trmss: (proj_unl n S)"

abbreviation vars;s; where '"vars;s; S = varss; (unlabel S)"
abbreviation vars_proj;s+ where "vars_proj;s: n S = varss: (proj_unl n S)"

abbreviation bvars;s; where "bvars;s; S = bvarss; (unlabel S)"
abbreviation fv;s; where "fv;s; S = fvs: (unlabel S)"

abbreviation wf;s; where "wf;ss VS = wfs¢ V (unlabel S)"

5.1.2 Lemmata: Projections

lemma has_LabelS_proj_iff_not_has_LabelN:
"list_all has_LabelS (proj 1 A) <— —list_ex (has_LabelN 1) A"

(proof)

lemma proj_subset_if_no_label:
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assumes "—list_ex (has_LabelN 1) A"
shows "set (proj 1 A) C set (proj 1' A)"
and "set (proj_unl 1 A) C set (proj_unl 1' A)"

(proof)

lemma proj_in_setD:
assumes a: "a € set (proj 1 A)"
obtains k b where "a = (k, b)" "k = (In 1) V k = %"

{proof)

lemma proj_set_mono:
assumes "set A C set B"
shows "set (proj n A) C set (proj n B)"
and "set (proj_unl n A) C set (proj_unl n B)"

(proof)

lemma
(proof )

lemma
(proof )

lemma
(proof )

lemma
(proof )

unlabel_nil[simp]: "unlabel [] = []"

unlabel_mono: "set A C set B —> set (unlabel A) C set (unlabel B)"

unlabel_in: "(1,x) € set A — x € set (unlabel A)"

unlabel_mem_has_label: "x € set (unlabel A) —> 1. (1,x) € set A"

lemma proj_ident:
assumes "list_all (As. has_LabelN 1 s V has_LabelS s) S"
shows "proj 1 S = S"

{proof)

lemma proj_elims_label:
assumes "k # 1"
shows "—list_ex (has_LabellN 1) (proj k S)"

(proof)

lemma proj_nil[simp]: "proj n [] = []" "proj_unl n [] = []"

(proof)

lemma

singleton_lst_proj[simp]:

"proj_unl 1 [(1n 1, a)] = [a]"

"y #

1" = proj_unl 1' [(1n 1, a)] = []"

"proj_unl 1 [(x, a)] = [a]"
"unlabel [(1'', a)] = [a]"

(proof)

lemma

{proof)

lemma

unlabel_nil_only_if_nil[simp]: "unlabel A = [] — A = []"

unlabel_Cons[simp] :

"unlabel ((1,a)#A) = a#unlabel A"
"unlabel (b#A) = snd b#unlabel A"

(proof)

lemma
(proof)

unlabel_append[simp]: "unlabel (A@B) = unlabel AQunlabel B"

lemma proj_Cons/[simp]:
"proj n ((1n n,a)#A) = (ln n,a)#proj n A"
"proj n ((%,a)#A) = (%,a)#proj n A"

"m ?é
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"l = (In n) = proj n ((1,a)#A) = (1,a)#proj n A"

"l = x = proj n ((1,a)#A) = (1,a)#proj n A"

"fst b # x => fst b # (ln n) = proj n (b#A) = proj n A"
(proof)

lemma proj_append[simp] :
"proj 1 (A'@B') = proj 1 A'@proj 1 B'"
"proj_unl 1 (A@B) = proj_unl 1 A@proj_unl 1 B"
(proof)

lemma proj_unl_cons[simp]:
"proj_unl 1 ((1n 1, a)#A) = a#proj_unl 1 A"
"l # 1' = proj_unl 1' ((In 1, a)#A) = proj_unl 1' A"
"proj_unl 1 ((x, a)#A) = a#proj_unl 1 A"

(proof)

lemma trms_unlabel_proj[simp] :
"trmsstp (snd (1n 1, x)) C trms_projis¢ 1 [(In 1, x)]"
(proof)

lemma trms_unlabel_star[simp]:
"trmssip (snd (x, x)) C trms_projise 1 [(x, x)]"
(proof )

lemma trms;s:_union[simp]: "trms;s+ A = ((J1. trms_projis: 1 A)"
(proof )

lemma trms;s:_append[simp]: "trms;s; (A@B) = trms;s; A U trms;s¢+ B"
(proof)

lemma trms_proj;s+_append[simp]: "trms_proji;s: 1 (A@B) = trms_proj;s¢ 1 A U trms_proj;s: 1 B"

{proof)

lemma trms_proj;s:+_subset[simp]:
"trms_projist 1 A C trms_proj;s¢ 1 (A@B)"
"trms_projis¢+ 1 B C trms_projis¢+ 1 (A@B)"

(proof)

lemma trms;s+_subset [simp]:
"trms;s¢ A C trms;s¢ (AGB)"
"trms;s; B C trms;s¢ (AG@B)"

(proof)

lemma vars;s;_union: "vars;s; A = ((J1. vars_projis: 1 A)"
(proof )

lemma unlabel_Cons_inv:
"unlabel A = b#B = dA'. (3n. A = (In n, b)#A') V A = (x, b)#A'"
(proof)

lemma unlabel_snoc_inv:

"unlabel A = B@[b] = JA'. (dn. A = A'e[(In n, b)]) V A = A'@[(x, b)]"

(proof)

lemma proj_idem[simp]: "proj 1 (proj 1 A) = proj 1 A"
(proof)

lemma proj_iks¢_is_proj_rcv_set:
"iks; (proj_unl n A) =

{t. dts. ((1ln n, Receive ts) € set A V (%, Receive ts) € set A) N t € set ts}

{proof)

lemma unlabel_iks:_is_rcv_set:

5.1 Labeled Strands
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"iks; (unlabel A) = {t | 1 t ts. (1, Receive ts) € set A N t € set ts}"
(proof )

lemma proj_ik_union_is_unlabel_ik:
"iks¢ (unlabel A) = (U1. ikst (proj_unl 1 A))"
(proof)

lemma proj_ik_append[simp] :
"iks; (proj_unl 1 (A@B)) = iks; (proj_unl 1 A) U iks (proj_unl 1 B)"
(proof)

lemma proj_ik_append_subst_all:
"ikst (proj_unl 1 (A@B)) -ser I = (iks: (proj_unl 1 A) -se¢ I) U (ikst (proj_unl 1 B) -ger ID"
(proof)

lemma ik_proj_subset[simp]: "iks+ (proj_unl n A) C trms_projist n A"

(proof)

lemma prefix_unlabel:
"prefix A B = prefix (unlabel A) (unlabel B)"

(proof)

lemma prefix_proj:

"prefix A B = prefix (proj n A) (proj n B)"

"prefix A B = prefix (proj_unl n A) (proj_unl n B)"
(proof)

lemma suffix_unlabel:
"suffix A B —> suffix (unlabel A) (unlabel B)"

(proof)

lemma suffix_proj:
"suffix A B = suffix (proj n A) (proj n B)"
"suffix A B = suffix (proj_unl n A) (proj_unl n B)"

{proof)

5.1.3 Lemmata: Well-formedness

lemma wfvarsoccss:_proj_union:
"wfvarsoccss; (unlabel A) = (Ul. wfvarsoccssy (proj_unl 1 A))"

{proof)

lemma wf_if_wf_proj:
assumes "V1. wfsy V (proj_unl 1 A)"
shows "wfs; V (unlabel A)"

{proof)

end

5.2 Parallel Compositionality of Security Protocols

theory Parallel_Compositionality
imports Typing Result Labeled_Strands
begin

5.2.1 Definitions: Labeled Typed Model Locale

locale labeled_typed_model = typed_model arity public Ana I’
for arity::"'fun = nat"
and public::"'fun = bool"
and Ana::"('fun, 'var) term = (('fun, 'var) term list X ('fun, 'var) term list)"
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and I'::"('fun, 'var) term = ('fun, 'atom::finite) term_type"

+
fixes label witnessl and label witness2::"'lbl"
assumes at_least_2_labels: "label_witnessl # label_witness2"
begin

The Ground Sub-Message Patterns (GSMP)

definition GSMP::"('fun, 'var) terms = ('fun, 'var) terms" where
"GSMP P = {t € SMP P. fv t = {}}"

definition typing cond where
"typing_cond A =
Wfst {} A AN
fvse A N bvarss: A = {} A
tfrse A A
Wlirms (trmssy A) A
Ana_invar_subst (iks; A U assignment_rhss: A)"

5.2.2 Definitions: GSMP Disjointness and Parallel Composability

definition GSMP_disjoint where
"GSMP_disjoint P1 P2 Secrets = GSMP P1 N GSMP P2 C Secrets U {m. {} k. m}"

definition declassified;s; where
"declassified;s: (A::('fun, 'var,'lbl) labeled_strand) I =
{s. J{set ts | ts. (%, Receive ts) € set (A st D)} + s}"

definition par_comp where
"par_comp (A::('fun,'var,'lbl) labeled_strand) (Secrets::('fun,'var) terms) =
(V11 12. 11 # 12 — GSMP_disjoint (trms_proj;s: 11 A) (trms_projis¢ 12 A) Secrets) A
(Vs € Secrets. —{} F. s) A
ground Secrets"

definition strand_leaks;s; where
"strand_leaks;s; A Sec T = (3t € Sec - declassified;st A Z. 31. (Z = (proj_unl 1 A@[Sendl t])))"

5.2.3 Definitions: GSMP-Restricted Intruder Deduction Variant

definition intruder_deduct_hom: :
"('fun, 'var) terms = ('fun, 'var,'lbl) labeled_strand = ('fun, 'var) term = bool"
(<{_;_) Fasmp _> 50)

where
"M; A) Fgsmp t = (M; At. t € GSMP (trmsis; A)) b, t"

lemma intruder_deduct_hom_AxiomH[simp] :
assumes "t ¢ M"
shows "(M; A) Fgsmp t"

{proof)

lemma intruder_deduct_hom_ComposeH[simp] :
assumes "length X = arity f" "public f" "Ax. x € set X = (M; A) Fgsmp x"
and "Fun f X € GSMP (trmsis¢ A)"
shows "(M; A) Fgsmp Fun f X"

{proof)

lemma intruder_deduct_hom_DecomposeH:
assumes "<M; A> Fesmp t" "Ana t = (K, T)" "/\k. k € set K — <M,' A) Fesmp k" "t; € set T"
shows "(M; A) Fasup ti"

(proof)

lemma intruder_deduct_hom_induct[consumes 1, case_names AxiomH ComposeH DecomposeH] :

assumes "(M; A) Fgsup t" "At. t € M = P M t"
"AX f. [length X = arity f; public f;
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Nx. x € set X = (M; A) Fagsup x;
Nx. x € set X = P M x;
Fun f X € GSMP (trmsis; A)
] = P M (Fun £ X)"
"/\t KTt,;. [[(M; .A> Fegsmp t; PM t; Ana t = (K, T);
Nk. k € set K = (M; A) Fasmup k;
Nk. k € set K= PMk; t; € set T| = P M t;"
shows "P M t"

{proof)

lemma ideduct_hom_mono:
"(M; A) Fgsmp t; M C M) = (M'; A) Fasup t"
(proof )

5.2.4 Lemmata: GSMP

lemma GSMP_disjoint_empty[simp] :
"GSMP_disjoint {} A Sec" "GSMP_disjoint A {} Sec"
(proof)

lemma GSMP_mono:
assumes "N C M"
shows "GSMP N C GSMP M"

(proof)

lemma GSMP_SMP_mono:
assumes "SMP N C SMP M"
shows "GSMP N C GSMP M"

(proof)

lemma GSMP_subterm:
assumes "t € GSMP M" "t' C t"
shows "t' € GSMP M"

(proof)

lemma GSMP_subterms: "subtermsse: (GSMP M) = GSMP M"
(proof )

lemma GSMP_Ana_key:
assumes "t € GSMP M" "Ana t = (K,T)" "k € set K"
shows "k € GSMP M"

(proof)

lemma GSMP_union: "GSMP (A U B) = GSMP A U GSMP B"
(proof)

lemma GSMP_Union: "GSMP (trmsis: A) = ((J1. GSMP (trms_projis¢ 1 A))"
(proof )

lemma in_GSMP_in_proj: "t € GSMP (trms;s: A) =—> dn. t € GSMP (trms_projis: n A)"
(proof )

lemma in_proj_in_GSMP: "t € GSMP (trms_projist+ n A) —> t € GSMP (trms;s+ A)"

{proof)

lemma GSMP_disjointE:

assumes A: "GSMP_disjoint (trms_proj;s: n A) (trms_proj,s¢ m A) Sec"

shows "GSMP (trms_projis¢+ n A) N GSMP (trms_proj;s¢ m A) C Sec U {m. {} . m}"
(proof )

lemma GSMP_disjoint_term:
assumes "GSMP_disjoint (trms_proj;s¢ 1 A) (trms_projis¢ 1' A) Sec"

shows "t ¢ GSMP (trms_projis: 1 A) V t ¢ GSMP (trms_projis¢ 1' A) V t € Sec V {} .
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(proof)

lemma GSMP_wt_subst_subset:
assumes "t € GSMP (M st Z)" "Wtsubst L" "wfirms (subst_range I)"
shows "t € GSMP M"

(proof)

lemma GSMP_wt_substI:
assumes "t € M" "wtgyupst I" "wfirms (Subst_range I)" "interpretationsupst 1"
shows "t - I € GSMP M"

(proof)

lemma GSMP_disjoint_subset:
assumes "GSMP_disjoint L R S" "L' C L" "R' C R"
shows "GSMP_disjoint L' R' S"

(proof)

5.2.5 Lemmata: Intruder Knowledge and Declassification

lemma declassified;s;_alt_def:
"declassified;s: A Z = {s. ((J{set ts | ts. (x, Receive ts) € set A}) -sex Z F s}"

(proof)

lemma declassified;sy_star_receive_supset:
"{t | t ts. (%, Receive ts) € set A AN t € set ts} -set L C declassified;s; A I"

(proof)

lemma ik_proj_subst_GSMP_subset:
assumes I: "Wtgypst I" "Wwfirms (Subst_range I)" "interpretationDsupst 1"
shows "iks; (proj_unl n A) -sex I C GSMP (trms_projist n A)"

(proof )

lemma ik_proj_subst_subterms_GSMP_subset:

assumes I: "Wtgupst I" "Wfirms (Subst_range I)" "interpretationsypst 1"

shows "subtermsse: (iksy (proj_unl n A) -se¢ I) C GSMP (trms_projis¢ n A)" (is "?A C 7B")
(proof)

lemma declassified_proj_eq: "declassified;s; A I = declassified;s; (proj n A) I"
(proof )

lemma declassified_prefix_subset:
assumes AB: '"prefix A B"
shows "declassified;s; A I C declassified;sy B I"

{proof)

lemma declassified_proj_ik_subset:
"declassified;st A I C {s. iks; (proj_unl n A) -4er I F s}"
(is "7A A C 7P A A")
(proof)

lemma deduct_proj_priv_term_prefix_ex:
assumes A: "iksy (proj_unl 1 A) -sex I F t"
and t: "-{} F. t"
shows "3B k s. (k = x V k = 1In 1) A prefix (Be[(k,receive(s)s:)]) A A
declassified;s+ ((B@[(k,receive(s)s:+)])) I = declassifiedist A I A
iks¢ (proj_unl 1 (B@[(k,receive(s)s¢+)])) = iksy (proj_unl 1 A)"
(proof)

5.2.6 Lemmata: Homogeneous and Heterogeneous Terms (Deprecated Theory)
The following theory is no longer needed for the compositionality result

context
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begin
private definition proj_specific where
"proj_specific n t A Secrets = t € GSMP (trms_projis: n A) - (Secrets U {m. {} k. mP)"

private definition heterogeneous;s: where
"heterogeneous;s; t A Secrets = (
(311 12. ds1 € subterms t. ds2 € subterms t.
11 # 12 A proj_specific 11 s1 A Secrets A proj_specific 12 s2 A Secrets))"

private abbreviation homogeneous;s: where

"homogeneous;s¢ t A Secrets = —heterogeneous;s¢ t A Secrets"

private definition intruder_ deduct_hom'::
"('fun, 'var) terms = ('fun, 'var,'lbl) labeled_strand = ('fun, 'var) terms = ('fun, 'var)
= bool" (<{_;_;_) Fhom _> 50)

where
"(M; A; Sec) Fhom t = (M; At. homogeneous;s¢ t A Sec A t € GSMP (trms;s¢ A)) Fr t"

private lemma GSMP_disjoint_fst_specific_not_snd_specific:
assumes "GSMP_disjoint (trms_projis: 1 A) (trms_projis: 1' A) Sec" "1 # 1'"
and "proj_specific 1 m A Sec"
shows "-proj_specific 1' m A Sec"
(proof) lemma GSMP_disjoint_snd_specific_not_fst_specific:
assumes "GSMP_disjoint (trms_proj;s¢ 1 A) (trms_projis¢ 1' A) Sec"
and "proj_specific 1' m A Sec"
shows "—proj_specific 1 m A Sec"
(proof) lemma GSMP_disjoint_intersection_not_specific:
assumes "GSMP_disjoint (trms_proj;s+ 1 A) (trms_projis: 1' A) Sec"
and "t € Sec V {} k. t"
shows "—proj_specific 1 t A Sec" "—proj_specific 1 t A Sec"
proof) lemma proj_specific_secrets_anti_mono:
] proj_specifi .
assumes "proj_specific 1 t A Sec" "Sec' C Sec"
shows "proj_specific 1 t A Sec'"
(proof) lemma heterogeneous_secrets_anti_mono:
assumes "heterogeneous;s; t A Sec" "Sec' C Sec"
shows "heterogeneous;s; t A Sec'"
roof) lemma homogeneous_secrets_mono:
(proof) 1 homog _ -
assumes "homogeneous;s¢ t A Sec'" "Sec' C Sec"
shows "homogeneous;st t A Sec"
(proof) lemma heterogeneous_supterm:
assumes "heterogeneous;st t A Sec" "t C t'"
shows "heterogeneous;s; t' A Sec”
(proof) lemma homogeneous_subterm:
assumes "homogeneous;s¢ t A Sec" "t' L t"
shows "homogeneous;s¢ t' A Sec"
(proof) lemma proj_specific_subterm:
assumes "t C t'" "proj_specific 1 t' A Sec"
shows "proj_specific 1 t A Sec V t € Sec V {} . t"
(proof) lemma heterogeneous_term_is_Fun:
assumes "heterogeneous;st t A S" shows "3f T. t = Fun £ T"
proof) lemma proj_specific_is_homogeneous:
proj_sp g
assumes A: "Y1 1'. 1 # 1' — GSMP_disjoint (trms_proj;s:+ 1 A) (trms_projis+ 1' A) Sec"
and t: "proj_specific 1 m A Sec"
shows "homogeneous;s¢ m A Sec"
roof) lemma deduct_synth_homogeneous :
(proof ) _synth_homog
assumes "{} k. t"
shows "homogeneous;s+ t A Sec"
(proof) lemma GSMP_proj_is_homogeneous:
assumes "V1 1'. 1 # 1' —» GSMP_disjoint (trms_proj;s: 1 A) (trms_proj;s¢ 1' A) Sec"
and "t € GSMP (trms_projist 1 A)" "t ¢ Sec"
shows "homogeneous;s: t A Sec"
proof) lemma homogeneous_is_not_proj_specific:
8 proj_sp
assumes "homogeneous;s¢ m A Sec"
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shows "31::'1bl. —proj_specific 1 m A Sec"
(proof) lemma secrets_are_homogeneous:
assumes "Vs € Sec. P s — (Vs' € subterms s. {} k. s' V s' € Sec)" "s € Sec" "P s"
shows "homogeneous;s+ s A Sec"
(proof) lemma GSMP_is_homogeneous:
assumes A: "Y1 1'. 1 # 1' — GSMP_disjoint (trms_proj;s+ 1 A) (trms_projis¢ 1' A) Sec"
and t: "t € GSMP (trms;s¢ A)" "t ¢ Sec"
shows "homogeneous;s+ t A Sec"
(proof) lemma GSMP_intersection_is_homogeneous:
assumes A: "Y1 1'. 1 # 1' — GSMP_disjoint (trms_proj;s+ 1 A) (trms_projis¢ 1' A) Sec"
and t: "t € GSMP (trms_projisi 1 A) N GSMP (trms_projis¢ 1' A)" "1 # 1'"
shows "homogeneous;s: t A Sec"
(proof) lemma GSMP_is_homogeneous':
assumes A: "Y1 1'. 1 # 1' — GSMP_disjoint (trms_proj;s+ 1 A) (trms_projis¢ 1' A) Sec"
and t: "t € GSMP (trms;s¢ A)"
"t ¢ Sec - |J{GSMP (trms_projist 11 A) N GSMP (trms_projis:+ 12 A) | 11 12. 11 # 12}"
shows "homogeneous;s+ t A Sec"
(proof) lemma Ana_keys_homogeneous :
assumes A: "Y1 1'. 1 # 1' — GSMP_disjoint (trms_proj;s+ 1 A) (trms_projis¢ 1' A) Sec"
and t: "t € GSMP (trms;s; A)"
and k: "Ana t = (K,T)" "k € set K"
"k ¢ Sec - |J{GSMP (trms_proj;s+ 11 A) N GSMP (trms_projis: 12 A) | 11 12. 11 # 12}"
shows "homogeneous;s; k A Sec"

(proof)

end

5.2.7 Lemmata: Intruder Deduction Equivalences

lemma deduct_if_hom_deduct: "(M;A) Fgsmp m = M b m"
(proof )

lemma hom_deduct_if_hom_ik:
assumes "(M;A) Fgsyup m" "Vm € M. m € GSMP (trms;s¢ A)"
shows "m € GSMP (trms;s: A)"

{proof)

lemma deduct_hom_if_synth:
assumes hom: "m € GSMP (trms;s; A)"
and m: "M . m"
shows "<M,‘ A) Fesmp m"

{proof)

lemma hom_deduct_if_deduct:
assumes M: "Vm € M. m € GSMP (trms;s; A)"
and m: "M F m" "m € GSMP (trms;s: A)"
shows ”<M,‘ .A) Fasmp m"

(proof)

5.2.8 Lemmata: Deduction Reduction of Parallel Composable Constraints

lemma par_comp_hom_deduct:
assumes A: "par_comp A Sec"
and M: "V1. M1 C GSMP (trms_projis¢ 1 A)"
"Y1. Discl C {s. M1 F s}"
and Sec: "W1. Vs € Sec - Discl. =((M 1; A) Fasmp s)"
and t: "<Ul. M1, A> Fgsmp t"
shows "t ¢ Sec - Discl" (is 74)
"1. t € GSMP (trms_projist 1 A) — (M 1; A) Fgsup t" (is 7B)
(proof)

lemma par_comp_deduct_proj:
assumes A: "par_comp A Sec"
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and M: "V1. M1 C GSMP (trms_projist 1 A)"

"/1. Discl C {s. M1+ s}"
and t: "(U1l. M1) F t" "t € GSMP (trms_projist 1 A)"
shows "M 1+ t V (ds € Sec - Discl. d1. M1 F s)"

(proof)

5.2.9 Theorem: Parallel Compositionality for Labeled Constraints

lemma par_comp_prefix: assumes "par_comp (A@B) M" shows "par_comp A M"
{proof)

theorem par_comp_constr_typed:
assumes A: "par_comp A Sec"
and Z: "Z |= (unlabel A)" "interpretationsubst L" "Wwtsubst L" "Wfirms (subst_range I)"
shows "(V1. (Z = (proj_unl 1 A))) V
(FA'" 1" t. prefix A' A A suffix [(1', receive(t)s:)] A' A (strand_leaks;s: A' Sec I))"
(proof)

end

locale labeled_typing =
labeled_typed_model arity public Ana I' label_witnessl label_witness2
+ typing result arity public Ana I
for arity::"'fun = nat"
and public::"'fun = bool"
and Ana::"('fun, 'var) term = (('fun, 'var) term list X ('fun, 'var) term list)"
and I'::"('fun, 'var) term = ('fun, 'atom::finite) term_type"
and label_witness1::"'lbl"
and label witness2::"'lbl"
begin

theorem par_comp_constr:
assumes A: "par_comp A Sec" "typing_cond (unlabel A)"
and Z: "Z |= (unlabel A)" "interpretationsubst L"
shows "37.. interpretationsubst Z- A Wtsubst Lr A Wfirms (subst_range Z.) A (Z; = (unlabel A)) A
(V1. (Z; |E (proj_unl 1 A))) V
(3A" 1" t. prefix A' A A suffix [(1', receive(t)s:)] A' A
(strand_leaks;s; A' Sec Z,)))"
(proof)

end

5.2.10 Automated GSMP Disjointness

locale labeled_typed_model' = typed_model' arity public Ana I' +
labeled_typed_model arity public Ana I' label_witnessl label_witness2
for arity::"'fun = nat"
and public::"'fun = bool"
and Ana::"('fun, (('fun, 'atom::finite) term_type X nat)) term
= (('fun, (('fun, 'atom) term_type X nat)) term list
x ('fun, (('fun, 'atom) term_type X nat)) term list)"
and I'::"('fun, (('fun, 'atom) term_type X nat)) term = ('fun, 'atom) term_type"
and label_witnessl label_witness2::'lbl
begin

lemma GSMP_disjointI:

fixes A' A BB'::"('fun, ('fun, 'atom) term X nat) terms"
defines "f = MM. {t - § | t 6. t € M A wtsubst 0 N Wftrms (subst_range 6) A fv (t - §) = {}}"
and "9 = var_rename (max_var_set (fvse: A))"

assumes A'_wf: "wfirms' arity A'"
and B'_wf: "wfirms' arity B'"
and A_inst: "has_all_wt_instances_of I' A' A"
and B_inst: "has_all_wt_instances_of I' B' (B -5t 0)"
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and A_SMP_repr: "finite_SMP_representation arity Ana I' A"
and B_SMP_repr: "finite_SMP_representation arity Ana I' (B -5cr 0)"
and AB_trms_disj:

"Vt € A. VS € B 5¢t 6. ' t =T s A mgu t s # None —

(intruder_synth' public arity {} t) V ((3u € Sec. is_wt_instance_of_cond I' t w)"
and Sec_wf: "wfirms Sec"

shows "GSMP_disjoint A' B' ((f Sec) - {m. {} . m}P)"
(proof)

end

end
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6 The Stateful Protocol Composition Result

In this chapter, we extend the compositionality result to stateful security protocols. This work is an extension

of the work described in [4] and [Il, chapter 5].

6.1 Labeled Stateful Strands

theory Labeled_Stateful_Strands
imports Stateful_Strands Labeled_Strands
begin

6.1.1 Definitions

Syntax for stateful strand labels

abbreviation Star_step (<(x, _)>) where
"(x, (s::('a,'b) stateful_strand_step)) = (%, s)"

abbreviation LabelN_step (<{_, _)>) where
"((1::'a), (s::('b,'c) stateful_strand_step)) = (In 1, s)"

Database projection
definition dbproj where "dbproj 1 D = filter (Ad. fst d = 1) D"
The type of labeled stateful strands

type__synonym ('a,'b, 'c) labeled_stateful_strand_step = "'c strand_label X ('a,'b)
stateful_strand_step"
type__synonym ('a,'b, 'c) labeled_stateful_strand = "('a,'b, 'c) labeled_stateful_strand_step list"

Dual strands

fun dual;ssep::"('a, 'b, 'c) labeled_stateful_strand_step = ('a,'b, 'c) labeled_stateful_strand_step"
where
"dualjsstp (1,send(t)) = (1,receive(t))"
| "dual;sstp (1,receive(t)) = (1,send(t))"
| "dualjssip x = x"

definition dualjss:::"('a,'b, 'c) labeled_stateful_strand = ('a,'b, 'c) labeled_stateful_strand"
where
"dualjssy = map dualjssep"

Substitution application

fun subst_apply_labeled_stateful_strand_step::
"('a,'b,'c) labeled_stateful_strand_step = ('a,'b) subst =
('a,'b,'c) labeled_stateful_strand_step"
(infix <ss¢p> 51) where
"(l,s) ‘lsstp 9 = (l,s ‘sstp 9"

definition subst_apply_labeled_stateful_strand::
"('a,'b,'c) labeled_stateful_strand = ('a,'b) subst = ('a,'b,'c) labeled_stateful_strand"
(infix < ss¢> 51) where
"S ysst ¥ = map (AX. X ‘jsstp U) S"

Definitions lifted from stateful strands

abbreviation wfrestrictedvars;ss: where "wfrestrictedvars;ss: S = wfrestrictedvarsss: (unlabel S)"

abbreviation ik;ss; where "ik;ss¢ S = ikss¢ (unlabel S)"
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abbreviation db;;s; where "db;ss¢+ S = dbss: (unlabel S)"
abbreviation db';ss; where "db';ss¢ S = db'ssy (unlabel S)"

abbreviation trms;ss: where "trms;ss: S = trmsss: (unlabel S)"
abbreviation trms_proj;ss: where "trms_proj;ss: n S = trmsgs; (proj_unl n S)"

abbreviation vars;ss: where "vars;sst S = varsgsst (unlabel S)"
abbreviation vars_proj;ss: where "vars_proj;sst n S = varsgs: (proj_unl n S)"

abbreviation bvars;ss: where "bvars;ss: S = bvarsss: (unlabel S)"
abbreviation fv;ss¢ where "fv,ss; S = fvssy (unlabel S)"

Labeled set-operations

fun setops;sstp wWhere

"setopsisstp (i,insert(t,s)) = {(i,t,s)}"

"setopsisstp (i,delete(t,s)) = {(i,t,s)}"

"setopsisstp (i,(_: t € s)) = {(i,t,s)}"

"setopsisstp (1,V_(V#: _ Vé: F")) = ((A(t,s). (i,t,s)) ~ set F')"
"setopsisstp _ = {}"

~_— —— —

definition setops;ss: where
"setopsisst S = |J (setopsisstp ~ set S)"

6.1.2 Minor Lemmata

lemma in_ikjss¢_iff: "t € ikjsst A <— (31 ts. (1,receive(ts)) € set A At € set ts)"
(proof )

lemma ik;ss:_concat: "ikjss: (concat xs) = |J (ikjsst ~ set xs)"
(proof )

lemma ik;ss;_Cons[simp]:

"ikisse ((1,send(ts))#A) = ikjce¢ A" (is 74)

"ikjsst ((1,receive(ts))#A) = set ts U ikisst A" (is 7B)

"ikissr ((1,{ac: t = s))#A) = ikjssr A" (is 7C)

"ikisst ((1,insert(t,s))#A) = ikjss¢ A" (is 7D)

"ikjsst ((1,delete(t,s))#A) = ikiss¢ A" (is 7E)

"ikissr ((1,{(ac: t € s))#A) = ikjss; A" (is 7F)

"ikisse ((1L,YX(V#: F Vé: G)#A) = ikjss A" (is 7G)
(proof)

lemma subst_lsstp_fst_eq:
"fst (a isstp 0) = fst a"

(proof)

lemma subst_lsst_map_fst_eq:
"map fst (S -jsst 0) = map fst S"

(proof)

lemma subst_lsst_nil[simp]: "[] <sst & = []"

(proof)

lemma subst_lsst_cons: "a#hA -jss¢ 0 = (@ ‘1sstp O)#(A 155t 6)"
(proof )

lemma subst_lsstp_id_subst: "a -sstp Var = a"
(proof)

lemma subst_lsst_id_subst: "A .55 Var = A"
(proof)

lemma subst_lsst_singleton: "[(1,8)] “sst 0 = [(1,s -sstp 0)]"
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(proof)

lemma subst_lsst_append: "A@B ‘55t & = (A ‘155t 0)@(B 55t 6)"
(proof )

lemma subst_lsst_append_inv:

assumes "A -ss¢ 0 = B1@B2"

shows "JA1 A2. A = A1@A2 N Al -jss¢+ & = B1 N A2 -j5s¢ 0 = B2"
(proof)

lemma subst_lsst_memI[intro]: "x € set A => X -sstp 0 € set (A 155t 0)"

(proof)

lemma subst_lsstpD:
"a sstp 0 = (n,send(ts)) = Jts'. ts = ts' st 0 N a = (n,send(ts'))"
(is "7A = 74'")
"a sstp 0 = (n,receive(ts)) = Jts'. ts = ts' st 0 A a = (n,receive(ts’))"
(is "B = 7B'")
"a ysstp 0 = (n,{c: t =) = Jt's'. t=t'-0cAs=58"-0Aa= @t =s")"
(is "?C — 7C'")

"a sstp 0 = (n,insert(t,s)) = It' s'. t =t' -0 A s=s8'-0 A a= (n,insert(t',s'))"
(is "?D = 7D'")
"a sstp 0 = (n,delete(t,s)) = Jt' s'. t=t'-oc ANs=s'" -0 A a= (ndelete(t',s")"

(is "?E = 7E'")

"a ysstp 0 = (m,(c: t € s)) = Jt's'. t=t'-0cANs=s"-0ANa=(ufc:t €s)Y"
(is "?F = 7F'")

"a sstp 0 = (n,VX{V#£: F V¢: G)) =
JF' G'. F = F' -pairs rm_vars (set X) 0 A G = G' ‘pairs rm_vars (set X) o A

a= (a,VX(V£: F' V¢: G'))"

(is "76 = 7G'")

"a ysstp 0 = (m,(t I=s)) = Jt's'. t=t' -0 As=s8'-0Aa=(@m (" I=s")"
(is "?H = 7H'")

"a ysstp 0 = (m,(t not in s)) = Jt' s'. t =t'- o ANs=s'"-0 A a= (n(t" not in s'))"
(is "?I = 7I'")

(proof)

lemma subst_lsst_memD:

"(n,receive(ts)) € set (S ‘55t 0) =

Jus. (n,receive(us)) € set S A ts = us ‘jst 0"
"(n,send(ts)) € set (S ‘155t 0) =

Jus. (n,send(us)) € set S A ts = us -ist 0"
"(n,(ac: t = s)) € set (S ‘jsst 0) =

Juv. (n,{ac: u=v)) €Eset SAt=u-0oAs=v-o"
"(n,insert(t, s)) € set (S -sst 0) —>

Ju v. (n,insert{u, v)) € set SAt=u-0c As=v- o"
"(n,delete(t, s)) € set (S ss¢t 0) =

Ju v. (n,delete(u, v)) € set SAt=u-0c As=v- o"
"(n,(ac: t € s)) € set (S ‘jsst 0) =

Juv. (m,(ac: u € v)) € set SAt=u-0 A s
"(a,YX(V#£: F V¢: G)) € set (S sst 0) —

IF' G'. (@,VX{(V#£: F' V¢: G')) € set S A

F = F' ‘pairs rm_vars (set X) o A
G = G' ‘pairs rm_vars (set X) o"

"(n,(t != s)) € set (S ss1 0) =

Juv. (m,{(u!=v) €set SAt=u-0As=v-og"
"(n,(t not in s)) € set (S -sst 0) =

Juv. (n,(unot inv)) € set SAt=u-0cAs=v- o"

(proof)

I
<
Q

lemma subst_lsst_unlabel_cons: "unlabel ((1,b)#A st 9) = (b -sstp P)#(unlabel (A st I
(proof )

lemma subst_lsst_unlabel: "unlabel (A -;ss; 0) = unlabel A -s55¢ 0"
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(proof)

lemma subst_lsst_unlabel_member[intro] :
assumes "x € set (unlabel A)"
shows "x -ss5tp 0 € set (unlabel (A 155t 90))"

(proof)

lemma subst_lsst_prefix:
assumes "prefix B (A ss¢ 9)"
shows "3C. C 155+ ¥ = B N\ prefix C A"

(proof)

lemma subst_lsst_tl:
"tl (S ‘lsst 6) =tl S “sst o
(proof)

lemma dual;ss; tl:
"tl (dualjss¢ S) = dualjss¢ (t1 S)"

(proof)

lemma dualjss¢p_fst_eq:
"fst (dualisstp @) = fst a”

{proof)

lemma dual;ss¢_map_fst_eq:
"map fst (dualiss¢ S) = map fst S"

(proof)

lemma dual;ss¢_nil[simp]: "dual;ss¢ [1 = [1"
(proof )

lemma dual;ss+_Cons[simp]:

"dualjss¢ ((1,send(ts))#A) = (1,receive(ts))#(dualiss: A)"

"dualjss¢ ((1,receive(ts))#4) = (1,send(ts))#(dualiss: A)"

"dualisse ((1,{a: t = s))#A) = (1,{a: t = s))#(dualjsss A)"

"dualjss¢ ((1,insert(t,s))#A) = (1,insert(t,s))#(dual;sst A)"

"dualjss¢ ((1,delete(t,s))#4) = (1,delete(t,s))#(dualisst A)"

"dualjsse ((1,{(a: t € s))#4) = (1,{(a: t € s))#(dualjss; A)"

"dualjsse ((1,VX(V#: F V¢: G)#A) = (1,VX(V#: F V¢: G))#(dualjss¢ A"
(proof)

lemma dual;ss+_append[simp]: "dual;ss¢ (A@B) = dual;ss¢ A@dual;ss¢ B"
(proof )

lemma dual;sstp_subst: "dualissip (S 1sstp 0) = (dualissip 8) -1sstp 0"
(proof )

lemma dual;ss;_subst: "dualissi (S -sst 0) = (dualissi S) -1sst 0"
(proof)

lemma dual;ss;_subst_unlabel: "unlabel (dualjsst (S '1ss¢ 0)) = unlabel (dualjss¢ S) +sst 0"
(proof )

lemma dual;ss¢_subst_cons: "dualiss: (a#h -jss¢ 0) = (dualissip @ 1sstp o)#(dualjssy (A 155t o))"
(proof)

lemma dual;ss¢_subst_append: "dual;ss¢ (A@B -1sst O) (dual;sst A@dualjsst B) -1sst 0"

{proof)

lemma dual;ss¢_subst_snoc: "dualissy (A@[al -jss¢ 0) = (dualisst A -isst 0)@[dualisstp @ “1sstp 01"
(proof )

lemma dual;ss:_memberD:
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assumes "(1,a) € set (dual;ss¢ A)"
shows "3db. (1,b) € set A A dualisstp (1,b) = (1,a)"
(proof )

lemma dual;s;s;_memberD':
assumes a: "a € set (dualjsst A 1sst 0)"
obtains b where "b € set A" "a = dual;sstp b ‘isstp 0" "fst a = fst b"

(proof)

lemma dual;ss¢p_inv:
assumes "dualjsstp (1, @) = (k, b)"
shows "1 = k"
and "a = receive(t) => b = send(t)"
and "a = send(t) =—> b = receive(t)"

and "(Bt. a = receive(t) V a = send(t)) = b = a"
(proof )
lemma dual;ss;_self_inverse: "dual;ss¢ (dual;ss¢ A) = A"

(proof)

lemma dual;ss¢_unlabel_cong:
assumes "unlabel S = unlabel S'"
shows "unlabel (dual;ss: S) = unlabel (dualjsst S')"

(proof)

lemma vars,s;_unlabel_dualissi_eq: "vars;ss: (dualisst A) = varsjsst A"
(proof )

lemma fvgs;_unlabel_dualisst_eq: "fvisse (dualjsst A) = fviese A"
(proof )

lemma bvarsss:_unlabel_dual;ssi_eq: "bvars;ss: (dualisst A) = bvarsjsst A"
(proof )

lemma vars,s;_unlabel_Cons: "vars;ss: ((1,b)#A) = varssstp b U vars;sss A"
(proof )

lemma fvgs;_unlabel_Cons: "fvisse ((1,b)#A) = fvgstp b U fviger A"
(proof )

lemma bvarsss:_unlabel_Cons: "bvars;ss: ((1,b)#A) = set (bvarsssip b) U bvarsisst A"

(proof)

lemma bvars;ss:_subst: "bvars;sst (A -isst 0) = bvarsjsst A"
(proof )

lemma dual;s;s:_member:
assumes "(1,x) € set A"
and "—is_Receive x" "—is_Send x"
shows "(1,x) € set (dual;ss: A)"

(proof)

lemma dual;ss;_unlabel_member:
assumes "x € set (unlabel A)"
and "—is_Receive x" "—is_Send x"
shows "x € set (unlabel (dual;ss; A))"

(proof)

lemma dual;ss¢_steps_iff:
"(1,send(ts)) € set A «— (1l,receive(ts)) € set (dualiss: A)"
"(1,receive(ts)) € set A +— (1,send(ts)) € set (dualiss: A)"
"(1,(c: t = s8)) € set A +— (1,(c: t = s)) € set (dualjss¢ A)"
"(1,insert(t,s)) € set A <— (1,insert(t,s)) € set (dualjss¢t A)"
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"(1,delete(t,s)) € set A +— (1,delete(t,s)) € set (dualiss: A)"

"(1,{c: t € s)) € set A +— (1,{c: t € s)) € set (dualjss: A)"

"(1,VX{(V#: F V¢: G)) € set A «— (1,VX(V#: F V¢: G)) € set (dualissy A)"
(proof )

lemma dual;ss+_unlabel_steps_iff:

"send(ts) € set (unlabel A) <— receive(ts) € set (unlabel (dual;ss: A))"

"receive(ts) € set (unlabel A) +— send(ts) € set (unlabel (dualj;ss; A))"

"(c: t = s) € set (unlabel A) +— (c: t = s) € set (unlabel (dualjss; A))"

"insert(t,s) € set (unlabel A) <— insert(t,s) € set (unlabel (dualiss: A))"

"delete(t,s) € set (unlabel A) +— delete(t,s) € set (unlabel (dualiss¢ A))"

"(c: t € s) € set (unlabel A) +— (c: t € s) € set (unlabel (dualjss; A))"

"WX(V#: F V¢: G) € set (unlabel A) <— VX(V#: F V¢: G) € set (unlabel (dualiss; A))"
(proof )

lemma dual;ss¢_list_all:
"list_all is_Receive (unlabel A) <— list_all is_Send (unlabel (dualjss: A))"
"list_all is_Send (unlabel A) <— list_all is_Receive (unlabel (dual;ss¢ A))"
"list_all is_Equality (unlabel A) <— 1list_all is_Equality (unlabel (dual;ss¢+ A))"
"list_all is_Insert (unlabel A) <— list_all is_Insert (unlabel (dual;ss: A))"
"list_all is_Delete (unlabel A) <— list_all is_Delete (unlabel (dual;ss¢ A))"
"list_all is_InSet (unlabel A) <—> list_all is_InSet (unlabel (dual;ss¢ A))"
"list_all is_NegChecks (unlabel A) <— list_all is_NegChecks (unlabel (dualiss: A))"
"list_all is_Assignment (unlabel A) <— list_all is_Assignment (unlabel (dualjss¢ A))"
"list_all is_Check (unlabel A) <—> list_all is_Check (unlabel (dual;ss¢ A))"
"list_all is_Update (unlabel A) <— list_all is_Update (unlabel (dualiss: A))"
"list_all is_Check_or_Assignment (unlabel A) <+—

list_all is_Check_or_Assignment (unlabel (dual;ss¢+ A))"

(proof)

lemma dual;ss¢_list_all_same:
"list_all is_Equality (unlabel A) —> dualisst A = A"
"list_all is_Insert (unlabel A) —> dual;ss; A = A"
"list_all is_Delete (unlabel A) — dual;sst A = A"
"list_all is_InSet (unlabel A) — dualjsst A = A"
"list_all is_NegChecks (unlabel A) =—> dual;ss; A = A"
"list_all is_Assignment (unlabel A) —> dual;ss¢ A = A"
"list_all is_Check (unlabel A) — dualjsst A = A"
"list_all is_Update (unlabel A) — dualjss: A = A"
"list_all is_Check_or_Assignment (unlabel A) —> dualjsst A = A"

{proof )

lemma dual;ss¢_in_set_prefix_obtain:
assumes "s € set (unlabel (dualjss: A))"
shows "31 B s'. (1,s) = dualjsstp (1,s') A prefix (B@[(1,s')]) A"
(proof )

lemma dual;ss+_in_set_prefix_obtain_subst:

assumes "s € set (unlabel (dual;ss: (A -1ss¢ 9)))"

shows "31 B s'. (1,s) = dualisstp ((1,8') -1sstp V) A prefix ((B -ss¢ 9)@[(1,8') “isstp V1) (A 155t V)"
(proof)

lemma trms,s;_unlabel_dualjssi_eq: "trms;ss: (dualisse A) = trmsjsse A"

{proof)

lemma trms,s;_unlabel_subst_cons:
"trmsisse ((1,b)#A -1sst 6) = trmsssip (b ‘sstp 0) U trms;sse (A ‘lsst o))"
(proof)

lemma trms;s:_unlabel_subst:
assumes "bvars;sst S N subst_domain ¥ = {}"
shows "trms;ss¢ (S -1sst ¥) = trmsisse S set V"
(proof )
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lemma trmsss:_unlabel_subst':
fixes t::"('a,'b) term" and 6::"('a,'b) subst"
assumes "t € trmsisst (S ysst 0)"
shows "ds € trms;ss¢ S. 3X. set X C bvars;sst S A t

(proof)

s - rm_vars (set X) §"

lemma trmsss:_unlabel_subst'':
fixes t::"('a,'b) term" and § ¥::"('a,'b) subst"
assumes "t € trms;sst (S 1sst 0) cset V"
shows "ds € trms;ss¢ S. 3X. set X C bvarsisst S ANt = s - rm_vars (set X) & os U"

(proof)

lemma trmsss:_unlabel_dual_subst_cons:
”trmslsst (duallsst (a#A ‘lsst J)) = (trmssstp (SIld a ‘sstp 0)) @] (trmslsst (duallsst (A ‘lsst U)))"
(proof)

lemma dual;ss;_funs_term:
"J (funs_term ° (trmsss: (unlabel (dualiss: S)))) = |J (funs_term °~ (trmsss: (unlabel S)))"

(proof)

lemma dual;ss¢_dbjsst:
"db';sst (duallsst A) = db'iss¢ A"
(proof )

lemma dbs,:_unlabel_append:
”db’lsst (A@B) ID-= db'lsst B I (db’lsst AT D) "
(proof)

lemma dbss¢_dualjsse:
"db'sst (unlabel (dualjss¢ (T ;sst 0))) Z D = db'ssy (unlabel (T -jss¢ 0)) Z D"

{proof)

lemma labeled_list_insert_eq_cases:
"d ¢ set (unlabel D) — List.insert d (unlabel D) = unlabel (List.insert (i,d) D)"
"(i,d) € set D —> List.insert d (unlabel D) = unlabel (List.insert (i,d) D)"
(proof)

lemma labeled_list_insert_eq_ex_cases:
"List.insert d (unlabel D) = unlabel (List.insert (i,d) D) V
(3j. (j,d) € set D A List.insert d (unlabel D) = unlabel (List.insert (j,d) D))"

(proof)

lemma in_proj_set:
assumes "(1,r) € set A"
shows "(1,r) € set (proj 1 A)"
(proof)

lemma proj_subst: "proj 1 (A -sst 6) = proj 1 A -jsst 0"
(proof)

lemma proj_set_subset [simp]:
"set (proj n A) C set A"

{proof)

lemma proj_proj_set_subset[simp]:
"set (proj n (proj m A)) C set (proj n A"
"set (proj n (proj m A)) C set (proj m A)"
"set (proj_unl n (proj m A)) C set (proj_unl n A)"
"set (proj_unl n (proj m A)) C set (proj_unl m A)"
{proof)

lemma proj_mem_iff:
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"(ln i, d) € set D <— (1n i, d) € set (proj i D)"
"(x, d) € set D +— (%, d) € set (proj i D)"
(proof)

lemma proj_list_insert:
"proj i (List.insert (ln i,d) D) = List.insert (In i,d) (proj i D)"
"proj i (List.insert (x,d) D) = List.insert (x,d) (proj i D)"
"i # j = proj i (List.insert (In j,d) D) = proj i D"

(proof)

lemma proj_filter: "proj i [d<D. d ¢ set Di] = [d+proj i D. d ¢ set Di]"
(proof)

lemma proj_list_Cons:
"proj i ((In i,d)#D) = (1n i,d)#proj i D"
"proj i ((x,d)#D) = (x,d)#proj i D"
"i # j = proj i ((1n j,d)#D) = proj i D"
(proof)

lemma proj_dualjss::
"proj 1 (dual;ss; A) = dual;sss (proj 1 A)"
(proof )

lemma proj_instance_ex:
assumes B: "Vb € set B. Ja € set A. 3§. b = a jsstp 6 NP 3"
and b: "b € set (proj 1 B)"
shows "Ja € set (proj 1 A). 36. b = a “jsstp 6 AN P 48"

(proof)

lemma proj_dbproj:
"dbproj (1n i) (proj i D) = dbproj (In i) D"
"dbproj * (proj i D) = dbproj x D"
"i # j = dbproj (1n j) (proj i D) = []"
(proof)

lemma dbproj_Cons:

"dbproj i ((i,d)#D) = (i,d)#dbproj i D"

"i # j = dbproj j ((i,d)#D) = dbproj j D"
(proof)

lemma dbproj_subset [simp]:
"set (unlabel (dbproj i D)) C set (unlabel D)"

(proof)

lemma dbproj_subseq:

assumes "Di € set (subsegs (dbproj k D))"

shows "dbproj k Di = Di" (is ?7A)

and "i # k = dbproj i Di = []" (is "i # k = ?7B")
(proof)

lemma dbproj_subseq_subset:
assumes "Di € set (subsegs (dbproj i D))"
shows "set Di C set D"

{proof)

lemma dbproj_subseq_in_subsegs:
assumes "Di € set (subsegs (dbproj i D))"
shows "Di € set (subsegs D)"

{proof)

lemma proj_subseq:
assumes "Di € set (subseqgs (dbproj (1m j) D))" "j # i"
shows "[d<proj i D. d ¢ set Di] = proj i D"

152



6.1 Labeled Stateful Strands

(proof)

lemma unlabel_subseqsD:
assumes "A € set (subsegs (unlabel B))"
shows "JC € set (subseqgs B). unlabel C = A"

(proof)

lemma unlabel_filter_eq:
assumes "V (j, p) € set AU B. V(k, q) € set AUB. p=q — j =k" (is "?P (set A)")
shows "[d<unlabel A. d ¢ snd ~ B] = unlabel [d«+A. d ¢ B]"

(proof)

lemma subseqs_mem_dbproj :
assumes "Di € set (subseqs D)" "list_all (Ad. fst d = i) Di"
shows "Di € set (subsegs (dbproj i D))"

(proof)

lemma unlabel_subst: "unlabel S -ss¢+ 0 = unlabel (S -ss¢ 0)"

(proof)

lemma subterms_subst_lsst:
assumes "Vx € fvser (trmsisst S). (3f. o x =Fun £ []) V (3y. 0 x = Var y)"
and "bvars;ss¢ S N subst_domain o = {}"
shows "subtermsse: (trms;ss¢ (S +1sst 0)) = subtermsse; (trmsiss¢ S) ‘set 0"

(proof)

lemma subterms_subst_lsst_ik:
assumes "Vx € fvser (ikjss¢ S). (If. 0 x = Fun f []) V (y. 0 x = Var y)"
shows "subtermsse: (ikjsst (S +1sst 0)) = subtermsse: (ikisst S) ‘set T"

(proof)

lemma labeled_stateful_strand_subst_comp:
assumes "range_vars 0 N bvarsjsst S = {}"
shows "S 155t 0 05 ¥ = (8 -155t 0) 1sst V"
(proof )

lemma sst_vars_proj_subset [simp] :
"fvsst (proj_unl n A) C fvgs: (unlabel A)"
"bvarssst (proj_unl n A) C bvarsss: (unlabel A)"
"varssst (proj_unl n A) C varsss: (unlabel A)"

{proof)

lemma trmsgs:_proj_subset[simp]:
"trmsgs: (proj_unl n A) C trmsss¢ (unlabel A)" (is 74)
"trmsss¢ (proj_unl m (proj n A))
"trmssst (proj_unl m (proj n A))

(proof)

trmsss¢ (proj_unl n A)" (is 7B)

-
C trmsss¢ (proj_unl m A)" (is 7C)

lemma trms,ss¢_unlabel_prefix_subset:
"trmsss¢ (unlabel A) C trmsss; (unlabel (A@B))" (is 74)
"trmsss¢ (proj_unl n A) C trmssst (proj_unl n (A@B))" (is 7B)
(proof)

lemma trms;s:_unlabel_suffix_subset:
"trmsss¢ (unlabel B) C trmsss: (unlabel (A@B))"
"trmsgs: (proj_unl n B) C trmsss¢ (proj_unl n (A@GB))"

(proof)

lemma setopsisstpD:
assumes p: "p € setopsisstp a"
shows "fst p = fst a" (is 7P)
and "is_Update (snd a) V is_InSet (snd a) V is_NegChecks (snd a)" (is 7Q)
(proof)
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lemma setops;ss¢_nil[simp]:
"setopsisst [1 = {}"
(proof)

lemma setops;ss+_cons[simp] :
"setopssst (x#S) = setopsissip X U setopsissi S"

(proof)

lemma setopssst_proj_subset:
"setopssst (proj_unl n A) C setopsss: (unlabel A)"
"setopssst (proj_unl m (proj n A)) C setopssst (proj_unl n A)"
"setopssst (proj_unl m (proj n A)) C setopssst (proj_unl m A)"
(proof )

lemma setopssst_unlabel_prefix_subset:
"setopssst (unlabel A) C setopsss: (unlabel (A@B))"
"setopssst (proj_unl n A) C setopsss: (proj_unl n (A@GB))"

(proof)

lemma setopssst_unlabel_suffix_subset:
"setopssst (unlabel B) C setopsss: (unlabel (A@B))"
"setopssst (proj_unl n B) C setopssst (proj_unl n (A@GB))"
(proof )

lemma setops;ss:_proj_subset:

"setops;sst (proj n A) C setopsjssi A"

"setopsisst (proj m (proj n A)) C setopsisst (proj n A)"
(proof)

lemma setops;ss¢_prefix_subset:

"setopsisst A C setopsisst (AGB)"

"setops;sst (proj n A) C setops;sst (proj n (A@B))"
(proof)

lemma setops;sst_suffix_subset:

"setopsi;sst B C setopsi;sst (A@GB)"

"setops;sst (proj n B) C setops;sst (proj n (A@GB))"
(proof )

lemma setops;ss¢_mono:
"set M C set N = setops;sst M C setops;sst N"

(proof)

lemma trms;s;_unlabel_subset_if_no_label:
"—list_ex (has_LabelN 1) A — trmsisst (proj 1 A) C trms;ss¢ (proj 1' A)"

(proof)

lemma setopsss:_unlabel_subset_if_no_label:
"—-list_ex (has_LabelN 1) A = setopsss; (proj_unl 1 A) C setopsss; (proj_unl 1' A)"

(proof)

lemma setops;sst_proj_subset_if_no_label:
"—list_ex (has_LabelN 1) A — setopsisst (proj 1 A) C setopsisst (proj 1' A)"
(proof )

lemma setops;ss¢p_subst_cases[simp] :
"setopsisstp ((1,send(ts)) ‘1sstp 0) = {}"
"setopsisstp ((1,receive(ts)) -isstp 0) = {}"
"SetOPSlsstp ((l,(ac: s = t>) ‘lsstp 6) = {}"
"setopsisstp ((1,insert(t,s)) -isstp 0) = {(1,t - d,s - &) }"
"setopsisstp ((1,delete(t,s)) -issip 0) = {(1,t - §,5 - OI}"
"setopsisstp ((1,{ac: t € 8)) ‘ysstp 0) = {(1,t - d,8 - H)}"

B
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"setopsisstp ((1,VX(V#£: F V&: F')) -jsstp 0) =
((\(t,s). (1,t - rm_vars (set X) 6,s - rm_vars (set X) §)) ~ set F')" (is "?A = 7B")

{proof)

lemma setops;sstp_subst:

assumes "set (bvarsssip (snd a)) N subst_domain ¥ = {}"

shows "setopsisstp (a “isstp V) = (Ap. (fst a,snd p - ¥)) ~ setopsissip a"
(proof )

lemma setops;ss¢p_subst':

assumes "set (bvarssstp (snd a)) N subst_domain ¥ = {}"

shows "setopsisstp (@ ‘1sstp ¥) = (A(i,p). (i,p -p ¥)) ~ setopsisstp a"
(proof )

lemma setops;sst_subst:

assumes "bvars;sst S N subst_domain ¥ = {}"

shows "setopsisst (S “1sst ¥) = (Ap. (fst p,snd p -, ¥)) ~ setopsisst S"
(proof )

lemma setops;sstp_in_subst:
assumes p: "p € setopsisstp (@ ‘isstp 0)"
shows "dq € setopsisstp a. fst p = fst ¢ A snd p = snd q -, rm_vars (set (bvars,sip (snd a))) "
(is "3q € setopsisstp a. 7P q")
(proof)

lemma setops;ss¢_in_subst:
assumes "p € setopsisst (4 ‘1sst 0)"
shows "dq € setopsiss¢ A. fst p = fst ¢ A (3X C bvars;sst A. snd p = snd q -, rm_vars X §)"
(is "3q € setopsisst A. ?P A q")
(proof)

lemma setopsisst_dualisst_eq:
"setops;sst (dualissiy A) = setopsisst A"

(proof)

end

6.2 Stateful Protocol Compositionality

theory Stateful_Compositionality
imports Stateful_Typing Parallel_Compositionality Labeled_Stateful_Strands
begin

6.2.1 Small Lemmata

lemma (in typed_model) wt_subst_sstp_vars_type_subset:
fixes a::"('fun, 'var) stateful_strand_step"
assumes "wtsupst 0"
and "Vt € subst_range 6. fv t = {} V (x. t = Var x)"
shows "' ~ Var ~ fvssip (@ ‘sstp 0) C T' ° Var ~ fvesyp a" (is 74)
and "' ~ Var ~ set (bvarsssip (a 'sstp 0)) =1 ° Var ~ set (bvarsssip a)" (is 7B)
and "I" ~ Var ~ varsssip (@ -sstp 0) C I' ° Var ~ varsssp a" (is 7C)

(proof)

lemma (in typed_model) wt_subst_lsst_vars_type_subset:
fixes A::"('fun, 'var, 'a) labeled_stateful_strand"
assumes "Wtsybst 0"
and "Vt € subst_range 6. fvt = {} V (3x. t = Var x)"
shows "I' ~ Var ~ fvisst (A 155t 0) C I' ~ Var ~ fvisse A" (is 74)
and "I' ° Var ~ bvarsisst (A <sst 0) =1 ° Var ° bvars;ss¢ A" (is 7B)
and "I' ~ Var ~ varsisst (A -1ss¢ 0) C I' ~ Var ~ vars;ss¢ A" (is 7C)
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(proof)

lemma (in stateful_typed_model) fv_pair_fvpgirs_subset:
assumes "d € set D"
shows "fv (pair (snd d)) C fvpgirs (unlabel D)"

(proof)

lemma (in stateful_typed_model) labeled_sat_ineq_ lift:
assumes "[M; map (\d. VX(V#: [(pair (t,s), pair (snd d))])s:) [d<—dbproj i D. d ¢ set Dil]q Z"
(is "7R1 D")
and "V (j,p) € {(i,t,s)} U set D U set Di. V (k,q) € {(i,t,s)} U set D U set Di.
(36. Unifier § (pair p) (pair q)) — j = k" (is "?R2 D")
shows "[M; map (\d. VX(V#: [(pair (t,s), pair (snd d))])s:) [d<D. d ¢ set DiJ]q Z"
(proof)

lemma (in stateful_typed_model) labeled_sat_ineq_dbproj:
assumes "[M; map (A\d. VX(V#: [(pair (t,s), pair (snd d))])s:) [d<D. d ¢ set Dil]a Z"
(is "?P D")
shows "[M; map (\d. VX(V#: [(pair (t,s), pair (snd d))])s:+) [d<dbproj i D. d ¢ set Dil]a Z"
(is "?Q D")
(proof)

lemma (in stateful_typed_model) labeled_sat_ineq_dbproj_sem_equiv:

assumes "V (j,p) € ((A(t, s). (i, t, s)) ~ set F') U set D.

V(k,q) € ((\(t, s). (i, t, 8)) ~ set F') U set D.
(36. Unifier 6 (pair p) (pair q)) — j = k"
and "fvpeirs (map snd D) N set X = {}"
shows "[M; map (A\G. VX(V#: (F@G))s:) (trpairs F' (map snd D))]a I +—
[M; map (AG. VX{V#£: (FOG))st) (tTpairs F' (map snd (dbproj i D)))]a Z"

(proof)

lemma (in stateful_typed_model) labeled_sat_eqs_list_all:
assumes "V (j, p) € {(i,t,s)} U set D. V (k,q) € {(i,t,s)} U set D.
(6. Unifier § (pair p) (pair q)) — j = k" (is "?P D")
and "[M; map (Ad. {(ac: (pair (t,s)) = (pair (snd d)))s:) D]a Z" (is "?Q D")
shows "list_all (Ad. fst d = i) D"
(proof)

lemma (in stateful_typed_model) labeled_sat_eqs_subseqs:
assumes "Di € set (subsegs D)"
and "V (j, p) € {(i,t,s)} U set D. V(k, @) € {(i,t,s)} U set D.
(35. Unifier § (pair p) (pair q)) — j = k" (is "?P D")
and "[M; map (Ad. (ac: (pair (t,s)) = (pair (snd d)))s:) DiJa Z"
shows "Di € set (subsegs (dbproj i D))"
(proof)

lemma (in stateful_typing_result) dual;ssi_tfrgsip:
assumes "list_all tfrgs;p (unlabel S)"
shows "list_all tfrssp (unlabel (dualisse S))"

{proof)

lemma (in stateful_typed_model) setopsss:_unlabel_dualjsst_eq:
"setopsss: (unlabel (dualisst A)) = setopsss: (unlabel A)"

{proof)

6.2.2 Locale Setup and Definitions

locale labeled_stateful_typed_model =
stateful_typed_model arity public Ana I' Pair
+ labeled_typed_model arity public Ana I' label_witnessl label_witness2
for arity::"'fun = nat"
and public::"'fun = bool"
and Ana::"('fun, 'var) term = (('fun, 'var) term list X ('fun, 'var) term list)"
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and I'::"('fun, 'var) term = ('fun, 'atom::finite) term_type"
and Pair::"'fun"
and label_witness1::"'lbl"
and label_witness2::"'lbl"
begin

definition lpair where
"lpair lp = case lp of (i,p) = (i,pair p)"

lemma setops;sstp_pair_image[simp] :

"lpair ~ (setopsissip (i,send(ts))) = {}"

"lpair ° (setopsisstp (i,receive(ts))) = {}"

"lpair ° (setopsisstp (i,{ac: t = t'))) = {}"

"lpair ° (setopsisstp (i,insert(t,s))) = {(i, pair (t,s))}"

"lpair ° (setopsissip (i,delete(t,s))) = {(i, pair (t,s))}"

"lpair ° (setopsisstp (i,{ac: t € s))) = {(i, pair (t,s))}"

"lpair ° (setopsisstp (1,VX(V#: F Vé¢: F'))) = ((\(t,s). (i, pair (t,s))) ~ set F')"
(proof )

definition par_comp;ss; where
"par_comp;sst (A::('fun, 'var,'lbl) labeled_stateful_strand) (Secrets::('fun,'var) terms) =
(V11 12. 11 # 12 —
GSMP_disjoint (trmsss; (proj_unl 11 A) U pair ~ setopsss: (proj_unl 11 A))
(trmsss¢ (proj_umnl 12 A) U pair ~ setopsss: (proj_unl 12 A)) Secrets) A

(Vs € Secrets. —{} . s) A ground Secrets A
(V (i,p) € setopsisst A. ¥V (j,q) € setopsisst A.

(36. Unifier § (pair p) (pair q)) — 1i = j)"

definition declassified;ss: where
"declassified;sst A Z = {s. |J{set ts | ts. (x, receive(ts)) € set (A -5t Z)} F s}"

definition strand_leaks;ss: (<_ leaks _ under _>) where
"(A::('fun, 'var, '1bl) labeled_stateful_strand) leaks Secrets under 7T =
(3t € Secrets - declassifiedisst A Z. 3n. T =5 (proj_unl n A@[send([t])]))"

type__synonym ('a,'b,'c) labeleddbstate = "('c strand_label x (('a,'b) term x ('a,'b) term)) set"
type__synonym ('a,'b, 'c) labeleddbstatelist = "('c strand_label x (('a,'b) term x ('a,'b) term))
list"

definition typing condss: where
"typing_condsst A = wfsst A N WEtrms (trmsese A) N tfres A"

For proving the compositionality theorem for stateful constraints the idea is to first define a variant of the
reduction technique that was used to establish the stateful typing result. This variant performs database-
state projections, and it allows us to reduce the compositionality problem for stateful constraints to ordinary
constraints.

fun trpc::
"('fun, 'var, '1bl) labeled_stateful_strand = ('fun, 'var,'lbl) labeleddbstatelist
= ('fun, 'var, '1bl) labeled_strand list"
where
"trpe [1 D = [[11"
"trpe ((i,send(ts))#A) D = map ((#) (i,send(ts)s:)) (trpc A D)"
"trpe ((i,receive(ts))#A) D = map ((#) (i,receive(ts)si)) (trpe. A D)"
"trpe ((i,{ac: t = t'))#4) D = map ((#) (i,{ac: t = t')s¢)) (trp. A D)"
"trpe ((i,insert(t,s))#A) D = trp. A (List.insert (i, (t,s)) D)"
"trpe ((i,delete(t,s))#4) D = (
concat (map (ADi. map (AB. (map (Ad. (i,(check: (pair (t,s)) = (pair (snd d)))s:)) Di)e@
(map (Ad. (i,V [J{(V#: [(pair (t,s), pair (snd d))]1)s¢))
[d<dbproj i D. d ¢ set Di])@B)
(trpe A [d«D. d ¢ set Dil))
(subseqs (dbproj i D))))"
| "trpe ((i,(ac: t € s))#A) D =
concat (map (AB. map (\d. (i,{(ac: (pair (t,s)) = (pair (snd d)))s:)#B) (dbproj i D)) (trp. A D))"

~— — —— — —
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| "trpe ((i,YX(V#£: F Vé: F' ))#A) D =
map ((@) (map (AG. (i,VX(V#: (F@G))s:)) (tTrpairs F' (map snd (dbproj i D))))) (trp. A D)"

end

locale labeled_stateful_typing =
labeled_stateful_typed_model arity public Ana I' Pair label_witnessl label_witness2
+ stateful_typing_result arity public Ana I' Pair
for arity::"'fun = nat"
and public::"'fun = bool"
and Ana::"('fun, 'var) term = (('fun, 'var) term list X ('fun, 'var) term list)"
and I'::"('fun, 'var) term = ('fun, 'atom::finite) term_type"
and Pair::"'fun"
and label_witnessl::"'lbl"
and label_witness2::"'lbl"
begin

sublocale labeled_typing
(proof)

end

6.2.3 Small Lemmata

context labeled_stateful_typed_model
begin

lemma declassified;ss¢_alt_def:
"declassified;sst A T = {s. |J{set ts | ts. (x, receive(ts)) € set A} set T F s}"
(proof)

lemma declassified;ss+_prefix_subset:
assumes AB: '"prefix A B"
shows "declassified;ss; A I C declassified;ss¢ B I"

(proof)

lemma declassified;ss¢_star_receive_supset:
"{t | t ts. (x, receive(ts)) € set A A t € set ts} -se¢ Z C declassifiediss: A I"

(proof)

lemma declassified;sst_proj_eq:
"declassified;ss+ A I = declassified;ss; (proj n A) I"

{proof)

lemma par_comp;sst_nil:
assumes "ground Sec" "Vs € Sec. Vs'Esubterms s. {} k. s' V s' € Sec" "Vs € Sec. ={} k. s"
shows "par_comp;ss¢ [] Sec"

{proof)

lemma par_comp;sst_subset:
assumes A: "par_comp;ss¢ A Sec"
and BA: "set B C set A"
shows "par_comp;ss¢+ B Sec"

{proof)

lemma par_comp;ss¢_split:
assumes "par_comp;sst (A@B) Sec"
shows "par_comp;sst A Sec" "par_comp;ss¢ B Sec"

(proof)
lemma par_comp;sst_proj:

assumes "par_comp;ss¢ A Sec"
shows "par_comp;ss: (proj n A) Sec"
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(proof)

lemma par_comp;ssi_dualissy:
assumes A: "par_comp;ss¢ A S"
shows "par_comp;ss: (dual;ss¢ A) S"

(proof)

lemma par_comp;ss¢_subst:
assumes A: "par_ comp;sst A S"
and §: "Wtsyupst 0" "Wftrms (subst_range 0)" "subst_domain § N bvars;sst A = {}"
shows "par_comp;ss¢ (A 155t 9) S"

(proof)

lemma wf_pair_negchecks_map':

assumes "wfs; X (unlabel A)"

shows "wf,; X (unlabel (map (A\G. (i,VY(V#: (F@G))s:)) MOA))"
(proof )

lemma wf_pair_eqs_ineqs_map':
fixes A::"('fun, 'var, '1bl) labeled_strand"
assumes "wfs; X (unlabel A)"
"Di € set (subseqgs (dbproj i D))"
"fVpairs (unlabel D) C X"
shows "wfs; X (unlabel (
(map (M\d. (i,{check: (pair (t,s)) = (pair (snd d)))s+)) Di)e
(map (A\d. (i,V [1{V#: [(pair (t,s), pair (snd d))])s:)) [d<dbproj i D. d ¢ set Di])@A))"
(proof)

lemma trmsss:_setopsss._wt_instance_ex:
defines "M = MA. trms;ss¢ A U pair ~ setopsss: (unlabel A)"
assumes B: "Vb € set B. Ja € set A. 3. b = a ‘jsstp 0 N Wtsubst 0 A Wlirms (subst_range 6)"
shows "Vt € MB. 3s € MA. 3§. t = s - 0 N Wtsubst 0 N Wfirms (subst_range §)"

{proof)

lemma setops;ss¢_wt_instance_ex:
assumes B: "Vb € set B. Ja € set A. 3. b = a ‘jsstp 0 N Wtsubst 0 A Wlirms (subst_range §)"
shows "Vp € setopsisst B. 3q € setopsisst A. 30.
fst p = fst q A snd p = snd q -p 0 A Wtsupst 0 A Wfirms (subst_range §)"

(proof)

lemma deduct_proj_priv_term_prefix_ex_stateful:
assumes A: "ikss¢ (proj_unl 1 A) ger I F t"
and t: "—{} k. t"
shows "3B k s. (k = x V k = 1n 1) A prefix (Be[(k,receive(s))]) A A
declassified;sst ((B@[(k,receive(s))])) I = declassified;sst A I A
iksst (proj_unl 1 (B@[(k,receive(s))])) = ikss: (proj_unl 1 A)"
(proof )

lemma constr_sem_stateful_proj_priv_term_prefix_obtain:

assumes A': "prefix A' A" "constr_sem_stateful Z, (proj_unl n A'@[send([t])])"
and t: "t € Sec - declassified;sst A' Z;" "~{} k. t" "t - I, = t"

obtains B k' s where
"k! = x V k' = 1n n" "prefix B A'" "suffix [(k', receive(s))] B"
"declassified;ss: B I, = declassifiediss: A' I,;"
"ikisst (proj n B) = ikjsst (proj m A')"
"constr_sem_stateful Z, (proj_unl n B@[send([t])])"
"prefix (proj n B) (proj n A)" "suffix [(k', receive(s))] (proj n B)"
"t € Sec - declassified;ss:+ (proj n B) Z."

{proof)

lemma constr_sem_stateful_star_proj_no_leakage:
fixes Sec P 1bls k
defines "no_leakage = AA. I, B s.
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prefix B A A s € Sec - declassifiedisst B Zr AN I; |=s (unlabel B@[send([s])])"
assumes Sec: "ground Sec"
and A: "V (1,a) € set A. 1 ="
shows "no_leakage A"
(proof )

end

6.2.4 Lemmata: Properties of the Constraint Translation Function

context labeled_stateful_typed_model
begin

lemma tr_par_labeled_rcv_iff:
"B € set (trp. A D) = (i, receive(t)s;) € set B «— (i, receive(t)) € set A"
(proof )

lemma tr_par_declassified_eq:
"B € set (trp. A D) = declassified;ss+ B I = declassified;ss; A I"

(proof)

lemma tr_par_ik_eq:
assumes "B € set (trp. A D)"
shows "iks; (unlabel B) = ikgs; (unlabel A)"

(proof)

lemma tr_par_deduct_iff:
assumes "B € set (trp. A D)"
shows "iks; (unlabel B) set I F t <— ikss: (unlabel A) -se¢ I F t"

{proof)

lemma tr_par_vars_subset:
assumes "A' € set (trp. A D)"
shows "fv;s¢ A' C fvssy (unlabel A) U fvpairs (unlabel D)" (is 7P)
and "bvars;s: A' C bvarsss: (unlabel A)" (is ?Q)

{proof)

lemma tr_par_vars_disj:
assumes "A' € set (trpe A D)" "fvpairs (unlabel D) N bvarsgss: (unlabel A) = {}"
and "fvss; (unlabel A) N bvarsss: (unlabel A) = {}"
shows "fv;s; A' N bvars;se A' = {}"

(proof)

lemma tr_par_trms_subset:
assumes "A' € set (trp. A D)"
shows "trms;s; A' C trmsss: (unlabel A) U pair ° setopssst (unlabel A) U pair ~ snd

(proof)

lemma tr_par_wf_trms:
assumes "A' € set (trpc A [1)" "wfirms (trmsgsy (unlabel A))"
shows "wfirms (trms;se A')"

(proof)

lemma tr_par_wf':
assumes "fvpairs (unlabel D) N bvars,s; (unlabel A) = {}"
and "fvpgirs (unlabel D) C X"
and "wf'ssy X (unlabel A)" "fvss; (unlabel A) N bvarsss: (unlabel A) = {}"
and "A' € set (trp. A D)"
shows "wf;s¢ X A'"

(proof)

lemma tr_par_wf:
assumes "A' € set (trpc A [1)"
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and "wfss: (unlabel A)"
and "wfirms (trmsisse A)"
shows "wfis; {} A'"
and "wfirms (trms;se A')"
and "fvis¢ A' N bvars;sy A' = {}"

(proof)

lemma tr_par_proj:

assumes "B € set (trp. A D)"

shows "proj n B € set (trp. (proj n A) (proj n D))"
(proof)

lemma tr_par_preserves_par_comp:
assumes "par_comp;ss: A Sec" "A' € set (trp. A [1)"
shows "par_comp A' Sec"

(proof)

lemma tr_preserves_receives:
assumes "E € set (trp. F D)" "(1, receive(t)) € set F"
shows "(1, receive(t)s;) € set E"

(proof)

lemma tr_preserves_last_receive:
assumes "E € set (trp. F D)" "suffix [(1, receive(t)s;)] E"

6.2 Stateful Protocol Compositionality

shows "3G. suffix ((1, receive(t))#G) F A list_all (Not o is_Receive o snd) G"

(is "3G. ?P G F A 79 G")
(proof)

lemma tr_leaking_prefix_exists:

assumes "A' € set (trp. A []1)" "prefix B A'" "iks; (proj_unl n B) -se¢ T F t"
shows "4C D. prefix C B A prefix D A A C € set (trpe D []) N (iksy (proj_unl n C) -set I = t) A
(~{} ke t — (31 s G. suffix ((1, receive(s))#G) D A list_all (Not o is_Receive o

snd) G))"
(proof)

end
context labeled_stateful_typing

begin

lemma tr_par_tfrgeip:
assumes "A' € set (trp. A D)" "list_all tfrgs;p (unlabel A)"

and "fvssy (unlabel A) N bvarsss; (unlabel A) = {}" (is "?P0 A D")
and "fVpairs (unlabel D) N bvarsss: (unlabel A) = {}" (is "?P1 A D")

and "Vt € pair " setopsss+ (unlabel A) U pair ~ snd ° set D.
Vt' € pair °
(36. Unifier 6 t t') — ' t =T ¢t'" (is "?P3 A D")

shows "list_all tfrs;, (unlabel A')"

{proof)

lemma tr_par_tfr:
assumes "A' € set (trp. A [1)" and "tfrss; (unlabel A)"
and "fvss; (unlabel A) N bvarsss: (unlabel A) = {}"
shows "tfrs; (unlabel A')"

(proof)

lemma tr_par_preserves_typing_cond:

setopssst (unlabel A) U pair ~ snd ~ set D.

assumes "par_comp;ss: A Sec" "typing condss: (unlabel A)" "A' € set (trp. A [1)"

shows "typing cond (unlabel A')"
{proof)

end
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6.2.5 Theorem: Semantic Equivalence of Translation

context labeled_stateful_typed_model
begin

context
begin

An alternative version of the translation that does not perform database-state projections. It is used as an
intermediate step in the proof of semantic equivalence/correctness.

private fun tr',.::
"('fun, 'var, '1bl) labeled_stateful_strand = ('fun, 'var,'lbl) labeleddbstatelist
= ('fun, 'var, '1bl) labeled_strand list"
where
"tr'pye [1 D = [[1]"
"tr'ye ((i,send(ts))#4) D = map ((#) (i,send(ts)s:)) (tr'pc A D)"
"tr'pe ((i,receive(ts))#A) D = map ((#) (i,receive(ts)st)) (tr'pc A D)"
"tr'pe ((i,(ac: t = t'))#A) D = map ((#) (i,(ac: t = t')s¢)) (tr'pc A D)"
"tr'pe ((i,insert({t,s))#A) D = tr'y,. A (List.imsert (i,(t,s)) D)"
"tr'pe ((i,delete(t,s))#A) D = (
concat (map (ADi. map (AB. (map (Ad. (i,(check: (pair (t,s)) = (pair (snd d)))s:)) Di)e@
(map (A\d. (i,V [I{(V#: [(pair (t,s), pair (smnd d))]1)s¢))
[d«D. d ¢ set Di])@B)
(tr'pe A [d+D. d ¢ set Dil))
(subsegs D)))"
| "tr'pe ((i,{(ac: t € s))#A) D =
concat (map (AB. map (A\d. (i,(ac: (pair (t,s)) = (pair (snd d)))s:)#B) D) (tr'sc A D))"
| "tr'pe ((i,YX(V#£: F Vé: F'))#4) D =
map ((@) (map (AG. (i,VX(V#: (F@G))st)) (trpairs F' (map snd D)))) (tr'pc A D)"

—_— — — — —

Part 1

private lemma tr'_par iff_unlabel_tr:
assumes "V (i,p) € setops;sst A U set D.
YV (j,q) € setops;sst A U set D.
p=q —1i=j"
shows "(3C € set (tr'yc A D). B = unlabel C) <— B € set (tr (unlabel A) (unlabel D))"
(is "?A +— 7B")

(proof)

Part 2

private lemma tr_par_iff_tr'_par:
assumes "V (i,p) € setops;sst A U set D. V (j,q) € setopsi;sst A U set D.
(36. Unifier § (pair p) (pair q)) — i = j"
(is "?R3 A D")
and "V (1,t,s) € set D. (fv t U fv s) N bvarsss: (unlabel A) = {}" (is "7R4 A D")
and "fvss: (unlabel A) N bvarsss: (unlabel A) = {}" (is "?R5 A D")
shows "(3B € set (trpc A D). [M; unlabel B]q ) <— (3C € set (tr'yc A D). [M; unlabel Clq Z)"
(is "?P +— 7Q")
(proof)

Part 3

private lemma tr'_par_sem_equiv:

assumes "V (1,t,s) € set D. (fv t U fv s) N bvarsss: (unlabel A) = {}"

and "fvss: (unlabel A) N bvarsgs: (unlabel A) = {}" "ground M"

and "V (i,p) € setops;sst A U set D. V (j,q) € setops;sst A U set D.
(35. Unifier § (pair p) (pair q)) — i = j" (is "?R A D")

and Z: "interpretationsubst L"

shows "[M; set (unlabel D) -pset Z; unlabel A]s Z <— (IB € set (tr'pc A D). [M; unlabel B]q Z)"
(is "?P +— 7Q")

(proof)
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Part 4

lemma tr_par_sem_equiv:
assumes "V (1,t,s) € set D. (fv t U fv s) N bvarsss: (unlabel A) = {}"
and "fvss: (unlabel A) N bvarsgs: (unlabel A) = {}" "ground M"
and "V (i,p) € setops;sst A U set D. V (j,q) € setops;sst A U set D.
(36. Unifier 6 (pair p) (pair q)) — i = j"
and Z: "interpretationsupst L"
shows "[M; set (unlabel D) -pset Z; unlabel A]s Z <— (3B € set (trp. A D). [M; unlabel B]q Z)"
(is "7P <— ?Q")
(proof)

end

end

6.2.6 Theorem: The Stateful Compositionality Result, on the Constraint Level

theorem (in labeled_stateful_typed_model) par_comp_constr_stateful_typed:
assumes A: "par_comp;sst A Sec" "fvisst A N bvarsisse A = {}"
and Z: "I |=, unlabel A" "interpretationsupst Z" "Wtsubst L" "Wfitrms (subst_range )"
shows "(Vn. 7 |=5 proj_unl n A) V
(A" 1" ts. prefix A' A A suffix [(1', receive(ts))] A' A (A' leaks Sec under I))"

(proof)

theorem (in labeled_stateful_typing) par_comp_constr_stateful:
assumes A: "par_comp;sst A Sec" "typing_condss: (unlabel A)"
and Z: "I =, unlabel A" "interpretationsypst L"
shows "37.. interpretationsubst L+ N Wtsubst Lr A Wfirms (subst_range Z,) A (Z; |Es unlabel A) A
((Vn. I; =s proj_unl n A) V
(3A" 1" ts. prefix A' A A suffix [(1', receive(ts))] A' A (A' leaks Sec under
)"
(proof)

6.2.7 Theorem: The Stateful Compositionality Result, on the Protocol Level

context labeled_stateful_typing
begin

context
begin

Definitions: Labeled Protocols

We state our result on the level of protocol traces (i.e., the constraints reachable in a symbolic execution of the
actual protocol). Hence, we do not need to convert protocol strands to intruder constraints in the following
well-formedness definitions.

private definition wf;s¢s::"('fun, 'var, '1bl) labeled_strand set = bool" where

"ifists S = WA € S, wfise {F AD AN VA € S. VA" € §S. fvist AN bvars;st A' = {H"

private definition wf;s:s'::
"('fun, 'var, '1bl) labeled_strand set = ('fun, 'var,'lbl) labeled_strand = bool"
where
"wfisis' S A= WA' € S. wfsy (wfrestrictedvars;s; A) (unlabel A')) A
VA" € §S. VA'' € §. fvise A' N bvars;se A'' = {}) A
~VA' € S. fvise A' N bvars;st A = {}) A
VA" € S. fvise A N bvarsisy A' = {H)"

private definition typing cond_prot where
"typing_cond_prot P =
Wlsts P A
tfrser (J (trmsise = P)) A
Wltrms (U (trmsis¢ = P)) A
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(VA € P. list_all tfrsp (unlabel A)) A
Ana_invar_subst (|J (iks: ~ unlabel ~ P) U | (assignment_rhss; ~ unlabel ~ P))"

private definition par_comp_prot where
"par_comp_prot P Sec =
(V11 12. 11 # 12 —
GSMP_disjoint ((JA € P. trms_projist 11 A) (IUA € P. trms_projis: 12 A) Sec) A
ground Sec AN (Vs € Sec. —={} F. s) A
typing_cond_prot P"

Lemmata: Labeled Protocols

private lemma wf;s¢s_eqs_wfists': "Wlists S = wlises' S [1"
(proof) lemma par_comp_prot_impl_par_comp:
assumes "par_comp_prot P Sec" "A € P"
shows "par_comp A Sec"
(proof) lemma typing cond_prot_impl_typing cond:
assumes "typing cond_prot P" "A € P"
shows "typing cond (unlabel A)"

{proof)

Theorem: Parallel Compositionality for Labeled Protocols

private definition component_prot where
"component_prot n P = (V1 € P. Vs € set 1. has_LabelN n s V has_LabelS s)"

private definition composed_prot where
"composed_prot P; = {A. Vn. proj n A € P; n}"

private definition component_secure_prot where
"component_secure_prot n P Sec attack = (VA € P. suffix [(In n, Sendl (Fun attack []))] A —
(VI,. (interpretationsupst Lr N Wtsubst Lr N Wftrms (Subst_range Z,)) —>
- (Z, E (proj_unl n A)) A
~VA'. prefix A' A —
(Vt € Sec-declassifiedist A' Z,. ~(Z, = (proj_unl n A'@[Sendl t]))))))"

private definition component_leaks where
"component_leaks n A Sec = (3A' Z,. interpretationsubst L+ A Wtsubst Lr N Wfirms (subst_range Z.)
A
prefix A" A A (3t € Sec - declassifiedist+ A' Z,. (Z, = (proj_unl n A'@[Sendl t]))))"

private definition unsat where
"unsat A = (VZI. interpretationsusst Z — —(Z = (unlabel A)))"

private theorem par_comp_constr_prot:
assumes P: "P = composed_prot Pi" "par_comp_prot P Sec" "Vn. component_prot n (Pi n)"
and left_secure: "component_secure_prot n (Pi n) Sec attack"
shows "V A € P. suffix [(ln n, Sendl (Fun attack []))] A —
unsat AV (3m. n # m A component_leaks m A Sec)"

(proof)
Theorem: Parallel Compositionality for Stateful Protocols

private abbreviation wf;;s; where
"wEisst VA = wf'sse V (unlabel A)"

We state our result on the level of protocol traces (i.e., the constraints reachable in a symbolic execution of
the actual protocol). Hence, we do not need to convert protocol strands to intruder constraints in the following
well-formedness definitions.

private definition wf;ss¢s::"('fun, 'var, '1bl) labeled_stateful_strand set = bool" where

"wfissts S = WA € S. wfisse {F A D N VA€ S. VA' € S. fvisse A N bvars;sse A' = {})"

private definition wf;ss¢s'::
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"('fun, 'var, '1bl) labeled_stateful_strand set = ('fun, 'var,'lbl) labeled_stateful_strand =- bool"
where
"yfissts' S A= WA' € S. wf'ssy (wfrestrictedvars;ss: A) (unlabel A')) A
VA" € S. VA" € §. fvisst A' N bvarsisse A'' = {H A
VA" € §. fvisst A' N bvarsisst A = {}) A
VA" € §. fvisst A N bvars;sse A' = {H)"

private definition typing cond_prot_stateful where
"typing_cond_prot_stateful P =
Wflssts P A
tfrser (J (trmsisse ~ P) U pair ° | (setopsss:
WEirms (U (trmsisse = PI) A
(VS € P. list_all tfrgsip (unlabel S))"

unlabel ~ P)) A

private definition par_ comp_prot_stateful where
"par_comp_prot_stateful P Sec =
(V11 12. 11 # 12 —»
GSMP_disjoint ((JA € P. trmsss¢ (proj_unl 11 A) U pair " setopsss: (proj_unl 11 A))
(UA € P. trmsss: (proj_unl 12 A) U pair ° setopsss:t (proj_unl 12 A)) Sec) A
ground Sec A (Vs € Sec. —={} k. s) A
VW (i,p) € UA € P. setopsisst A. V(j,q@) € UA € P. setopsisst A.
(36. Unifier & (pair p) (pair @)) — i = j) A
typing_cond_prot_stateful P"

private definition component_secure_prot_stateful where
"component_secure_prot_stateful n P Sec attack =
(VA € P. suffix [(ln n, Send [Fun attack []1)] A —
(VI,. (interpretationsubst L+ A Wtsubst L+ N Wfirms (subst_range Z,)) —
- (Z; Es (proj_unl n A)) A
~VA'. prefix A' A —
(Vt € Sec-declassifiedisst A' Z,. = (Z; =s (proj_unl n A'@[Send [t]]))))))"

private definition component_leaks_stateful where
"component_leaks_stateful n A Sec =
(3A'" Z,. interpretationsubst Zr N Wtsubst Lr N Wfirms (subst_range Z,) A prefix A' A A
(3t € Sec - declassified;sst A' Zr. (Zr |E=s (proj_unl n A'@[Send [t]1))))"

private definition unsat_stateful where
"unsat_stateful A = (VI. interpretationsupst Z — —(Z |=s unlabel A))"

private lemma wf;ssts_eqs_wlissts '@ "Wlissts S = Wfissts' S [1"
(proof) lemma par_comp_prot_impl_par_comp_stateful:
assumes "par_comp_prot_stateful P Sec" "A € P"
shows "par_comp;ss¢ A Sec"
(proof) lemma typing cond_prot_impl_typing_ cond_stateful:
assumes "typing cond_prot_stateful P" "A € P"
shows "typing_condss: (unlabel A)"
(proof) theorem par_comp_constr_prot_stateful:
assumes P: "P = composed_prot Pi" "par_comp_prot_stateful P Sec" "Vn. component_prot n (Pi n)"
and left_secure: "component_secure_prot_stateful n (Pi n) Sec attack"
shows "V A € P. suffix [(ln n, Send [Fun attack []])] A —
unsat_stateful A V (dm. n # m A component_leaks_stateful m A Sec)"

(proof)

end

end

6.2.8 Automated Compositionality Conditions

definition comp_GSMP_disjoint where
"comp_GSMP_disjoint public arity Ana I' A' B' A B C =
let B6 = B -s¢¢ var_rename (max_var_set (fvse: A))
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in has_all_wt_instances_of I' A' A A
has_all_wt_instances_of I' B' B A
finite_SMP_representation arity Ana I' A A
finite_SMP_representation arity Ana I' B§ A
WVt € A. VseB. T t =1 s A mguts # None —
(intruder_synth' public arity {} t) V (Ju € C. is_wt_instance_of_cond I' t u))"

definition comp_par_comp'iss+ where
"comp_par_comp';ss¢ public arity Ana I' pair fun A M C =
Wlirms ' arity C A
(VY (i,p) € setopsisst A. VY (j,q) € setopsisst A. if i = j then True else
(let s = pair' pair_fun p; t = pair' pair_fun q
in mgu s (t - var_rename (max_var s)) = None))"

definition comp_par_ comp;ss: where

"comp_par_comp;ss: public arity Ana I' pair_fun A M C =

let L = remdups (map (the_LabelN o fst) (filter (Not o has_LabelS) A));
MPO = AB. trmssst B U (pair' pair_fun) °~ setopssst B;
pr = Al. MPO (proj_unl 1 A)

in length L > 1 A
comp_par_comp';ss¢ public arity Ana I' pair_fun A M C A
Wlirms ' arity (MPO (unlabel A)) A
(Vi € set L. Vj € set L. if i = j then True else

comp_GSMP_disjoint public arity Ana I' (pr i) (pr j) (M i) (M j) C)"

lemma comp_par_comp;sstI:
fixes pair_fun A MPO pr
defines "MPO = AB. trmsss+ B U (pair' pair_fun) ~ setopssst B"
and "pr = A1. MPO (proj_unl 1 A)"
assumes L_def: "L = remdups (map (the_LabelN o fst) (filter (Not o has_LabelS) A))"
and L_gt: "length L > 1"
and cpc': "comp_par_comp'isst public arity Ana I' pair_fun A M C"
and MPO_wf: "wfirms' arity (MPO (unlabel A))"
and GSMP_disj: "Vi € set L. Vj € set L. if i = j then True else
comp_GSMP_disjoint public arity Ana I' (pr i) (pr j) (M i) (M j) C"
shows "comp_par_comp;ss¢ public arity Ana I' pair_fun A M C"
(proof)

lemma comp_par_comp;ss:I':
fixes pair_fun A MPO pr Ms
defines "MPO = AB. trmsss+ B U (pair' pair_fun) ~ setopssst B"
and "pr = A1. MPO (proj_unl 1 A)"
and "M = Al. case find ((=) 1 o fst) Ms of Some M = set (snd M) | None = {}"
assumes L_def: "map fst Ms = remdups (map (the_LabelN o fst) (filter (Not o has_LabelS) A))"
and L_gt: "length (map fst Ms) > 1"
and cpc': "comp_par_comp';ss¢ public arity Ana I' pair fun A M C"
and MPO_wf: "wfirms' arity (MPO (unlabel A))"
and GSMP_disj: "Vi € set (map fst Ms). Vj € set (map fst Ms). if i = j then True else
comp_GSMP_disjoint public arity Ana I' (pr i) (pr j) (M i) (M j) C"
shows "comp_par_comp;ss¢ public arity Ana I' pair_fun A M C"

(proof)

locale labeled_stateful_typed_model' =
labeled_typed_model' arity public Ana I' label_witnessl label_witness2
+ stateful_typed_model' arity public Ana I' Pair
for arity::"'fun = nat"
and public::"'fun = bool"
and Ana::"('fun, (('fun, 'atom::finite) term_type X nat)) term
= (('fun, (('fun, 'atom) term_type X nat)) term list
X ('fun, (('fun, 'atom) term_type X nat)) term list)"
and I'::"('fun, (('fun, 'atom) term_type X nat)) term = ('fun, 'atom) term_type"
and Pair::"'fun"
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and label_witness1::"'lbl"
and label_witness2::"'lbl"
begin

sublocale labeled_stateful_typed_model

(proof)

lemma GSMP_disjoint_if_comp_GSMP_disjoint:
defines "f = MM. {t -0 | t 0. t € M A wtsubst 0 A WEirms (sSubst_range §) A fv (t - ) = {}}"
assumes AB'_wf: "wfirms' arity A'" "wfirms' arity B'"
and C_wf: "wfipms' arity C"
and AB'_disj: "comp_GSMP_disjoint public arity Ana I' A' B' A B C"
shows "GSMP_disjoint A' B' (f C - {m. {} Fc m})"
(proof)

lemma par_comp;ss¢_1if_comp_par_compisst :
defines "f = AM. {t - 0 | t 6. t € M A Wtsubst 0 A Wltrms (subst_range 6) A fv (t - ) = {}}"
assumes A: "comp_par_comp;ss¢ public arity Ana I' Pair A M C"
shows "par_comp;ss¢ A (f C - {m. {} Fc m})"

(proof)

end

locale labeled_stateful_typing' =

labeled_stateful_typed_model' arity public Ana I' Pair label_witnessl label_witness2
+ stateful_typing_result' arity public Ana I' Pair

for arity::"'fun = nat"

and public::"'fun = bool"

and Ana::"('fun, (('fun, 'atom::finite) term_type X nat)) term

= (('fun, (('fun, 'atom) term_type X nat)) term list
X ('fun, (('fun, 'atom) term_type X nat)) term list)"

and T'::"('fun, (('fun, 'atom) term_type X nat)) term = ('fun,'atom) term_type"

and Pair::"'fun"

and label_witness1::"'lbl"

and label_witness2::"'lbl"
begin

sublocale labeled_stateful_typing
(proof)

lemma par_comp;ss:_if_comp_par_compisst ' :
defines "f = AM. {t - d | t §. t € M A Wtsubst 0 N Wlirms (subst_range 6) A fv (t - §) = {}}"
assumes a: "comp_par_comp;ss+ public arity Ana I' Pair A M C"
and B: "Vb € set B. da € set A. 0. b = a “jsstp 0 N Wtsubst 0 N Wltrms (Subst_range 6)"
(is Vb € set B. Ja € set A. 3§. b = a ‘jsstp 6 AN 7D ")
shows "par_comp;ss¢+ B (f C - {m. {} F. m})"
(proof)

end

end
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7 Examples

In this chapter, we present two examples illustrating our results: In we show that the TLS example
from [2] is type-flaw resistant. In we show that the keyserver examples from [3] [4] are also type-flaw
resistant and that the steps of the composed keyserver protocol from [4] satisfy our conditions for protocol
composition.

7.1 Proving Type-Flaw Resistance of the TLS Handshake Protocol

theory Example_TLS
imports "../Typed_Model"
begin

declare [[code_timing]]

7.1.1 TLS example: Datatypes and functions setup

datatype ex_atom = PrivKey | SymKey | PubConst | Agent | Nonce | Bot

datatype ex_fun =

clientHello | clientKeyExchange | clientFinished
serverHello | serverCert | serverHelloDone

finished | changeCipher | x509 | prfun | master | pmsForm
sign | hash | crypt | pub | concat | privkey nat
pubconst ex_atom nat

—_—— — —

type__synonym ex_type = "(ex_fun, ex_atom) term_type"
type__synonym ex_var = "ex_type X nat"

instance ex_atom::finite

(proof)
type__synonym ex_term = "(ex_fun, ex_var) term"
type__synonym ex_terms = "(ex_fun, ex_var) terms"

primrec arity::"ex_fun = nat" where
"arity changeCipher = 0"
"arity clientFinished = 4"
"arity clientHello = 5"
"arity clientKeyExchange = 1"
"arity concat = 5"

"arity crypt = 2"

"arity finished = 1"

"arity hash = 1"

"arity master = 3"

"arity pmsForm = 1"

"arity prfun = 1"

"arity (privkey _) = 0"
"arity pub = 1"

"arity (pubconst _ _) = 0"
"arity serverCert = 1"

"arity serverHello = 5"
"arity serverHelloDone = 0"
"arity sign = 2"

"arity x509 = 2"

—_— e — — — —
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fun public::"ex_fun = bool" where
"public (privkey _) = False"
| "public _ = True"

fun Anac,yp¢::"ex_term list = (ex_term list X ex_term list)" where
"Anacrypt [Fun pub [k],m] = ([k], [m])"

| "Anacrype _ = (L1, [I)"

fun Anagign::"ex_term list = (ex_term list X ex_term list)" where
"Anasign [k,m] = ([1, [m])"

/ "Anasign _ = ([], [J)”

fun Ana::"ex_term = (ex_term list X ex_term list)" where

"Ana (Fun crypt T) = Anacryp: T"

"Ana (Fun finished T) = ([], T)"

"Ana (Fun master T) = ([], T)"

"Ana (Fun pmsForm T) = ([], T)"

"Ana (Fun serverCert T) = ([], T)"

"Ana (Fun serverHello T) = ([], T)"

"Ana (Fun sign T) = Anagign T"

"Ana (Fun x509 T) = ([], T)"

"Ana _ = ([], [1D"

—_——— — — — - —

7.1.2 TLS example: Locale interpretation

lemma assmi:
"Ana t = (K,M) —> fvse: (set K) C fv t"
"Ana t = (K,M) =— (Ag S'. Fun g S' C t —> length S' = arity g)
= k € set K = Fun f T' L k = length T' = arity f"
"Ana t = (K,M) = K # [] VM # [] = Ana (t - §) = (K ‘1ist 0, M 55t 6)"
{proof)

lemma assm2: "Ana (Fun f T) = (K, M) — set M C set T"

(proof)
lemma assm6: "0 < arity £ = public £" (proof)

global__interpretation im: intruder_model arity public Ana

defines wfirm = "im.wfirm"
and Wft'rms = "im.Wft»,«ms"
(proof )

7.1.3 TLS Example: Typing function

definition T’y ::"ex_var = ex_type" where
"'y v = (if (Vt € subterms (fst v). case t of
(TComp f T) = arity f > O A arity f = length T
| _ = True)
then fst v else TAtom Bot)"

fun I'::"ex_term = ex_type" where

"T" (Var v) =T, v"

"T" (Fun (privkey _) _) = TAtom PrivKey"

"I" (Fun changeCipher _) = TAtom PubConst"
"' (Fun serverHelloDone _) = TAtom PubConst"
"' (Fun (pubconst 7 _) _) = TAtom 7"

"' (Fun £ T) = TComp f (map I' T)"

—_— — — — —

7.1.4 TLS Example: Locale interpretation (typed model)

lemma assm7: "arity ¢ = 0 => Jda. VX. I' (Fun ¢ X) = TAtom a" (proof)

lemma assm8: "0 < arity £f = ' (Fun f X) = TComp f (map I' X)" (proof)
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lemma assm9: "infinite {c. I' (Fun ¢ []) = TAtom a A public c}"

{proof)

lemma assmi10:
assumes "TComp f T C I' (Var x)"
shows "arity f > 0"

(proof)

lemma assmil: "im.wfip, (T (Var x))"

(proof)

lemma assmi2: "I' (Var (r, n)) =T (Var (1, m))"

{proof)

lemma Ana_const: "arity ¢ = 0 = Ana (Fun ¢ T) = ([1,[])"

(proof)

lemma Ana_keys_subterm: "Ana t = (K,T) —> k € set K =— k C t"

(proof)

global__interpretation tm: typed_model' arity public Ana I'
(proof)

7.1.5 TLS example: Proving type-flaw resistance

abbreviation I',_clientHello where
"T",_clientHello =
TComp clientHello [TAtom Nonce, TAtom Nonce, TAtom Nonce, TAtom Nonce, TAtom Noncel"

abbreviation I',_serverHello where
"T",_serverHello =
TComp serverHello [TAtom Nonce, TAtom Nonce, TAtom Nonce, TAtom Nonce, TAtom Nonce]"

abbreviation I',_pub where
""y_pub = TComp pub [TAtom PrivKey]"

abbreviation I',_x509 where
"T",_x509 = TComp x509 [TAtom Agent, I',_pub]"

abbreviation I',_sign where
"['y_sign = TComp sign [TAtom PrivKey, I',_x509]"

abbreviation I',_serverCert where

"I, _serverCert = TComp serverCert [I',_sign]"

abbreviation I',_pmsForm where
"I"y_pmsForm = TComp pmsForm [TAtom SymKey]"

abbreviation I',_crypt where

"T'y_crypt = TComp crypt [I',_pub, I',_pmsForm]"

abbreviation I',_clientKeyExchange where
"T"y_clientKeyExchange =
TComp clientKeyExchange [I',_crypt]"

abbreviation I',_HSMsgs where
""y_HSMsgs = TComp concat [
I'y,_clientHello,
I',_serverHello,
I',_serverCert,
TAtom PubConst,
I'y_clientKeyExchange]"
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abbreviation "T; n
abbreviation "Ts n
abbreviation "Rs n
abbreviation "R n

Var (TAtom Nonce,n)"
Var (TAtom Nonce,n)"
Var (TAtom Nonce,n)"
Var (TAtom Nonce,n)"

abbreviation "S n = Var (TAtom Nonce,n)"
abbreviation "Cipher n = Var (TAtom Nonce,n)"
abbreviation "Comp n = Var (TAtom Nonce,n)"

abbreviation "B n = Var (TAtom Agent,n)"

abbreviation "Pr., n = Var (TAtom PrivKey,n)"
abbreviation "PMS n = Var (TAtom SymKey,n)"
abbreviation "Pp n = Var (TComp pub [TAtom PrivKey],n)"
abbreviation "HSMsgs n = Var (I',_HSMsgs,n)"

Defining the over-approximation set

abbreviation clientHello:,,, where
"clientHellotyy = Fun clientHello [T{ O, Ra 1, S 2, Cipher 3, Comp 4]"

abbreviation serverHello:,,, where
"serverHelloi,,, = Fun serverHello [T» O, Rp 1, S 2, Cipher 3, Comp 4]"

abbreviation serverCert;,,, where
"serverCertir,m = Fun serverCert [Fun sign [Pr., O, Fun x509 [B 1, Pp 2]]1]1"

abbreviation serverHelloDone:,,, where
"serverHelloDone;,,, = Fun serverHelloDone []"

abbreviation clientKeyExchangei,,, where
"clientKeyExchange;,, = Fun clientKeyExchange [Fun crypt [Pp 0, Fun pmsForm [PMS 1]]]"

abbreviation changeCipheri,,, where
"changeCipheri,m,» = Fun changeCipher []"

abbreviation finished:,,, where
"finished;,, = Fun finished [Fun prfun [
Fun clientFinished [
Fun prfun [Fun master [PMS O, Ra 1, Rp 2]],
Ra 3, Rp 4, Fun hash [HSMsgs 5]
]
11"

definition Mrpgs::"ex_term list" where
"Mrrs = [
clientHellotrm ,
serverHelloirm ,
serverCertirm ,
serverHelloDoneirm ,
clientKeyExchangei,m ,
changeCipherirm,
finishedi,m

7.1.6 Theorem: The TLS handshake protocol is type-flaw resistant

theorem "tm.tfrse: (set Mrrps)"

(proof)

end
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7.2 The Keyserver Example

theory Example_Keyserver
imports "../Stateful_Compositionality"
begin

declare [[code_timing]]

7.2.1 Setup

Datatypes and functions setup

datatype ex_1bl = Labell (<1>) | Label2 (<2>)

datatype ex_atom =
Agent | Value | Attack | PrivFunSec
| Bot

datatype ex_fun =

ring | valid | revoked | events | beginauth nat | endauth nat | pubkeys | seen
invkey | tuple | tuple' | attack nat

sign | crypt | update | pw

encodingsecret | pubkey nat

pubconst ex_atom nat

_—— — —

type__synonym ex_type = "(ex_fun, ex_atom) term_type"
type__synonym ex_var = "ex_type X nat"

lemma ex_atom_UNIV:
"(UNIV::ex_atom set) = {Agent, Value, Attack, PrivFunSec, Bot}"
(proof )

instance ex_atom::finite
(proof)

lemma ex_1bl_UNIV:
"(UNIV::ex_1bl set) = {Labell, Label2}"

(proof)
type__synonym ex_term = "(ex_fun, ex_var) term"
type__synonym ex_terms = "(ex_fun, ex_var) terms"

primrec arity::"ex_fun = nat" where
"arity ring = 2"
"arity valid = 3"
"arity revoked = 3"
"arity events = 1"
"arity (beginauth _)
"arity (endauth _) =
"arity pubkeys = 2"
"arity seen = 2"
"arity invkey = 2"
"arity tuple = 2"
"arity tuple' = 2"
"arity (attack _) = 0"
"arity sign = 2"

"arity crypt = 2"

"arity update = 4"

"arity pw = 2"

"arity (pubkey _) = 0"
"arity encodingsecret = 0"
"arity (pubconst _ _) = 0"

= 3"
3"

—_— e — o — — — — — — — — — — — — —

fun public::"ex_fun = bool" where
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"public (pubkey _) = False"
| "public encodingsecret = False"
| "public _ = True"

fun Anac,yp¢::"ex_term list = (ex_term list X ex_term list)" where
"Anacrypt [k,m] = ([Fun invkey [Fun encodingsecret [], k1], [m])"

| "Anacrype _ = (L1, [I)"

fun Anagign::"ex_term list = (ex_term list X ex_term list)" where
"Anasign [k,m] = ([1, [m])"

/ "Anasign _ = ([], [J)”

fun Ana::"ex_term = (ex_term list X ex_term list)" where

"Ana (Fun tuple T) = ([], T)"

"Ana (Fun tuple' T) = ([], T)"

"Ana (Fun sign T) = Anagign T"

"Ana (Fun crypt T) = Anacryp: T"

"Ana _ = ([]1, [1)"

—_—— — —

Keyserver example: Locale interpretation

lemma assmi:
"Ana t = (K,M) = fvse: (set K) C fv t"
"Ana t = (K,M) — (A\g S'. Fun g S' C t —> length S' = arity g)
—> k € set K = Fun f T' L k = length T' = arity f"
"Ana t = (K,M) = K # [I VM # [] = Ana (t - §) = (K -1ist 6, M 15t 6"

(proof)

lemma assm2: "Ana (Fun f T) = (K, M) — set M C set T"
(proof )

lemma assm6: "0 < arity £ = public £" (proof)

global__interpretation im: intruder_model arity public Ana

defines wfirm = "im.wfirm"
(proof)
type__synonym ex_strand_step = "(ex_fun,ex_var) strand_step"
type_synonym ex_strand = "(ex_fun,ex_var) strand"

Typing function

definition T',::"ex_var = ex_type" where
"y v = (if (Vt € subterms (fst v). case t of
(TComp f T) = arity £ > O A arity f = length T
| _ = True)
then fst v else TAtom Bot)"

fun T'::"ex_term = ex_type" where

"' (Var v) =T, v"

"' (Fun (attack _) _) TAtom Attack"

"' (Fun (pubkey _) _) = TAtom Value"

"' (Fun encodingsecret _) = TAtom PrivFunSec"
"' (Fun (pubconst 7 _) _) = TAtom 7"

"' (Fun £ T) = TComp £ (map I' T)"

~— — —— — —

Locale interpretation: typed model

lemma assm7: "arity ¢ = 0 => Jda. VX. I' (Fun ¢ X) = TAtom a" (proof)
lemma assm8: "0 < arity £f = ' (Fun f X) = TComp f (map I' X)" (proof)

lemma assm9: "infinite {c. I' (Fun ¢ []) = TAtom a A public c}"

(proof)
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lemma assmi0: "TComp f T C I' t = arity f > 0"

{proof)

lemma assmi1: "im.wfirm (O (Var x))"

(proof)

lemma assmi2: "I' (Var (r, n)) =T (Var (7, m))"

{proof)

lemma Ana_const: "arity ¢ = 0 = Ana (Fun ¢ T) = ([], [1)"

(proof)

lemma Ana_subst': "Ana (Fun f T) = (K,M) —> Ana (Fun £ T - 0) = (K -1ist 0,M 155t 0)"
(proof )

global__interpretation tm: typing result arity public Ana T’
{proof)

Locale interpretation: labeled stateful typed model

global__interpretation stm: labeled_stateful_typing' arity public Ana I' tuple 1 2
(proof)

type__synonym ex_stateful_strand_step = "(ex_fun,ex_var) stateful_strand_step"
type__synonym ex_stateful_ strand = "(ex_fun,ex_var) stateful_strand"

type__synonym ex_labeled_stateful_strand_step =
"(ex_fun,ex_var,ex_1bl) labeled_stateful_strand_step"

type__synonym ex_labeled_stateful_strand =
"(ex_fun,ex_var,ex_lbl) labeled_stateful_strand"

7.2.2 Theorem: Type-flaw resistance of the keyserver example from the CSF18 paper

abbreviation "PK n = Var (TAtom Value,n)"
abbreviation "A n = Var (TAtom Agent,n)"
abbreviation "X n = (TAtom Agent,n)"

abbreviation "ringset t = Fun ring [Fun encodingsecret [], t]"
abbreviation "validset t t' = Fun valid [Fun encodingsecret [], t, t']"
abbreviation "revokedset t t' = Fun revoked [Fun encodingsecret [], t, t']"

abbreviation "eventsset = Fun events [Fun encodingsecret []]"

abbreviation Sis::"(ex_fun,ex_var) stateful_strand_step list" where
"Sks = [

insert(Fun (attack 0) [], eventsset),

delete(PK 0, validset (A 0) (A 0)),

V (TAtom Agent,0)(PK O not in revokedset (A 0) (A 0)),

V (TAtom Agent,0)(PK O not in validset (4 0) (4 0)),

insert(PK 0, validset (A 0) (A 0)),

insert(PK 0, ringset (4 0)),

insert(PK 0, revokedset (4 0) (4 0)),

select(PK 0, validset (A 0) (A 0)),

select(PK 0, ringset (A 0)),

receive([Fun invkey [Fun encodingsecret [], PK 0]]),

receive([Fun sign [Fun invkey [Fun encodingsecret [], PK 0], Fun tuple' [A O, PK 0]1]),

send([Fun invkey [Fun encodingsecret [], PK 0]]),

send([Fun sign [Fun invkey [Fun encodingsecret [], PK 0], Fun tuple' [A 0, PK 0]1])
]u

theorem "stm.tfrgss¢ Sks"
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(proof)

7.2.3 Theorem: Type-flaw resistance of the keyserver examples from the ESORICS18
paper

abbreviation "signmsg t t' = Fun sign [t, t']"

abbreviation "cryptmsg t t' = Fun crypt [t, t']"

abbreviation "invkeymsg t = Fun invkey [Fun encodingsecret [], t]"
abbreviation "updatemsg a b ¢ d = Fun update [a,b,c,d]"

abbreviation "pwmsg t t' = Fun pw [t, t']"
abbreviation "beginauthset n t t' = Fun (beginauth n) [Fun encodingsecret [], t, t']"
abbreviation "endauthset n t t' = Fun (endauth n) [Fun encodingsecret [], t, t']"

abbreviation "pubkeysset t = Fun pubkeys [Fun encodingsecret [], t]"
abbreviation "seenset t = Fun seen [Fun encodingsecret [], t]"

declare [[coercion "Var::ex_var = ex_term"]]
declare [[coercion_enabled]]

definition S'ys::"ex_labeled_stateful_strand_step list" where
n s ' ks = [
LA BN I /Lo /e S LA/ /o AN By Y A8/ B/ a6/ gty

IR

(1, send([invkeymsg (PK 0)1)),

(x, {(PK 0 in validset (A 0) (A 1))),
(1, receive([Fun (attack 0) [1])),

AL/ B2/

(1, send([signmsg (invkeymsg (PK 0)) (Fun tuple' [A 0, PK 01)1)),
(x, (PK 0 in validset (A 0) (4 1))),

(x, YX 0, X 1{PK 0 not in validset (Var (X 0)) (Var (X 1)))),

(1, VX 0, X 1{(PK 0 not in revokedset (Var (X 0)) (Var (X 1)))),
(%, (PK 0 not in beginauthset 0 (A4 0) (A 1))),

IR RT3/
(%, (PK 0 in beginauthset 0 (A 0) (4 1))),
(%, (PK 0 in endauthset 0 (A 0) (4 1))),

AR BT
(%, receive([PK 01)),
(%, receive([invkeymsg (PK 0)])),

IR B8/

(1, insert(PK 0, ringset (4 0))),

(%, insert(PK 0, validset (A 0) (4 1))),

(%, insert(PK 0, beginauthset 0 (4 0) (4 1))),
(%, insert(PK 0, endauthset 0 (4 0) (A 1))),

IR RT3/
(1, select(PK 0, ringset (4 0))),
(1, delete(PK 0, ringset (A 0))),

IR BTTTY
(%, (PK 0 not in endauthset 0 (4 0) (4 1))),

(%, delete(PK 0, validset (A 0) (4 1))),
(1, insert(PK 0, revokedset (A 0) (A 1))),

IR RT3/
BHMAMEG / 1eh

R BT/
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(1, send([PK 01)),

Y IITL a1 S
(1, send([Fun (attack 0) [11)),

LIS BN RS /o /e /5o /sl NI i) e e 1 b )
IR R772/1Y
(2, send([invkeymsg (PK 0)1)),
(x, (PK 0 in validset (A 0) (4 1))},
(2, receive([Fun (attack 1) [1])),

MR R772//2

(2, send([cryptmsg (PK 0) (updatemsg (A 0) (A 1) (PK 1) (pwmsg (A 0) (A 1)))1)),
(2, select(PK 0, pubkeysset (4 0))),

(2, VX 0(PK 0 not in pubkeysset (Var (X 0)))),

(2, VX 0(PK 0 not in seemset (Var (X 0)))),

IR B713/2
(*, (PK 0 in beginauthset 1 (A 0) (4 1))),
(%, (PK 0 in endauthset 1 (A 0) (A4 1))),

AR BT 1/2
(%, receive([PK 01)),
(%, receive([invkeymsg (PK 0)1)),

IR 17312

(2, select(PK 0, pubkeysset (A 0))),

(%, insert(PK O, beginauthset 1 (A 0) (A 1))),

(2, receive([cryptmsg (PK 0) (updatemsg (A 0) (A 1) (PK 1) (pwmsg (A 0) (4 1)))1)),

IR BT 18112

(%, (PK 0 not in endauthset 1 (A 0) (4 1))),
(%, insert(PK 0, validset (A 0) (4 1))),

(%, insert(PK 0, endauthset 1 (4 0) (A 1))),
(2, insert(PK 0, seemset (4 0))),

AR BITLZ
(2, receive([pwmsg (A 0) (A 1)]1)),

IR RT3/
B 1

AR/ BT 19/
(2, insert(PK 0, pubkeysset (A 0))),

AR BT 702
(2, send([Fun (attack 1) []1]))

]u

theorem "stm.tfrss; (unlabel S'ps)"
(proof )

7.2.4 Theorem: The steps of the keyserver protocols from the ESORICS18 paper satisfy
the conditions for parallel composition

theorem
fixes S f
defines "S = [PK 0, invkeymsg (PK 0), Fun encodingsecret []]@concat (
map (As. [s, Fun tuple [PK 0, s]])
[validset (A 0) (A 1), beginauthset 0 (A 0) (A 1), endauthset 0 (A 0) (4 1),
beginauthset 1 (A 0) (A 1), endauthset 1 (A 0) (A 1)])e@
[A o]"
and "f = AM. {t -6 | td. t € M N\ tm.Wtsupst 0 A im.wfirms (subst_range §) A fv (t - 0) = {}}"
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and "Sec = (f (set S)) - {m. im.intruder_synth {} m}"
shows "stm.par_comp;sst S'is Sec"

{proof)

end

178



Bibliography

1]

2]

A. V. Hess. Typing and Compositionality for Stateful Security Protocols. PhD thesis, 2019. URL https://orbit.
dtu.dk/en/publications/typing-and-compositionality-for-stateful-security-protocols.

A. V. Hess and S. Médersheim. Formalizing and Proving a Typing Result for Security Protocols in Isabelle/HOL. In
30th IEEE Computer Security Foundations Symposium, CSF 2017, Santa Barbara, CA, USA, August 21-25, 2017,
pages 451-463. IEEE Computer Society, 2017. doi: 10.1109/CSF.2017.27.

A. V. Hess and S. Médersheim. A Typing Result for Stateful Protocols. In 31st IEEE Computer Security Foundations
Symposium, CSF 2018, Oxford, United Kingdom, July 9-12, 2018, pages 374-388. IEEE Computer Society, 2018. doi:
10.1109/CSF.2018.00034.

A. V. Hess, S. Modersheim, and A. D. Brucker. Stateful Protocol Composition. In J. Lopez, J. Zhou, and M. Soriano,
editors, Computer Security - 23rd European Symposium on Research in Computer Security, ESORICS 2018, Barcelona,
Spain, September 3-7, 2018, Proceedings, Part I, volume 11098 of Lecture Notes in Computer Science, pages 427—446.
Springer, 2018. doi: 10.1007/978-3-319-99073-6_ 21.

A. V. Hess, S. A. Modersheim, and A. D. Brucker. Stateful protocol composition in isabelle/hol. ACM
Transactions on Privacy and Security, 2023. URL https://wuw.brucker.ch/bibliography/abstract/hess.
ea-stateful-protocol-composition-2023.

179


https://orbit.dtu.dk/en/publications/typing-and-compositionality-for-stateful-security-protocols
https://orbit.dtu.dk/en/publications/typing-and-compositionality-for-stateful-security-protocols
https://www.brucker.ch/bibliography/abstract/hess.ea-stateful-protocol-composition-2023
https://www.brucker.ch/bibliography/abstract/hess.ea-stateful-protocol-composition-2023

	Introduction
	Preliminaries and Intruder Model
	Miscellaneous Lemmata
	Protocol Messages as (First-Order) Terms
	Definitions and Properties Related to Substitutions and Unification
	Dolev-Yao Intruder Model

	The Typing Result for Non-Stateful Protocols
	Strands and Symbolic Intruder Constraints
	The Lazy Intruder
	The Typed Model
	The Typing Result

	The Typing Result for Stateful Protocols
	Stateful Strands
	Extending the Typing Result to Stateful Constraints

	The Parallel Composition Result for Non-Stateful Protocols
	Labeled Strands
	Parallel Compositionality of Security Protocols

	The Stateful Protocol Composition Result
	Labeled Stateful Strands
	Stateful Protocol Compositionality

	Examples
	Proving Type-Flaw Resistance of the TLS Handshake Protocol
	The Keyserver Example


