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Abstract

This entry formalizes the notion of relative security, which can be
used to model transient execution vulnerabilities in the style of Spectre
and Meltdown. The notion was introduced in the CSF 2023 paper “Rel-
ative Security: Formally Modeling and (Dis)Proving Resilience Against
Semantic Optimization Vulnerabilities” by Brijesh Dongol, Matt Grif-
fin, Andrei Popescu and Jamie Wright [1].

It defines two versions of relative security: a finitary one (restricted
to finite traces), and an infinitary one (working with both finite and
infinite traces). It formalizes unwinding methods for verifying relative
security in both the finitary and infinitary versions, and proves their
soundness. The proof of soudness in the infinitary case is a substantial
application of Isabelle’s corecursion and coinduction infrastructure.
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1 Finitary Relative Security

This theory formalizes the finitary version of relative security, more precisely
the notion expressed in terms of finite traces.

theory Relative-Security-fin
imports Preliminaries/ Transition-System
begin

declare Let-def|[simp]

no-notation relcomp (infixr O 75)
no-notation relcompp (infixr OO0 75)

1.1 Finite-trace versions of leakage models and attacker mod-
els

locale Leakage-Mod-fin = System-Mod istate validTrans final

for istate :: 'state = bool and wvalidTrans :: 'state x ’state = bool and final :
'state = bool

+

fixes leakVia :: 'state list = ’'state list = 'leak = bool

locale Attacker-Mod-fin = System-Mod istate validTrans final

for istate :: 'state = bool and walidTrans :: 'state x 'state = bool and final :
'state = bool

+

fixes S :: 'state list = 'secret list

and A :: 'state trace = 'act list

and O :: 'state trace = 'obs list

begin

fun leakVia :: 'state list = ’'state list = 'secret list x 'secret list = bool
where
leakVia tr tr' (sl,sl) = (Str=slANStr'=sl/ANAtr=Aw' A Otr+# Oir')

lemmas leakVia-def = leakVia.simps

end



sublocale Attacker-Mod-fin < Leakage-Mod-fin
where leakVia = leakVia

(proof)

1.2 Locales for increasingly concrete notions of finitary rel-
ative security

locale Relative-Security’-fin =
Van: Leakage-Mod-fin istateV validTransV finalV leakViaV
Jr
Opt: Leakage-Mod-fin istateO valid TransO finalO leakViaO
for validTransV :: 'stateV x 'stateV = bool
and istateV :: 'stateV = bool and finalV :: 'stateV = bool
and leakViaV :: 'stateV list = 'stateV list = 'leak = bool

and validTransO :: 'stateO x 'stateO = bool
and istateO :: 'stateO = bool and finalO :: 'stateO = bool
and leakViaO :: 'stateO list = 'stateO list = 'leak = bool

and corrState :: 'stateV = 'stateO = bool
begin

definition rsecure :: bool where
rsecure = V1 sl trl s2 tr2.
istateO s1 A Opt.validFromsS s1 tr1 N\ Opt.completedFrom s1 trl A
istateO s2 N Opt.validFromS s2 tr2 N Opt.completedFrom s2 tr2 A
leakViaO trl tr2 1
_>
(Fsvl trvl sv2 trv2.
istateV svl A istateV sv2 A corrState svl s1 A corrState sv2 s2 A
Van.validFromS svl trvl A Van.completedFrom svl trvl A
Van.validFromsS sv2 trv2 N\ Van.completedFrom sv2 trv2 A
leakViaV trol trv2 1)

end

locale Relative-Security’-fin =
Van: Attacker-Mod-fin istateV validTransV finalV SV AV OV
_l’_
Opt: Attacker-Mod-fin istateO validTransO finalO SO AO OO
for validTransV :: 'stateV x 'stateV = bool
and istateV :: 'stateV = bool and finalV :: 'stateV = bool
and SV :: 'stateV list = ’'secret list
and AV :: 'stateV trace = 'actV list
and OV :: 'stateV trace = 'obsV list

and validTransO :: 'stateO x 'stateO = bool



and istateO :: 'stateO = bool and finalO :: 'stateO = bool
and SO :: 'stateO list = 'secret list

and AO :: 'stateO trace = 'actO list

and OO :: 'stateO trace = 'obsO list

and corrState :: 'stateV = 'stateO = bool

sublocale Relative-Security’-fin < Relative-Security''-fin
where leakViaV = Van.leakVia and leakViaO = Opt.leakVia

(proof)

context Relative-Security’-fin
begin

lemma rsecure-def2:
rsecure <—
(V1 trl s2 tr2.
istateO s1 N Opt.validFromsS s1 tr1 N Opt.completedFrom s1 trl A
istateO s2 A Opt.validFromsS s2 tr2 N\ Opt.completedFrom s2 tr2 A
AO trl = AO tr2 N OO tr1 # 00 tr2
4)
(T svl trol sv2 trv2.
istateV svl A istateV sv2 A corrState svl s1 N corrState sv2 s2 N
Van.validFromS svl trvl A Van.completedFrom svl trvl A
Van.validFromS sv2 trv2 A Van.completedFrom sv2 trv2 A
SV trvl = SO tr1 N SV trv2 = SO tr2 N
AV trvl = AV tro2 A OV trvl # OV trv2))

(proof)

end

locale Statewise-Attacker-Mod = System-Mod istate validTrans final
for istate :: 'state = bool and validTrans :: 'state X 'state = bool and final ::
'state = bool
_|_
fixes

isSec :: 'state = bool and getSec :: 'state = 'secret
and

isInt :: 'state = bool and getInt :: 'state = 'act x 'obs
assumes final-not-isInt: \s. final s = — isInt s
and final-not-isSec: \s. final s = — isSec s
begin

definition getAct :: 'state = ’'act where
getAct = fst o getInt



definition getObs :: 'state = 'obs where
getObs = snd o getInt

definition eqObs trnl trn2 =
(isInt trnl +— isInt trn2) A (isInt trnl — getObs trnl = getObs trn2)

definition eqAct trni trn2 =
(isInt trnl <— isInt trn2) A (isInt trnl — getAct trnl = getAct trn2)

definition A :: ‘state trace = 'act list where
A tr = filtermap isInt getAct (butlast tr)

sublocale A: FiltermapBL isInt getAct A
(proof )

definition O :: 'state trace = 'obs list where
O tr = filtermap isInt getObs (butlast tr)

sublocale O: FiltermapBL isInt getObs O
(proof )

definition S :: ‘state list = ’secret list where
S tr = filtermap isSec getSec (butlast tr)

sublocale S: FiltermapBL isSec getSec S
{proof )

end

sublocale Statewise-Attacker-Mod < Attacker-Mod-fin
where S = Sand A = Aand O = O

(proof)

locale Rel-Sec =

Van: Statewise-Attacker-Mod istateV validTransV finalV isSecV getSecV isIntV
getintV
+

Opt: Statewise-Attacker-Mod istateO validTransO finalO isSecO getSecO isIntO
getIntO

for validTransV :: 'stateV x 'stateV = bool



and istateV :: 'stateV = bool and finalV :: 'stateV = bool
and isSecV :: 'stateV = bool and getSecV :: 'stateV = 'secret
and isIntV :: 'stateV = bool and getIntV :: 'stateV = ’actV x 'obsV

and validTransO :: 'stateO x 'stateO = bool

and istateO :: 'stateO = bool and finalO :: 'stateO = bool

and isSecO :: 'stateO = bool and getSecO :: 'stateO = 'secret

and isIntO :: 'stateO = bool and getIntO :: 'stateO = ’actO x 'obsO

and corrState :: 'stateV = 'stateO = bool

sublocale Rel-Sec < Relative-Security’-fin
where SV = Van.S and AV = Van.A and OV = Van.O
and SO = Opt.S and AO = Opt.A and OO0 = Opt.O

(proof)

context Rel-Sec
begin

abbreviation getObsV :: 'stateV = 'obsV where getObsV = Van.getObs
abbreviation getActV :: 'stateV = ’actV where getActV = Van.getAct
abbreviation getObsO :: 'stateO = '0bsO where getObsO = Opt.getObs
abbreviation getActO :: 'stateO = 'actO where getActO = Opt.getAct

abbreviation reachV where reachV = Van.reach
abbreviation reachO where reachO = Opt.reach

abbreviation completedFromV :: 'stateV = 'stateV list = bool where complet-
edFromV = Van.completedFrom
abbreviation completedFromO :: 'stateO = 'stateO list = bool where complet-
edFromO = Opt.completedFrom

lemmas completedFromV-def = Van.completedFrom-def
lemmas completedFromO-def = Opt.completedFrom-def

lemma rsecure-def3:
rsecure <—
(V1 trl s2 tr2.
istateO s1 N Opt.validFromsS sl tr1 N\ completedFromO s1 trl A
istateO s2 A Opt.validFromsS s2 tr2 N\ completedFromQO s2 tr2 A
Opt. A tr1 = Opt.A tr2 A Opt.O tr1 # Opt.O tr2 A
(isIntO s1 A isIntO s2 — getActO sl = getActO s2)
H
(Fsvl trol sv2 tro2.
istateV svl A istateV sv2 A corrState svl s1 N corrState sv2 s2 N
Van.validFromS svl trvl A completedFromV svl trvl A
Van.validFromsS sv2 trv2 A completedFromV sv2 trv2 A



Van.S trvl = Opt.S tr1 A Van.S trv2 = Opt.S tr2 A
Van.A trvl = Van.A trvg A Van.O trvl # Van.O trv2))

{proof)

definition egSec trnO trnA =
(isSecV trnO = isSecO trnA) A (isSecV trnO — getSecV trnO = getSecO trnA)

lemma eqSec-S-Cons’:

eqSec trnO trnA =

(Van.S (trnO # trO’) = Opt.S (trnA # trA’)) = Van.S trO’ = Opt.S rA’
(proof)

lemma egSec-S-Cons|simp]:

eqSec trnO trmnA = trO' =[] +— trd’ = || =

(Van.S (trnO # trO’) = Opt.S (trnA # trA")) «— (Van.S trO’ = Opt.S trd’)
(proof)

end

locale Relative-Security-Determ =
Rel-Sec
validTransV istateV finalV isSecV getSecV isIntV getIntV
validTransO istateO finalO isSecO getSecO isintO getIntO
corrState
+
System-Mod-Deterministic istateV validTransV finalV nextO
for validTransV :: 'stateV x 'stateV = bool
and istateV :: 'stateV = bool
and finalV :: 'stateV = bool
and neztO :: 'stateV = 'stateV
and isSecV :: 'stateV = bool and getSecV :: 'stateV = 'secret
and isIntV :: 'stateV = bool and getIntV :: 'stateV = 'actV x 'obsV
and validTransO :: 'stateO x 'stateO = bool
and istateO :: 'stateO = bool
and finalO :: 'stateO = bool
and isSecO :: 'stateO = bool and getSecO :: 'stateO = 'secret
and isIntO :: 'stateO = bool and getIntO :: 'stateO = 'actO x 'obsO
and corrState :: 'stateV = 'stateO = bool

end



2 Relative Security

This theory formalizes the general notion of relative security, applicable to
possibly infinite traces.

theory Relative-Security
imports Relative-Security-fin Preliminaries/ Trivia
begin

no-notation relcomp (infixr O 75)
no-notation relcompp (infixr OO0 75)

2.1 Leakage models and attacker models

locale Leakage-Mod = System-Mod istate validTrans final

for istate :: 'state = bool and wvalidTrans :: 'state x ’state = bool and final :
'state = bool

Jr

fixes lleakVia :: 'state llist = 'state llist = 'leak = bool

locale Attacker-Mod = System-Mod istate validTrans final

for istate :: 'state = bool and wvalidTrans :: 'state x 'state = bool and final :
'state = bool

+

fixes S :: 'state llist = 'secret llist

and A :: 'state ltrace = 'act llist

and O :: 'state ltrace = 'obs llist

begin

fun lleakVia :: 'state llist = 'state llist = 'secret llist x 'secret llist = bool
where
lleakVia tr tr' (sl,sl’) = (Str=slANStr'=sl/ANAtr=Atr'ANOtr# Otr)

lemmas lleakVia-def = lleakVia.simps
end

sublocale Attacker-Mod < Leakage-Mod
where lleakVia = lleakVia

(proof)

2.2 Locales for increasingly concrete notions of relative se-
curity

locale Relative-Security’’ =
Van: Leakage-Mod istateV validTransV finalV lleakViaV
_|_
Opt: Leakage-Mod istateO validTransO finalO lleakViaO
for validTransV :: 'stateV x 'stateV = bool



and istateV :: 'stateV = bool and finalV :: 'stateV = bool
and lleakViaV :: 'stateV llist = 'stateV llist = 'leak = bool

and validTransO :: 'stateO x 'stateO = bool
and istateO :: 'stateO = bool and finalO :: 'stateO = bool
and lleakViaO :: 'stateO llist = 'stateO llist = 'leak = bool

and corrState :: 'stateV = 'stateO = bool
begin

definition Irsecure :: bool where
lrsecure = V1 sl trl s2 tr2.
istateO s1 N Opt.lvalidFromsS s1 trl N\ Opt.lcompletedFrom s1 trl N
istateO s2 A Opt.lvalidFromsS s2 tr2 N\ Opt.lcompletedFrom s2 tr2 N
lleakViaO trl tr2 1
—>
(I svl trvl sv2 trv2.
istateV svl A istateV sv2 A corrState svl s1 A corrState sv2 s2 A
Van.lvalidFromS svl trvl A Van.lcompletedFrom svl trvl A
Van.lwalidFromS sv2 trv2 A Van.lcompletedFrom sv2 trv2 N
lleakViaV trvl trv2 1)

end

locale Relative-Security’ =
Van: Attacker-Mod istateV validTransV finalV SV AV OV
+
Opt: Attacker-Mod istateO validTransO finalO SO AO OO
for validTransV :: 'stateV x 'stateV = bool
and istateV :: 'stateV = bool and finalV :: 'stateV = bool
and SV :: 'stateV llist = 'secret llist
and AV :: ‘stateV ltrace = 'actV llist
and OV :: 'stateV ltrace = 'obsV llist

and validTransO :: 'stateO x 'stateO = bool

and istateO :: 'stateO = bool and finalO :: 'stateO = bool
and SO :: 'stateO llist = 'secret llist

and AO :: 'stateO ltrace = 'actO llist

and OO :: 'stateO ltrace = 'obsO llist

and corrState :: 'stateV = 'stateO = bool

sublocale Relative-Security’ < Relative-Security’’
where lleakViaV = Van.lleakVia and lleakViaO = Opt.lleak Via

(proof)



context Relative-Security’
begin

lemma Irsecure-def2:
lrsecure «—
(V1 trl s2 tr2.
istateO s1 A Opt.lvalidFromsS s1 tr1 A Opt.lcompletedFrom s1 tr1 N
istateO s2 A Opt.lvalidFromsS s2 tr2 N\ Opt.lcompletedFrom s2 tr2 N
AO trl = AO tr2 A OO tr1 # 00 tr2
H
(3 svl trol sv2 trv2.
istateV svl A istateV sv2 A corrState svl s1 N corrState sv2 s2 N
Van.lvalidFromS svl trvl A Van.lcompletedFrom svl trvl A
Van.lvalidFromS sv2 trv2 N\ Van.lcompletedFrom sv2 trv2 N
SV itrvl = SO tr1 N SV trv2 = SO tr2 A
AV trvl = AV tro2 A OV trvl # OV trv2))

(proof)

end

context Statewise-Attacker-Mod begin

definition [A :: 'state ltrace = ’act llist where
IA tr = lfiltermap isInt getAct (Ibutlast tr)

sublocale [A: LfiltermapBL isInt getAct [A
(proof)

lemma [A: lcompletedFrom s tr = lA tr = lmap getAct (lfilter isInt tr)
(proof)

definition [O :: state ltrace = 'obs llist where
10 tr = Ifiltermap isInt getObs (lbutlast tr)

sublocale [0: LfiltermapBL isInt getObs 1O
(proof )

lemma [O: lcompletedFrom s tr = 1O tr = lmap getObs (lfilter isInt tr)

10



(proof)

definition IS :: 'state llist = ’secret llist where
IS tr = Ifiltermap isSec getSec (Ibutlast tr)

sublocale [S: LfiltermapBL isSec getSec 1S
(proof)

lemma [S: lcompletedFrom s tr => IS tr = lmap getSec (Ifilter isSec tr)
(proof)

end

sublocale Statewise-Attacker-Mod < Attacker-Mod
where S =[S and A = [4A and O = [0
(proof)

sublocale Rel-Sec < Relative-Security’
where SV = Van.lS and AV = Van.lA and OV = Van.lO
and SO = Opt.lS and AO = Opt.lA and OO0 = Opt.l1O

(proof)

context Rel-Sec
begin

abbreviation lcompletedFromV :: 'stateV = 'stateV llist = bool where lcomplet-
edFromV = Van.lcompletedFrom
abbreviation lcompletedFromO :: 'stateO = 'stateO llist = bool where lcomplet-
edFromO = Opt.lcompletedFrom

lemma egSec-15-Cons':

eqSec trnO trnA =

(Van.lS (trnO $ trO’) = Opt.lS (trnA $ trA’)) = Van.lS trO’ = Opt.1S trA’
(proof)

lemma egSec-1S-Cons|simp]:

eqSec trnO trnA = trO' = [[]] +— trAd’ = [[]]| =

(Van.lS (trnO $ trO’) = Opt.lS (trnA $ trAd’)) +— (Van.lS trO’ = Opt.1S trA’)
(proof)

end

11



end

3 Unwinding Proof Method for Finitary Relative
Security

This theory formalizes the notion of unwinding for finitary relative security,
and proves its soundness.

theory Unwinding-fin
imports Relative-Security
begin

3.1 The types and operators underlying unwinding: status,
matching operators, etc.

context Rel-Sec
begin

datatype status = Eq | Diff

fun newStat :: status = bool x 'a = bool x 'a = status where
newStat Eq (True,a) (True,a’) = (if a = o’ then Eq else Diff)
|newStat stat - - = stat

definition sstatO’ statO svl sv2 = newStat statO (isIntV svl, getObsV svl)
(isIntV sv2, getObsV sv2)

definition sstatA’ statA s1 s2 = newStat statA (isIntO s1, getObsO s1) (isIntO
s2, getObsO s2)

definition initCond ::
(enat = 'stateO = 'stateO = status = 'stateV = ’'stateV = status = bool) =
bool where
initCond A =V s1 s2.

istateO s1 A istateO s2

H

(Fsvl sv2. istateV svl A istateV sv2 A corrState svl s1 A corrState sv2 s2

A A oo sl s2 Eq svl sv2 Eq)

definition matchi-1 A s1 s1’ s2 statA svl sv2 statO =
Jsvl’. validTransV (svl,svl’) A
A 0o s1' 52 statA svl' sv2 statO

definition matchl-12 A sl s1’ s2 statA svl sv2 statO =
Jsvl’ sv2’.

12



let statO’ = sstatO’ statO svl sv2 in
validTransV (svl,svl’) A
validTransV (sv2,5v2") A

A oo s1' 82 statA svl’ sv2' statO’

definition matchl A s1 s2 statA svl sv2 statO =
- isIntO s1 —
(Vs1'. validTransO (s1,s1’)
%
(= isSecO s1 N A oo s1' s2 statA svl sv2 statO) V
(egSec svl s1 A = isIntV svl A matchl-1 A s1 s1' s2 statA svl sv2 statO) V
(egSec svl s1 A — isSecV sv2 A Van.egAct svl sv2 A matchl-12 A s1 s1' s2
statA svl sv2 statO))

lemmas matchl-defs = matchi-def matchl-1-def matchl-12-def

lemma matchil-1-mono:
A < A" = matchl-1 A s1 s1' s2 statA svl sv2 statO => matchl-1 A’ s1 s1' s2
statA svl sv2 statO

(proof)

lemma matchl-12-mono:
A < A" = matchl-12 A s1 s1’ s2 statA svl sv2 statO = matchl-12 A’ sl s1’
s2 statA svl sv2 statO

(proof)

lemma matchl-mono:

assumes A < A’

shows matchl A s1 s2 statA svl sv2 statO = matchl A’ s1 s2 statA svl sv2
statO

{(proof)

definition match2-1 A s1 s2 s2' statA svl sv2 statO =
Fsv2’. validTransV (sv2,sv2’) A
A oo sl 52 statA svl sv2' statO

definition match2-12 A s1 s2 52’ statA svl sv2 statO =
Jsv1’ sv2’.
let statO’ = sstatO’ statO svl sv2 in
validTransV (svl,svl’) A
validTransV (sv2,sv2") A
A oo s1 52" statA svl’ sv2’ statO’

definition match?2 A s1 s2 statA svl sv2 statO =
= 18IntO s2 —
(Vs2'. validTransO (s2,s27)
_)

13



(— isSecO s2 N A oo s1 82’ statA svl sv2 statO) V

(eqSec sv2 s2 A — isIntV sv2 A match2-1 A sl s2 s2' statA svl sv2 statO) V

(= isSecV svl A eqSec sv2 s2 N Van.eqAct svl sv2 A match2-12 A sl s2 s2'
statA svl sv2 statO))

lemmas match2-defs = match2-def match2-1-def match2-12-def

lemma match2-1-mono:
A < A' = match2-1 A s1 s1’ s2 statA svl sv2 statO = match2-1 A’ s1 s1' 52
statA svl sv2 statO

(proof)

lemma match2-12-mono:
A < A = match2-12 A s1 s1' 52 statA svl sv2 statO = match2-12 A’ sl s1’
$2 statA svl sv2 statO

(proof)

lemma match2-mono:

assumes A < A’

shows match2 A s1 s2 statA svl sv2 statO = match?2 A’ s1 s2 statA svl sv2
statO

(proof)

definition match12-1 A s1' s2' statA’ svl sv2 statO =
Fsvl’. validTransV (svl,svl’) A
A oo s1' 82 statA’ svl’ sv2 statO

definition match12-2 A s1’ s2' statA’ svl sv2 statO =
Fsv2’. validTransV (sv2,sv2") A
A oo s1' 52’ statA’ svl sv2' statO

definition match12-12 A s1' 52’ statA’ svl sv2 statO =
Jsv1’ sv2’.
let statO’ = sstatO’ statO svl sv2 in
validTransV (svl,svl’) A
validTransV (sv2,sv2") A
(statA’ = Diff — statO’ = Diff) A
A oo s1' 82" statA’ svl’ sv2' statO’

definition match12 A s1 s2 statA svl sv2 statO =
Vs1’s2'.

let statA’ = sstatA’ statA sl s2 in

validTransO (s1,s1’) A

validTransO (s2,s2") A

Opt.eqAct s1 s2 N

isIntO s1 A isIntO s2

H

14



(= isSecO s1 A = isSecO s2 N (statA = statA’ VvV statO = Diff) A A oo s1' s2'
statA’ svl sv2 statO)

V

(= isSecO s2 A eqSec svl s1 A = isIntV svl A

(statA = statA’ vV statO = Diff) A

match12-1 A s1’ s2' statA’ svl sv2 statO)

V

(= isSecO s1 A eqSec sv2 s2 N = isIntV sv2 A

(statA = statA’ Vv statO = Diff) A

match12-2 A s1' 2’ statA’ svl sv2 statO)

V

(eqSec svl s1 A eqSec sv2 s2 A Van.eqAct svl sv2 N

match12-12 A s1’ s2' statA’ svl sv2 statO)

lemmas matchi2-defs = match12-def match12-1-def matchi2-2-def matchi12-12-def

lemma matchi2-simplel:
assumes s’ s2' statA’.
statA’ = sstatA’ statA sl s2 —
validTransO (s1,s1") =
validTransO (s2,s2') =
Opt.eqAct s1 s2 =
(- isSecO s1 N = isSecO s2 A (statA = statA’ V statO = Diff) N A oo s1' 52’
statA’ svl sv2 statO)
V
(eqSec svl s1 A eqSec sv2 s2 A Van.eqAct svl sv2 N
match12-12 A s1' s2' statA’ svl sv2 statO)
shows match12 A s1 s2 statA svl sv2 statO

(proof)

lemma matchl2-1-mono:
A < A" = matchl12-1 A s1' 52’ statA’ svl sv2 statO = match12-1 A’ s1’ s2’
statA’ svl sv2 statO

(proof)

lemma matchl2-2-mono:
A < A" = match12-2 A s1 s2' statA’ svl sv2 statO = match12-2 A’ s1 s2’
statA’ svl sv2 statO

(proof)

lemma matchl2-12-mono:
A < A" = matchl12-12 A s1’ s2' statA’ svl sv2 statO = match12-12 A’ s1’
s2' statA’ svl sv2 statO

(proof)
lemma match12-mono:

assumes A < A’
shows match12 A s1 s2 statA svl sv2 statO = matchl?2 A’ sl s2 statA svl sv2

15



statO
(proof)

definition react A s1 s2 statA svl sv2 statO =
matchl A sl s2 statA svl sv2 statO

A\

match?2 A sl s2 statA svl sv2 statO

N

match12 A sl s2 statA svl sv2 statO

lemmas react-defs = matchl-def match2-def match12-def
lemmas match-deep-defs = matchl-defs match2-defs matchi2-defs

lemma match-mono:
assumes A < A’
shows react A sl s2 statA svl sv2 statO = react A’ s1 s2 statA svl sv2 statO

(proof)

definition move-1 A w s1 s2 statA svl sv2 statO =
Jsvl’. validTransV (svl,svl’) A
A w sl s2 statA svl' sv2 statO

definition move-2 A w s1 s2 statA svl sv2 statO =
Isv2’. validTransV (sv2,sv2’) A
A w sl 82 statA svl sv2' statO

definition move-12 A w s1 s2 statA svl sv2 statO
Jsvi’ sv2’.
let statO’ = sstatO’ statO svl sv2 in
validTransV (svl,svl’) A validTransV (sv2,sv2’) A
A w sl 82 statA svl’ sv2' statO’

definition proact A w sl s2 statA svl sv2 statO =

(= isSecV svl A = isIntV svl A move-1 A w sl s2 statA svl sv2 statO)
V
(= isSecV sv2 A = isIntV sv2 A move-2 A w s1 s2 statA svl sv2 statO)

V

(- isSecV svl A = isSecV sv2 A Van.eqAct svl sv2 A move-12 A w s1 s2 statA
svl sv2 statO)

lemmas proact-defs = proact-def move-1-def move-2-def move-12-def
lemma mowve-1-mono:

A < A' = move-1 A meas s1 s2 statA svl sv2 statO = move-1 A’ meas s1 s2
statA svl sv2 statO
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(proof)

lemma move-2-mono:
A < A= move-2 A meas sl s2 statA svl sv2 statO = move-2 A’ meas s1 s2
statA svl sv2 statO

(proof)

lemma move-12-mono:
A < A" = mowve-12 A meas s1 s2 statA svl sv2 statO = move-12 A’ meas s1
82 statA svl sv2 statO

(proof)

lemma proact-mono:

assumes A < A’

shows proact A meas s1 s2 statA svl sv2 statO = proact A’ meas s1 s2 statA
svl sv2 statO

(proof)

3.2 The definition of unwinding

definition unwindCond ::
(enat = 'stateO = 'stateO = status = 'stateV = 'stateV = status = bool) =
bool
where
unwindCond A =V w s1 s2 statA svl sv2 statO.
reachO s1 A reachO s2 A reachV svl A reachV sv2 A
A w sl s2 statA svl sv2 statO
H
(finalO s1 +— finalO s2) A (finalV svl +— finalO s1) A (finalV sv2 +— finalO
s2)
A
(statA = Eq — (isIntO s1 <— isIntO s2))
A
((3v < w. proact A v s1 s2 statA svl sv2 statO)
V
react A s1 s2 statA svl sv2 statO

)

lemma unwindCond-simplel:

assumes

Aw sl s2 statA svl sv2 statO.

reachO s1 = reachO s2 = reachV svl = reachV sv2 =

A w sl s2 statA svl sv2 statO

BN

(finalO s1 «+— finalO s2) A (finalV svl <— finalO s1) A (finalV sv2 <— finalO
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s2)

and

Aw s1 s2 statA svl sv2 statO.

reachO s1 = reachO s2 = reachV svl — reachV sv2 —
A w sl s2 statA svl sv2 statO = statA = Eq

.

isIntO s1 <— isIntO s2

and

Aw s1 s2 statA svl sv2 statO.

reachO s1 —> reachO s2 — reachV svl — reachV sv2 —
A w sl s2 statA svl sv2 statO

_—

react A s1 s2 statA svl sv2 statO

shows unwindCond A

(proof)

3.3 The soundness of unwinding

definition v s1 tri s2 tr2 statO svl trvl sv2 trv2 =

trol # [ A trv2 £ | A

Van.validFromS svl trvl A

Van.validFromS sv2 trv2 A

(finalV (lastt svl trvl) «— finalO (lastt s1 tr1)) A (finalV (lastt sv2 trv2) +—
finalO (lastt s2 tr2)) A

Van.S trvl = Opt.S tr1 A Van.S trv2 = Opt.S tr2 A

Van.A trvl = Van.A tro2 A

(statO = Eq A Opt.O trl # Opt.O tr2 — Van.O trvl # Van.O trv2)

lemma -completedFrom: completedFromO s1 tr1 = completedFromO s2 tr2 —

¥ sl trl s2 tr2 statO svl trvl sv2 trv2
= completedFromV svl trvl N completedFromV sv2 trv2

(proof)

lemma completedFromO-lastt: completedFromO sl trl = finalO (lastt s1 trl)
(proof )

lemma rsecure-strong:
assumes
Nsl trl s2 tr2.
istateO s1 N Opt.validFromsS s1 tr1 N\ completedFromO s1 trl A
istateO s2 A Opt.validFromsS s2 tr2 N\ completedFromO s2 tr2 A
Opt. A trl = Opt.A tr2 A (isIntO s1 A isIntO s2 — getActO s1 = getActO
s2)
—_—
Jsvl trvl sv2 trv2.
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istateV svl A istateV sv2 A corrState svl s1 A corrState sv2 s2 A
Y sl trl s2 tr2 Eq svl trvl sv2 trv2
shows rsecure

{proof)

proposition unwindCond-ex-1):
assumes unwind: unwindCond A
and A: A w sI s2 statA svl sv2 statO and stat: (statA = Diff — statO = Diff)

and v: Opt.validFromS s1 tr1 Opt.completedFrom s1 tr1 Opt.validFromS s2 tr2
Opt.completedFrom s2 tr2

and tri4: Opt.A trl = Opt.A tr2

and 7: reachO s1 reachO s2 reachV svl reachV sv2

shows Jtrvl trv2. ¢ si trl s2 tr2 statO svl trvl sv2 trv2

(proof)

theorem unwind-rsecure:
assumes nit: initCond A
and unwind: unwindCond A
shows rsecure

(proof)

3.4 Compositional unwinding

We allow networks of unwinding relations that unwind into each other, which
offer a compositional alternative to monolithic unwinding.

definition unwindIntoCond ::
(enat = 'stateO = 'stateO = status = 'stateV = 'stateV = status = bool) =
(enat = 'stateO = 'stateO = status = 'stateV = 'stateV = status = bool)
= bool
where
unwindIntoCond A A’ =V w sl s2 statA svl sv2 statO.
reachO s1 A reachO s2 N reachV svl A reachV sv2 A
A w sl s2 statA svl sv2 statO —»
(finalO s1 +— finalO s2) A (finalV svl <+— finalO s1) A (finalV sv2 <— finalO
s2)
N
(statA = Eq — (isIntO s1 <— isIntO s2))
A
((Fv<w. proact A’ v s1 s2 statA svl sv2 statO)
V
react A’ s1 s2 statA svl sv2 statO)

lemma unwindIntoCond-simplel:

assumes

Nw s s2 statA svl sv2 statO.

reachO s1 = reachO s2 = reachV svl = reachV sv2 —
A w sl s2 statA svl sv2 statO
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_—
(finalO s1 +— finalO s2) A (finalV svl +— finalO s1) A (finalV sv2 <— finalO
s2)

and

Aw s1 s2 statA svl sv2 statO.

reachO s1 = reachO s2 — reachV svl — reachV sv2 —

A w sl s2 statA svl sv2 statO —

statA = Eq

—

isIntO s1 <— isIntO s2

Aw s1 s2 statA svl sv2 statO.

reachO s1 — reachO s2 — reachV svl — reachV sv2 —

A w sl s2 statA svl sv2 statO

—

react A’ s1 s2 statA svl sv2 statO

shows unwindIntoCond A A’

(proof)

lemma unwindIntoCond-simplel?2:

assumes

Aw s s2 statA svl sv2 statO.

reachO s1 = reachO s2 —> reachV svl = reachV sv2 —
A w sl s2 statA svl sv2 statO

BN

(finalO s1 +— finalO s2) A (finalV svl +— finalO s1) A (finalV sv2 +— finalO
s2)

and

Aw s1 s2 statA svl sv2 statO.

reachO s1 = reachO s2 = reachV svl = reachV sv2 —
A w sl s2 statA svl sv2 statO —

statA = FEq

—

isIntO s1 <— isIntO s2
and

Aw s1 s2 statA svl sv2 statO.

reachQ s1 —> reachO s2 —> reachV svl — reachV sv2 —
A w sl s2 statA svl sv2 statO

_—

(Fo<w. proact A" v s1 s2 statA svl sv2 statO)

shows unwindIntoCond A A’

(proof)

lemma unwindIntoCond-simplelB:

assumes

Nw s s2 statA svl sv2 statO.

reachO s1 = reachO s2 = reachV svl = reachV sv2 =

A w sl s2 statA svl sv2 statO

_

(finalO s1 +— finalO s2) A (finalV svl +— finalO s1) A (finalV sv2 <— finalO
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s2)

and

Aw s1 s2 statA svl sv2 statO.

reachO s1 —> reachO s2 — reachV svl — reachV sv2 —
A w sl s2 statA svl sv2 statO —

statA = Eq

_—

1sIntO s1 <— isIntO s2
and

Aw s1 s2 statA svl sv2 statO.

reachO s1 = reachO s2 — reachV svl — reachV sv2 —

A w sl s2 statA svl sv2 statO

BN

(Fo<w. proact A" v s1 s2 statA svl sv2 statO) V react A’ sl s2 statA svl sv2
statO
shows unwindIntoCond A A’

(proof)

theorem distrib-unwind-rsecure:
assumes m: 0 < m and nat: Ai. i < (m:nat) = nazt i C {0..<m}
and init: initCond (As 0)
and step: A\i. i < m =
unwindIntoCond (As i) (Aw s1 s2 statA svl sv2 statO.
3j € nat i. As jw sl s2 statA svl sv2 statO)
shows rsecure

(proof)

corollary linear-unwind-rsecure:

assumes init: initCond (As 0)

and step: (N\i. i < m =

unwindIntoCond (As i) (Aw sI s2 statA svl sv2 statO.

As i w sl s2 statA svl sv2 statO V
As (Suc i) w sl s2 statA svl sv2 statO))

and finish: unwindIntoCond (As m) (As m)

shows rsecure

(proof)

definition oor where
oor A Ay = \w sl s2 statA svl sv2 statO.
A w sl s2 statA svl sv2 statO V Ao w s1 s2 statA svl sv2 statO

lemma oorl1:
A w sl s2 statA svl sv2 statO —> oor A Ay w s1 s2 statA svl sv2 statO

(proof)

lemma oorI2:
Ao w sl 82 statA svl sv2 statO = oor A Ay w sl s2 statA svl sv2 statO
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(proof)

definition oor3 where

oor3 A Ay A3 = \w sl 82 statA svl sv2 statO.
A w sl s2 statA svl sv2 statO vV Ay w sl s2 statA svl sv2 statO V
As w sl s2 statA svl sv2 statO

lemma oor3I1:
A w sl 82 statA svl sv2 statO —> oor8 A Ay Az w s1 82 statA svl sv2 statO

{(proof)

lemma oor3I2:
Ao w sl s2 statA svl sv2 statO — oor8 A Ay Az w sl s2 statA svl sv2 statO

(proof)

lemma o00r313:
Az w sl s2 statA svl sv2 statO = oord A Ay Az w sl s2 statA svl sv2 statO

(proof)

definition oor4 where

oord A Ay Ag Ay = dw sl s2 statA svl sv2 statO.
A w sl s2 statA svl sv2 statO V Ay w s1 s2 statA svl sv2 statO V
Az w sl s2 statA svl sv2 statO vV Ay w s1 s2 statA svl sv2 statO

lemma oorji1:
A w sl s2 statA svl sv2 statO — oord A Ay Az Ay w s1 s2 statA svl sv2 statO

(proof)

lemma oor4I2:
Ag w s1 82 statA svl sv2 statO = oorf A Ay Az Ay w s1 s2 statA svl sv2 statO

{(proof)

lemma oor4I3:
Az w sl s2 statA svl sv2 statO = oorf A Ay Az Ay w s1 s2 statA svl sv2 statO

(proof)

lemma oor4l4:
Ay w sl s2 statA svl sv2 statO = oorf A Ay Az Ay w s1 s2 statA svl sv2 statO
(proof )

definition oor5 where

oord A Aoy A Ay As = Aw sl s2 statA svl sv2 statO.
A w sl s2 statA svl sv2 statO V Ay w s1 s2 statA svl sv2 statO V
Az w sl s2 statA svl sv2 statO vV Ay w s1 s2 statA svl sv2 statO Vv
As w sl s2 statA svl sv2 statO

lemma oordI1:

A w sl s2 statA svl sv2 statO = oord5 A Ny A3 Ay A w sl s2 statA svl sv2
statO
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(proof)

lemma oor5I2:
Ag w s1 82 statA svl sv2 statO = oord A Aoy As Ay As w sl s2 statA svl sv2
statO

(proof)

lemma oor5I3:
As w s1 82 statA svl sv2 statO = oord A Aoy As Ay As w sl s2 statA svl sv2
statO

(proof)

lemma oor5ly:
Ay w sl s2 statA svl sv2 statO —> oord5 A Ay Az Ay As w sl s2 statA svl sv2
statO

(proof)

lemma oor5l5:
As w s1 s2 statA svl sv2 statO —> oord A Ay A3z Ay As w sl s2 statA svl sv2
statO

(proof)

definition oor6 where

oor6 A Ay Az Ay A Ag = Aw s1 52 statA svl sv2 statO.
A w sl s2 statA svl sv2 statO V Ay w sl s2 statA svl sv2 statO Vv
As w sl s2 statA svl sv2 statO vV Ay w s1 s2 statA svl sv2 statO V
As w sl 52 statA svl sv2 statO vV Ag w s1 s2 statA svl sv2 statO

lemma oor611:
A w s1 s2 statA svl sv2 statO —> oor6 A Ay Az Ay As Ag w s1 s2 statA svl
sv2 statO

(proof)

lemma oor6I2:
Ao w 81 82 statA svl sv2 statO —> oor6 A Ao Asz Ay Ay Ag w s1 s2 statA svl
sv2 statO

(proof)

lemma oor613:
Az w sl s2 statA svl sv2 statO = oor6 A Ay Az Ay As Ag w sl s2 statA svl
sv2 statO

(proof)

lemma oor614:
Ay w sl s2 statA svl sv2 statO = oor6 A Ay Az Ay As Ag w s1 s2 statA svl
sv2 statO

{(proof)

lemma oor615:
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As w s1 s2 statA svl sv2 statO = oor6 A Ay A3 Ay As Ag w s1 s2 statA svl
sv2 statO

(proof)

lemma 001616
Ag w s1 52 statA svl sv2 statO = oor6 A Ao A3z Ay A5 Ag w sl s2 statA svl
sv2 statO

(proof)

lemma unwind-rsecure-foo:
assumes init: initCond Ag

and step0: unwindIntoCond Ag ANN

and stepNN: unwindIntoCond ANN (oor5 ANN ASN ANS ASS Anonspec)
and stepNS: unwindIntoCond ANS (oor{ ANN ASN ANS ASS)

and stepSN: unwindIntoCond ASN (oor4 ANN ASN ANS ASS)

and stepSS: unwindIntoCond ASS (oor4 ANN ASN ANS ASS)

and stepNonspec: unwindIntoCond Anonspec Anonspec

shows rsecure

(proof)

lemma isIntO-matchl: isIntO s1 = matchl A s1 s2 statA svl sv2 statO
(proof)

lemma isIntO-match2: isIntO s2 = match2 A s1 s2 statA svl sv2 statO
(proof)

lemma matchi1-1-oorl1:
matchl-1 A s1 s1' s2 statA svl sv2 statO =
matchl-1 (oor A Ag) sl s1' s2 statA svl sv2 statO

(proof)

lemma matchl-1-oorI2:
matchl-1 Ay s1 s1’ s2 statA svl sv2 statO —>
matchl-1 (oor A Ag) sl s1' s2 statA svl sv2 statO

(proof)

lemma matchi-oorll:
matchl A s1 s2 statA svl sv2 statO —
matchl (oor A Ay) sl s2 statA svl sv2 statO

{(proof)

lemma matchi-oorl2:
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matchl Ay s1 s2 statA svl sv2 statO —>
matchl (oor A Ag) s1 s2 statA svl sv2 statO

(proof)

lemma match2-1-oorl1:
match2-1 A s1 s2 s2' statA svl sv2 statO =
match2-1 (oor A Ag) s1 s2 2’ statA svl sv2 statO

{(proof)

lemma match2-1-oorI2:
match2-1 Ay s1 52 s2' statA svl sv2 statO —>
match2-1 (oor A Ag) sl s2 2’ statA svl sv2 statO

(proof)

lemma match2-oorll:
match?2 A sl s2 statA svl sv2 statO —
match2 (oor A Ay) sl s2 statA svl sv2 statO

(proof)

lemma match2-oorI2:
match?2 Ay sl s2 statA svl sv2 statO —>
match2 (oor A Ag) sl s2 statA svl sv2 statO

(proof)

lemma matchi12-oorll:
matchl2 A sl s2 statA svl sv2 statO —
match12 (oor A As) sl s2 statA svl sv2 statO

(proof)

lemma matchl2-oorI2:
matchl2 Ao s1 s2 statA svl sv2 statO —
match12 (oor A As) sl s2 statA svl sv2 statO

(proof)

lemma match12-1-oorl1:
match12-1 A s1' s2' statA’ svl sv2 statO =
match12-1 (oor A Agy) s1’ s2' statA’ svl sv2 statO

(proof)

lemma matchl2-1-oorI2:

match12-1 Ay s1’ s2' statA’ svl sv2 statO —>
match12-1 (oor A Ag) s1' s2' statA’ svl sv2 statO
(proof)

lemma match12-2-oorl1:
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match12-2 A s2 s2' statA’ svl sv2 statO =
match12-2 (oor A Ag) s2 s2' statA’ svl sv2 statO

(proof)

lemma matchl2-2-oorI2:
match12-2 Ao s2 s2' statA’ svl sv2 statO =
match12-2 (oor A Ag) s2 s2' statA’ svl sv2 statO

(proof)

lemma matchl2-12-oorll:
match12-12 A s1' s2' statA’ svl sv2 statO —>
match12-12 (oor A Ag) s1’ s2' statA’ svl sv2 statO

(proof)

lemma matchi12-12-o0rl2:
match12-12 Ay s1' s27 statA’ svl sv2 statO =
match12-12 (oor A Ag) s1’ s2' statA’ svl sv2 statO

(proof)

lemma match-oorl1:
react A s1 s2 statA svl sv2 statO —>
react (0or A Ag) sl s2 statA svl sv2 statO

(proof)

lemma match-oorl2:
react Ay s1 s2 statA svl sv2 statO —
react (0or A Ag) sl s2 statA svl sv2 statO

(proof)

lemma proact-oorl1:
proact A meas s1 s2 statA svl sv2 statO —>
proact (oor A Ay) meas sl s2 statA svl sv2 statO

(proof)

lemma proact-oorl2:
proact Ag meas sl s2 statA svl sv2 statO =
proact (oor A Ay) meas sl s2 statA svl sv2 statO

(proof)

lemma move-1-oorl1:
move-1 A meas sl s2 statA svl sv2 statO —
move-1 (oor A Ag) meas s1 s2 statA svl sv2 statO

{(proof)

lemma move-1-oorI2:
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move-1 Ao meas sl s2 statA svl sv2 statO —
move-1 (0oor A Ay) meas s1 s2 statA svl sv2 statO

(proof)

lemma mowe-2-oorll:
move-2 A\ meas sl s2 statA svl sv2 statO —
move-2 (oor A Ay) meas s1 s2 statA svl sv2 statO

(proof)

lemma mowve-2-oorI2:
move-2 Ao meas sl s2 statA svl sv2 statO —>
move-2 (oor A Ay) meas s1 s2 statA svl sv2 statO

(proof)

lemma move-12-oorl1:
move-12 A meas sl s2 statA svl sv2 statO —>
move-12 (oor A Ay) meas s1 s2 statA svl sv2 statO

(proof)

lemma mowe-12-o0rI2:
move-12 Ay meas s1 s2 statA svl sv2 statO —>
move-12 (oor A As) meas sl s2 statA svl sv2 statO

(proof)

end

context Relative-Security-Determ
begin

lemma matchl-1-defD: matchl-1 A s1 s1' s2 statA svl sv2 statO <—
= finalV svl AN A 0o s1’ s2 statA (nextO svl) sv2 statO

(proof)

lemma matchl-12-defD: matchl-12 A sl s1’ s2 statA svl sv2 statO <—
= finalV svl A = finalV sv2 A
A oo s1’ 82 statA (nextO svl) (nextO sv2) (sstatO’ statO svl sv2)

(proof)

lemmas matchl-defsD = matchi-def match1-1-defD matchi-12-defD

lemma match2-1-defD: match2-1 A sl s2 s2' statA svl sv2 statO <+—>
= finalV sv2 A A oo sl s2' statA svl (nextO sv2) statO

(proof)

lemma match2-12-defD: match2-12 A s1 s2 s2' statA svl sv2 statO <—
= finalV svl A = finalV sv2 A A oo s1 827 statA (nextO svl) (nextO sv2) (sstatO’
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statO svl sv2)
(proof)

lemmas match2-defsD = match2-def match2-1-defD match2-12-defD

lemma matchl2-1-defD: match12-1 A s1' s2’ statA’ svl sv2 statO +—
= finalV svl A A oo sl 82’ statA’ (nextO svl) sv2 statO

{(proof)

lemma match12-2-defD: match12-2 A s1’ s2' statA’ svl sv2 statO <—
= finalV sv2 A A oo s1’ s2' statA’ svl (nextO sv2) statO

(proof)

lemma match12-12-defD: match12-12 A s1' s2’ statA’ svl sv2 statO +—
(let statO’ = sstatO’ statO svl sv2 in
= finalV svl A = finalV sv2 A
(statA' = Diff — statO’ = Diff) A
A oo s1' 82" statA’ (nextO svl) (nextO sv2) statO’)
(proof)

lemmas matchi2-defsD = match12-def match12-1-defD match12-2-defD match12-12-defD

lemmas match-deep-defsD = matchl-defsD match2-defsD match12-defsD

lemma move-1-defD: move-1 A w sl s2 statA svl sv2 statO <—
= finalV sl A A w s1 s2 statA (nextO svl) sv2 statO

{(proof)

lemma move-2-defD: move-2 A w s1 s2 statA svl sv2 statO <—
= finalV sv2 AN A w sl s2 statA svl (nextO sv2) statO

(proof)

lemma move-12-defD: move-12 A w s1 s2 statA svl sv2 statO +—
(let statO' = sstatO’ statO svl sv2 in
= finalV svl A = finalV sv2 A
A w sl s2 statA (nextO svl) (nextO sv2) statO’)

(proof)
lemmas proact-defsD = proact-def move-1-defD move-2-defD move-12-defD

end

end
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4 Unwinding Proof Method for Relative Security

This theory formalizes the notion of unwinding for relative security, and
proves its soundness.

theory Unwinding
imports Relative-Security
begin

4.1 The types and operators underlying unwinding: status,
matching operators, etc.

context Rel-Sec
begin

datatype status = Eq | Diff

fun newStat :: status = bool x 'a = bool X 'a = status where
newStat Eq (True,a) (True,a’) = (if a = a’ then Eq else Diff)
[newStat stat - - = stat

definition sstatO’ statO svl sv2 = newStat statO (isIntV svl, getObsV svl)
(isIntV sv2, getObsV sv2)

definition sstatA’ statA s1 s2 = newStat statA (isIntO s1, getObsO s1) (isIntO
s2, getObsO s2)

lemma newStat-Eql:
assumes (R = S
shows <newStat Eq (P, R) (Q, S) = E¢

{proof)

lemma newStat-diff :newStat stat r r = Diff = stat = Diff
(proof )

definition initCond :
(enat = enat = enat = ’'stateO = ’'stateO = status = 'stateV = 'stateV =
status = bool) = bool where
initCond A =V s1 s2.

istateO s1 A istateO s2

_>

(T svl sv2. istateV svl A istateV sv2 A corrState svl s1 A corrState sv2 s2

A A oo oo oo sl s2 Eqsvl sv2 Eq)
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definition matchl-1 A w1 w2 s1 s1’ s2 statA svl sv2 statO =
Jsvl’. validTransV (svl,svl’) A
A oo wl w2 s1' s2 statA svl’ sv2 statO

definition matchl-12 A w1 w2 s1 s1’ s2 statA svl sv2 statO =
(Fsv1’ sv2’.
let statO' = sstatO’ statO svl sv2 in
validTransV (svl,svl’) A
validTransV (sv2,sv2") A
A oo wl w2 s1’ s2 statA svl’ sv2’ statO’)

definition matchl A wil w2 s1 s2 statA svl sv2 statO =
- isIntO s1 —
(Vs1’. validTransO (s1,s1”)
H
Fuwl'< wi. Jw2'< w2. = isSecO s1 N A oo wl’ w2’ s1’ s2 statA svl sv2
statO) V
(Fw2'< w2. eqSec svl s1 N — isIntV svl A matchl-1 A oo w2’ sl s1’ s2
statA svl sv2 statO) V
(eqSec svl s1 N = isSecV sv2 A Van.eqAct svl sv2 A matchl-12 A oo oo sl
s1' s2 statA svl sv2 statO))

lemmas matchi-defs = matchi-def matchl-1-def matchl-12-def

lemma matchi1-1-mono:
A < A" = matchl-1 A w1l w2 sl s1’ s2 statA svl sv2 statO =
matchl-1 A" wl w2 sl s1’ s2 statA svl sv2 statO

(proof)

lemma matchil-12-mono:
A < A" = matchl-12 A wl w2 s1 s1’ s2 statA svl sv2 statO =
matchl-12 A" w1 w2 s1 s1’ s2 statA svl sv2 statO

(proof)

lemma matchl-mono:

assumes A < A’

shows matchl A wl w2 sl s2 statA svl sv2 statO = matchl A’ wl w2 sl s2
statA svl sv2 statO

(proof)

definition match2-1 A w1 w2 s1 s2 s2’ statA svl sv2 statO =
Isv2’. validTransV (sv2,sv2’) A
A oo wl w2 sl 52’ statA svl sv2' statO

definition match2-12 A wl w2 s1 s2 s2' statA svl sv2 statO =

Jsvl’ sv2’.
let statO' = sstatO’ statO svl sv2 in
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validTransV (svl,svl’) A
validTransV (sv2,502") A
A 0o wl w2 sl s2' statA svl’ sv2’ statO’

definition match2 A w1 w2 s1 s2 statA svl sv2 statO =
- isIntO s2 —
(Vs2'. validTransO (s2,s2")
H
Fwl'< wl. Fw2'< w2. = isSecO s2 N A co w1’ w2’ sl s2' statA svl sv2
statO) V
(Fwil'< wl. egSec sv2 s2 N — isIntV sv2 A match2-1 A wi’ oo sl s2 s2’ statA
svl sv2 statO) V
(= isSecV svl A eqSec sv2 s2 N Van.eqAct svl sv2 A match2-12 A oo oo s1
s2 82! statA svl sv2 statO))

lemmas match2-defs = match2-def match2-1-def match2-12-def

lemma match2-1-mono:
A < A" = match2-1 A wl w2 s1 s1' s2 statA svl sv2 statO = match2-1 A’
wl w2 s1 s1' s2 statA svl sv2 statO

(proof)

lemma match2-12-mono:
A < A= match2-12 A w1l w2 sl s1' s2 statA svl sv2 statO = match2-12 A’
wl w2 s1 s1' s2 statA svl sv2 statO

(proof)

lemma match2-mono:

assumes A < A’

shows match2 A wl w2 sl s2 statA svl sv2 statO = match2 A’ wl w2 sl s2
statA svl sv2 statO

(proof)

definition match12-1 A wi w2 s1’ s2' statA’ svl sv2 statO =
Fsvl’. validTransV (svl,svl’) A
A oo wl w2 s1' s2' statA’ svl’ sv2 statO

definition match12-2 A wil w2 s1’ s2' statA’ svl sv2 statO =
Fsv2’. validTransV (sv2,sv2’) A
A oo wl w2 s1' s2' statA’ svl sv2' statO

definition match12-12 A wl w2 s1’ s2' statA’ svl sv2 statO =
Jsvl’ sv2’.
let statO’ = sstatO’ statO svl sv2 in
validTransV (svl,svl’) A
validTransV (sv2,sv2") A
(statA" = Diff — statO’ = Diff) A
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A oo wl w2 s1' s2' statA’ svl’ sv2’ statO’

definition match12 A wl w2 sl s2 statA svl sv2 statO =
Vsl s2'.

let statA’ = sstatA’ statA sl s2 in

validTransO (s1,s1') A

validTransO (s2,s2") A

Opt.eqAct s1 s2 N

isIntO s1 A isIntO s2

H

Fwl'< wi. Jw2'< w2. = isSecO s1 N — isSecO s2 A (statA = statA’' Vv statO
= Diff) A

A oo wl’ w2’ s1' 52’ statA’ svl sv2 statO)

V

(Fw2'< w2. = isSecO s2 A eqSec svl s1 A — isIntV svl A

(statA = statA’ Vv statO = Diff) A

match12-1 A oo w2’ s1' s2' statA’ svl sv2 statO)

V

(Bwl'< wl. - isSecO s1 N egSec sv2 s2 N = isIntV sv2 A

(statA = statA’ Vv statO = Diff) A

match12-2 A w1’ oo s1' s2' statA’ svl sv2 statO)

V

(egSec svl s1 A eqSec sv2 s2 N Van.eqAct svl sv2 N

match12-12 A 0o 0o s1' s2' statA’ svl sv2 statO)

lemmas matchi2-defs = match12-def match12-1-def matchi2-2-def matchi2-12-def

lemma matchi2-simplel:
assumes s’ s2' statA’.

statA’ = sstatA’ statA sl s2 =

validTransO (s1,s1') =

validTransO (s2,s2) =

Opt.eqAct s1 s2 =

Fwl'< wl. Jw2'< w2. = isSecO s1 N = isSecO s2 N (statA = statA’ Vv statO
= Diff) A

A oo wl’ w2’ s1’ s2' statA’ svl sv2 statO)

V

(egSec svl s1 A eqSec sv2 s2 N Van.eqAct svl sv2 N

match12-12 A 0o 0o s1' s2' statA’ svl sv2 statO)
shows match12 A w1l w2 sl s2 statA svl sv2 statO

(proof)

lemma matchl12-1-mono:
A < A' = match12-1 A wl w2 s1' s2' statA’ svl sv2 statO = match12-1 A’
wl w2 s1’ s2' statA’ svl sv2 statO

{(proof)

lemma match12-2-mono:
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A < A" = matchl12-2 A wl w2 sl s2' statA’ svl sv2 statO = matchl12-2 A’
wl w2 s1 s2' statA’ svl sv2 statO

(proof)

lemma matchl2-12-mono:
A < A= match12-12 A wl w2 s1' 52’ statA’ svl sv2 statO =—> matchl12-12
A" wl w2 s1' s2' statA’ svl sv2 statO

(proof)

lemma matchl12-mono:

assumes A < A’

shows match12 A wl w2 sl s2 statA svl sv2 statO = match12 A’ w1l w2 s1 s2
statA svl sv2 statO

(proof)

definition react A w1 w2 sl s2 statA svl sv2 statO =
matchl A wl w2 sl s2 statA svl sv2 statO

A

match2 A wl w2 s1 s2 statA svl sv2 statO

N

matchl2 A wl w2 sl s2 statA svl sv2 statO

lemmas react-defs = matchl-def match2-def matchl2-def
lemmas match-deep-defs = matchl-defs match2-defs matchl2-defs

lemma match-mono:

assumes A < A’

shows react A w1 w2 sl s2 statA svl sv2 statO = react A’ wl w2 s1 s2 statA
svl sv2 statO

(proof)

definition move-1 A w w1 w2 s1 s2 statA svl sv2 statO =
Fsvl’. validTransV (svl,svl’) A
A w wl w2 sl s2 statA svl’ sv2 statO

definition move-2 A w w1 w2 s1 s2 statA svl sv2 statO =
Fsv2’. validTransV (sv2,s027) A
A w wl w2 sl s2 statA svl sv2' statO

definition move-12 A w w1 w2 s1 s2 statA svl sv2 statO =
Jsvl’ sv2’.

let statO’ = sstatO’ statO svl sv2 in

validTransV (svl,svl’) A validTransV (sv2,sv2’) A

A w wl w2 sl s2 statA svl’ sv2’ statO’
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definition proact A w w1 w2 s1 s2 statA svl sv2 statO =

(= isSecV svl A = isIntV svl A move-1 A w wl w2 sl s2 statA svl sv2 statO)
Vv
(= isSecV sv2 A = isIntV sv2 A move-2 A w wl w2 sl s2 statA svl sv2 statO)
V

(= isSecV svl A — isSecV sv2 A Van.eqAct svl sv2 A move-12 A w wl w2 s1 s2
statA svl sv2 statO)

lemmas proact-defs = proact-def move-1-def move-2-def move-12-def

lemma mowve-1-mono:
A < A = move-1 A w wl w2 sl s2 statA svl sv2 statO = move-1 A w wl
w2 s1 s2 statA svl sv2 statO

(proof)

lemma mowve-2-mono:
A < A" = move-2 A w wl w2 sl s2 statA svl sv2 statO = move-2 A w wl
w2 s1 s2 statA svl sv2 statO

(proof)

lemma mowve-12-mono:
A < A= move-12 A w wl w2 s1 s2 statA svl sv2 statO = move-12 A’ w wl
w2 s1 s2 statA svl sv2 statO

(proof)

lemma proact-mono:

assumes A < A’

shows proact A w wl w2 s1 s2 statA svl sv2 statO = proact A" w wl w2 sl s2
statA svl sv2 statO

(proof)

4.2 The definition of unwinding

definition unwindCond ::
(enat = enat = enat = 'stateO = 'stateO = status = ’'stateV = 'stateV =
status = bool) = bool
where
unwindCond A =V w w1l w2 s1 s2 statA svl sv2 statO.
reachQO s1 A reachO s2 A reachV svl A reachV sv2 A
A w wl w2 sl s2 statA svl sv2 statO
H
(finalO s1 +— finalO s2) A (finalV svl +— finalO s1) A (finalV sv2 <— finalO
s2)
A\
(statA = Eq — (isIntO s1 +— isIntO s2))
A
((Fv < w. proact A v wl w2 sl s2 statA svl sv2 statO)
\Y
react A wl w2 s1 s2 statA svl sv2 statO
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lemma unwindCond-simplel:

assumes

Aw wl w2 s1 s2 statA svl sv2 statO.

reachQ s1 —> reachO s2 — reachV svl — reachV sv2 —
A w wl w2 sl s2 statA svl sv2 statO

_—

(finalO s1 +— finalO s2) A (finalV svl +— finalO s1) A (finalV sv2 <— finalO
s2)

and

Aw wl w2 s1 s2 statA svl sv2 statO.

reachO s1 —> reachO s2 — reachV svl — reachV sv2 —
A w wl w2 sl s2 statA svl sv2 statO = statA = Eq

_—

isIntO s1 <— isIntO s2

and

Aw wl w2 s1 s2 statA svl sv2 statO.

reachO s1 = reachO s2 —> reachV svl = reachV sv2 —
A w wl w2 sl s2 statA svl sv2 statO

_—

react A wl w2 s1 s2 statA svl sv2 statO

shows unwindCond A

(proof)

4.3 The soundness of unwinding

The proof of soundness for general unwinding is significantly more elaborate
than that for the finitary case.

definition ¢ s1 tr1 s2 tr2 statO svl trvl sv2 trv2 =

trol £ [ A tro2 £ A

Van.validFromS svl trvl A

Van.validFromS sv2 trv2 A

(finalV (lastt svl trvl) <— finalO (lastt s1 tr1)) A (finalV (lastt sv2 trv2) <—
finalO (lastt s2 tr2)) A

Van.S trvl = Opt.S tr1 A Van.S trv2 = Opt.S tr2 A

Van.A trvl = Van.A trv2 A

(statO = Eq A Opt.O trl # Opt.O tr2 — Van.O trvl # Van.O trv2)

lemma 1-completedFrom: completedFromO s1 trl = completedFromO s2 tr2 —

Y sl trl s2 tr2 statO svl trvl sv2 trv2
= completedFromV svl trvl A completedFromV sv2 trv2

(proof)

lemma completedFromO-lastt: completedFromO s1 trl = finalO (lastt s1 tr1)
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(proof)

lemma rsecure-strong:
assumes
Nsl trl s2 tr2.
istateO s1 N Opt.validFromS s1 tr1 A completedFromO sl1 trl A
istateO s2 N Opt.validFromsS s2 tr2 N\ completedFromO s2 tr2 A
Opt.A tr1 = Opt.A tr2
=
dsvl trvl sv2 trv2.
istateV svl A istateV sv2 A corrState svl s1 N corrState sv2 s2 A
1 sl trl s2 tr2 Eq svl trvl sv2 trv2
shows rsecure

(proof)

proposition unwindCond-ezx-1):

assumes unwind: unwindCond A

and A: A w wl w2 s1 s2 statA svl sv2 statO and stat: (statA = Diff — statO
~ Diff)

and v: Opt.validFromS s1 tr1 Opt.completedFrom s1 tr1 Opt.validFromS s2 tr2
Opt.completedFrom s2 tr2

and tri4: Opt.A trl = Opt.A tr2

and 7: reachO sI reachO s2 reachV svl reachV sv2

shows Ftrvl trv2. ¢ si trl s2 tr2 statO svl trvl sv2 trv2

(proof)

lemma unwindCond-final:

unwindCond A = reachO s1 = reachO s2 = reachV svl = reachV sv2 —
A w wl w2 sl s2 statA svl sv2 statO —

(finalV svl «— finalO s1) A (finalV sv2 <— finalO s2)

(proof)

definition ¢ A w wl w2 w1’ w2’ statA s1 trl s2 tr2 statAA statO svl trvl sv2
trv2 statO0 =

trol £ [] A tro2 £ A

(length trvl > Suc 0 V w1’ < wl) A (length trv2 > Suc 0 V w2’ < w2) A

Van.validFromS svl trvl A

Van.validFromsS sv2 trv2 A

Van.S trvl = Opt.S trl A\ Van.S trv2 = Opt.S tr2 A

Van.A trvl = Van.A trv2 A

(statO = Eq —> (statOO = Diff +— Van.O trvl # Van.O trv2)) A

(statA = Eq — (statAA = Diff «— Opt.O tr1 # Opt.O tr2)) A
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statO = Diff — statOO = Diff) A

(statAA = Diff — statOO = Diff) A

A wwl’ w2’ (lastt s1 tr1) (lastt s2 tr2) statAA (lastt svl trvl) (lastt sv2 trv2)
statOO

lemma p-final:

assumes unw: unwindCond A

and 7: reachO s1 reachO s2 reachV svl reachV sv2

and vtrl4: Opt.validFromsS s1 tr1 Opt.validFromS s2 tr2

and ¢: o A wwl w2 w1’ w2’ statA sl trl s2 tr2 statAA statO svl trvl sv2 trv2
statO0

shows (finalV (lastt svl trvl) <— finalO (lastt s1 tr1)) A (finalV (lastt sv2 trv2)
+— finalO (lastt s2 tr2))

(proof)

lemma @-completedFrom: unwindCond A =

reachO s1 = reachO s2 = reachV svl = reachV sv2 —

Opt.validFromS s1 trl = completedFromO s1 trl —

Opt.validFromS s2 tr2 = completedFromQO s2 tr2 —

o A statA w wl w2 w1’ w2’ s1 trl s2 tr2 statAA statO svl trvl sv2 trv2 statOO
= completedFromV svl trvl A completedFromV sv2 trv2

(proof)

lemma unwindCond-ez-p:

assumes unwind: unwindCond A

and A: A w wl w2 s1 s2 statA svl sv2 statO

and 7: reachO s1 reachO s2 reachV svl reachV sv2

and stat: (statA = Diff — statO = Diff)

and v: Opt.validFromS s1 tr1 Opt.validFromS s2 tr2

and i: isIntO (lastt s1 tr1) isIntO (lastt s2 tr2)

and nev: never isIntO (butlast tr1) never isIntO (butlast tr2)

shows Jw’ w1’ w2’ trvl trv2 statAA statOO0. p A w’ wl w2 w1’ w2’ statA s1 trl
s2 tr2 statAA statO svl trvl sv2 trv2 statOO

(proof)

definition pa A w wl w2 w1’ w2’ statA s1 trl s2 tr2 statAA statO svl trvl sv2
trv2 statO0O =
trol £ [] A trv2 £ [] A
(length trvl > Suc 0 V w1’ < wl) A (length trv2 > Suc 0 V w2’ < w2) A
Van.validFromS svl trvl A
Van.validFromS sv2 trv2 A
Van.S trvl = Opt.S tr1 A Van.S trv2 = Opt.S tr2 A
Van.A trvl = Van.A tro2 A
(statO = Eq — (statOO = Diff +— Van.O trvl # Van.O trv2)) A
statA = Eq — (statAA = Diff «— Opt.O tr1 # Opt.O tr2)) A
(statO = Diff — statOO = Diff) A
(statAA = Diff — statOO = Diff) A
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A wwl" w2’ (lastt s1 tr1) (lastt s2 tr2) statAA (lastt svl trvl) (lastt sv2 trv2)
statO0

lemma unwindCond-ex-pa-getActO:
assumes unwind: unwindCond A
and A: A w wl w2 sl s2 statA svl sv2 statO
and r84: reachO s1 reachO s2 and r12: reachV svl reachV sv2
and stat: (statA = Diff — statO = Diff)
and v: validTransO (s1, s1’) validTransO (s2, s27)
and 134: isIntO s1 isIntO s2 getActO s1 = getActO s2
shows w1’ w2’ trvl trv2 statOO.
va A oo wl w2 wl’ w2’ statA s1 [s1, s1] s2 [s2, s2] (sstatA’ statA s1 s2)
statO svl trvl sv2 trv2 statOO

(proof)

lemma unwindCond-ez-pa’-auz:
assumes unwind: unwindCond A
and A: A w wl w2 sl s2 statA svl sv2 statO
and 7: reachO s1 reachO s2 reachV svl reachV sv2
and stat: (statA = Diff — statO = Diff)
and tri4NE: tr1 # [] tr2 # ]
and v3": Opt.validFromS s1 (trl #+4 s1') and v/’ Opt.validFromS s2 (tr2 ##
s27)
and i: isIntO (lastt s1 tr1) isIntO (lastt s2 tr2)
and A3/: getActO (lastt s1 tr1) = getActO (lastt s2 tr2)
and nev: never isIntO (butlast tr1) never isIntO (butlast tr2)
shows w1’ w2’ trvl’ trv2’ statAA’ statOO’.
wa A oo wl w2 wl’ w2’ statA s1 (tr1 ## s1') s2 (tr2 ## s2') statAA’ statO
svl trvl’ sv2 trv2’ statOO’

(proof)

lemma unwindCond-ex-pa-auz2:
assumes unwind: unwindCond A
and A: A w wl w2 sl s2 statA svl sv2 statO
and r: reachO s1 reachO s2 reachV svl reachV sv2
and stat: (statA = Diff — statO = Diff)
and v3” Opt.validFromS s1 (trl Q [s1',s1"]) and v4 " Opt.validFromS s2 (tr2 Q
[s27,s2"])
and i: isIntO s1’ isIntO s2’
and A34: getActO s1’ = getActO s2’'
and nev: never isIntO trl never isIntO tr2
shows Jwi1’ w2’ trvl trv2 statAA statOO.
va A oo wl w2 wl’ w2’ statA s1 (tr1 Q [s1',51"]) s2 (tr2 Q [s2/,52"]) statAA
statO svl trvl sv2 trv2 statOO

(proof)

lemma lastt-snoc[simp]: lastt s1 (tr1 Q [s1"]) = s1”

(proof)
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lemma lastt-snoc2[simp): lastt s1 (tr1 Q [s1/, s1"]) = s1”’
(proof)

lemma append-snoc2: tr1 Q [s1', s1”] = (tr1 ## s1') ## s1”
(proof)

definition ¢’ A wi w2 w1’ w2’ statA sl trl s1’' s1" s2 tr2 s2' s2" statAA statO
svl trol svl’ sv2 trv2 sv2' statOO =

(trol [V wl’ <wl) A (trv2 #[] Vw2 < w2)A

Van.validFromS svl (trvl ## svl'’) A Van.validFromS sv2 (trv2 #4# sv2'’) A

Van.S (trvl #4 svl’) = Opt.S ((tr1 ## s1') #4# s1') A Van.S (trv2 ##
sv2') = Opt.S ((tr2 #4 s2') #4# s2'") A

Van.A (trvl #4 svl’) = Van.A (trv2 #4# sv2') A

(statO = Eq — (statOO = Diff) = (Van.O (trvl #4# sv1') # Van.O (trv2
## sv2”))) A

(statA = Eq — (statAA = Diff) = (Opt.O ((tr1 #4 s1') ## s1’") # Opt.O
(2 #4 2') #4 52")) A

(statO = Diff — statOO = Diff) A (statAA = Diff — statOO = Diff) A

A oo wl' w2’ s1” s2" statAA svl’ sv2' statOO

proposition unwindCond-ex-p":
assumes unwind: unwindCond A and A: A w w1 w2 s1 s2 statA svl sv2 statO
and r: reachO s1 reachO s2 reachV svl reachV sv2
and stat: statA = Diff — statO = Diff
and v8": Opt.validFromsS s1 ((tr1 #+4 s1’) #4# s1'") and v/ " Opt.validFromsS s2
((tr2 4t 27) #4t 527)
and i: isIntO s1’ isIntO s2’
and A34: getActO s1’ = getActO s2'
and nev: never isIntO trl never isIntO tr2
shows Jwi’ w2’ trvl svl' trv2 sv2' statAA statOO.
' A wl w2 wl’ w2’ statA s1 trl s1' s1'" s2 tr2 s2’ s2' statAA statO svl trvl
svl" sv2 trv2 sv2' statOO

(proof)

definition x3 A w (wl:enat) w2 wl’ w2’ si trl s2 statAA svl trvl sv2 trv2
statO0 =

trol # [| A tro2 # [] A (length tro2 > Suc 0 V w2’ < w2) A

Van.validFromS svl trvl A Van.validFromS sv2 trv2 A

never isSecV (butlast trvl) A

isSecV (lastt svl trvl) A getSecV (lastt svl trvl) = getSecO (lastt s1 tr1) A

never isSecV (butlast trv2) A

Van.A trvl = Van.A trv2 A

A wwl’ w2’ (lastt s1 tr1) s2 statAA (lastt svl trvl) (lastt sv2 trv2) statOO

lemma x3-final:
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assumes unw: unwindCond A

and 7: reachO s1 reachO s2 reachV svl reachV sv2

and vitrl: Opt.validFromsS sl trl

and x3: x3 A wwl w2 wil’ w2’ sl trl s2 statAA svl trvl sv2 trv2 statOO
shows (finalV (lastt svl trvl) <— finalO (lastt s1 tr1)) A (finalV (lastt sv2 trv2)
> finalO s2)

(proof)

lemma x 8-completedFrom: unwindCond A =

reachO s1 = reachO s2 = reachV svl = reachV sv2 —
Opt.validFromS s1 trl = completedFromQO s1 trl —

X3 A wwl w2 wl’ w2’ sl trl s2 statAA svl trvl sv2 trv2 statOO
= completedFromV svl trvl A completedFromV sv2 trv2

(proof)

lemma unwindCond-ex-x 3:

assumes unwind: unwindCond A

and A: A w wl w2 sl s2 statA svl sv2 statO

and r: reachO s1 reachO s2 reachV svl reachV sv2

and virl: Opt.validFromS si trl

and nisl: - isIntO s1 and nis2: — isIntO s2

and interd: never isIntO tril

and sec: never isSecO (butlast tr1) isSecO (lastt s1 trl)

shows Fw’ w1’ w2’ trvl trv2 statO0. x3 A w' wl w2 wil' w2’ sl trl s2 statA svl
trvl sv2 trv2 statOO

(proof)

definition x3a where x3a¢ A w (wl:enat) w2 w1’ w2’ s1 s1' s2 statAA svl trvl
sv2 trv2 statO0 =

trol # [ A tro2 # [] A (length trv2 > Suc 0 V w2’ < w2) A

Van.validFromS svl trvl A Van.validFromS sv2 trv2 A

Van.S trvl = [getSecO s1] A

never isSecV (butlast trv2) A

Van.A trvl = Van.A trv2 A

A wwl w2 s1's2 statAA (lastt svl trvl) (lastt sv2 trv2) statOO

lemma unwindCond-ex-x 3a-getSec:
assumes unwind: unwindCond A
and A: A w wl w2 sl s2 statA svl sv2 statO
and r34: reachO s1 reachO s2 and r12: reachV svl reachV sv2
and v: validTransO (s1, s1”)
and #3: — isIntO sl
and is!: isSecO s1 and isvi3: isSecV svl getSecO sl = getSecV svl
shows w1’ w2’ trvl trv2 statOO.
x3a A oo wi w2 wl’ w2’ sl s1’ s2 statA svl trvl sv2 trv2 statOO

(proof)
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definition x3b A w (wi:enat) w2 wl’ w2’ sl trl s2 statAA svl trvl sv2 trv2
statO0 =

trol # [] A

trv2 # [ A (length trv2 > Suc 0 V w2’ < w2) A

Van.validFromS svl trvl A

Van.validFromS sv2 trv2 A

Van.S trvl = Opt.S trl A

never isSecV (butlast trv2) A Van.A trvl = Van.A trv2 A

A wwl’ w2’ (lastt s1 tr1) s2 statAA (lastt svl trvl) (lastt sv2 trv2) statOO

lemma unwindCond-ex-x 3b-auz:

assumes unwind: unwindCond A

and A: A w wl w2 s1 s2 statA svl sv2 statO and

r: reachO s1 reachO s2 reachV svl reachV sv2

and riNE: trl # ||

and v3" Opt.validFromS s1 (tr1 ## s1’)

and nisl: — isIntO s1 and nis2: — isIntO s2

and ninter3”: never isIntO (tr1 #4 s1)

and sec: never isSecO (butlast tr1) isSecO (lastt s1 trl)
shows Jwl’ w2’ trvl trv2 statOO0. x3b A oo wl w2 wl' w2’ s1 (trl ## s1’) s2
statA svl trvl sv2 trv2 statOO

(proof)

lemma unwindCond-ex-x 3b-auz2:

assumes unwind: unwindCond A

and A: A w wl w2 s1 s2 statA svl sv2 statO

and r: reachO s1 reachQO s2 reachV svl reachV sv2

and v3" Opt.validFromsS s1 (tr1 @ [s1’',s1"))

and nisl: = isIntO s1 and nis2: — isIntO s2

and ninter3”: never isIntO (trl1 Q [s1',s1")

and sec: never isSecO trl isSecO s1'

shows w1’ w2’ trvl trv2 statO0. x3b A oo wi w2 wl’ w2’ s1 (trl Q [s1’,s1"])
s2 statA svl trvl sv2 trv2 statOO

(proof)

definition x3' A wl w2 w1’ w2’ sl trl s1’ s1" s2 statAA svl trvl svl’ sv2 trv2
sv2" statO0 =
Van.validFromsS svl (trvl ## svl') A Van.validFromS sv2 (trv2 ## sv2'") A
Van.S (trvl ## svl'’) = Opt.S ((tr1 #4 s1’) ## s1”) A never isSecV trv2 A
Van.A (trvl #4 svl') = Van.A (trv2 ## sv2’) A
trol # [ A (trv2 # ] Vw2’ < w2) A
A oo wl’ w2’ s1" s2 statAA svl' sv2' statOO

proposition unwindCond-ex-x 3"
assumes unwind: unwindCond A
and A: A w w1 w2 sl s2 statA svl sv2 statO and
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r: reachO s1 reachQO s2 reachV svl reachV sv2

and v3": Opt.validFromS s1 ((tr1 ## s1') #4# s1”)

and nisl: = isIntO s1 and nis2: — isIntO s2

and ninter3” never isIntO ((tr1 #+# s1’) ## s1”)

and sec: never isSecO trl isSecO s1’

shows Fwil’ w2’ trvl svl’ trv2 sv2'" statOO0. x3' A wl w2 w1’ w2’ sl trl s1’
s1" s2 statA svl trvl svl' sv2 trv2 sv2' statOO

(proof)

definition w3 A wl w2 wl’ w2’ sl s1’ s2 statAA svl trvl svl’ sv2 trv2 sv2’
statO0 =
Van.validFromS svl (trvl ## svl’) A Van.validFromS sv2 (trv2 #4 sv2’) A
never isSecV trvl N never isSecV trv2 A
Van.A (trvl #4 svl') = Van.A (trv2 ## sv2’) A
(trol [V wl’ <wl) A (trv2 #[] Vw2 < w2)A
A oo wl' w2’ s1’ s2 statAA svl’ sv2’ statOO

proposition unwindCond-ex-w3:

assumes unwind: unwindCond A

and A: A w wl w2 s1 s2 statA svl sv2 statO

and r34: reachO s1 reachO s2 and r12: reachV svl reachV sv2

and v3: validTransO (s1,s1’)

and nisl: = isIntO s1 — isIntO s1’ — isSecO sl

and nis2: - isIntO s2

shows Jwi1’ w2’ trvl svl’ trv2 sv2’ statO0. w3 A wl w2 wil’ w2’ s1 s1’ s2 statA
svl trvl svl’ sv2 trv2 sv2’ statOO

(proof)

definition x4 A w wi! (w2:enat) wl’ w2’ s1 s2 tr2 statAA svl trvl sv2 trv2
stat00 =

trol # [| A trv2 # [] A (length trol > Suc 0 V w1’ < wl) A

Van.validFromS svl trvl A Van.validFromS sv2 trv2 A

never isSecV (butlast trvl) A

never isSecV (butlast trv2) A

isSecV (lastt sv2 trv2) A getSecV (lastt sv2 trv2) = getSecO (lastt s2 tr2) A

Van.A trvl = Van.A trv2 A

A wwl’ w2’ sl (lastt s2 tr2) statAA (lastt svl trvl) (lastt sv2 trv2) statOO

lemma x4-final:

assumes unw: unwindCond A

and 7: reachO s1 reachO s2 reachV svl reachV sv2

and vitr2: Opt.validFromsS s2 tr2

and x4: x4 A wwl w2 wl’ w2’ sl s2 tr2 statAA svl trvl sv2 trv2 statOO
shows (finalV (lastt svl trvl) <— finalO s1) A (finalV (lastt sv2 trv2) <— finalO
(lastt s2 tr2))
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(proof)

lemma y4-completedFrom: unwindCond A —

reachO s1 = reachO s2 = reachV svl = reachV sv2 —
Opt.validFromS s2 tr2 — completedFromQO s2 tr2 —

X4 A wwl w2 wl’ w2’ sl s2tr2 statAA svl trvl sv2 trv2 statOO
= completedFromV svl trvl N completedFromV sv2 trv2

(proof)

proposition unwindCond-ex-x4:

assumes unwind: unwindCond A

and A: A w wl w2 sl s2 statA svl sv2 statO

and 7: reachO s1 reachO s2 reachV svl reachV sv2

and vitr2: Opt.validFromsS s2 tr2

and nis2: - isIntO s1 and nis2: — isIntO s2

and inters: never isIntO tr2

and sec: never isSecO (butlast tr2) isSecO (lastt s2 tr2)

shows Jw’ w1’ w2’ trvl trv2 statO0. x4 A w' wl w2 wil’ w2’ sl s2 tr2 statA svl
trvl sv2 trv2 statOO

(proof)

definition x/a where y4a A w wl (w2::enat) wl’ w2’ s1 s2 s2' statAA svl trvl
sv2 trv2 statO0 =

trol # [ A tro2 # [] A (length trvl > Suc 0V wl’ < wl) A

Van.validFromsS svl trvl A Van.validFromS sv2 trv2 A

never isSecV (butlast trvl) A

Van.S trv2 = [getSecO s2] A

Van.A trvl = Van.A trv2 A

A wwl w2 sl s2' statAA (lastt svl trvl) (lastt sv2 trv2) statOO

lemma unwindCond-ex-x4a-getSec:
assumes unwind: unwindCond A
and A: A w w1 w2 sl s2 statA svl sv2 statO
and r34: reachO s1 reachO s2 and r12: reachV svl reachV sv2
and v: validTransO (s2, s2)
and ii4: = isIntO s2
and is2: isSecO s2 and isv24: isSecV sv2 getSecO s2 = getSecV sv2
shows w1’ w2’ trvl trv2 statOO.
x4a A oo wl w2 wl’ w2’ s1 s2 s2’' statA svl trvl sv2 trv2 statOO

(proof)

definition x4b A w wl w2 wl’ (w2':enat) s1 s2 tr2 statAA svl trvl sv2 trv2
stat0O0 =

trol # [] A trv2 # [] A (length trol > Suc 0 V wl’ < wl) A

Van.validFromsS svl trvl A Van.validFromS sv2 trv2 A

never isSecV (butlast trvl) A

Van.S trv2 = Opt.S tr2 A

Van.A trvl = Van.A trv2 A

A wwl’ w2’ sl (lastt s2 tr2) statAA (lastt svl trvl) (lastt sv2 trv2) statOO
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lemma unwindCond-ex-x4b-auz:

assumes unwind: unwindCond A

and A: A w wl w2 s1 s2 statA svl sv2 statO

and r: reachO s1 reachO s2 reachV svl reachV sv2

and tr2NE: tr2 # ||

and v/” Opt.validFromS s2 (tr2 ## s2')

and nisl: = isIntO s1 and nis2: — isIntO s2

and ninter " never isIntO (tr2 ## s27)

and sec: never isSecO (butlast tr2) isSecO (lastt s2 tr2)
shows w1’ w2’ trvl trv2 statOO0. x4b A oo wl w2 w1’ w2’ sl s2 (tr2 ## s2’)
statA svl trvl sv2 trv2 statOO

(proof)

lemma unwindCond-ex-x 4b-auz2:

assumes unwind: unwindCond A

and A: A w wl w2 sl s2 statA svl sv2 statO and

r: reachO sl reachO s2 reachV svl reachV sv2

and v4 s Opt.validFromsS s2 (tr2 Q [s2/,s2"))

and nisl: - isIntO s1 and nis2: — isIntO s2

and ninter " never isIntO (tr2 Q [s27,52')

and sec: never isSecO tr2 isSecO s2'

shows Jw1’ w2’ trvl trv2 statOO0. x4b A oo wl w2 wl' w2’ sl s2 (tr2 Q [s27,s2"])
statA svl trvl sv2 trv2 statOO

(proof)

definition x4’ A wl w2 w1’ (w2':enat) sl s2 tr2 s2' s2" statAA svl trvl svl"
sv2 trv2 sv2' statO0 =

Van.validFromS svl (trvl #4# svl'’) A Van.validFromS sv2 (trv2 #4 sv2') A

never isSecV (butlast (trvl #4 svl’”)) A

Van.S (trv2 #4 sv2'') = Opt.S ((tr2 ## s2) #4# s2"") A

Van.A (trvl ## svl'’) = Van.A (trv2 ## sv2') A

tro2 £ [| A (trol # [V wl’ < wl) A

A oo wl' w2’ sl s2" statAA svl’ sv2' statOO

proposition unwindCond-ex-x 4"

assumes unwind: unwindCond A

and A: A w wl w2 s1 s2 statA svl sv2 statO and

r: reachO s1 reachO s2 reachV svl reachV sv2

and v/" Opt.validFromS s2 ((tr2 #+# s2') ## s27)

and nisl: — isIntO s1 and nis2: — isIntO s2

and ninter/ " never isIntO ((tr2 #+# s2') #+# s2")

and sec: never isSecO tr2 isSecO s2'

shows Jwi1’ w2’ trvl svl’ trv2 sv2' statOO0. x4’ A wl w2 w1’ w2’ s1 s2 tr2 s2'
82" statA svl trvl svl' sv2 trv2 sv2' statOO

(proof)
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definition w/ A wl w2 w1’ (w2':enat) s1 s2 s2' statAA svl trvl svl’ sv2 tro2
sv2’ statO0 =
Van.validFromS svl (trvl ## svl’) A Van.validFromS sv2 (trv2 ## sv2’) A
never isSecV trvl A never isSecV trv2 A
Van.A (trvl ## svl') = Van.A (trv2 ## sv2') A
(trol [V wl’ <wl) A (trv2 #[] Vw2 <w2)A
A oo w1’ w2’ sl s2' statAA svl’ sv2’ statOO

proposition unwindCond-ex-w4:

assumes unwind: unwindCond A

and A: A w wl w2 sl s2 statA svl sv2 statO

and r34: reachO s1 reachO s2 and r12: reachV svl reachV sv2

and nisl: - isIntO si

and v4: validTransO (s2,s2")

and nis2: — isIntO 52 — isIntO s2' = isSecO s2

shows Fwl’ w2’ trvl svl’ trv2 sv2’ stat00. wi A wl w2 w1’ w2’ s1 s2 s2' statA
svl trvl svl’ sv2 trv2 sv2’ statOO

(proof)

definition oy s1 ltrl s2 ltr2 tr1 s1’ s1” ltr1’ tr2 s2' s2" ltr2' =
ltrl = lappend (llist-of (tr1 #4# s1')) (s1”"$ ltr1’) A
ltr2 = lappend (llist-of (tr2 ## s27) (s2” $ ltr2’) A
Opt.validFromsS s1 ((tr1 #+# s1') #4 s1'") A Opt.validFromS s2 ((tr2 ## s2)
4t 527 N
never isIntO tr1 A never isIntO tr2 A
isIntO s1' A isIntO s2' A getActO s1’' = getActO s2' A
Opt.lvalidFromS s1"" (s1"" $ ltr1") A Opt.lcompletedFrom s1' (s1" $ ltr1’) A
Opt.lvalidFromS s2" (s2"" § ltr2") A Opt.lcompletedFrom s2" (s2" $ ltr2’) A
Opt.lA (s1" 8 ltr1’) = Opt.lA (s2" $ ltr2’)

lemma isintO-pyp:

assumes vltrl: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltril

and vltr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2

and A: Opt.lA ltr1 = Opt.lA ltr2 and inter3: — Inever isIntO lirl

shows Jtrl s1’ s1" ltr1’ tr2 s2' s2" ltr2’. o s1 ltrl s2 ltr2 trl s1’ s1" ltr1’ tr2
s2' 82" ltr2’

(proof)
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definition yx sI lirl tr1 s1’ s1" lirl’' =
ltr1 = lappend (llist-of (tr1 #+# s1')) (s1”$ ltr1’) A
Opt.validFromS s1 ((tr1 #+4 s1') #4 s1”) A
never isIntO tr1 A — isIntO s1’ N\ = isIntO s1" A
never isSecO trl A isSecO s1' A
Opt.lvalidFromS s1"" (s1”" $ ltr1’) A Opt.lcompletedFrom s1'' (s1""'$ ltr1’)

lemma isSecO-xx:

assumes vltr!: Opt.lvalidFromsS s1 ltr1 Opt.lcompletedFrom si ltril
and inter: Inever isIntO ltr1 and isec: — Inever isSecO ltrl
shows Jtr1 s1’ s1"" lirl’. xx s1 ltrl tr1 s1’ s1” ltr1’

(proof)

type-synonym (’'stA,’stO) tuple34 =
enat X enat X

'stA x 'stA llist x

'stA x 'stA llist x

status X

'stO x 'stO x status

type-synonym ('stA,’stO) tuplel2 =
'stO list x 'stO x 'stO list x 'stO x status X status

context

fixes A :: enat = enat = enat = 'stateO = 'stateO = status = 'stateV =
'stateV = status = bool

begin

fun isn :: turn x (‘stateO,’stateV) tuple34 = bool
where
isn (trn,wl w2,s1,ltrl ,s2,ltr2,statA,svl ,sv2,statO) «— ltrl = [[]] A ltr2 = [[]]

fun h-t ::

turn x ('stateO,’stateV )tuple3) =
('stateO,'stateV ) tuplel12 x

turn x (’stateQ,’stateV)tuples/

where
h-t (trn,wl,w2,s1,ltrl,s2,ltr2,statA,svl ,sv2,statO) =
(if trn = L

then if Inever isSecO ltrl
then let (s1'ltr1’) = (Ihd (It ltr1), It ltrl)
in let (w1’ w2’ trvl svl’ trv2 sv2’ statO0) =
(SOME k. case k of (w1’ w2’ trvl, svl’trv2,sv2’ stat00) =
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w8 A wl w2 wl’ w2’ sl s1’ s2 statA svl trvl svl’ sv2 trv2 sv2’ statOO)
in ((trvl,svl’trv2,sv2’ statA,stat00),
(if trvl =[] then L else R,
wl w2’ sl ltrl’,s2,ltr2 statA,svl’,sv2’ stat00))
else
let (tr1,s1',s1”ltr1") =
(SOME k. case k of (tr1,s1',s1"ltr1’) =
xx sl ltrl trl s1’ s1" ltr1’)
in let (w1’ w2’ trol svl " trv2,sv2" stat00) =
(SOME k'. case k' of (w1’ w2’ trvl,svl" trv2,sv2" stat00) =
x3' A wl w2 wl’ w2’ sl trl s1' s1' s2 statA svl trvl svl’ sv2 trv2
sv2" statOO0)
in ((trvl,svl” trv2,sv2" statA,stat00),
(Rywl’ w2’ s1" s1" $ ltrl’,s2,ltr2,statA,svl " sv2" stat00))
else if Inever isSecO ltr2
then let (s2',ltr2’) = (Ihd (Itl ltr2), Ut ltr2)
in let (w1’ w2’ trvl svl’ trv2,sv2’ stat00) =
(SOME k. case k of (w1’,w2’ trvl,svl’ trv2,sv2’ stat00) =
w4 A wl w2 wl’ w2’ sl s2 s2' statA svl trvl svl’ sv2 trv2 sv2’ statOO)
in ((trvl,svl’ trv2,sv2’ statA,statO0),
(if trv2 =[] then R else L,
w1’ w2’ s1,ltrl,s2",ltr2’ statA,svl’,sv2’ statO0))
else
let (tr2,s2',s2"ltr2") =
(SOME k. case k of (tr2,s2',s2"ltr2") =
XX 2 ltr2 tr2 s2' s2' ltr2")
in let (w1’ w2’ trvl svl" trv2,sv2" statO0) =
(SOME k'. case k' of (w1’ w2’ trvl,svl’ trv2,sv2" stat00) =
X4 A wl w2 wl’ w2’ s1 s2 tr2 s2' s2' statA svl trvl svl” sv2 trv2
sv2" statOO0)
in ((trvl,svl” trv2,sv2" statA,statO0),
(Lywl' w2’ s1, ltrl, s2",s2" $ ltr2’ statA,svl " sv2" statO0))
)

declare h-t.simps[simp del]

definition h = fst o h-t
definition ¢ = snd o h-t

fun econd where econd (trn,wl,w2,s1,ltr1,s2,ltr2,statA,svl sv2,statQ) =
(llength ltr1 < Suc 0 V llength ltr2 < Suc 0)

fun e where e (trn,wl,w2,s1,ltr1,s2,ltr2 statA,svl ,sv2,statO) = [[([sv1],sv1,[sv2],sv2,statA,statO)]]

definition f :: turn x (’stateO,’stateV)tuple34 = ('stateO,’stateV)tuplel2 llist
where f = ccorec-llist isn h econd e t
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lemma f-LNil:
trl =[[]] = lr2 = [[]] = f (trn,wl,w2,s1,ltrl,s2,ltr2,statA,svl,sv2,statO) =

[[]]
(proof)

lemma f-length-1:
assumes lir] # [[]] vV Wr2 # [[]] length ltr1 < Suc 0 V llength ltr2 < Suc 0
shows f (trn,wl,w2,s1,ltrl,s2,ltr2,statA,svl ,sv2,statO) = [[([sv1],sv1,[sv2],502,statA,statO)]]

(proof)

lemma f-length-gel:
assumes llength ltr1 > Suc 0 llength ltr2 > Suc 0
shows [ (trn,wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO) =
LCons (h (trn,wl,w2,s1,ltr1 ,s2,ltr2,statA,svl ,sv2,statO)) (f (¢t (trn,wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,sta
)
(proof)

definition lltrvl :: turn x ('stateO,’stateV)tuple34 = 'stateV llist where
ltrvl trn-tp = leoncat (Imap (N(trvl,svl " trv2,sv2" statAA,statOO0). llist-of trvl)

(f trn-tp))

definition then! :: turn x ('stateO,’stateV)tuple34 = nat where
thenl trn-tp = firstNC (Imap (A(trvl,svl " trv2,sv2" statAA,statQO0). trvl) (f trn-tp))

definition [ltrv2 :: turn x (’stateO,’stateV)tuple3) = 'stateV llist where
Htrv2 trn-tp = leoncat (Imap (A(trvl,svl " trv2,sv2" statAA,statOO0). llist-of trv2)

(f trn-tp))

definition then2 :: turn X (’stateO,’stateV)tuple3) = nat where
then2 trn-tp = firstNC' (Imap (A(trvl,svl " trv2,sv2” statAA,statOO0). trv2) (f trn-tp))

lemma [ltrvi-ne-imp:
assumes [ltrvl trn-tp # [[]]
shows Jtrvl svl" trv2 sv2' statAA statOO. (trvl,svl’ trv2,sv2” statAA,statO0)
€ Iset (f trn-tp) A
trol # ||
(proof)

lemma [ltrv2-ne-imp:
assumes [ltrv2 trn-tp # [[]]
shows Jtrvl svl'" trv2 sv2’ statAA statOO. (trvl,svl " trv2,sv2” statAA,statOO)
€ Iset (f trn-tp) A
trv2 # ]
(proof)
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lemma [ltrvl-LNil[simp:

ltrl = [[]] = ltr2 = [[]] = ltrvl (trn,wl ,w2,s1,ltrl ,s2,ltr2,statA,svl ,sv2,statO)
= [ll]

(proof )

lemma lltrv2-LNil[simp):

tr1 =[[]] = ltr2 = [[]] = ltrv2 (trn,wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO)
=[]

(proof )

lemma [ltrvi-Inever[simp:
assumes lirl # [[J] V lr2 # [[]] Uength ltr1 < Suc 0 V llength ltr2 < Suc 0
shows litrvl (trn,wl,w2,s1,ltrl,s2,ltr2, statA,svl ,sv2,statO) = [[svl]]

(proof)

lemma [ltrv2-inever|simp:
assumes ltrl # [[J] V ltr2 # [[]] Uength ltr1 < Suc 0 V llength ltr2 < Suc 0
shows litrv2 (trn,wl,w2,s1,ltrl,s2,ltr2, statA,svl ,sv2,statO) = [[sv2]]

(proof)

lemma h-t-Inever-L:

assumes unw: unwindCond A

and A: A co wl w2 sl s2 statA svl sv2 statO

and 7: reachO s1 reachO s2 reachV svl reachV sv2

and lirl: Opt.lvalidFromS s1 ltrl Opt.lcompletedFrom s1 ltrl

and [”: Inever isIntO ltrl — isIntO s2

and len: llength ltr1 > Suc 0 llength ltr2 > Suc 0

and [: trn = L Inever isSecO ltri

shows 3 w1’ w2’ s1’ ltr1’ trvl svl’ trv2 sv2’ statOO.
ltri = s1 $ ltr1’ A validTransO (s1,s1") A
Opt.lvalidFromS s1' ltr1’ N Opt.lcompletedFrom s1' ltr1’ A Inever isIntO ltr1’ A

w3 A wl w2 wl' w2’ sl s1’ s2 statA svl trvl svl’ sv2 trv2 sv2’ statOO A
h-t (trn,wl,w2,s1,ltrl,s2,ltr2 statA,svl ,sv2,statO) =
((trvl,svl’trv2,sv2’ statA,statO0),
(if trvl =[] then L else R,
wl i w2’, s1’) ltr1’,s2,ltr2,statA,svl ' sv2’ stat00))
(proof)

lemma [ltrv1-lltrv2-Inever-L:
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assumes unw: unwindCond A
and A: A co w1 w2 sl s2 statA svl sv2 statO
and r: reachO s1 reachO s2 reachV svl reachV sv2
and ltrl: Opt.lvalidFromsS s1 ltr1 Opt.lcompletedFrom s1 ltrl
and [": Inever isIntO ltrl — isIntO s2
and len: llength ltr1 > Suc 0 llength ltr2 > Suc 0
and [: trn = L Inever isSecO ltrl
shows 3 w1’ w2’ s1' ltr1’ trvl svl’ trv2 sv2’ statOO.
tr1 = s1 $ ltr1’ A validTransO (s1,s1') A
Opt.lalidFromS s1' ltr1’ N Opt.lcompletedFrom s1' ltr1’ A Inever isIntO ltrl’ A

w3 A wl w2 wl' w2’ sl s1' s2 statA svl trvl svl’ sv2 trv2 sv2' statOO A
Utrvl (trn,wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO) =
lappend (llist-of trvl) (lltrvl (if trol =[] then L else R,
wl w2’ sl ltrl’,s2,ltr2, statA,svl’,sv2’ stat00)) A
Utrv2 (trn,wl,w2,s1,ltrl ,s2,ltr2,statA, svl ,sv2,statOQ) =
lappend (llist-of trv2) (lltrv2 (if trvl =[] then L else R,
wl’ w2’ s1'ltrl’,s2,ltr2 statA,svl’,sv2’ statO0))
(proof)

lemma h-t-not-Inever-L:
assumes unw: unwindCond A
and A: A oo wl w2 sl s2 statA svl sv2 statO
and r: reachO s1 reachO s2 reachV svl reachV sv2
and ltr1: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltr1
and 1" Inever isIntO ltr1 — isIntO s2
and len: llength ltr1 > Suc 0 llength ltr2 > Suc 0
and [: trn = L - Inever isSecO ltrl
shows 3 w1’ w2’ trl s1' s1" ltr1’ trvl svl" trv2 sv2' statOO.
xx sl ltrl trl s1’ s1" ltr1’ A
X3 A wl w2 wl w2’ sltrl s1’s1” s2 statA svl trvl svl' sv2 trv2 sv2' statOO
AN
h-t (trn,wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO) =
((trvl,svl” trv2,sv2" statA,stat00),
(Rywl' w2’ s1" 51" § ltr1’,s2,ltr2,statA,svl " sv2",stat00))
(proof)

lemma [ltrvi-litrv2-not-Inever-L:

assumes unw: unwindCond A

and A: A oo wl w2 sl s2 statA svl sv2 statO

and r: reachO s1 reachO s2 reachV svl reachV sv2

and ltrl: Opt.lvalidFromsS s1 ltr1 Opt.lcompletedFrom s1 ltrl

and [”: Inever isIntO ltrl — isIntO s2

and len: llength ltr1 > Suc 0 llength ltr2 > Suc 0

and [: trn = L - Inever isSecO ltrl

shows 3 w1’ w2’ trl s1’ s1" ltr1’ trvl svl" trv2 sv2' statOO.
xx sl ltrl trl s1’ s1'" ltr1’ A
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X3 A wl w2 wl w2’ sltrl s1’s1” s2 statA svl trvl svl' sv2 trv2 sv2' statOO
N
Utrvl (trn,wl,w2,s1,ltrl,s2,ltr2,statA,svl sv2,statO) =
lappend (llist-of trvl) (lltrvl (R,wl’,w2’,s1” 1" $ ltr1’,s2,ltr2,statA,svl " sv2" stat00))
A
Utrv2 (trn,wl,w2,s1,ltrl ,s2,ltr2,statA,svl ,sv2,statO) =
lappend (llist-of trv2) (1ltrv2 (Rywl’,w2’s1" s1"$§ ltr1’,s2,ltr2,statA,svl " sv2" stat00))

(proof)

lemma h-t-Inever-R:

assumes unw: unwindCond A

and A: A oo wl w2 sl s2 statA svl sv2 statO

and r: reachO s1 reachO s2 reachV svl reachV sv2

and [tr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2

and "2 = isIntO s1 Inever isIntO ltr2

and len: llength ltr1 > Suc 0 llength ltr2 > Suc 0

and [: trn = R Inever isSecO ltr2

shows 3 w1’ w2’ s2' ltr2’ trvl svl’ trv2 sv2’ statOO.
ltr2 = s2 $ ltr2’ A validTransO (s2,s2") A
Opt.lwalidFromS s2' ltr2’ A Opt.lcompletedFrom s2' lir2’ A Inever isIntO ltr2’ A

w4 A wl w2 wl’ w2’ sl s2 s2' statA svl trvl svl’ sv2 trv2 sv2' statOO A
h-t (trn,wl,w2,s1,ltrl,s2,ltr2,statA,svl ,sv2,statO) =
((trvl,svl’trv2,sv2’ statA,statO0),
(if trvg =[] then R else L,
wl w2’ s1,ltrl ,s2' ltr2’ statA,svl’ sv2’ statO0))
(proof)

lemma [ltrvi-lltrv2-inever-R:

assumes unw: unwindCond A

and A: A co w1 w2 sl s2 statA svl sv2 statO

and r: reachO s1 reachO s2 reachV svl reachV sv2

and Itr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2

and "2 = isIntO sl Inever isIntO ltr2

and len: llength ltr1 > Suc 0 llength ltr2 > Suc 0

and I: trn = R Inever isSecO ltr2

shows 3 w1’ w2’ s2' ltr2’ trvl svl’ trv2 sv2’ statOO.
tr2 = s2 $ ltr2’ A validTransO (s2,s27) A
Opt.lalidFromS s2' ltr2' A Opt.lcompletedFrom s2' ltr2' A Inever isIntO ltr2’ A

wg A wl w2 wl’ w2’ sl s2 s2’ statA svl trvl svl’ sv2 trv2 sv2’ statOO A
Utrvl (trn,wl,w2,s1,ltrl,s2,ltr2,statA,svl ,sv2,statO) =
lappend (llist-of trvl) (lltrvl (if trv2 =[] then R else L,
wl w2’ s1,ltrl ,s2’ltr2’ statA,svl’,sv2’ stat00)) A
Utrv2 (trn,wl,w2,s1,ltrl,s2,ltr2,statA,svl ,sv2,statOQ) =
lappend (llist-of trv2) (lltrv2 (if trv2 =[] then R else L,
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w1’ w2’ s1,ltrl,s2'ltr2’ statA,svl’,sv2’,statO0))
(proof)

lemma h-t-not-Inever-R:
assumes unw: unwindCond A
and A: A co wl w2 sl s2 statA svl sv2 statO
and r: reachO s1 reachO s2 reachV svl reachV sv2
and [tr2: Opt.lvalidFromS s2 ltr2 Opt.lcompletedFrom s2 ltr2
and "2 = isIntO sl Inever isIntO ltr2
and len: llength ltr1 > Suc 0 llength ltr2 > Suc 0
and [: trn = R — Inever isSecO ltr2
shows 3 w1’ w2’ tr2 s2' s2" ltr2’ trvl svl" trv2 sv2' statOO.
XX 82 ltr2 tr2 s2' s2" ltr2’ A
x4 A wl w2 wl’ w2’ sl s2tr2s2’ s2" statA svl trvl svl’ sv2 trv2 sv2' statOO
A
h-t (trn,wl,w2,s1,ltr1,s2,ltr2,statA,svl,sv2,statO) =
((trvl,svl” trv2,sv2" statA,stat00),
(Lywl’ w2’ s1,ltrl,s2",s2" $ ltr2’ statA,svl" sv2" stat00))
(proof)

lemma [ltrvi-litrv2-not-Inever-R:
assumes unw: unwindCond A
and A: A co wl w2 sl s2 statA svl sv2 statO
and r: reachO s1 reachO s2 reachV svl reachV sv2
and [ltr2: Opt.lvalidFromS s2 ltr2 Opt.lcompletedFrom s2 ltr2
and [ = isIntO s1 Inever isIntO ltr2
and len: llength ltr1 > Suc 0 llength ltr2 > Suc 0
and I: trn = R — Inever isSecO ltr2
shows 3 w1’ w2’ tr2 s2' s2" Itr2’ trvl svl" trv2 sv2' statOO.
XX 82 ltr2 tr2 s2' s2" ltr2’ A
X4 A wl w2 wl w2’ sl s2tr2s2' s2" statA svl trvl svl' sv2 trv2 sv2' statOO
AN
Utrvl (trn,wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO) =
lappend (llist-of trvl) (lltrvl (L,wl’,w2’s1,ltrl,s2",s2" § ltr2’ statA,svl " sv2" stat00))
AN
Utrv2 (trn,wl,w2,s1,ltrl ,s2,ltr2,statA,svl ,sv2,statO) =
lappend (llist-of trv2) (lltrv2 (Lywl’ w2’ s1,ltrl,s2",s2" § ltr2’ statA,svl" sv2" stat00))

(proof)

lemma f-not-LNil: ltr1 # [[]] V ltr2 # [[]] =
f (wi,w2,trn, s1, ltrl, s2, ltr2, statA, svl, sv2, statO) # [[]]

(proof)

lemma [validFromS-1lltrvl :
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assumes unw: unwindCond A

and A: A co wl w2 sl s2 statA svl sv2 statO

and 7: reachO s1 reachO s2 reachV svl reachV sv2

and ltrl: Opt.lvalidFromsS s1 ltr1 Opt.lcompletedFrom s1 ltrl Inever isIntO ltrl
and [ltr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2 Inever isIntO ltr2
shows Van.lvalidFromS svl (lltrvl (trn,wl,w2,s1,ltr1 s2,ltr2,statA,svl ,sv2,statO))

(proof)

lemma [validFromS-I1ltrv2:

assumes unw: unwindCond A

and A: A co w1 w2 sl s2 statA svl sv2 statO

and 7: reachO s1 reachO s2 reachV svl reachV sv2

and ltrl: Opt.lvalidFromsS s1 ltr1 Opt.lcompletedFrom s1 ltrl Inever isIntO ltrl
and [tr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2 Inever isIntO ltr2
shows Van.lvalidFromS sv2 (lltrv2 (trn,wl,w2,s1,ltrl s2,ltr2,statA,svl sv2,statO))

(proof)

lemma lcompletedFrom-litrvl:

assumes unw: unwindCond A

and A: A co wl w2 sl s2 statA svl sv2 statO

and r: reachO s1 reachO s2 reachV svl reachV sv2

and ltrl: Opt.lvalidFromsS s1 ltr1 Opt.lcompletedFrom s1 ltrl Inever isIntO ltrl

and [ltr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2 Inever isIntO ltr2
shows Van.lcompletedFrom svl (lltrvl (trn,wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO))

(proof)

lemma Icompleted From-lltrv2:

assumes unw: unwindCond A

and A: A oo wl w2 s1 s2 statA svl sv2 statO

and r: reachO s1 reachO s2 reachV svl reachV sv2

and ltrl: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltrl Inever isIntO ltrl

and ltr2: Opt.lvalidFromS s2 ltr2 Opt.lcompletedFrom s2 ltr2 Inever isIntO ltr2
shows Van.lcompletedFrom sv2 (lltrv2 (trn,wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,stat0))

(proof)

lemma [S-lltrvi-ltri:

assumes unw: unwindCond A

and A: A co wl w2 sl s2 statA svl sv2 statO

and 7: reachO sI reachO s2 reachV svl reachV sv2

and ltr1: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltrl Inever isIntO ltri
and [tr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2 Inever isIntO ltr2
shows Van.lS (lltrvl (trn,wl,w2,s1,ltrl,s2,ltr2,statA,svl sv2,statO)) = Opt.lS
ltr1

{(proof)

lemma [S-1ltrv2-ltr2:
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assumes unw: unwindCond A

and A: A co wl w2 sl s2 statA svl sv2 statO

and 7: reachO s1 reachO s2 reachV svl reachV sv2

and ltrl: Opt.lvalidFromsS s1 ltr1 Opt.lcompletedFrom s1 ltrl Inever isIntO ltrl
and [ltr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2 Inever isIntO ltr2
shows Van.lS (lltrv2 (trn,wl,w2,s1,ltrl s2,lir2,statA,svl sv2,statO)) = Opt.lS
ltr2

(proof)

lemma [A-lltrvl-litrv2:

assumes unw: unwindCond A

and A: A co wl w2 sl s2 statA svl sv2 statO

and 7: reachO sI reachO s2 reachV svl reachV sv2

and ltr1: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltrl Inever isIntO ltri

and [tr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2 Inever isIntO ltr2

shows Van.lA (lltrvl (trn,wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO)) =
Van.lA (lltrv2 (trn,wl,w2,s1,ltrl ,s2,ltr2, statA,svl ,sv2,statO))

(proof)

fun isN :: ('stateO,’stateV) tupled) = bool
where
isN (wl,w2,s1,ltr1,s2,ltr2,statA,svl sv2,statO) «— ltr1 = [[]] V ltr2 = [[]]

fun H-T ::
('stateO,'stateV ) tuple34 =
('stateO,’stateV ) tuplel12 x
('stateQ,’stateV ) tupled)
where
H-T (wl,w2,s1,ltrl,s2,ltr2,statA,svl ,sv2,statO) =
(let (trl,s1',s1"ltr1'tr2,s2",s2" ltr2") =
(SOME k. case k of (trl,s1's1"ltr1’tr2,s2',s2" ltr2") =
o s1ltrl s2 ltr2 tr1 s1” s1"" ltr1’ tr2 s2' s2" ltr2’)
in let (w1’ w2’ trvl svl " trv2,sv2” statAA,stat00) =
(SOME k'. case k' of (w1’ w2’ trvl,svl" trv2,sv2" statAA,statO0) =
o' A wl w2 wl' w2’ statA s1 trl s1' s1'" s2 tr2 s2' s2'" statAA statO
svl trvl svl’ sv2 trv2 sv2' statOO0)
in ((trvl,svl” trv2,sv2" statAA,stat00),
(w1’ w2’ 51" 51" § ltr1',s2",s2" § ltr2’ statAA,sv1" sv2" statO0))
)

declare H-T.simps[simp del]
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definition H = fst o H-T
definition T = snd o H-T

fun Econd where Econd (wl,w2,s1,ltrl,s2,ltr2, statA,svl,sv2, statO) = (Inever
isIntO ltrl)

fun E where F (w1,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO) = f (L,wl,w2,s1,ltrl,s2,ltr2,statA,svl ,sv2,statO

definition F :: ('stateO,’stateV)tuples4 = ('stateO,’stateV )tuplel2 llist
where F' = ccorec-llist isN H Econd E T

lemma F-LNil:
ri =[[]] v ltr2 = [[J] = F (w1,w2,s1,ltrl,s2,ltr2, statA,svl sv2,statO) = [[]]
(proof)

lemma F-lnever:

assumes lir! # [[]] tr2 # [[]] Inever isIntO lir1

shows F' (w1, w2,s1,ltrl,s2,ltr2,statA,svl ,sv2,statO) = f (L, w1, w2, si, ltrl, s2,
ltr2, statA, svl, sv2, statO)

(proof)

lemma F-not-Inever:
assumes lir! # [[]] tr2 # [[]] - Inever isIntO ltr!
shows F (wl,w2,s1,ltr1,s2,ltr2,statA,svl sv2,stat0) =
LCons (H (wl,w2,s1,ltr1,s2,ltr2 statA,svl ,sv2,statO)) (F (T (wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO)
)
(proof)

definition ltrvl :: ('stateO,’stateV)tuple34 = ’'stateV llist where
ltrvl tp = lconcat (Imap (A(trvl,svl” trv2,sv2"” statAA,statOO0). llist-of trvl) (F

tp))

definition firstHolds1 :: ('stateO,’stateV)tuple34 = nat where
firstHolds1 tp = firstNC (Ilmap (A(trvl,svl’ trv2,sv2’ statAA,statO0). trvl) (F

tp))

definition ltrv2 :: (‘stateO,’stateV)tuple3s = 'stateV llist where
ltro2 tp = lconcat (Imap (A(trvl,svl” trv2,sv2" statA A,statOO0). llist-of trv2) (F

tp))

definition firstHolds2 :: ('stateQ,’stateV )tuple34 = nat where
firstHolds2 tp = firstNC (Imap (A(trvl,svl’” trv2,sv2" statAA,statO0). trv2) (F
tp))
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lemma ltrvi-ne-imp:
assumes ltrvl tp # [[]]
shows Jtrvl svl' trv2 sv2’ statAA statOO. (trvl,svl " trv2,sv2” statAA,statOO)
€ lset (F tp) A
trol # ||
(proof)

lemma ltrv2-ne-imp:
assumes ltrv2 tp # [[]]
shows Ftrvl svl " trv2 sv2' statAA statOO. (trvl,svl’ trv2,sv2” statAA,statO0)
€ lset (F tp) A
trv2 # |]
(proof)

lemma ltrvl-LNil[simp):

r1 =[] v ltr2 = [[]] = ltrvl (wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO) = [[]]
(proof)

lemma ltrv2-LNil][simp]:

ltrl =[[]] v ltr2 = [[]] = ltrv2 (wl,w2,sl,ltr1,s2,ltr2,statA,svl ,sv2,statO) = [[]]
(proof )

lemma ltrvi-Inever:

assumes lirl # [[]] tr2 # [[]] Inever isIntO ltrl

shows ltrvl (wl,w2,s1,ltrl,s2,ltr2, statA,svl sv2,statO) = lltrol (L, wl, w2, si,
ltrl, s2, ltr2, statA, svl, sv2, statO)

(proof)

lemma ltrv2-Iinever:

assumes lirl # [[]] itr2 # [[]] Inever isIntO lir1

shows ltrv2 (wl,w2,s1,ltrl,s2,ltr2, statA,svl sv2,statO) = lltrv2 (L, wl, w2, si,
ltrl, s2, ltr2, statA, svl, sv2, statO)

(proof)

lemma H-T-not-Inever:

assumes unw: unwindCond A

and A: A co w1 w2 sl s2 statA svl sv2 statO

and 7: reachO s1 reachO s2 reachV svl reachV sv2

and stat: statA = Diff — statO = Diff

and ltr1: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltrl
and [tr2: Opt.lvalidFromS s2 ltr2 Opt.lcompletedFrom s2 ltr2
and [: = [never isIntO ltr1 Opt.lA ltr1 = Opt.lA ltr2
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shows 3 wi1’ w2’ trl s1’ s1'" ltr1’ tr2 s2’ 52" ltr2’ trvl svl’ trv2 sv2' statAA
statOO.

o s1 ltrl s2 ltr2 trl s1' s1" ltrl’ tr2 s2' s2"" ltr2’' A

o' A wl w2 wl' w2’ statA s1 trl s1' s1' s2 tr2 s2' s2' statAA statO svl trvl
svl" sv2 trv2 sv2' statOO A

H-T (wl,w2,s1,ltrl,s2,ltr2 statA,svl ,sv2,statO) =

((trvl,svl"” trv2,sv2" statAA,statOO0),

(w1, w2’ s1” 51" $ lirl’,s2”.s2" § ltr2’ statAA,svl” sv2" stat00))

(proof)

lemma ltrvl-ltrv2-not-lnever:
assumes unw: unwindCond A
and A: A co wl w2 sl s2 statA svl sv2 statO
and 7: reachO s1 reachO s2 reachV svl reachV sv2
and stat: statA = Diff — statO = Diff
and ltr1: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltri
and [tr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2
and [: = [never isIntO ltr1 Opt.lA ltr1 = Opt.lA ltr2
shows 3 w1’ w2’ trl s1' s1" ltr1’ tr2 s2' s2'" ltr2’ trvl svl” trv2 sv2' statAA
statOO.
o s1 ltrl s2 ltr2 trl s1’ s1" ltrl’ tr2 s2' s2" ltr2’ A
' A wl w2 wl’ w2’ statA s1 trl s1’ s1'" s2 tr2 s2' s2" statAA statO svl trvl
svl' sv2 trv2 sv2' statOO A
ltrol (wl,w2,s1,ltr1,s2,ltr2,statA,svl sv2,statO) =
lappend (llist-of trvl) (ltrvl (w1’,w2’,s1",s1" § ltr1’,s2" 52" § ltr2’ statAA,sv1" 502" statOO0))
A\
ltrv2 (wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO) =
lappend (llist-of trv2) (Itrv2 (w1’ ,w2',s1”,s1" § lirl',s2" 52" § ltr2’ statAA,svl" sv2" statOO0))

(proof)

lemma lvalidFromS-ltrul

assumes unw: unwindCond A

and A: A co wl w2 sl s2 statA svl sv2 statO

and r: reachO s1 reachO s2 reachV svl reachV sv2

and stat: statA = Diff — statO = Diff

and ltr1: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltri

and Itr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2

and liri4: Opt.lA ltr1 = Opt.lA ltr2

shows Van.lwalidFromS svl (ltrvl (wl,w2,s1,ltrl,s2,ltr2, statA,svl ,sv2,statO))

(proof)

lemma lvalidFromS-ltrv2:

assumes unw: unwindCond A

and A: A oo wl w2 sl s2 statA svl sv2 statO

and r: reachO s1 reachO s2 reachV svl reachV sv2

and stat: statA = Diff — statO = Diff

and ltrl: Opt.lvalidFromsS s1 ltr1 Opt.lcompletedFrom s1 ltrl
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and Itr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2
and liri4: Opt.lA ltr1 = Opt.lA ltr2
shows Van.lvalidFromS sv2 (ltrv2 (wl,w2,s1,ltr1,s2,ltr2,statA,svl,sv2,statO))

(proof)

lemma lcompleted From-ltrvl:

assumes unw: unwindCond A

and A: A co wl w2 sl s2 statA svl sv2 statO

and 7: reachO sI reachO s2 reachV svl reachV sv2

and stat: statA = Diff — statO = Diff

and lirl: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltrl

and [tr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2

and A34: Opt.lA ltr1 = Opt.lA ltr2

shows Van.lcompletedFrom svl (ltrvl (wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO))

(proof)

lemma Ilcompleted From-ltrv2:

assumes unw: unwindCond A

and A: A oo wl w2 sl s2 statA svl sv2 statO

and 7: reachO sI reachO s2 reachV svl reachV sv2

and stat: statA = Diff — statO = Diff

and ltrl: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltrl

and Itr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2

and A34: Opt.lA ltr1 = Opt.lA ltr2

shows Van.lcompletedFrom sv2 (ltrv2 (wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO))

(proof)

lemma [S-ltrvi-ltri:

assumes unw: unwindCond A

and A: A co wl w2 sl s2 statA svl sv2 statO

and 7: reachO s1 reachO s2 reachV svl reachV sv2

and stat: statA = Diff — statO = Diff

and [ltr1: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltr1

and [tr2: Opt.lvalidFromS s2 ltr2 Opt.lcompletedFrom s2 ltr2

and A34: Opt.lA lirl = Opt.lA ltr2

shows Van.lS (ltrvl (wl,w2,s1,ltr1,s2,ltr2,statA,svl sv2,statO)) = Opt.1lS ltrl

(proof)

lemma [S-ltrv2-ltr2:

assumes unw: unwindCond A

and A: A co wl w2 sl s2 statA svl sv2 statO

and r: reachO s1 reachO s2 reachV svl reachV sv2

and stat: statA = Diff — statO = Diff

and ltr1: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltri
and [tr2: Opt.lvalidFromsS s2 ltr2 Opt.lcompletedFrom s2 ltr2
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and A34: Opt.lA ltrl = Opt.lA ltr2
shows Van.lS (ltrv2 (wl,w2,s1,ltr1,s2,ltr2,statA,svl ,sv2,statO)) = Opt.1S ltr2

(proof)

lemma [A-ltrvi-ltrv2:

assumes unw: unwindCond A

and A: A co wl w2 sl s2 statA svl sv2 statO

and 7: reachO sI reachO s2 reachV svl reachV sv2

and stat: statA = Diff — statO = Diff

and ltrl: Opt.lvalidFromsS s1 ltr1 Opt.lcompletedFrom s1 ltrl

and [ltr2: Opt.lvalidFromS s2 ltr2 Opt.lcompletedFrom s2 ltr2

and A34: Opt.lA ltr1 = Opt.lA ltr2

shows Van.lA (ltrvl (wl,w2,s1,ltrl,s2,ltr2, statA,svl sv2,stat0)) =
Van.lA (ltrv2 (wl,w2,s1,ltrl,s2,ltr2, statA,svl ,sv2,statO))

(proof)

lemma [O-ltrvl-ltrv2:

assumes unw: unwindCond A

and A: A co wl w2 sl s2 statA svl sv2 statO

and r: reachO s1 reachO s2 reachV svl reachV sv2

and stat: statA = Diff — statO = Diff

and [ltr1: Opt.lvalidFromS s1 ltr1 Opt.lcompletedFrom s1 ltr1

and [ltr2: Opt.lvalidFromS s2 ltr2 Opt.lcompletedFrom s2 ltr2

and A34: Opt.lA ltrl = Opt.lA ltr2

and 012: Van.lO (ltrvl (wl,w2,s1,ltrl,s2,ltr2,statA,svl ,sv2,statO)) =
Van.lO (ltrv2 (wl,w2,s1,ltrl,s2,ltr2,statA,svl ,sv2,statO))

and stO: statO = Eq

shows Opt.lO ltr1 = Opt.lO ltr2

(proof)

end

theorem unwind-Ilrsecure:
assumes init: initCond A and unwind: unwindCond A
shows [lrsecure

(proof)

4.4 Compositional unwinding

We allow networks of unwinding relations that unwind into each other, which
offer a compositional alternative to monolithic unwinding.

definition unwindIntoCond ::
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(enat = enat = enat = ’stateO = ’'stateO = status = 'stateV = 'stateV =
status = bool) =
(enat = enat = enat = ’'stateO = 'stateO = status = 'stateV = 'stateV =
status = bool)
= bool
where
unwindIntoCond A A" =V w wl w2 s1 s2 statA svl sv2 statO.
reachO s1 A reachO s2 A reachV svl A reachV sv2 A
A w wl w2 sl s2 statA svl sv2 statO —
(finalO s1 +— finalO s2) A (finalV svl +— finalO s1) A (finalV sv2 +— finalO
s2)
A
(statA = Eq — (isIntO s1 <— isIntO s2))
A
((Bv<w. proact A" v wl w2 s1 s2 statA svl sv2 statO)
V
react A" w1l w2 sl s2 statA svl sv2 statO)

theorem distrib-unwind-lrsecure:
assumes m: 0 < m and nat: Ai. i < (m:nat) = nazt i C {0..<m}
and init: initCond (As 0)
and step: A\i. i < m =
unwindIntoCond (As ) (Aw w1 w2 s1 s2 statA svl sv2 statO.
3j € nat i. As jw wl w2 sl s2 statA svl sv2 statO)
shows Ilrsecure

(proof)

lemma unwindIntoCond-simplel:

assumes

Aw wl w2 s1 s2 statA svl sv2 statO.

reachO s1 —> reachO s2 — reachV svl — reachV sv2 —
A w wl w2 sl s2 statA svl sv2 statO

N

(finalO s1 +— finalO s2) A (finalV svl <— finalO s1) A (finalV sv2 <— finalO
s2)

and

NAw wl w2 sl s2 statA svl sv2 statO.

reachO s1 —> reachO s2 —> reachV svl —> reachV sv2 —
A w wl w2 sl s2 statA svl sv2 statO —

statA = Eq

N

isIntO s1 <— isIntO s2

Aw wl w2 s1 s2 statA svl sv2 statO.

reachQ s1 — reachO s2 — reachV svl — reachV sv2 —
A w wl w2 sl s2 statA svl sv2 statO

N

react A’ w1 w2 s1 s2 statA svl sv2 statO

shows unwindIntoCond A A’
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(proof)

lemma unwindIntoCond-simplel?2:

assumes

Aw wl w2 s1 s2 statA svl sv2 statO.

reachO s1 = reachO s2 — reachV svl — reachV sv2 —
A w wl w2 sl s2 statA svl sv2 statO

—

(finalO s1 +— finalO s2) A (finalV svl +— finalO s1) A (finalV sv2 +— finalO
s2)

and

Aw wl w2 s1 s2 statA svl sv2 statO.

reachO s1 = reachO s2 = reachV svl = reachV sv2 —
A w wl w2 sl s2 statA svl sv2 statO —

statA = FEq

—

isIntO s1 <— isIntO s2
and

Aw wl w2 sl s2 statA svl sv2 statO.

reachO s1 —> reachO s2 —> reachV svl — reachV sv2 —
A w wl w2 sl s2 statA svl sv2 statO

_

(Fo<w. proact A" v wl w2 s1 s2 statA svl sv2 statO)

shows unwindIntoCond A A’

(proof)

lemma unwindIntoCond-simplelB:

assumes

Aw w1 w2 s1 s2 statA svl sv2 statO.

reachQ s1 —> reachO s2 — reachV svl — reachV sv2 —
A w wl w2 sl s2 statA svl sv2 statO

.

(finalO s1 +— finalO s2) A (finalV svl +— finalO s1) A (finalV sv2 <— finalO
s2)

and

Aw wl w2 s1 s2 statA svl sv2 statO.

reachO s1 —> reachO s2 — reachV svl — reachV sv2 —
A w wl w2 sl s2 statA svl sv2 statO —

statA = Eq

BN

isIntO s1 <— isIntO s2
and

Aw wl w2 s1 s2 statA svl sv2 statO.

reachO s1 —> reachO s2 — reachV svl — reachV sv2 —

A w wl w2 sl s2 statA svl sv2 statO

—

(Fo<w. proact A" v wl w2 s1 s2 statA svl sv2 statO) V react A" wl w2 sl s2
statA svl sv2 statO

shows unwindIntoCond A A’
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{proof)

definition oor where
oor A Ay = dw wl w2 sl s2 statA svl sv2 statO.
A w wl w2 sl s2 statA svl sv2 statO vV Aoy w wl w2 s1 s2 statA svl sv2 statO

lemma oorl1:
A w wl w2 sl 82 statA svl sv2 statO = oor A Ay w w1l w2 s1 s2 statA svl sv2
statO

(proof)

lemma oorl2:
Ao w wl w2 sl 82 statA svl sv2 statO —> oor A Ay w wl w2 s1 s2 statA svl sv2
statO

(proof)

definition oor3 where

oor3 A Ay Ag = \w wl w2 s1 s2 statA svl sv2 statO.
A wwl w2 sl s2 statA svl sv2 statO V Ay w wl w2 sl s2 statA svl sv2 statO V
Az w wl w2 sl s2 statA svl sv2 statO

lemma oor3I1:
A w wl w2 s1 82 statA svl sv2 statO —> oor8 A Ay Az w wl w2 s1 s2 statA svl
sv2 statO

(proof)

lemma oor3I2:
Ay w wl w2 s1 s2 statA svl sv2 statO —> oord A Ay Az w wl w2 sl s2 statA
svl sv2 statO

(proof)

lemma oor3I3:
As w wl w2 sl s2 statA svl sv2 statO = oor8 A Ay Az w wl w2 sl s2 statA
svl sv2 statO

(proof)

definition oor/ where

oord A Ag Ag Ay = dw wl w2 sl s2 statA svl sv2 statO.
A w wl w2 sl 82 statA svl sv2 statO vV Ay w wl w2 sl s2 statA svl sv2 statO V
Az w wl w2 sl s2 statA svl sv2 statO V Ay w wl w2 sl s2 statA svl sv2 statO

lemma oorjI1:

A w wl w2 sl s2 statA svl sv2 statO = oord A Ao A3z Ay w wl w2 sl s2 statA
svl sv2 statO

{(proof)

lemma oorI2:
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Ao w wl w2 sl s2 statA svl sv2 statO = oord A Ay Az Ay w wl w2 sl s2 statA
svl sv2 statO

(proof)

lemma oor4I3:
Az w wl w2 sl s2 statA svl sv2 statO = oord A Ao Az Ay w wl w2 sl s2 statA
svl sv2 statO

(proof)

lemma oor4l4:
Ay wwl w2 sl s2 statA svl sv2 statO = oord A Ao Az Ay w wl w2 sl s2 statA
svl sv2 statO

{proof)

definition oor5 where
oord A Aoy Az Ay Ag = Aw wl w2 sl s2 statA svl sv2 statO.
A wwl w2 sl s2 statA svl sv2 statO V Ay w wl w2 sl s2 statA svl sv2 statO V
Az w wl w2 sl s2 statA svl sv2 statO vV Ay w wl w2 s1 s2 statA svl sv2 statO
V
As w wl w2 sl s2 statA svl sv2 statO

lemma oor5I1:
A w wl w2 sl s2 statA svl sv2 statO = oord A Ay Az Ay As w wl w2 sl s2
statA svl sv2 statO

(proof)

lemma oor5I2:
Ay w wl w2 sl s2 statA svl sv2 statO = oord A Ao A3 Ay Ay w wl w2 sl s2
statA svl sv2 statO

(proof)

lemma oor5I3:
Az w wl w2 s1 s2 statA svl sv2 statO = oord A Ay Az Ay As w wl w2 sl s2
statA svl sv2 statO

(proof)

lemma oor5l4:
Ay w wl w2 sl s2 statA svl sv2 statO = oord A Ao A3 Ay Ay w wl w2 sl s2
statA svl sv2 statO

(proof)

lemma oor5l5:
As w wl w2 sl s2 statA svl sv2 statO = oord A Ao A3 Ay As w wl w2 sl s2
statA svl sv2 statO

(proof)
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lemma isIntO-matchl: isIntO s1 = matchl A wl w2 sl s2 statA svl sv2 statO
(proof)

lemma isIntO-match2: isIntO s2 —> match2 A wl w2 sl s2 statA svl sv2 statO
(proof)

lemma isIntO-match:
assumes <isIntO s1y and <isIntO s2)
and <(match12 A w1l w2 s1 s2 statA svl sv2 statO»
shows <react A w1 w2 s1 s2 statA svl sv2 statO)

{proof)

lemma matchl-1-oorl1:
matchl-1 A w1l w2 s1 s1’ s2 statA svl sv2 statO =
matchl-1 (oor A Ag) wl w2 s1 s1' s2 statA svl sv2 statO

(proof)

lemma matchl-1-oorI2:
matchl-1 Ao w1l w2 sl s1' s2 statA svl sv2 statO —>
matchl-1 (oor A Ag) wl w2 s1 s1’ s2 statA svl sv2 statO

(proof)

lemma matchl-oorll:
matchl A wl w2 sl s2 statA svl sv2 statO —>
matchl (oor A Ag) wl w2 s1 s2 statA svl sv2 statO

(proof)

lemma matchi-oorl2:
matchl Aoy wl w2 sl s2 statA svl sv2 statO =
matchl (oor A Ag) wl w2 s1 s2 statA svl sv2 statO

(proof)

lemma match?2-1-oorll:
match2-1 A wl w2 s1 s2 s2' statA svl sv2 statO —>
match2-1 (oor A Ag) wl w2 sl s2 s2' statA svl sv2 statO

(proof)

lemma match2-1-ooril2:
match2-1 Ao w1l w2 sl s2 s2' statA svl sv2 statO —>
match2-1 (oor A Ag) wl w2 s1 s2 s2' statA svl sv2 statO

(proof)

lemma match2-oorl1:
match?2 A wl w2 s1 s2 statA svl sv2 statO —>
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match2 (oor A Ag) wl w2 s1 s2 statA svl sv2 statO
(proof)

lemma match2-oori2:
match?2 Ao wl w2 s1 s2 statA svl sv2 statO —>
match2 (oor A Ag) wl w2 sl s2 statA svl sv2 statO

(proof)

lemma matchl2-oorll:
matchl2 A wl w2 sl s2 statA svl sv2 statO —>
matchl2 (oor A Ag) wl w2 sl s2 statA svl sv2 statO

(proof)

lemma matchl12-oorl2:
matchl2 Ao wl w2 sl s2 statA svl sv2 statO —
match12 (oor A Ag) wl w2 sl s2 statA svl sv2 statO

(proof)

lemma matchl2-1-oorl1:
match12-1 A w1 w2 s1’ s2' statA’ svl sv2 statQ —>
matchl12-1 (oor A Ag) wl w2 s1' s2' statA’ svl sv2 statO

(proof)

lemma matchl2-1-oorI2:
match12-1 Ny wl w2 s1' s2' statA’ svl sv2 statOQ =
matchl12-1 (oor A Ag) wl w2 s1' s2' statA’ svl sv2 statO

(proof)

lemma matchi12-2-oorll:
match12-2 A wl w2 s2 s2' statA’ svl sv2 statO —
match12-2 (oor A Ag) wl w2 s2 s2' statA’ svl sv2 statO

(proof)

lemma matchl2-2-oori2:
match12-2 Ay wl w2 s2 s2' statA’ svl sv2 statOQ =
match12-2 (oor A Ag) wl w2 s2 s2' statA’ svl sv2 statO

(proof)

lemma matchi12-12-o0rl1:
match12-12 A w1l w2 s1' 52’ statA’ svl sv2 statOQ =
match12-12 (oor A Ay) wl w2 s1' s2’ statA’ svl sv2 statO

(proof)

lemma matchi12-12-o0rl2:
match12-12 Ao w1l w2 s1' s2' statA’ svl sv2 statO =
match12-12 (oor A Ay) wi w2 s1' s2' statA’ svl sv2 statO

(proof)
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lemma match-oorl1:

react A wl w2 sl s2 statA svl sv2 statO —

react (oor A Ag) wl w2 sl s2 statA svl sv2 statO
{proof)

lemma match-oorl2:

react Ao wl w2 sl s2 statA svl sv2 statO —
react (oor A Ag) wl w2 sl s2 statA svl sv2 statO
{proof)

lemma proact-oorll:
proact A w w1 w2 sl s2 statA svl sv2 statO =
proact (oor A Ag) w wl w2 sl s2 statA svl sv2 statO

(proof)

lemma proact-oorl2:
proact As w wl w2 sl s2 statA svl sv2 statO —
proact (oor A Ag) w wl w2 sl s2 statA svl sv2 statO

(proof)

lemma mowve-1-oorll1:
move-1 A w wl w2 s1 s2 statA svl sv2 statO —>
move-1 (0or A Ag) w wl w2 s1 s2 statA svl sv2 statO

(proof)

lemma move-1-oorI2:
move-1 Ay w wl w2 sl s2 statA svl sv2 statO —
move-1 (0or A Ay) w wl w2 s1 s2 statA svl sv2 statO

(proof)

lemma mowve-2-oorl1:

move-2 A w wl w2 sl s2 statA svl sv2 statO —
move-2 (oor A Ag) w wl w2 s1 s2 statA svl sv2 statO
(proof)

lemma mowve-2-oorI2:

move-2 Ag w wl w2 sl s2 statA svl sv2 statO —
move-2 (oor A As) w wl w2 s1 s2 statA svl sv2 statO
(proof)

lemma move-12-oorl1:
move-12 A w wl w2 sl s2 statA svl sv2 statO —
move-12 (oor A As) w wl w2 s1 s2 statA svl sv2 statO

(proof)
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lemma mowe-12-o0rI2:
move-12 Ag w wl w2 s1 s2 statA svl sv2 statQ —
move-12 (oor A Az) w wl w2 sl s2 statA svl sv2 statO

(proof)

end

context Relative-Security-Determ
begin

lemma matchl-1-defD: matchl-1 A wl w2 s1 s1’ s2 statA svl sv2 statO <—

= finalV svl A A oo wl w2 s1' s2 statA (nextO svl) sv2 statO
(proof)

lemma matchl-12-defD: match1-12 A wi w2 sl s1’ s2 statA svl sv2 statO <—
= finalV svl A = finalV sv2 A
A oo wl w2 s1’ s2 statA (nextO svl) (nextO sv2) (sstatO’ statO svl sv2)

(proof)

lemmas matchi-defsD = matchl-def matchi-1-defD matchi-12-defD

lemma match2-1-defD: match2-1 A wl w2 sl s2 s2' statA svl sv2 statO <—
= finalV sv2 A A oo wl w2 sl s2' statA svl (nextO sv2) statO

(proof)

lemma match2-12-defD: match2-12 A wl w2 s1 52 s2’ statA svl sv2 statO +—
= finalV svl A = finalV sv2 A A oo wl w2 sl s2 statA (nextO svl) (nextO sv2)
(sstatO’ statO svl sv2)

(proof)

lemmas match2-defsD = match2-def match2-1-defD match2-12-defD

lemma matchl2-1-defD: match12-1 A wl w2 s1’ s2' statA’ svl sv2 statO +—
= finalV svl A A oo wl w2 s1' s2' statA’ (nextO svl) sv2 statO

(proof)

lemma match12-2-defD: match12-2 A wl w2 s1' s2’ statA’ svl sv2 statO +—
= finalV sv2 A A oo wl w2 s1’ s2' statA’ svl (nextO sv2) statO

(proof)

lemma matchl2-12-defD: match12-12 A wl w2 s1' s2' statA’ svl sv2 statO <—
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(let statO’ = sstatO’ statO svl sv2 in

= finalV svl A = finalV sv2 A

(statA' = Diff — statO’ = Diff) A

A oo wl w2 s1’ s2’ statA’ (nextO svl) (nextO sv2) statO’)
(proof)

lemmas matchi2-defsD = match12-def match12-1-defD match12-2-defD match12-12-defD

lemmas match-deep-defsD = matchl-defsD match2-defsD match12-defsD

lemma move-1-defD: move-1 A w w1 w2 s1 s2 statA svl sv2 statO <—
= finalV svl A A w wl w2 sl s2 statA (nextO svl) sv2 statO

(proof)

lemma move-2-defD: move-2 A w wi w2 sl s2 statA svl sv2 statO «—
= finalV sv2 A A w wl w2 sl s2 statA svl (nextO sv2) statO

(proof)

lemma move-12-defD: move-12 A w w1 w2 sl s2 statA svl sv2 statO <—
(let statO' = sstatO’ statO svl sv2 in
= finalV svl A = finalV sv2 A
A wwl w2 sl s2 statA (nextO svl) (nextO sv2) statO’)

(proof)
lemmas proact-defsD = proact-def move-1-defD move-2-defD move-12-defD

end

end

5 Relative Security Unwinding Incompleteness ex-
ample

Demonstrating a counterexample which is secure but fails in the finatary

unwinding

theory Incomplete-fin
imports Unwinding-fin
begin

no-notation bot (L)
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abbreviation noninform (L) where L = undefined

Demonstrating a counterexample which is secure but fails in the unwinding

datatype State = ss | ss’
type-synonym secret = State

fun transit::State = State = bool(infix —I 55) where
transit s s' = (if (s = ss A s’ = ss’) then True else False)

lemma transit-singlv:ss —1 ss' (proof)

lemma transit-iff:s =1 s’ <— (s = ss A s’ = ss') (proof)
definition finalz =Vy. - (=I) z y

lemma final-sv'[simp]:final ss’ (proof)

lemma final-iff: final s +— s = ss’ (proof)

Vanilla-semantics system model

type-synonym stateV = State
fun validTransV where validTransV (s,s") = s =1 s’

No secrets or interaction
fun isIntV :: stateV = bool where isIntV s = Fualse
fun getintV::stateV = nat x nat where getIntV s = (L, 1)

definition isSecV :: stateV = bool where isSecV s = Fulse
fun getSecV :: stateV = secret where getSecV s = s

The optimization-enhanced system model

type-synonym stateO = State
fun validTransO where validTransO (s,s") = s =1 s’

No interaction, only isSec at starting state

fun isIntO :: stateO = bool where isIntO s = False
fun getintO::stateO = nat x nat where getIntO s = (L, 1)

definition isSecO :: stateO = bool where isSecO s = (if s = ss then True else
False)
fun getSecO :: stateO = secret where getSecO s = s

corrState

fun corrState :: stateV = stateO = bool where
corrState cfgO cfgA = True
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interpretation Rel-Sec
where validTransV = wvalidTransV and istateV = As. s = ss
and finalV = final
and isSecV = isSecV and getSecV = getSecV
and isIntV = isIntV and getIntV = getIntV

and validTransO = validTransO and istateO = A\s. s = ss
and finalO = final

and isSecO = isSecO and getSecO = getSecO

and isIntO = isIntO and getIntO = getIntV

and corrState = corrState

{proof)

lemma validFromV: Van.validFromsS ss [ss, ss| {proof)

lemma tri-shape: Opt.validFromS ss trl = completedFromQO ss trl = trl =
[ss, ss']
(proof)

lemma tri-shape’:s1 = ss => Opt.validFromS s1 tr1 = completedFromQO s1 trl
= trl = [ss, s’
(proof )

proposition rsecure

(proof)

lemma validSS: Opt.validS [ss, ss'] (proof)
lemma validSS-van: Van.validS [ss, ss’] (proof)

lemma reachOs:reachO ss {proof)
lemma reachVs:reachV ss (proof)
lemma reachO"reachO ss’ (proof)
lemma reachV"reachV ss’ (proof)

lemma impE-eq:x = z — Q = (Q = Rs) = Rs (proof)

lemma isSecOs:isSecO ss (proof)
lemma neg-Sec:—eqSec ss ss (proof)

lemma statOs: (sstatO’ Eq ss ss) = Eq (proof)

lemma noUnwind: shows init: A oo ss ss Eq ss ss Eq = unwindCond A —
False
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{proof)

lemma incomplete-fin:
assumes nit: initCond A
and unwind: unwindCond A
shows Fulse

{proof)

end

6 Relative Security Unwinding Incompleteness ex-
ample

Demonstrating a counterexample which is secure but fails in the infinatary
unwinding

theory Incomplete
imports Unwinding
begin

no-notation bot (L)

abbreviation noninform (1) where 1 = undefined

Demonstrating a counterexample which is secure but fails in the unwinding

datatype State = ss | ss’
type-synonym secret = State

fun transit::State = State = bool(infix —I 55) where
transit s s' = (if (s = ss A\ s’ = ss’) then True else False)

lemma transit-singlv:ss —1 ss’ (proof)

lemma transit-iff:s =1 8" «— (s = ss A s’ = ss') (proof)
definition final x =Vy. - (=I) z y

lemma final-sv'[simp]:final ss’ (proof)

lemma final-iff: final s +— s = ss’ (proof)
Vanilla-semantics system model

type-synonym stateV = State
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fun validTransV where validTransV (s,s") = s =1 s’

No secrets or interaction

fun isIntV :: stateV = bool where isIntV s = False
fun getIntV:stateV = nat x nat where getIntV s = (L, 1)

definition isSecV :: stateV = bool where isSecV s = Fulse
fun getSecV :: stateV = secret where getSecV s = s

The optimization-enhanced system model

type-synonym stateO = State
fun validTransO where validTransO (s,s") = s =1 s’

No interaction, only isSec at starting state

fun isIntO :: stateO = bool where isIntO s = False
fun getIntO::stateO = nat X nat where getIntO s = (L, 1)

definition isSecO :: stateO = bool where isSecO s = (if s = ss then True else
False)
fun getSecO :: stateO = secret where getSecO s = s

corrState

fun corrState :: stateV = stateO = bool where
corrState cfgO cfgA = True

interpretation Rel-Sec
where validTransV = validTransV and istateV = As. s = ss
and finalV = final
and isSecV = isSecV and getSecV = getSecV
and isintV = isIntV and getIntV = getIntV

and validTransO = validTransO and istateO = As. s = ss
and finalO = final

and isSecO = isSecO and getSecO = getSecO

and isIntO = isIntO and getIntO = getintO

and corrState = corrState

{proof)

lemma valid TrFinite: Opt.lvalidFromS ss trl = lfinite tri

{proof)

lemma tri-shape: Opt.lvalidFromsS ss tr1 = lcompletedFromQO ss trl = trl =

[[ss, ss']

{proof)
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lemma tri-shape’:s1 = ss = Opt.lvalidFromS s1 trl = lcompletedFromO s1
trl = trl = [[ss, ss']]

{proof)

proposition Irsecure
(proof)

lemma validSS: Opt.validS [ss, ss'] (proof)
lemma validSS-van: Van.validS [ss, ss’] {proof)

lemma reachOs:reachO ss (proof)
lemma reachVs:reachV ss (proof)
lemma reachO"reachO ss’ (proof)
lemma reachV ' :reachV ss’ (proof)

lemma impE-eq:x = ¢ — Q = (Q = Rs) = Rs (proof)

lemma isSecOs:isSecO ss (proof)
lemma neg-Sec:—egSec ss ss (proof)

lemma statOs: (sstatO’ Eq ss ss) = Eq (proof)

lemma noUnwind: shows init: A 0o 0o 0o ss ss Eq ss ss EFq — unwindCond A
= Fulse

{proof)

lemma incomplete-inf:
assumes init: initCond A
and unwind: unwindCond A
shows Fulse

{proof)

end
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