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Abstract

In a previous paper of mine, the notion of termination-sensitive
information flow security with respect to a level-based interference re-
lation, as studied by Volpano, Smith, and Irvine and formalized in
Nipkow and Klein’s book on formal programming language seman-
tics (in the version of February 2023), is generalized to the notion of
termination-sensitive information flow correctness with respect to an
interference function mapping program states to (generally) intransi-
tive interference relations.

This paper extends both the aforesaid information flow correctness
criterion and the related static type system to the case of an impera-
tive programming language supporting inputs, outputs, and nondeter-
minism. Regarding inputs and nondeterminism, Volpano, Smith, and
Irvine observe that their soundness theorem no longer holds if their
core language is extended with these features. This paper shows that
the difficulty can be solved by extending the inductive definition of
the language’s operational semantics, which enables to apply a suit-
ably extended information flow correctness criterion based on stateful
intransitive noninterference, as well as an extended static type system
enforcing this criterion, to such an extended programming language.
Although an extension with inputs, outputs, and nondeterminism of
the didactic programming language IMP employed in the book is used
for this purpose, the introduced concepts apply to larger, real-world
imperative programming languages as well.
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1 Extension of language IMP with inputs, out-
puts, and nondeterminism

theory Small-Step
imports
HOL—IMP.BEzxp
HOL—IMP.Star
begin

In a previous paper of mine [10], the notion of termination-sensitive infor-
mation flow security with respect to a level-based interference relation, as
studied in [12], [11] and formalized in [8], is generalized to the notion of
termination-sensitive information flow correctness with respect to an inter-
ference function mapping program states to (generally) intransitive interfer-
ence relations. Moreover, a static type system is specified and is proven to
be capable of enforcing such information flow correctness policies.



The present paper extends both the aforesaid information flow correctness
criterion and the related static type system to the case of an imperative
programming language supporting inputs, outputs, and nondeterminism.
Regarding inputs and nondeterminism, [12], section 7.1, observes that “if we
try to extend the core language with a primitive random number generator
rand( ) and allow an assignment such as z := rand( ) to be well typed when z
is low, then the soundness theorem no longer holds”, and from this infers that
“new security models [...] should be explored as potential notions of type
soundness for new type systems that deal with nondeterministic programs”.
The present paper shows that this difficulty can be solved by extending the
inductive definition of the programming language’s operational semantics so
as to reflect the fact that, even though the input instruction z := rand( )
may set z to an arbitrary input value, the same program state is produced
whenever the input value is the same. As shown in this paper, this enables
to apply a suitably extended information flow correctness criterion based
on stateful intransitive noninterference, as well as an extended static type
system enforcing this criterion, to such an extended programming language.
The didactic imperative programming language IMP employed in [8], ex-
tended with an input instruction, an output instruction, and a control struc-
ture allowing for nondeterministic choice, will be used for this purpose. Yet,
in the same way as in my previous paper [10], the introduced concepts are
applicable to larger, real-world imperative programming languages, too, by
just affording the additional type system complexity arising from richer lan-
guage constructs.

For further information about the formal definitions and proofs contained
in this paper, refer to Isabelle documentation, particularly [9], [4], [2], [3],
and [1].

As mentioned above, the first task to be tackled, which is the subject of
this section, consists of extending the original syntax, big-step operational
semantics, and small-step operational semantics of language IMP, as formal-
ized in [6], [5], and [7], respectively.

1.1 Extended syntax

The starting point is extending the original syntax of language IMP with
the following additional constructs.

e An input instruction IN z, which sets variable z to an input value.

e An output instruction OUT =z, which outputs the current value of
variable z.

e A control structure ¢; OR co, which allows for a nondeterministic
choice between commands ¢; and c¢s.



declare [[syntaz-ambiguity-warning = false]]

datatype com =
SKIP |
Assign vname aexp (¢- = - [1000, 61] 70) |
Input vname (<(IN -)» [61] 70) |
Output vname («(OUT -)» [61] 70) |
Seq com com (¢-3;/ - [61, 61] 70) |
Or com com (<(- OR -)» [61, 61] 70) |
If bexp com com («(IF -/ THEN -/ ELSE -)» [0, 0, 61] 70) |
While bexp com («(WHILE -/ DO -)» [0, 61] 70)

1.2 Extended big-step semantics

The original big-step semantics of language IMP associates a pair formed by
a command and an initial program ezxecution stage, consisting of a program
state, with a corresponding final program execution stage, consisting of a
program state as well. The extended big-step semantics defined here below
extends such program execution stage notion by considering, in addition to
a program state, the following additional parameters.

e A stream of input values, consisting of a function f mapping each pair
formed by a variable and a natural number with an integer value, where
f x n is the input value assigned to variable z by an input instruction
IN z after n previous such assignments to x.

e A trace of inputs, consisting of a list vs of pairs formed by a variable
and an integer value, to which a further element (z, ¢) is appended as
a result of the execution of an input instruction IN z, where ¢ is the
input value assigned to variable z.

o A trace of outputs, consisting of a list ws of pairs formed by a variable
and an integer value, to which a further element (z, ¢) is appended as
a result of the execution of an output instruction OUT x, where i is
the current value of variable z being output.

Unlike the other components of a program execution stage, the stream of
input values is an invariant of the big-step semantics, and then also of the
small-step semantics defined subsequently, in that any two program execu-
tion stages associated with each other by either semantics share the same
stream of input values.

type-synonym stream = vname = nat = val
type-synonym inputs = (vname X val) list
type-synonym outputs = (vname X val) list



type-synonym stage = state X stream X inputs X outputs

inductive big-step :: com x stage = stage = bool
(infix <= 55) where

Skip:

(SKIP, p) = p |

Assign:

(z == a, s, p) = (s(z := aval a s), p) |
Input:

n = length [p<vs. fst p = ] = (IN z, s, f, vs, ws) =
(s(x:=fan), f, vsQ[(x, fzn)], ws) |
Output:
(OUT z, s, f, vs, ws) = (s, f, vs, ws Q [(x, s 2)]) |
Seq:
[(c1, p1) = p2; (c2, p2) = p3] = (c13; c2, 1) = p3 |
Orl:
(c1,p) = p' = (c1 OR ca, p) = p'|
Or2:
(c2, p) = p' = (c1 OR ca, p) = p'|
IfTrue:
[bval b s; (c1, s, p) = p] =
(IF b THEN ¢y ELSE co, s, p) = p' |
IfFalse:
[- bval b s; (ca, s, p) = p] =
(IF b THEN ¢y ELSE ca, s, p) = p'|
WhileFualse:
= bval b s = (WHILE b DO ¢, s, p) = (s, p) |
While True:
[bval b s1; (¢, s1, p1) = (82, P2);
(WHILE b DO ¢, s2, p2) = (83, p3)] =
(WHILE b DO ¢, s1, p1) = (83, p3)

declare big-step.intros [intro]

inductive-cases SkipFE [elim!]: (SKIP, p) = p’
inductive-cases AssignE [elim!]: (z ::= a, p) = p’
inductive-cases InputE [elim!]: (IN z, p) = p’
inductive-cases OutputE [elim!]: (OUT z, p) = p’
inductive-cases SeqE [elim!]: (c1;; co, p) = p’
inductive-cases OrE [elim!]: (¢; OR ca, p) = p’

inductive-cases IfE [elim!]: (IF b THEN ¢y ELSE ca, p) = p’



inductive-cases WhileE [elim]: (WHILE b DO ¢, p) = p’

1.3 Extended small-step semantics

The original small-step semantics of language IMP associates a pair formed
by a command and a program execution stage, which consists of a program
state, with another such pair, formed by a command to be executed next
and a resulting program execution stage, which consists of a program state
as well. The extended small-step semantics defined here below rather uses
the same extended program execution stage notion as the extended big-step
semantics specified above, and is defined accordingly.

inductive small-step :: com x stage = com X stage = bool
(infix <(—» 55) where
Assign:
(z = a, s, p) = (SKIP, s(z := aval a s), p) |
Input:
n = length [p+wvs. fst p = 2] = (IN z, s, f, vs, ws) —
(SKIP, s(x := fzn), f, vs Q [(z, fx n)], ws) |

Output:

(OUT w, s, f, vs, ws) — (SKIP, s, f, vs, ws Q [(z, s x)]) |
Seql:

(SKIP3; co, p) — (c2, p) |

Seq?2:

(c1, p) = (e1/, p') = (c13; c2, p) = (e1’s; c2, p) |

Ori:

(c1 OR c3, p) — (c1, p) |

Or2:

(c1 OR c2, p) = (c2, p) |

IfTrue:

bval b s = (IF' b THEN ¢y ELSE c3, s, p) — (c1, s, p) |
IfFalse:

= bval b s = (IF b THEN ¢y ELSE ¢, s, p) — (c2, s, p) |
WhileFalse:

= bval b s = (WHILE b DO ¢, s, p) — (SKIP, s, p) |
While True:

bval b s = (WHILE b DO ¢, s, p) — (¢;; WHILE b DO ¢, s, p)

declare small-step.intros [simp, intro]
inductive-cases skipFE [elim!]: (SKIP, p) — cf
inductive-cases assignE [elim!]: (z = a, p) — cf

inductive-cases inputE [elim!]: (IN z, p) — cf



inductive-cases outputE [elim!]: (OUT =z, p) — cf
inductive-cases seqF [elim!]: (c13; 2, p) — ¢f
inductive-cases orFE [elim!]: (¢ OR cq, p) — cf
inductive-cases ifE [elim!]: (IF b THEN ¢y ELSE c3, p) — cf

inductive-cases whileE [elim]): (WHILE b DO ¢, p) — cf

abbreviation small-steps :: com X stage = com X stage = bool
(infix (=% 55) where
cf —x* cf’ = star small-step cf cf’

function small-stepsl ::

com X stage = (com X stage) list = com X stage = bool
(«(- =«"{-"} -» [61, 51] 55)

where

of =+{[I} of" = (cf = cf) |

of =+{cfs Q [cf ]} cf" = (cf =+{cfs} ¢f' N cf — cf")

by (atomize-elim, auto intro: rev-cases)
termination by lexicographic-order

1.4 Equivalence of big-step and small-step semantics

lemma star-seq2:
(c1, p) =% (1, p') = (c13; 2, p) =* (c1's; c2, P)
proof (induction rule: star-induct)
case refl
thus ?case
by simp
next
case step
thus ?Zcase
by (blast intro: star.step)
qed

lemma seq-comp:

[[(017 pl) —r% (SK[Pa p?)y (625 p2) —% (SKIP, p3)] -
(c13; c2, p1) —* (SKIP, p3)

by (blast intro: star.step star-seq2 star-trans)

lemma big-to-small:
cof = p = c¢f —x (SKIP, p)
proof (induction rule: big-step.induct)

fix c1 c2 p1 p2 p3
assume (c1, p1) —* (SKIP, p2) and (ca, p2) —* (SKIP, p3)



thus (c¢13; c2, p1) —* (SKIP, p3)
by (rule seq-comp)
next
fix c; c2 pp’
assume (c1, p) —* (SKIP, p’)
thus (¢; OR cq, p) —* (SKIP, p’)
by (blast intro: star.step)
next
fix ¢ c2 pp’
assume (ca, p) —* (SKIP, p’)
thus (¢; OR ca, p) —* (SKIP, p’)
by (blast intro: star.step)
next
fixbecycyspp’
assume bval b s
hence (IF b THEN ¢y ELSE cs, s, p) — (c1, 8, p)
by simp
moreover assume (c1, s, p) —x* (SKIP, p’)
ultimately show
(IF b THEN ¢, ELSE cs, s, p) —+ (SKIP, p)
by (simp add: star.step)
next
fix bcpcaspp’
assume — bval b s
hence (IF b THEN ¢y ELSE ca, s, p) — (ca, 8, p)
by simp
moreover assume (ca, s, p) —* (SKIP, p’)
ultimately show
(IF b THEN ¢y ELSE co, s, p) —* (SKIP, p’)
by (simp add: star.step)
next
fix b csi sy 83 p1p2 p3
assume bval b s
hence (WHILE b DO ¢, s1, p1) —* (¢;; WHILE b DO ¢, s1, p1)
by simp
moreover assume
(¢, 81, p1) —=* (SKIP, s9, p2) and
(WHILE b DO ¢, s, p2) —* (SKIP, s3, p3)
hence (¢;; WHILE b DO ¢, sy, p1) —* (SKIP, s3, p3)
by (rule seq-comp)
ultimately show (WHILE b DO ¢, s1, p1) —* (SKIP, s3, p3)
by (blast intro: star-trans)
qed fastforce+

lemma smalll-big-continue:
[ef = cfsef' = pl = of = p

by (induction arbitrary: p rule: small-step.induct, force+)

lemma small-to-big:



cf = (SKIP, p) = ¢f = p
by (induction cf (SKIP, p) rule: star.induct,
auto intro: smalll-big-continue)

lemma big-iff-small:
¢f = p = cf = (SKIP, p)
by (blast intro: big-to-small small-to-big)

end

2 Underlying concepts and formal definitions
theory Definitions

imports Small-Step
begin

2.1 Global context definitions

As compared with my previous paper [10]:

e Type flow, which models any potential program execution flow as a list

of instructions, occurring in their order of execution, is extended with
two additional instructions, namely an input instruction IN z and
an output instruction OUT z standing for the respective additional
commands of the considered extension of language IMP.

Function run-flow, which used to map a pair formed by such a pro-
gram execution flow cs and a starting program state s to the resulting
program state, here takes two additional parameters, namely a start-
ing trace of inputs vs and a stream of input values f, since they are
required as well for computing the resulting program state according

to the semantics of the considered extension of language IMP.

declare [[syntaz-ambiguity-warning = false]]

datatype com-flow =
Assign vname aexp (¢- == - [1000, 61] 70) |
Input vname (<(IN -)» [61] 70) |
Output vname («(OUT -)» [61] 70) |
Observe vname set («(-)» [61] 70)

type-synonym flow = com-flow list
type-synonym tag = vname X nat
type-synonym config = state set X vname set
type-synonym scope = config set X bool



type-synonym state-upd = vname X val option

definition eq-streams ::
stream = stream = inputs = inputs = tag set = bool
(«(-=-(C -, -, ) [51, 51] 50) where
f=f"(Cus,vs', T) =V (z,n) € T.
f z (length [p+wvs. fstp = z] + n) =
I’z (length [p+vs’. fst p = z] + n)

abbreviation eg-states :: state = state = vname set = bool
(«(-=-"(C ")y [51, 51] 50) where
s=t(CX)=VreX. sz=tx

abbreviation univ-states :: state set = vname set = state set
(«(Univ - (C -N))» [51] 75) where
Univ A (C X)={s.3te A s=1(C X)}

abbreviation univ-vars-if :: state set = vname set = vname set
(«(Uniw?? - -)» [51, 75] 75) where
Uniw?? A X = if A = {} then UNIV else X

abbreviation #2 xs = tl (tl zs)

primrec avars :: aerp = vname set where
avars (N 7) = {} |

avars (V z) = {z} |

avars (Plus a1 az) = avars a1 U avars as

primrec bvars :: bexp = vname set where
bvars (Be v) = {} |

bvars (Not b) = bvars b |

bvars (And by ba) = bvars by U bvars by |
bvars (Less a1 az) = avars a1 U avars as

fun no-upd :: flow = wvname set = bool where
no-upd (x = -# ¢s) X = (z ¢ X A no-upd cs X) |
no-upd (IN z # ¢s) X = (z ¢ X A no-upd cs X) |
no-upd (OUT x # ¢s) X = (¢ ¢ X A no-upd ¢s X) |
no-upd (- # ¢s) X = no-upd cs X |

no-upd - - = True

fun flow-auzx :: com list = flow where

flow-auz (z 2= a # c¢s) = (z == a) # flow-auzx cs |

flow-aux (IN z # c¢s) = IN z # flow-auz cs |

flow-aux (OUT x # ¢s) = OUT z # flow-auz cs |

flow-aux (IF b THEN - ELSE - # cs) = (bvars by # flow-auz cs
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flow-aux (WHILE b DO - # c¢s) = (bvars b) # flow-aux cs
flow-auzx (c;; - # ¢s) = flow-auz (¢ # cs) |
flow-auz (- # ¢s) = flow-auzx cs |

flow-auz ] = ]

definition flow :: (com x stage) list = flow where
flow cfs = flow-aux (map fst cfs)

function in-flow :: flow = inputs = stream = inputs where
in-flow (¢s @ [- ::= -]) vs f = in-flow cs vs f |
in-flow (¢s @ [IN z]) vs f = in-flow cs vs f Q (let
n = length [p<wvs. fst p = x| + length [c<—cs. ¢ = IN z]
in [(z, fz n)]) |
in-flow (¢s Q@ [OUT -]) vs f = in-flow cs vs [ |
in-flow (¢s @ [(-)]) vs f = in-flow cs vs [ |
inflow ]| - - = |

proof atomize-elim
fix p :: flow x inputs x stream
show
(Heszavsf.p=(csQ[x::=aqa], vs, f)) V
(Jeszusf.p=(cs Q[INz], vs, f)) V
(Feszvsf.p=(cs @Q[OUT zl, vs, f)) V
(Hes Xwvsf.p=(es@Q[X)], vs, f)) V
Fvs f.op = ([, vs, f))
by (cases p, metis com-flow.ezhaust rev-exhaust)
qed auto

termination by lexicographic-order

function run-flow :: flow = inputs = state = stream = state where
run-flow (cs Q [z ::= a]) vs s f = (let t = run-flow cs vs s f
in t(z := aval a t)) |
run-flow (cs @Q [IN z]) vs s f = (let t = run-flow cs vs s f;
n = length [p+<vs. fst p = z] + length [c+cs. ¢ = IN z]
int(z:=fzn))]|
run-flow (cs Q@ [OUT -]) vs s f = run-flow cs vs s f |
run-flow (cs @Q [(-)]) vs s f = run-flow cs vs s f |
run-flow [| vs s - = s

proof atomize-elim
fix p :: flow X inputs X state X stream
show
(Beszawvssf.p=(cs Qz=al]vs s f)V
(Jeszussf.p=(csQ[INz], vs, s, f)) V
(Jeszussf.p=(cs@Q[OUT ], vs, s, f)) V
(Jes Xwvssf.p=(csQ[X)], vs, s, f))V

11



Fossf.op=([ vs, s [))
by (cases p, metis com-flow.ezhaust rev-exhaust)
qed auto

termination by lexicographic-order

function out-flow :: flow = inputs = state = stream = outputs where
out-flow (cs @Q [- :=-]) vs s f = out-flow cs vs s f |
out-flow (¢s @ [IN -]) vs s f = out-flow cs vs s f |
out-flow (e¢s @ [OUT x]) vs s f = (let t = run-flow cs vs s f
in out-flow cs vs s f Q [(z, t z)]) |
out-flow (cs @ [(-)]) vs s f = out-flow cs vs s f |
out-flow [ - - - =[]

proof atomize-elim
fix p :: flow X inputs X state X stream
show
(Heszavssf.p=(cs Qz=al],vs s f)V
(Jeszussf.p=(csQ[IN z], vs, s, f)) V
(Jeszussf.p=(cs@Q[OUT ], vs, s, f)) V
(Jes Xwvssf.p=(csQ[X)], vs, s, f))V
Qs s f.p= ([, vs, 5 )
by (cases p, metis com-flow.ezhaust rev-exhaust)
qed auto

termination by lexicographic-order

2.2 Local context definitions

locale noninterf =
fixes
interf :: state = 'd = 'd = bool
(¢(=: -~ -» [561, 51, 51] 50) and
dom :: vname = 'd and
state :: vname set
assumes
interf-state: s = t (C state) = interf s = interf ¢

context noninterf
begin

As in my previous paper [10], function sources is defined along with an
auxiliary function sources-aux by means of mutual recursion. According to
this definition, the set of variables sources cs vs s f x, where:

e csis a program execution flow,

12



e vsis a trace of inputs,
e s is a program state,
e fis a stream of input values, and

e 1z is a variable,

contains a variable y if there exist a descending sequence of left sublists
CSn41, CSn @ [ep], ..., €s1 @Q [c1] of cs and a sequence of variables y,, 1, ...,
y1, where n > 1, ¢sp+1 = ¢$, Yn+1 = 2, and y; = y, satisfying the following
conditions.

o For each positive integer i < n, the instruction c¢; is an assignment
Yi+1 = a; such that:

— Y; € avars a;,
— run-flow cs; vs s f: dom y; ~» dom y;+1, and

— the right sublist of ¢s;11 complementary to cs; @ [¢;] does not
comprise any assignment or input instruction setting variable
yi+1 (as the assignment ¢; would otherwise be irrelevant),

or else an observation (X;) such that:

- Y; € X, and

— run-flow cs; vs s f: dom y; ~ dom y; 1.

o The program execution flow cs; does not comprise any assignment or
input instruction setting variable y.

In addition, sources cs vs s f x contains variable z also if the program execu-
tion flow cs does not comprise any assignment or input instruction setting
variable .

function
sources :: flow = inputs = state = stream = vname = vname set and
sources-auz :: flow = inputs = state = stream = vname = vname set
where

sources (¢s @ [c]) vs s fx = (case ¢ of
zu=a=ifz=12
then sources-aux cs vs s fx U |J {sources cs vs s fy | y.
run-flow cs vs s f: dom y ~~ dom x A y € avars a}
else sources cs vs s f x|
INz=ifz=2x

13



then sources-aux cs vs s f «
else sources cs vs s f x|
(X) =
sources cs vs s fx U |J {sources csvs s fy| y.
run-flow ¢s vs s f: dom y ~ domxz ANy € X} |
-=
sources ¢s vs s f ) |

sources [| - - - x = {z} |

sources-auz (cs @ [c]) vs s fx = (case ¢ of
(X) =
sources-auzx cs vs s fx U |J {sources csvs s fy | y.
run-flow cs vs s f: dom y ~ domxz ANy € X} |
=
sources-auzx ¢s vs $ f ) |

sources-auz [] - - - - = {}

proof atomize-elim
fix a :: flow x inputs X state x stream X vname +
flow x inputs X state X stream X wvname
show
(Fescussfr a=Inl(cs Qlc, vs, s, f, z))V
(Fus s fx. a=Inl (], vs, s, f, z)) V
(Jescussfa. a=Inr (csQle, vs, s, f, ) V
(Fussfx. a=Inr (], vs, s, f, )
by (metis obj-sumE prod-cases3 rev-ezhaust)
qed auto

termination by lexicographic-order

lemmas sources-induct = sources-sources-auz.induct

Function sources-out, defined here below, takes the same parameters cs, vs,
s, f, and z as function sources, and returns the set of the variables whose
values in the program state s are allowed to affect the outputs of variable x
possibly occurring as a result of the execution of flow cs if it starts from the
initial state s and the initial trace of inputs vs, and takes place according to

the stream of input values f.

In more detail, the set of variables sources-out cs vs s f = is defined as the
union of any set of variables sources cs; vs s f x;, where cs; @ [¢;] is any left
sublist of ¢s such that the instruction ¢; is an output instruction OUT z, in
which case z; = z, or else an observation (X;) such that:

e 1; € X; and

14



o run-flow cs; vs s f: dom z; ~ dom .

function
sources-out :: flow = inputs = state = stream = vname = vname set
where

sources-out (cs Q [c]) vs s fz = (case ¢ of

oUT z =

sources-out ¢s vs s fx U (if z = x then sources cs vs s f x else {}) |
(X) =

sources-out cs vs s fx U |J {sources csvs s fy | y.

run-flow ¢s vs s f: dom y ~ domxz ANy € X} |

=

sources-out cs vs s f x) |

sources-out [| - - - - = {}

by (atomize-elim, auto intro: rev-cases)
termination by lexicographic-order

Function tags, defined here below, takes the same parameters cs, vs, s, f,
and x as the previous functions, and returns the set of the tags, namely of
the pairs (y, m) where y is a variable and m is a natural number, such that
the m-th input instruction IN y within flow cs is allowed to affect the value
of variable z resulting from the execution of cs if it starts from the initial
state s and the initial trace of inputs ws, and takes place according to the
stream of input values f.

In more detail, the set of tags tags cs vs s f x contains a tag (y, m) just
in case there exist a descending sequence of left sublists cs,11, ¢sp, @Q [cy],
ey €81 @ [c1] of ¢s and a sequence of variables y,41, ..., y1, where n > 1,
CSp+1 = CS, Yn+1 = T, y1 = ¥, and y = z if n = 1, satisfying the following
conditions.

o For each integer 4, if any, such that 1 < i < n, the instruction ¢; is an
assignment y; 1 ::= a; such that:

— y; € avars a;,
— run-flow cs; vs s f: dom y; ~ dom y;11, and

— the right sublist of ¢s;+1 complementary to cs; @ [¢;] does not
comprise any assignment or input instruction setting variable
yi+1 (as the assignment ¢; would otherwise be irrelevant),

or else an observation (X;) such that:
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— y; € X; and

— run-flow cs; vs s f: dom y; ~> dom y; 1.
e The instruction c; is the m-th input instruction IN y within flow cs.

o The right sublist of ¢so complementary to ¢s; @ [¢1] does not comprise
any assignment or input instruction setting variable y (as the input
instruction ¢; would otherwise be irrelevant).

function
tags :: flow = inputs = state = stream = vname = tag set and
tags-auz :: flow = inputs = state = stream = vname = tag set
where

tags (cs @Q [c]) vs s fz = (case c of
zi=a=ifz=2x
then tags-auz cs vs s fx U {tags csvs s fy | y.
run-flow cs vs s f: dom y ~ dom x A y € avars a}
else tags cs vs s f x|
INz=ifz==x
then insert (z, length [c<—cs. ¢ = IN z]) (tags-auz cs vs s f x)
else tags cs vs s f x|
(X) =
tags cs vs s fx U |J {tags csvs s fy| y.
run-flow cs vs s f: dom y ~ domxz ANy € X} |
=
tags cs vs s fx) |

tags [| - - - - ={} |

tags-auz (cs @Q [c]) vs s fx = (case ¢ of
(X) =
tags-auzx cs vs s fx U |J {tags csvs s fy | .
run-flow cs vs s f: dom y ~ domxz ANy € X} |
=
tags-auz cs vs s f x) |

tags-aux || - - - - ={}

proof atomize-elim

fix a :: flow x inputs X state x stream X vname +
flow x inputs X state X stream X wvname

show

(Fescussfa a=Inl(csQlc, vs, s, f, z)) V
(Fus s fx. a=Inl (], vs, s, f, z)) V
(Jescussfa. a=Inr(csQle, vs, s, f, ) V
(Fussfx. a=Inr (], vs, s, f, )
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by (metis obj-sumE prod-cases3 rev-exhaust)
qed auto

termination by lexicographic-order

lemmas tags-induct = tags-tags-auz.induct

Finally, function tags-out, defined here below, takes the same parameters cs,
vs, 8, f, and z as the previous functions, and returns the set of the tags (y, m)
such that the m-th input instruction IN y within flow c¢s is allowed to affect
the outputs of variable z possibly occurring as a result of the execution of
flow ¢s if it starts from the initial state s and the initial trace of inputs ws,
and takes place according to the stream of input values f.

In more detail, the set of tags tags-out cs vs s f x is defined as the union
of any set of tags tags cs; vs s f z;, where cs; @Q [¢;] is any left sublist of cs
such that the instruction c¢; is an output instruction OUT =z, in which case
z; = x, or else an observation (X;) such that:

z; € X; and

run-flow cs; vs s f: dom z; ~ dom .

function
tags-out :: flow = inputs = state = stream = vname = tag set
where

tags-out (cs Q [c]) vs s fz = (case ¢ of

oUT z =

tags-out cs vs s fx U (if z = x then tags cs vs s f « else {}) |
(X) =

tags-out cs vs s fx U {tags csvs s fy | y.

run-flow cs vs s f: dom y ~ domxz ANy € X} |

- =

tags-out cs vs s f x) |

tags-out [| - - - - = {}

by (atomize-elim, auto intro: rev-cases)
termination by lexicographic-order

Predicate correct, defined here below, formalizes the extended termination-
sensitive information flow correctness criterion. As in my previous paper
[10], its parameters consist of a program c, a set of program states A, and a
set of variables X.

17



In more detail, for any state s agreeing with a state in A on the value of
each state variable contained in X, let the small-step semantics turn:

o the command ¢ and the program execution stage (s, f, vs, ws) into a
command c¢; and a program execution stage (s, f, vs;, wsi), and

o the command ¢; and the program execution stage (s1, f, vs;, wsi) into
a command co and a program execution stage (2, f, vs2, ws2).

Furthermore, let:

o cs be the program execution flow leading from (c1, s1, f, vs1, wsy1) to
(ca, s, f, vs2, wsa), and

o (t1, f', vs1’, ws1’) be any program execution stage,
and assume that the following conditions hold.

e S is a nonempty subset of the set of the variables x such that state
t1 agrees with s; on the value of each variable contained in sources cs
vs1 81 f .

o For each variable z contained in S, and each tag (y, n) contained in
tags cs vsy s1 f x, the stream of input values f’ agrees with f on the
input value assigned to variable y by an input instruction IN y after
n previous such assignments to y following any one tracked by the
starting trace of inputs vs;’ and wvsy, respectively.

Then, the information flow is correct only if the small-step semantics turns
the command ¢; and the program execution stage (t1, f', vs1’, ws1’) into a
command c¢y” and a program execution stage (t2, f/, vsy’, wsy’) satisfying
the following correctness conditions.

e ¢o’' = SKIP just in case cg = SKIP; namely, program execution ter-
minates just in case it terminates as a result of the execution of flow
cs, so that the two program executions cannot be distinguished based
on program termination.

e The resulting sequence of input requests IN z being prompted, where
x is any variable contained in S, matches the one triggered by the
execution of flow cs, so that the two program executions cannot be
distinguished based on those sequences.

e States t9 and s9 agree on the value of each variable contained in S, so
that the two program executions cannot be distinguished based on the
resulting program states.
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Likewise, if the above assumptions hold for functions sources-out and tags-out
in place of functions sources and tags, respectively, then the information flow
correctness requires the first two correctness conditions listed above to hold
as well, plus the following one.

e The resulting sequence of outputs of any variable contained in S matches
the one produced by the execution of flow cs, so that the two program
executions cannot be distinguished based on those sequences.

abbreviation ok-flow-1 where
ok-flow-1 ¢1 ¢ co' s1 82 t1 to ff' vsy vsy' vsy vsy ws1’ wse' cs =
VS C{x. s1 = t1 (C sources cs vsy s1 fx)}.
S#E{ —
f=7"(Cuwsi, vs1’, U {tags csvsy 81 fz |z. z € S}) —
(c1, t1, f'y vs1!, wsy') —x (ca', ta, f/, vsa’, wsa’) A
(¢a = SKIP) = (¢’ = SKIP) A
map fst [p<drop (length vsy) vss. fst p € S] =
map fst [p<drop (length vs1’) vsy'. fst p € S| A
Sg9 = t2 (Q S)

abbreviation ok-flow-2 where
ok-flow-2 c1 ¢ co' s1 t1 to ff vsy vs1' vsy vsy! wsy wsy’ wse wse' ¢s =
VS C {x. s1 = t1 (C sources-out cs vsy s1 fx)}.
S#A{} —
=1 (C wsy, vs1’, U {tags-out cs vs; sy fo | z. x € S}) —
(c1, t1, [/ vs1!, ws1') —x (c2'; ta, f/, vsa’, wsa’) A
(¢3 = SKIP) = (¢’ = SKIP) A
map fst [p<—drop (length vsy) vss. fst p € S] =
map fst [p<drop (length vs1’) vsy'. fst p € S| A
[p<drop (length ws,) wsy. fst p € S] =
[p<—drop (length ws’) wsy'. fst p € 9]

abbreviation ok-flow where
ok-flow ¢y co 81 S92 f sy vsy wsy WSy ¢§ =
Viy f sy’ wsy’. Teo! to vsy! wsy'.
ok-flow-1 ¢y cg co' 51 8o t1 to ff' vsy vsy' vsy vsy’ wsy’ wsy' ¢s A
ok-flow-2 c1 cg co’ 51 t1 to ff' vsy vs1' vsy vsy! wsy wsy’ wse wsy' cs

definition correct :: com = state set = vname set = bool where
correct c A X =
Vs € Univ A (C state N X). Vey ca 81 82 f vs 081 vsy ws wsy wse cfs.
(¢, s, f, vs, ws) —x* (c1, 81, f, vs1, ws1) A
(c1, s1, f, vs1, ws1) —=*{cfs} (ca, S2, f, vS2, wWS2) —
ok-flow ¢ co s1 82 f vsy vsa wsy wse (flow cfs)

abbreviation noninterf-set :: state set = vname set = vname set = bool
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(<(=: - ~| =) [51, 51, 51] 50) where
A: X | Y =Vye Y. Is€ A Jz € X. = s: domz ~ dom y

abbreviation ok-flow-auz-1 where
ok-flow-auz-1 ¢1 co c3’ 81 t1 to ff' vsy vsy’ vsgy vsy' wsy’ wsy! cs =
VS C {x. s1 = t1 (C sources-auz cs vsy s1 fz)}.
S#{} —
f=7"(Cws1, vs1', U {tags-aux cs vs1 1 fz | z. x € S}) —
(c1, t1, f'y vs1!, wsy') —x (c2', ta, f/, vsa’, wsa’) A
(co = SKIP) = (¢’ = SKIP) A
map fst [p<—drop (length vs1) vsa. fst p € S] =
map fst [p<drop (length vs1’) vsy'. fst p € 5]

abbreviation ok-flow-auz-2 where
ok-flow-auz-2 s1 so t1 to ff' vsy vsy' ¢cs =
VS C{x. s1 = t1 (C sources cs vsy 81 fx)}.

A {) —
f=1"(C sy, vs1’, U {tags cs vsy 81 fz | xz. 2z € S}) —
Sg9 = t2 (Q S)

abbreviation ok-flow-auz-3 where
ok-flow-auz-3 s1 t1 f [’ vsy vs1’ wsy wsy’ wse wsy' ¢s =
VS C {x. s1 = t1 (C sources-out cs vsy s1 fx)}.
S#{} —
=1 (C sy, vs1’, U {tags-out cs vs; sy fo | z. z € S}) —
[p<—drop (length wsy) wsa. fst p € S] =
[p<—drop (length wsy’) wsy'. fst p € S|

abbreviation ok-flow-auz :: config set = com = com = state = state =
stream = inputs = inputs = outputs = outputs = flow = bool
where
ok-flow-auzx U c1 co $1 S fusy vsy wsy wsy cs =
(Vi flousy" wsy’. Tea! to vse' wsy'.
ok-flow-auz-1 c1 co co’ 81 t1 to ff' vsy vsy’ vsy vsy' wsy wsy’ cs A
ok-flow-auz-2 s, sy t1 to ff' vsy vsy' cs A
ok-flow-aux-3 sy t1 ff' vs1 vs1' wsy wsy’ wsy wsy’ es) A
VY. (34, X)e U. A: X ~|Y) — no-upd cs Y)

In addition to the equations handling the further constructs of the consid-
ered extension of language IMP, the auxiliary recursive function ctyping!-aux
used to define the idempotent type system ctyping! differs from its coun-
terpart used in my previous paper [10] also in that it records any update
of a state variable using a pair of type vname X wval option, where the first
component is the state variable being updated, and the latter one matches
Some i or None depending on whether its new value can be evaluated to an
integer ¢ at compile time or not.

Apart from the aforesaid type change, the equations for the constructs in-

20



cluded in the original language IMP are the same as in my previous paper
[10], whereas the equations for the additional constructs of the considered
language extension are as follows.

e The equation for an input instruction IN z, like the one handling as-
signments, records the update of variable z just in case it is a state
variable (as otherwise its update cannot change the applying interfer-
ence relation). If so, its update is recorded with (z, None), since input
values cannot be evaluated at compile time.

e The equation for an output instruction OUT z does not record any
update, since output instructions leave the program state unchanged.

¢ The equation for a nondeterministic choice ¢; OR c3 sets the returned
value to F ¢; LI F ¢2, in the same way as the equation for a conditional
statement IF' b THEN ¢y ELSE ¢y whose boolean condition b cannot
be evaluated at compile time.

As in my previous paper [10], the state set returned by ctyping! is defined
so that any indeterminate state variable (namely, any state variable z with
a latest recorded update (z, None)) may take an arbitrary value. Of course,
a real-world implementation of this type system would not need to actually
return a distinct state for any such value, but rather just to mark any in-
determinate state variable in each returned state with some special value
standing for arbitrary.

primrec btypingl :: bexp = bool option («(- -)» [51] 55) where
F Bc v = Some v |

F Not b = (case & b of
Some v = Some (- v) | - = None) |

F And by by = (case (- by, F ba) of
(Some v1, Some vy) = Some (v1 A v2) | - = None) |

F Less a1 as = (if avars a; U avars as = {}

then Some (aval a1 (Az. 0) < aval az (Az. 0)) else None)

inductive-set ctypingl-merge-aux :: state-upd list set =
state-upd list set = (state-upd list x bool) list set
(infix ¢| |» 55) for A and B where

zs € A = [(ws, True)l € A| ] B |

ys € B = [(ys, False)] € A || B |
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[ws € A ] B; = snd (hd ws); zs € A; (zs, True) ¢ set ws] =
(zs, True) # ws € A || B |

[ws € A || B; snd (hd ws); ys € B; (ys, False) ¢ set ws] =
(ys, False) # ws € A || B

declare ctypingl-merge-auz.intros [intro)

definition ctypingl-append ::

state-upd list set = state-upd list set = state-upd list set
(infixl <@ 55) where

AQB={zsQys|zsys. zs € AN ys € B}

definition ctypingl-merge :

state-upd list set = state-upd list set = state-upd list set
(infixl «L»» 55) where

AU B = {concat (map fst ws) | ws. ws € A || B}

definition ctypingl-merge-append ::
state-upd list set = state-upd list set = state-upd list set

(infix] «Ua> 55) where
A Ue B = (if card B = Suc 0 then A else AL B) @ B

primrec ctypingl-aux :: com = state-upd list set
(«(F -)» [61] 60) where

- SKIP = {]}} |

Fz o= a= (if z € state
then {[(z, if avars a = {} then Some (aval a (Az. 0)) else None)|}
else {[1}) |

F IN z = (if z € state then {[(z, None)|} else {[|}) |

FOUTz =]} |

Fcl;;CQZF61U@FCQ|

Fei ORea=F ¢ Uk co

F IF b THEN ¢y ELSE ¢co = (let f =+ b in
(if f € {Some True, None} then & ¢y else {}) U
(if f € {Some False, None} then t= co else {})) |

F WHILE b DO ¢ = (let f =F b in

(if f € {Some False, None} then {[|} else {}) U
(if f € {Some True, None} then F ¢ else {}))
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definition ctypingl :: com = state set = vname set = config
(«(F-"(C - -N)» [51] 55) where

Fc(CA X)=let F={A\x. [y<vys. fsty=1x]|ys ys €F c}in
({Az. if fo =]

then s x else case snd (last (f z)) of None = t z | Some i = i |
fst.feFAse A},

Univ?? A{z.Vf e F.iffz =

then z € X else snd (last (f z)) # None})

Finally, in the recursive definition of the main type system ctyping2, the
equations dealing with the constructs included in the original language IMP
are the same as in my previous paper [10], whereas the equations for the
additional constructs of the considered language extension are as follows.

e The equation for an input instruction IN z sets the returned value to
a pass verdict Some (B, Y) just in case each set of variables in the
current scope is allowed to affect variable x in the associated set of
program states. If so, then the sets B and Y are computed in the
same way as with an assignment whose right-hand expression cannot
be evaluated at compile time, since input values cannot be evaluated
at compile time, too.

e The equation for an output instruction OUT z sets the returned value
to a pass verdict Some (B, Y) just in case each set of variables in
the current scope is allowed to affect variable z in the associated set
of program states. If so, then the sets B and Y are computed in the
same way as with a SKIP command, as output instructions leave the
program state unchanged, too.

e The equation for a nondeterministic choice ¢; OR cg sets the returned
value to a pass verdict Some (B, Y) just in case pass verdicts are
returned for both branches. If so, then the sets B and Y are computed
in the same way as with a conditional statement IF b0 THEN ¢y ELSE
ca whose boolean condition b cannot be evaluated at compile time.

primrec btyping2-auz :: bexp = state set = vname set = state set option
(= - (€ - -N) [61] 55) where

= Bec v (C A, -) = Some (if v then A else {}) |

= Not b (C A, X) = (case |= b (C A, X) of
Some B = Some (A — B) | - = None) |

= And by b (C A, X) = (case (|= b1 (C A, X), |E b2 (C A, X)) of
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(Some By, Some By) = Some (B1 N By) | - = None) |

= Less a1 a2 (C A, X) = (if avars a1 U avars az C state N X
then Some {s. s € A A aval a1 s < aval ag s} else None)

definition btyping2 ::

bexp = state set = vname set = state set X state set
(«(F - (C - -)) [51] 55) where

E b (C A4, X)—caseh:b(CA X) of
Some A’ = (A", A — A | - = (A, A)

abbreviation interf-set :: state set = vname set = vname set = bool
(«(=: -~ - [61, 51, 51] 50) where
A: X -~ Y =Vse A Ve e X.Vye Y. s domax~ domy

abbreviation atyping :: bool = aexp = vname set = bool
(«(- = - (S ") [61, 51] 50) where
viEa(CX)=avarsa={}V avars a C state N X A v

definition univ-states-if :: state set = vname set = state set
(«(Uniw? - -)» [51, 75] 75) where
Univ? A X = if state C X then A else Univ A (C {})

fun ctyping2 :: scope = com = state set = vname set = config option
(- E-(C - ")y [51, 51] 55) where

- = SKIP (C A, X) = Some (4, Univ?? A X) |

(U,vy)Ezu=a(CA X)=
(if Y(B, Y) € insert (Univ? A X, avars a) U. B: 'Y ~ {z}
then Some (if x € state N A # {}
then if v |E a (C X)
then ({s(z := aval a s) | s. s € A}, insert z X) else (A, X — {z})
else (A, Univ?? A X))
else None) |

(U,v) EINz (C A X) =
(if ¥(B, Y) € U. B: Y ~ {z}
then Some (if v € state N A # {}
then (A, X — {z}) else (4, Univ?? A X))
else None) |

(U,v) EOUTz (CA,X)=
(if ¥(B, Y) € U. B: Y ~ {a}
then Some (A, Univ?? A X)
else None) |
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(U, v) E c13; 2 (C A, X):

(case (U, 0) = ¢ (C A, X) of
Some (B, Y) = (U ) E e (CB Y)|-= None) |

(U,v) Ec1 OR ¢ (C A, X) =

(case ((U, v) = e1 (€ 4, X), (U, ) |= ¢a (€ 4, X)) of
(Some (Cl, Yl) Som (C )) = Some (01 U CQ, YinN YQ) ‘
- = None) |

(U, v) |= IF b THEN ¢, ELSE ¢; (C A, X) =
(case (insert (Univ? A X, bvars b) U, E b (C A, X)) of (U’, By, Bs) =
case (U, ) | e1 (C By, X), (U, 0) k= ¢ (C By, X)) of
(Some (C1, Yl)7 Some (Ca, Y3)) = Some (C1 U Ca, Y1 N Yy) |
- = None) |

(U, v) E WHILE b DO ¢ (C A, X) = (case = b (C A, X) of (By, B2) =
case - ¢ (C By, X) of (C,Y) = case = b (C C,Y) of (By/,
if Y(B, W) € insert (Uniw? A X U Univ? C Y, bvars b) U.
then case (({}, False) E ¢ (C By, X), ({}, False) = ¢ (C B
(Some -, Some -) = Some (Bs U By', Univ?? Bo X N'Y
- = None
else None)

~—

end

end

3 Idempotence of the auxiliary type system meant
for loop bodies

theory Idempotence
imports Definitions
begin

As in my previous paper [10], the purpose of this section is to prove that
the auxiliary type system ctyping! used to simulate the execution of loop
bodies is idempotent, namely that if its output for a given input is the pair
formed by state set B and vname set Y, then the output is the same if B
and Y are fed back into the type system (lemma ctypingl-idem).

3.1 Local context proofs

context noninterf
begin

abbreviation ctypingl-idem-lhs where
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ctypingl-idem-lhs s t t' ys ys' © =
if lysys' fsty = a] =]
then if [y<uys. fst y = z] =[]
then s x
else case snd (last [y<vys. fst y = z]) of None = t z | Some i = i
else case snd (last [y<ys'. fst y = z]) of None = t' x| Some i = i

abbreviation ctypingl-idem-rhs where
ctypingl-idem-rhs f s t x =

iffe=1

then s x

else case snd (last (f )) of None = t z | Some i = i

abbreviation ctypingl-idem-pred where
ctyping1-idem-pred s t t' ys ys’ A (S :: state-upd list set) = 3 f s
(3t". ctypingl-idem-lhs s t t' ys ys’ = ctypingl-idem-rhs f s’ t'") A
(Va. (fz =[] «— [ycys Qys" fsty = 2] = []) A
(fz#[ — last (fx) = last [y<ys Q ys'. fst y = z])) A
Bys”. f= Q. [yys". fsty=z]) Nys" € S) As' € A

lemma ctypingl-merge-auz-no-nil:
ws € A|| B= ws # |]
by (erule ctypingl-merge-auz.cases, simp-all)

lemma ctypingl-merge-auz-empty-lhs:
0 U B = {[(ys, False)] | ys. ys € B}

by (rule equalityl, clarify, erule ctypingl-merge-auz.induct, auto)

lemma ctypingl-merge-aux-empty-rhs:
ALl {} = {[(zs, True)] | zs. s € A}
by (rule equalityl, clarify, erule ctypingl-merge-auz.induct, auto)

lemma ctyping1-merge-empty-lhs:
{}uB=RB8B
by (force simp: ctypingl-merge-def ctypingl-merge-aux-empty-lhs)

lemma ctypingl-merge-empty-rhs:
AUu{}=4
by (force simp: ctypingl-merge-def ctypingl-merge-aux-empty-rhs)

lemma ctypingl-auz-nonempty:

Fe#{}
by (induction ¢, auto simp: Let-def ctypingl-merge-def
ctypingl-merge-append-def ctypingl-append-def, fastforce)

lemma ctypingl-merge-idem-fst:
assumes
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A: Nysys. ys ety = ys' e b ¢ =
ctypingl-idem-pred s t t' ys ys’ A (- ¢1) and
B: Nysys’ ys €b co = ys' €k ¢co =
ctypingl-idem-pred s t t' ys ys’ A (F ¢3) and
C:s€ Aand
D:ys et ¢y UF ¢y and
E:ys'ebci Uk co
shows ctypingl-idem-pred s t t' ys ys' A (F ¢1 UF ¢2)
proof —
obtain ws where ws € - ¢; | | F ¢2 and ys = concat (map fst ws)
using D by (auto simp: ctypingl-merge-def)
thus ?thesis
proof (induction ws arbitrary: ys rule: list.induct,
blast dest: ctypingl-merge-auz-no-nil)
fix w ws ys
assume
F: Aws. ws € F ¢1 || & co = s = concat (map fst ws) =
ctyping1-idem-pred s t t' xs ys’ A (F ¢y UF ¢3) and
GwH#Hwserl e |]F e
assume ys = concat (map fst (w # ws))
hence H: ys = fst w Q concat (map fst ws)
(is ys = %z @ %zs)
by simp
have ctypingl-idem-pred s t t’ ?zs ys' A (F ¢ Uk ¢2)
proof (cases ws)
case Nil
show ?thesis
apply (rule exI [of - Az. [y<vys’. fst y = z]])
apply (rule exI [of - s))
apply (rule conjI)
apply (rule exI [of - t'])
by (auto simp: C' E Nil)
next
case Cons
have ws € F ¢1 || F ¢
using G by (rule ctypingl-merge-auz.cases, simp-all add: Cons)
thus ?thesis
using F by simp
qed
then obtain f and s’ and t’' and ys’’ where
I: ctypingl-idem-lhs s t t' ?zs ys' =
ctypingl-idem-rhs f s’ t'" and
J V. (fe=[ «— [ycZasQys' fsty=z] =[]) A
(fz £ [ — last (f ) = last [y« %zs Q ys’. fst y = z]) and
K: f = (\z. [y«<ys”. fst y = z]) and
L: ys"" €k ¢y UF ¢ and
M:s' € A
by auto
obtain ws’’ where
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N:ws”" €F ¢ || F coand
O: ys' = concat (map fst ws”)
using L by (auto simp: ctypingl-merge-def)
show ctypingl-idem-pred s t t' ys ys' A (F ¢ Uk ¢2)
proof (cases w € set ws”)
assume P: w € set ws'’
show ?thesis
apply (rule exl [of - f])
apply (rule exI [of - s'])
apply (rule conjl)
apply (rule exI [of - t'"])
apply (rule ext)
subgoal for z
proof (cases [y«ys'. fst y = x|, cases [y<ys. fst y = x] = [])
case Cons
thus ctypingl-idem-lhs s t t' ys ys' z =
ctypingl-idem-rhs f s’ t'" x
by (insert fun-cong [OF I, of x|, simp)
next
case Nil
moreover case True
ultimately show ctypingl-idem-lhs s ¢t t’ ys ys' © =
ctypingl-idem-rhs f s’ t'" x
using H by (insert fun-cong [OF I, of ], simp)
next
case Nil
case Fulse
hence [y« ?z. fst y = z] # [| V [y %as. fst y = x| # ]
using H by simp
moreover {
assume [y« ?z. fst y = x| # []
hence [y«ys". fst y = z] # ||
using O and P by (auto simp: filter-concat)
hence [y« %zs. fst y = x] # |
using J and K and Nil by simp

ultimately have Q: [y« %zs. fsty = z] # [] ..
hence (case snd (last [y« %zs. fst y = z]) of
None = t x| Some i = i) = ctypingl-idem-rhs f s’ t" x
using Nil by (insert fun-cong [OF I, of ], simp)
moreover have last [y+ ?zs. fst y = z] = last [y+ys. fst y = z]
using H and @ by simp
ultimately show ctypingl-idem-lhs s t t’ ys ys' © =
ctypingl-idem-rhs f s’ t"" x
using Nil and Fualse by simp
qed
apply (rule conjl)
subgoal
proof —
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show Vz. (fz =[] «— [ycys Qys’ fsty =z] =[]) A
(fz £ [ — last (f z) = last [y<ys Q ys’. fst y = z])
(isVz. 2Pz A 2Q 1)
proof
fix z
have ?P z
proof
assume Q: fz = ]
hence [y« ?xs Q ys'. fst y = z] = |]
using J by simp
moreover have [y« ?z. fst y = z] = |]
using K and O and P and @ by (simp add: filter-concat)
ultimately show [y«ys @ ys’. fst y = z] = []
using H by simp
qed (insert H J, simp)
moreover have ?Q z
using J and H by simp
ultimately show 9P z A 20Q z ..
qed
qed
by (insert K L M, blast)
next
assume P: w ¢ set ws"’
let 2y = fst (hd ws'’)
show ?thesis
proof (cases snd w = snd (hd ws"))
assume Q: snd w = snd (hd ws"’)
hence snd w A snd (hd ws') V = snd w A = snd (hd ws”)
(is 7P V ?Q))
by simp
moreover {
assume ?P
have %2 €  ¢;
using G by (rule ctypingl-merge-aux.cases, insert <?P», simp-all)
moreover have ?y € F ¢;
using N by (rule ctypingl-merge-auz.cases, insert <?Py, simp-all)
ultimately have ctypingl-idem-pred s t t' %z 2y A (F ¢1)
using A by simp
}
moreover {
assume 7@
have %z € I ¢y
using G by (rule ctypingl-merge-aux.cases, insert <?Q>, simp-all)
moreover have 2y € F ¢,
using N by (rule ctypingl-merge-auz.cases, insert <2Q, simp-all)
ultimately have ctypingl-idem-pred s t t' %z ?y A (F ¢2)
using B by simp
}

ultimately obtain fy and sy and t; and ysy where
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R: ctypingl-idem-lhs s t t' %z 2y =
ctypingl-idem-rhs fo so to and
S:Vz. (fox=[+«—[y«22Q 2y fsty =z] =[]) A
(fo x £ [] — last (fo x) = last [y« %z Q ?y. fst y = z]) and
T: fo = (A\x. [y<yso. fst y = z]) and
U:yso et ci ANsndwV ysg € F co AN = snd w
by auto
from U obtain wy where
V:lwo €k e1 || F co and
W: ysg = fst wg and
X: snd wg = snd w
by fastforce
show ?thesis
proof (cases wy € set ws'")
assume Y: wy € set ws”’
show ?thesis
apply (rule exlI [of - f])
apply (rule exl [of - s'])
apply (rule conjI)
apply (rule exI [of - t"])
apply (rule ext)
subgoal for z
proof (cases [y<ys'. fst y = z], cases [y<ys. fst y = z] = [])
case Cons
thus ctypingl-idem-lhs s t t' ys ys' © =
ctypingl-idem-rhs f s’ t"" x
by (insert fun-cong [OF I, of ], simp)
next
case Nil
moreover case True
ultimately show ctypingl-idem-lhs s t t’ ys ys' © =
ctypingl-idem-rhs f s’ t"" x
using H by (insert fun-cong [OF I, of x|, simp)
next
case Nil
case Fulse
hence [y« ?x. fst y = x] # [| V [y« %xs. fst y = z] # ||
using H by simp
moreover {
assume [y ?z. fst y = z| # |]
hence [y<yso. fst y = z] # ||
using S and T by simp
hence [y«ys’. fst y = z] # ]
using O and W and Y by (auto simp: filter-concat)
hence [y« %zs. fst y = z] # |]
using J and K and Nil by simp
}

ultimately have Z: [y« %zs. fsty = z] # [] ..
hence (case snd (last [y« %zs. fst y = z]) of
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None = t x| Some i = i) = ctypingl-idem-rhs f s’ t"" z
using Nil by (insert fun-cong [OF I, of x|, simp)
moreover have last [y ?zs. fst y = z] = last [y+ys. fst y = 1]
using H and Z by simp
ultimately show ctypingl-idem-lhs s t t' ys ys' z =
ctypingl-idem-rhs f s’ t"" x
using Nil and False by simp
qed
apply (rule congl)
subgoal
proof —
show Vz. (fz =[] «— [ysys Q ys’. fst y = x] = []) A
(fz # [ — last (fz) = last [y<ys Q ys’. fst y = x])
(isVz. 2Pz A 2Q 1)
proof
fix z
have ?P z
proof
assume Z: fz = []
hence [y« ?xs Q ys'. fst y = z] = |]
using J by simp
moreover have [y«ys”. fst y = z] = ||
using K and Z by simp
hence [y«ysg. fst y = z] = |]
using O and W and Y by (simp add: filter-concat)
hence [y« ?z. fst y = x] =[]
using S and T by simp
ultimately show [y«ys @ ys'. fst y = z| = []
using H by simp
qed (insert H J, simp)
moreover have ?() x
using J and H by simp
ultimately show ?P x A Q) x ..
qed
qed
by (insert K L M, blast)
next
assume Y: wy ¢ set ws"’
let ?2ws = wqy # tl ws”’
{
assume Z: tl ws” # []
have tl ws” e F ¢1 || F ¢
using N by (rule ctypingl-merge-auz.cases, insert Z, simp-all)
moreover have snd (hd (tl ws')) = (= snd w)
using N by (rule ctypingl-merge-auz.cases, insert @ Z, simp-all)
moreover have wy ¢ set (tl ws'’)
using Y by (cases ws"’, simp-all)
ultimately have ?ws € b ¢1 || F ¢
by (cases wy, insert U W X, auto)
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}

hence Z: Pws €k c1 || F ¢
by (cases tl ws”, insert V, simp-all)
let ?ys = concat (map fst (tl ws'’))
let ?f = Ax. [y concat (map fst 2ws). fst y = x]
let 2t = \z. if fz =[] then tg z else t" x
have AA: ws" = hd ws" # tl ws”
by (insert ctypingl-merge-auz-no-nil [OF N]|, simp)
have AB: ys'' = %y Q ?ys
using O by (subst (asm) AA, simp)
have AC: Vx. [y« ?ys. fsty=z] #[] —
last (?f x) = last (f x)
using K and O by (subst (asm) AA, simp)
have AD: Vux. [y« 2ys. fsty=a] = | A [y<%y. fsty=1z] #[] —
last (?f z) = last (f x)
(isVz. P A ?2Q z — -)
proof clarify
fix z
assume ?P z and ?Q z
moreover from this and S and T have
last [y<yso. fst y = z] = last [y« %2 Q 2y. fst y = 1]
by simp
ultimately show last (?f z) = last (f z)
using K and W and AB by simp
qed
show ?thesis
apply (rule exI [of - 2f])
apply (rule exI [of - s7)
apply (rule conjI)
apply (rule exI [of - ?t])
apply (rule ext)
subgoal for z
proof (cases [y<ys'. fst y = z], cases [y« %xs. fst y = x] = [])
case Cons
hence AE:
(case snd (last [y«ys'. fst y = x]) of
None = t' z | Some i = i) =
(case snd (last (f x)) of None = ?t x | Some i = 1)
using J by (insert fun-cong [OF I, of x], simp)
show ctypingl-idem-lhs s t t’ ys ys' © =
ctypingl-idem-rhs 2f s’ ?t x
proof (cases [y« ?ys. fst y = x] # [])
case True
thus ?thesis
using AC and AE and Cons by simp
next
case Fulse
moreover have [y«ys”. fst y = x| # ]
using J and K and Cons by simp
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ultimately have [y« ?y. fst y = z] # []
using AB by simp
moreover from this have 7f z # ||
using S and T and W by simp
ultimately show ?thesis
using AD and AE and Cons and Fulse by simp
qed

next

case Nil
moreover case Fulse
ultimately have
(case snd (last [y+ys. fst y = x]) of
None = t z | Some i = i) =
(case snd (last (f x)) of None = ?t x | Some i = i)
using J and H by (insert fun-cong [OF I, of z], simp)
moreover have
AE: [y<?y. fsty = o] # [| V [y ys. fst y = a] # ]
(is - v ?2P)
using J and K and AB and Fulse by auto
hence 7f z # |]
using S and T and W by (cases ?P, simp-all)
moreover have last (?f z) = last (f z)
using AC and AD and AF by blast
ultimately show ctypingl-idem-lhs s t t' ys ys' © =
ctypingl-idem-rhs 2f s’ ?t
using H and Nil and Fulse by auto

next

case Nil
moreover case True
ultimately have AE: fz = [|
using J by simp
hence AF: [y« 2%y @Q %ys. fst y = z] = ||
using K and AB by simp
show ctypingl-idem-lhs s t t' ys ys' z =
ctypingl-idem-rhs 2f s’ ?t x
proof (cases [y« ?x. fsty = z] = |])
assume AG: [y<?z. fsty = z] = |
moreover from J and AF have sz = s’z
by (insert fun-cong [OF I, of x|, simp)
moreover have [y<ysg. fst y = 7] = |]
using S and T and AF and AG by simp
hence ?fz =[]
using W and AF by simp
ultimately show ?thesis
using H and Nil and True by simp
next
assume AG: [y«?z. fsty = z] # ||
moreover from this and S and AE and AF have
(case snd (last [y« ?z. fst y = z]) of
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None = t x| Some i = i) =
(case snd (last (fo z)) of None = 2t x | Some i = 1)
by (insert fun-cong [OF R, of x|, simp)
moreover have [y<ysg. fst y = x| # ]
using S and T and AG by simp
hence ?f z # ||
using W by simp
moreover have last (?f z) = last (fo x)
using T and W and AF by simp
ultimately show %thesis
using H and Nil and True by auto
qed
qed
apply (rule conjI)
subgoal
proof —
show Vz. (?fz =[] «— [ysys Q ys’. fst y = x] = []) A
(?fx # || — last (?f ) = last [y+ys Q ys'. fst y = z])
(isVz. 2Pz A 7Q )
proof
fix z
have AE: ?P ¢
proof
assume AF: ?fz =[]
hence [y« %2 @ ?y. fst y = z] = |]
using S and T and W by simp
moreover from this and J and K and AB and AF have
[y %xs @ ys'. fst y = z] = |]
by auto
ultimately show [y«ys @ ys’. fst y = 2] =[]
using H by simp
next
assume [y«ys @ ys'. fst y = z] = |]
hence [y« %z @ 2y @ 2ys. fst y = z] = |]
using H and J and K and AB by simp
moreover from this have [y« ysg. fst y = x] = []
using S and T by simp
ultimately show ?f z = ||
using W by simp
qed
moreover have 7Q x
proof (clarify, cases [y« 2%y Q %ys. fst y = z])
case Nil
hence last (?f z) = last (fo z)
using T and W by simp
moreover assume ?f x # ||
hence [y«ys Q ys'. fst y = z] # |]
using AFE by blast
hence [y« %z @ 2y @ 2ys. fst y = z] # |]
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using H and J and K and AB by simp
ultimately have last (?f z) = last [y« ?z. fst y = 1]
using S and Nil by simp
moreover have [y« ?zs @ ys’. fst y = x] = []
using J and K and AB and Nil by simp
ultimately show
last (2f x) = last [y<ys Q ys'. fst y = 1]
using H by simp
next
case Cons
hence [y« ?y. fst y = z] # [| V
[y ?ys. fst y = z] # ||
by auto
hence last (?f z) = last (f z)
using AC and AD by blast
moreover have fz # ||
using K and AB and Cons by simp
ultimately show
last (7f z) = last [y+ys Q ys'. fst y = x]
using H and J by simp
qged
ultimately show ?P x A Q) x ..
qed
qed
by (rule conjl, rule exI [of - concat (map fst ?ws)],
insert M Z, auto simp only: ctypingl-merge-def)
ged
next
assume snd w # snd (hd ws”)
hence snd w A = snd (hd ws') V = snd w A snd (hd ws”)
(is 7P V ?2Q)
by simp
moreover {
assume ?P
moreover have 7z € b ¢
using G by (rule ctypingl-merge-auz.cases, insert <?P»>, simp-all)
moreover have (?z, True) ¢ set ws"
using P and «?P) by (cases w, simp)
ultimately have w # ws”’ € - ¢; || F ¢
using N by (cases w, auto)
}

moreover {
assume ?7()
moreover have %z €  cq
using G by (rule ctypingl-merge-aux.cases, insert <?2Q)>, simp-all)
moreover have (?z, False) ¢ set ws’
using P and ¢?(Q)» by (cases w, simp)
ultimately have w # ws”’ € - ¢; || F ¢
using N by (cases w, auto)
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}
ultimately have Q: w # ws” € - ¢ || F ¢
(is %ws € -) ..
let ?f = Axz. [y« concat (map fst 2ws). fst y = z
let %t = Ax. if fo =] thentzelset' x
show ?thesis
apply (rule exI [of - ?f])
apply (rule exl [of - s])
apply (rule conjI)
apply (rule exI [of - ?t])
apply (rule ext)
subgoal for z
proof (cases [y+ys'. fst y = x|, cases [y« ?zs. fst y = x] = [])
case Cons
moreover from this have
(case snd (last [y<ys’. fst y = z]) of
None = t' x | Some i = i) =
(case snd (last (f z)) of None = %t x | Some i = 1)
using J by (insert fun-cong [OF I, of z], simp)
moreover have ?f z # [|
using J and K and O and Cons by simp
moreover have f 1 # [|
using J and Cons by simp
hence last (?f z) = last (f z)
using K and O by simp
ultimately show ctypingl-idem-lhs s t t' ys ys' © =
ctypingl-idem-rhs ?f s’ %t x
by auto
next
case Nil
moreover case Fualse
ultimately have
(case snd (last [y+ys. fst y = z]) of
None = t x| Some i = i) =
(case snd (last (f z)) of None = %t x | Some i = 1)
using J and H by (insert fun-cong [OF I, of x], simp)
moreover have ?f z # ||
using J and K and O and Fulse by simp
moreover have fz # ||
using J and Fualse by simp
hence last (?f z) = last (f z)
using K and O by simp
ultimately show ctypingl-idem-lhs s t t' ys ys' © =
ctypingl-idem-rhs ?f s’ %t x
using H and Nil and Fualse by auto
next
case Nil
moreover case True
ultimately have R: fz = ||
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using J by simp
show ctypingl-idem-lhs s t t' ys ys' © =
ctypingl-idem-rhs 2f s’ ?t x
proof (cases [y« ?x. fst y = x] = [])
assume [y« ?z. fst y = x| = |]
moreover have [y«ys’. fst y = z] = |]
using K and R by simp
ultimately have 7f z = ||
using O by simp
moreover from J and R have sz = s’ z
by (insert fun-cong [OF I, of ], simp)
ultimately show ?Zthesis
using H and Nil and True by simp
next
assume [y ?z. fst y = x| # ]
moreover have last [y<vys. fst y = z] = last [y« ?z. fst y = 7]
using H and True by simp
moreover have last (?f x) = last [y« %x. fst y = x]
using K and O and R by simp
ultimately show ?thesis
using H and R and Nil by simp
qed
qed
apply (rule conjI)
subgoal
proof —
show Vz. (?fz =[] «— [y<ys Q ys’. fsty =z] =[]) A
(?fx £ [ — last (?f x) = last [y+ys Q ys'. fst y = z])
(isVz. Pz A 2Q 1)
proof
fix =
have ?P
proof
assume f z = []
hence [y« %z Q ys”. fst y = x] =[]
using O by simp
moreover from this have [y« ?xs Q ys'. fst y = x| = |]
using J and K by simp
ultimately show [y«ys @ ys'. fst y = z] = ||
using H by simp
next
assume [y<ys Q ys'. fsty = z] = |]
hence [y« 7%z Q %zs Q ys'. fsty = z] = ||
using H by simp
moreover from this have [y«ys". fst y = z] = ||
using J and K by simp
ultimately show ?fz = [|
using O by simp
qged
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moreover have 7Q z
proof (clarify, cases [y<ys’. fst y = x])
case Nil
hence last (?f ) = last [y+?z. fst y = 1]
using O by simp
moreover have [y« %zs @Q ys'. fst y = z] =[]
using J and K and Nil by simp
hence
last [y<ys Q ys'. fst y = x| = last [y« ?z. fst y = 1]
using H by simp
ultimately show
last (?f x) = last [y+ys @ ys'. fst y = 1]
by simp
next
case Cons
hence last (?f z) = last (f z)
using K and O by simp
moreover have R: fz # [|
using K and Cons by simp
hence last [y %zs Q ys’. fst y = z] = last (f x)
using J by simp
moreover have [y« %zs @Q ys'. fst y = z| # []
using J and R by simp
ultimately show
last (7f ) = last [y+ys Q ys'. fst y = x|
using H by simp
qged
ultimately show ?P z A 2Q z ..
qed
qed
by (rule conjI, rule exI [of - concat (map fst 2ws)],
insert M Q, auto simp only: ctypingl-merge-def)
qed
qed
qed
qed

lemma ctypingl-merge-append-idem-fst:
assumes
A: Nysys'. yseb ey = ys' ek ¢y =
ctypingl-idem-pred s t t' ys ys’ A (F ¢1) and
B: Nysys’. ys €b co = ys' €k o =
ctypingl-idem-pred s t t’ ys ys' A (F ¢2) and
C:s € Aand
D: ys € - ¢1 Ua F ¢co and
E:ys' et c1 Ua t co
shows ctypingl-idem-pred s t t' ys ys' A (F ¢1 Ua b ¢2)
apply (subst ctypingl-merge-append-def)
apply (split if-split)
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apply (rule conjI)
subgoal
proof
assume F: card (b ¢3) = Suc 0
with D obtain ys; and ys; where
G: ys = ys1 Q yso and
H: ys1 € - ¢; and
I: yso € F co
by (auto simp: ctypingl-merge-append-def ctypingl-append-def)
from EF and F obtain ys;’ and ys,’ where
J: ys' = ys1’ @ ysy’ and
K: ys;’ € - ¢; and
L: yss' € F ¢
by (auto simp: ctypingl-merge-append-def ctypingl-append-def)
have M: ysy' = yso
using F and I and L by (fastforce simp: card-1-singleton-iff)
obtain f and s’ and ¢ and ys;'’ where
N: ctypingl-idem-lhs s t t’ ys; ys1' =
ctypingl-idem-rhs f s’ t'" and
O:Vz. (fe=1[+— [y-ys1 Quys;”. fsty=2a] =) A
(fz#[ — last (fx) = last [y+ys1 Q ys1”. fst y = z]) and
P: f = (Az. [y<vys1”. fst y = z]) and
Q: ys1"”" €+ ¢ and
R:s'e A
using A [OF H K] by auto
let 7f = Ax. [y«ys1” Q ysq. fst y = 1]
let 2t = A\z. if [y<yso. fst y =] =[] then t"" z else t' x
show ctypingl-idem-pred s t t' ys ys' A (F ¢4 Q F ¢3)
apply (rule exl [of - ?f])
apply (rule exl [of - s'])
apply (rule congl)
apply (rule exI [of - ?t])
apply (rule ext)
subgoal for z
proof (cases [y+ysa. fst y = z], cases fz = [])
case Nil
moreover case True
ultimately have s z = s’z
using O by (insert fun-cong [OF N, of z], simp)
moreover have [y«ys’. fst y = z] = |]
using J and M and O and Nil and True by simp
moreover have [y«ys. fst y = x] = []
using G and O and Nil and True by simp
moreover have 7f z = [|
using P and Nil and True by simp
ultimately show ctypingl-idem-lhs s t t' ys ys' z =
ctypingl-idem-rhs ?f s’ 2t x
by simp
next
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case Nil
moreover from this have
[ye—ys”. fst y = o] = [ysys1'. fst y = 1]
using J and M by simp
moreover have [y«ys. fst y = x| = [y<ys1. fst y = 1]
using G and Nil by simp
moreover case False
moreover from this have ?f z # ||
using P by simp
moreover have last (?f ) = last (f )
using P and Nil by simp
ultimately show ctypingl-idem-lhs s t t’ ys ys' z =
ctypingl-idem-rhs 2f s' 7t x
by (insert fun-cong [OF N, of z], auto)
next
case Cons
moreover from this have [y<ys’. fst y = z] # |]
using J and M by simp
moreover have
last [y+ys'. fst y = z] = last [y<ysa. fst y = 1]
using J and M and Cons by simp
ultimately show ctypingl-idem-lhs s t t' ys ys' z =
ctypingl-idem-rhs ?f s’ 2t
by simp
qed
apply (rule congl)
subgoal
proof —
show V. (2fz =[] «— [y+ys Q ys'. fsty =z] =[]) A
(?fx # || — last (?f z) = last [y+ys Q ys'. fst y = z])
(isVz. 2Pz A ?Q )
proof
fix z
have ?P z
using G and J and M and O and P by auto
moreover have 7Q z
proof (clarify, cases [y<ysa. fst y = x])
case Nil
moreover assume ?f z # ||
ultimately have
last (7f ) = last [y+ys1 Q ys;'. fst y = x]
using O and P by simp
thus last (?f x) = last [y<ys Q ys'. fst y = 1]
using G and J and M and Nil by simp
next
case Cons
thus last (?f x) = last [y+ys Q ys'. fst y = 1]
using J and M by simp
qed
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ultimately show ¢P x A ?20Q) x ..
qged
qed
by (rule congl, rule exI [of - ys1” @ yss],
insert I Q R, auto simp: ctypingl-append-def)
qed
subgoal
proof
assume F: card (b ¢3) # Suc 0
with D obtain ws and zs where
G: ys = ws @Q zs and
H: ws et ¢y UF ¢ and
I:zs € F ¢y
by (auto simp: ctypingl-merge-append-def ctypingl-append-def)
from F and F obtain ws’ and zs’ where
J: ys' = ws’ Q xs’ and
K:ws"et ¢g UF ¢y and
L: zs’ € F ¢y
by (auto simp: ctypingl-merge-append- def ctypingl-append-def)
from I have [(zs, False)] € F ¢ || F c2 .
hence M: zs € - ¢1 U F ¢
by (force simp: ctypingl-merge-def)
obtain f and s’ and r and zs where
N: ctypingl-idem-lhs s t t' ws zs =
ctypingl-idem-rhs f s’ r and
O:Vz. (fe=1[+— [yws Qus. fsty=a] =[]) A
(fz#] — last (fz) = last [y<ws Q zs. fst y = z]) and
P: f = (Az. [y=zs. fst y = z]) and
Q:2s€F ¢y UF ¢y and
R:s'e A
using ctypingl-merge-idem-fst [OF A B C H M| by auto
obtain f’ and s’ and r’ and zs’ where
S: ctypingl-idem-lhs s t t' zs ws' =
ctypingl-idem-rhs f' s’ r’ and
T:Va. (ffe=]+«— [yczs Quws' fsty=z] =) A
(f'z#[] — last (f' x) = last [y+zs Q ws’. fst y = z]) and
U: f' = (Ax. [y<=zs'. fst y = z]) and
V:zs' €l ¢g UK co and
W:s"€e A
using ctypingl-merge-idem-fst [OF A B C Q K| by auto
let ?f = Ax. [y+2s’ @Q as’. fst y = 1]
let 7t = A\x. if [y<uas’. fst y = x] =[] then v’ x else t’ x
show ctypingl-idem-pred s t t' ys ys’ A (F ¢y UF ¢co @ F ¢3)
apply (rule exI [of - 2f])
apply (rule exI [of - s"])
apply (rule conjI)
apply (rule exI [of - ?t])
apply (rule ext)
subgoal for z
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proof (cases [y<uzs’. fst y = ], cases f' z =[])
case Nil
moreover case True
hence sz = s” x
using T by (insert fun-cong [OF S, of x], simp)
moreover have [y«ys’. fst y = z] = |]
using J and T and Nil and True by simp
moreover have [y«zs. fst y = z] = |
using T and True by simp
hence [y«ys. fst y = z] =[]
using G and O and P by simp
moreover have 7f z = [|
using U and Nil and True by simp
ultimately show ctypingl-idem-lhs s t t’ ys ys' © =
ctypingl-idem-rhs ?f s"' 7t x
by simp
next
case Nil
moreover from this have
X: [y«ys'. fsty = z] = [y+ws’. fsty = 1]
using J by simp
moreover case False
moreover have
lyzs. fsty =a] # [| A [yeys. fsty =a] # [| A
last [y+ys. fst y = x| = last [y+=zs. fst y = 1]
(is 2P A 2Q A ?R) if
a: [y<ys'. fsty = 2] =[]
proof —
have ?P
using T and X and Fulse and a by simp
moreover from this have 7Q)
using G and O and P by simp
moreover have ?R
using G and O and P and «?P) by simp
ultimately show #thesis
by simp
qged
moreover have 7f z # ||
using U and Fulse by simp
moreover have last (?f z) = last (f' z)
using U and Nil by simp
ultimately show ctypingl-idem-lhs s t t’ ys ys' © =
ctypingl-idem-rhs ?f s' %t x
by (insert fun-cong [OF S, of x], auto)
next
case Cons
moreover from this have [y« ys’. fst y = z] # ||
using J by simp
moreover have
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last [y<ys'. fst y = x| = last [y<uzs’. fst y = x]
using J and Cons by simp
ultimately show ctypingl-idem-lhs s t t' ys ys' © =
ctypingl-idem-rhs ?f s'' ?t x
by simp
qed
apply (rule conjI)
subgoal
proof —
show Vz. (?fz =[] «— [y<ys Q ys’. fst y =] = []) A
(?fz # [ — last (2f ) = last [y<ys Q ys'. fst y = z])
(isVz. Pz A ?Q 1)
proof
fix z
have ?P z
proof
assume [y«zs’ Q zs’. fst y = z] = |]
moreover from this have [y<zs @ ws’. fst y = z] = |]
using T and U by simp
moreover from this have [y« ws Q zs. fst y = z] = ||
using O and P by simp
ultimately show [y«ys @ ys'. fst y = z] = []
using G and J by simp
next
assume [y<ys Q ys'. fst y = z] = ||
hence [y<ws @ s Q@ ws’ Q zs’. fst y = z] = []
using G and J by simp
moreover from this have [y<zs. fst y = x| = ||
using O and P by simp
ultimately show [y«zs’ @ zs’. fst y = z] = |]
using T and U by simp
qed
moreover have ?Q) z
proof (clarify, cases [y<zs'. fst y = z])
case Nil
moreover assume ?f ¢ # ||
ultimately have X: f' z # ||
using U by simp
hence Y: last (?f ) = last [y+2zs Q ws’. fst y = 1]
using T and U and Nil by simp
show last (?f x) = last [y+ys Q ys'. fst y = 1]
proof (cases [y«ws'. fsty = z] = ])
case True
moreover from this have fz # ||
using P and T and X by simp
ultimately have
last (?f x) = last [y+ws Q zs. fst y = 1]
using O and P and Y by simp
thus ?thesis
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using G and J and Nil and True by simp
next
case Fulse
thus “thesis
using J and Y and Nil by simp
qed
qed (simp add: J)
ultimately show ?P x A ?20Q) z ..
qed
qed
by (rule congI, rule exI [of - zs’ @ zs],
insert L VW, auto simp: ctypingl-append-def)
qed
done

lemma ctypingl-auz-idem-fst:
[s€ A yseb ¢ ys' ek ] =
ctypingl-idem-pred s t t’ ys ys’ A (F ¢)
proof (induction c arbitrary: ys ys')
fix c1 co ys ys’
show
[Nysys’. s€e A= yseb g = ys' et g =
ctypingl-idem-pred s t t' ys ys' A (b ¢1);
Nysys'. s€ A= ys€b co = ys' €k ¢y =
ctypingl-idem-pred s t t' ys ys’ A (b ¢2);
s€ A;ys €F cry; co; 98’ €F 135 o] =
ctypingl-idem-pred s t t’" ys ys' A (F ¢13; ¢2)
by (simp, rule ctypingl-merge-append-idem-fst [simplified))
next
fix c1 co ys ys’
show
[ANysys'. se A= ysekbcg = ys' et cg =
ctypingl-idem-pred s t t' ys ys' A (F ¢1);
Nysys'. s€ A= yse€b co = ys' €k co =
ctypingl-idem-pred s t t' ys ys’ A (b ¢2);
s€ A;ys € ¢1 OR co; ys' € ¢1 OR o] =
ctypingl-idem-pred s t t' ys ys’ A (F ¢1 OR ¢3)
by (simp, rule ctypingl-merge-idem-fst [simplified))
next
fix b c1 co ys ys’
assume
A: Nysys'. s€e A= ysekr g = ys' €t g =
ctypingl-idem-pred s t t’ ys ys' A (F ¢1) and
B: Nysys'. s€e A= ys€b co = ys' €t co =
ctypingl-idem-pred s t t' ys ys’ A (F ¢3) and
C: s € A and
D: ys e - IF b THEN ¢, FELSE ¢y and
E: ys' €+ IF b THEN ¢, ELSE cs
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show ctypingl-idem-pred s t t' ys ys' A (- IF b THEN ¢; ELSE c)
proof (cases - b)
case None
show ?thesis
by (insert A B C' D E None, simp,
rule ctypingl-merge-idem-fst [simplified])
next
case (Some v)
show ?thesis
proof (cases v)
case True
thus ?thesis
by (insert A C D E Some, simp add: ctypingl-merge-empty-rhs)
next
case Fulse
thus ?thesis
by (insert B C D E Some, simp add: ctypingl-merge-empty-lhs)
qed
qed
next
fix b c ys ys’
assume
A: Nysys'. s€e A= ysebc= ys' et c =
ctypingl-idem-pred s t t' ys ys’ A (- ¢) and
B: s € Aand
C:ys e+ WHILE b DO ¢ and
D: ys' e v WHILE b DO ¢
have E: ctypingl-idem-pred s t t' ys ys' A (F WHILE b DO ¢) if
a: ys € - c and
b: ys’ € F c and
c: b e {Some True, None}
proof —
have ctypingl-idem-pred s t t' ys ys' A (- ¢)
using A and B and a and b by simp
then obtain f and s’ and t’' and ys’’ where
E: ctypingl-idem-lhs s t t' ys ys' =
ctypingl-idem-rhs f s’ t'" and
F:vVz (fe=[<+—[yc-ys Qus' fsty=z] =) A
(fz £ [ — last (f z) = last [y<ys Q ys'. fst y = z]) and
G: f = (A [y+ys". fst y = z]) and
H: ys"” € + ¢ and
I:s'e A
by auto
show ?thesis
by (rule exI [of - f], insert E F G H I ¢, force)
qed
show ctypingl-idem-pred s t t' ys ys' A (F WHILE b DO c¢)
proof (cases - b)
case None
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show ?thesis
proof (cases ys’)
case Nil
show ?thesis
proof (cases ys = [])
case True
thus ?thesis
by (insert B None Nil, force)
next
case Fulse
thus ?thesis
by (insert B C None Nil, force)
qed
next
case Cons
show ?thesis
proof (cases ys = [])
case True
show ?thesis
apply (insert B D None Cons True)
apply (rule exI [of - Ax. [y+vys’. fst y = z]])
apply (rule exI [of - §])
apply (rule conjI)
apply fastforce
apply (rule conjI)
apply fastforce
apply (rule conjl)
apply (rule exI [of - ys'])
by simp-all
next
case Fulse
hence ys e Fc N ys' et ¢
using C and D and None and Cons by simp
thus ?thesis
using None by (blast intro: E)
qed
qged
next
case (Some v)
show ?thesis
proof (cases v)
case True
hence ys e - c A ys' €k ¢
using C and D and Some by simp
thus ?thesis
using Some and True by (fastforce intro: E)
next
case Fulse
hence ys =[] A ys' = |
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using C and D and Some by simp
thus ?thesis
by (insert B Some False, simp)
qed
qged
qed fastforce+

lemma ctypingl-idem-fst-1:
[s€A;yseb ¢ ys’ etk ] = 3fs’.
(3t". ctypingl-idem-lhs s t t' ys ys' = ctypingl-idem-rhs f s’ t"") A
(Fys”. f =z lyys" fsty=1z]) Nys" e c)ANs' € A
apply (drule ctypingl-auz-idem-fst [where ys’ = ys'|, assumption+)
apply clarify
apply (rule exI, (rule conjl)?)+
apply assumption
by blast

lemma ctypingl-idem-fst-2:
[s€ A;ys ek ] = 3fs"
(3t
(Az. if [y<ys. fsty =z] =]
then s x
else case snd (last [y«<vys. fst y = z]) of None = t z | Some i = i) =
(Az. if fo =]
then s’ x
else case snd (last (f x)) of None = t' x| Some i = 7)) A
(Fys" f= Az [yys'. fsty=x]) ANys' €k ¢c) A
(Hfl s
(Ft". "=z if f'z =]
then s x
else case snd (last (f' z)) of None = t" x| Some i = 1)) A
Fys”. = Az [ycys". fsty=z]) ANys”" €k c) As” € A)
(is[]=3--3-2[=-)A-)
by (rule exl, rule exl [of - ?f], fastforce)

lemma ctypingl-idem-fst:
Fc(CA X)=(B,Y) = casetc(CB,Y)of (B, Y)=B' =B
by (auto intro: ctypingl-idem-fst-1 ctypingl-idem-fst-2 simp: ctypingl-def)

lemma ctypingl-idem-snd-1:
assumes

A: A # {} and

B:Vrfs.
(Vit. r# (Az. if fz =[] then s z else case snd (last (f z)) of

None = t x| Some i = 7)) V

Vys. f=(Az. [yys. fsty=1z]) — ys¢rFc)Vse¢ A
(isVrfs. Vt.r#£ 9rfst)V-)
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shows UNIV = §
proof —
obtain s where C: s € A
using A by blast
obtain ys where D: ys € - ¢
by (insert ctypingl-auz-nonempty, blast)
let 2f = Az. [y<ys. fst y = 1]
show ?thesis
using B [rule-format, of ?r ?f s (Az. 0) ?f s] and C and D by auto
qed

lemma ctypingl-idem-snd-2:

{z. V.
(f(xf: [ — Fys. f=a [yeys fsty==z]) Nyse bt ¢) —
vf.
(fz=] — Pys. f=z [ycys fsty=zx]) Nys€t ¢) —
z € X)A

(fz# [ — Qys. f = Oz [yeys. fsty =a)) NyseF ) —
(Fi. snd (last (f z)) = Some ©)))) A
(a0 — Guys. f = (. [yys. fsty = al) A ys € b ¢) —
(F4. snd (last (f x)) = Some i))} =

{z. Vf.
(fe=[ — Quys. f=(Az. [ycys. fsty=z]) Nys€t ¢) —
z e X)A

(fe#] — Bys. f = [yys fsty=z]) Nys€ bt ¢) —
(Fi. snd (last (f z)) = Some i)}
by (rule equalityl, force+)

lemma ctypingl-idem-snd:

Fe(CA X)=(B,Y)= csetc(CB, Y)of (B, Y)=Y' =Y
by (clarsimp simp: ctypingl-def ctypingl-idem-snd-1 ctypingl-idem-snd-2)

lemma ctypingl-idem:
Fce(CA X)=(B,Y)=Fc(CB Y)=(B,Y)
by (frule ctypingl-idem-fst, drule ctypingl-idem-snd, auto)

end

end

4 Overapproximation of program semantics by the
main type system
theory Owverapproximation

imports Idempotence
begin
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As in my previous paper [10], the purpose of this section is to prove that
type system ctyping2 overapproximates program semantics, namely that if
(a) (¢, s, p) = (t, q), (b) the type system outputs a state set B and a vname
set 'Y when it is input program c, state set A, and vname set X, and (c)
state s agrees with some state in A on the value of each state variable in X,
then t must agree with some state in B on the value of each state variable
in Y (lemma ctyping2-approz).

This proof makes use of the lemma ctypingl-idem proven in the previous
section.

4.1 Global context proofs

lemma avars-aval:
s=1(C avars a) = aval a s = aval a t
by (induction a, simp-all)

4.2 Local context proofs

context noninterf
begin

lemma interf-set-mono:
[A'C A X C X, Y(B, Y)eU.3(B,Y) e U.BCBAY'CY;
V(B, Y) € insert (Univ? AX,Z) U. B: Y ~ W] =
V(B, Y) € insert (Uniw? A’ X', Z) U". B:' Y ~ W
by (subgoal-tac Univ? A’ X' C Univ? A X, fastforce,
auto simp: univ-states-if-def)

lemma btyping1-btyping2-auz-1 [elim]:
assumes
A: avars a; = {} and
B: avars as = {} and
C: aval a1 (Az. 0) < aval ag (Az. 0)
shows aval a1 s < aval as s
proof —
have aval a; s = aval a; (Az. 0) A aval ay s = aval as (Az. 0)
using A and B by (blast intro: avars-aval)
thus ?thesis
using C by simp
qed

lemma btyping1-blyping2-aux-2 [elim]:
assumes
A: avars a1 = {} and
B: avars az = {} and
C: = aval a1 (Az. 0) < aval ay (Az. 0) and
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D: aval a1 s < aval as s
shows Fulse
proof —
have aval a1 s = aval a1 (Az. 0) A aval ay s = aval ay (Az. 0)
using A and B by (blast intro: avars-aval)
thus ?thesis
using C and D by simp
qed

lemma btyping1-btyping2-auz:
F b= Somev=|=b(C A, X) = Some (if v then A else {})

by (induction b arbitrary: v, auto split: if-split-asm option.split-asm)

lemma btypingl-btyping2:
Fb=Somev=— b (C A, X)= (if vthen (A, {}) else ({}, A))
by (simp add: btyping2-def btypingl-btyping2-auz)

lemma btyping2-auz-subset:
Eb(CA4 X)=SomeAd’ = A'={s.s€ AN bval b s}
by (induction b arbitrary: A’, auto split: if-split-asm option.split-asm)

lemma btyping2-auz-diff:

[lEb(C A, X)= Some B; |=b(C A’, X') = Some B; A’C 4; B'C B] =
A'—B'"CA-B

by (blast dest: btyping2-aux-subset)

lemma btyping2-auz-mono:
[Eb(CA X)=S8omeB, A’CA XCX]|=
AB. b (C A, X") = Some B'A B'"C B
by (induction b arbitrary: B, auto dest: btyping2-auz-diff split:
if-split-asm option.split-asm)

lemma btyping2-mono:

[Eb(CA X)=(B1, B2)s Eb(CA, X)) = (B, B)); A'C A XCX]=
B1'"C B1 A By C By

by (simp add: btyping2-def split: option.split-asm,

frule-tac [3—4] btyping2-auz-mono, auto dest: btyping2-auz-subset)

lemma btyping2-un-eq:
}:b(gA,X):(Bl,BQ):BluBQZA
by (auto simp: btyping2-def dest: btyping2-aux-subset split: option.split-asm)

lemma btyping2-auz-eq:
[Eb(C A, X)= Some A’; s =t (C state N X)] = bval b s = bval b t
proof (induction b arbitrary: A’)
fix A" v
show
[lE Bcv (C A, X) = Some A'; s =t (C state N X)] =
bval (Bc v) s = bval (Bc v) t
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by simp
next
fix A’ b
show
INA. E b (C A, X)=Some A’ = s=1(C stateN X) =
bval b s = bval b t;
|= Not b (C A4, X) = Some A'; s =t (C state N X)] =
bval (Not b) s = bval (Not b) t
by (simp split: option.split-asm)
next
fix Al bl bg
show
INA". |E b1 (C A, X) = Some A’ = s =1 (C state N X) =
bval by s = bval by t;
NA" = by (C A X) = Some A’ = s =1t (C statenN X) =
bval by s = bval by t;
|= And by b (C A, X) = Some A'; s =t (C state N X)] =
bval (And by be) s = bval (And by bs) t
by (simp split: option.split-asm)
next
fix A’ ai az
show
[ Less a1 a2 (C A, X) = Some A'; s = ¢ (C state N X)] =
bval (Less a1 a2) s = bval (Less aq ag) t
by (subgoal-tac aval a1 s = aval a1 t,
subgoal-tac aval az s = aval as t,
auto intro!: avars-aval split: if-split-asm)
qed

lemma ctypingl-mono-fst:

[Fc(CA X)=(B,Y);Fc(CA,X)=(B,Y'); A/ C A] =
B'CB

by (fastforce simp: ctyping1-def)

lemma ctypingl-mono:
assumes
A:F ¢ (C A X)=(B,Y) and

B:+c¢(C A, X)= (B, Y) and
C: A’ C A and
D: X CX'

shows BPC BAY C Y’
proof (Tule congl, rule ctypingl-mono-fst [OF A B C))

{

fix z

assume ¢ ¢ Univ?? A’ {z. V[ € {\x. [y<uys. fst y = 2] | ys. ys € F c}.
if fz =] then x € X' else snd (last (f z)) # None}

moreover from this have A’ # {}
by (simp split: if-split-asm)
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ultimately have — (V f.
Bys. f= Az [ycys. fsty=z]) NyseF ¢) —
(if fo =] then z € X' else snd (last (f x)) # None))
(is ~ 2P X')
by (auto split: if-split-asm)
moreover assume ?P X
hence 7P X'
using D by fastforce
ultimately have Fulse
by contradiction

with 4 and B and C show Y C Y’
by (cases A = {}, auto simp: ctypingl-def)
qed

lemma ctyping2-mono-skip [elim!]:
[(U, False) = SKIP (C A, X) = Some (C,
3¢’ Z'. (U, False) = SKIP (C A', X') =
c'ccnanzcz
by (clarsimp, subgoal-tac Univ?? C X = X, force+)

) .
So e(C’7

lemma ctyping2-mono-assign [elim!]:
[(U, False) =z == a (C A, X) = Some (C, Z); A’ C A; X C X/
V(B Y)e U.3(B, Y)e UBCBAY' CY]=
3C’ Z'. (U’, False) =z := a (C A’, X') = Some (C’, Z') A
c'ccnzcCz
by (frule interf-set-mono [where W = {x}], auto split: if-split-asm)

lemma ctyping2-mono-input [elim!]:
[(U, False) = IN z (C A, X) = Some (C, Z); A’ C A; X
V(B,Y)eU.3(B,Y)e U B CBANY'C ]]
3¢’ Z'. (U’ False) |= [NI (C A, X') = Some ( 8
c'conzcCZz
by (frule interf-set-mono (where W = {z}], auto split: if-split-asm)

X C
=
ARA

lemma ctyping2-mono-output [elim!]:
[(U, False) = OUT z (C A, X) = Some (C, Z); A’C 4; X C X
V(B, Y)e U.3(B,Y)e U B CBAY' CY]—
3C"Z'. (U', False) = OUT z (C A’, X') = Some (C', Z') A
c'conzcz
by (frule interf-set-mono [where W = {z}], auto split: if-split-asm)

lemma ctyping2-mono-seq:
assumes

A:NA'"BX' Y U,

(U, False) =1 (C A, X)=8Sme (B, Y) = A'CA=XCX' =

V(B, Y)e U.3(B,Y)e U.BCBAY' CY =
AB'Y' (U’ False) = ¢1 (C A’, X') = Some (B, Y') A
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B'"CBAY C Y and
B:ApBYB' CY'ZU"
(U, False) = ¢1 (C A, X) = Somep = (B, Y) =p=
(U, False) E ca (C B, Y)=Some (C,Z)—=B'CB=YCVY =
V(B Y€ U.3(B, Y)eU. B CBAY'CY =
3C" Z'. (U’ False) = ¢o (C B, Y') = Some (C', Z') A
C'CCANZCZ and

C: (U, False) |= c13; 2 (C A, X) = Some (C, Z) and
D: A’ C A and
E: X C X’'and
F:Y(B,Y)eU.3(B,Y)c U BCBAY'CY

shows 3C’ Z'. (U’, False) = c13; ¢ (C A', X') = Some (C', Z') A
c'conzcz

proof —

obtain B Y where (U, Fualse) = ¢; (C A, X) = Some (B, Y) A
(U, False) = co (C B, Y) = Some (C, Z)
using C by (auto split: option.split-asm)

moreover from this obtain B’ Y’ where
G: (U’, False) = c1 (C A", X") = Some (B, YYAB'CBAY CY'
using A and D and F and F by fastforce

ultimately obtain C’ Z’ where

(U’, False) = ¢c2 (C B, Y') = Some (C',] ZYNC'CCANZCZ'
using B and F by fastforce

thus ?thesis
using G by simp

qged

lemma ctyping2-mono-or:
assumes
A NA'CL XY, U
(U, False) = c1 (C A, X) = Some (C1, Y1) = A CA=XCX =
V(B, Y)eU.3(B,Y)eU.BCBAY'CY =
3C, Y1 (U, False) = ¢1 (C A, X') = Some (C1', Y1) A
Cl/g Cl A Yl g Yl'and
B: /\A/ CQ X/ Y2 U/.
(U, False) = c2 (C A, X) = Some (Ca, Yo) = A'C A= XC X =
V(B, Y)eU.3(B,Y)eU.BBCBAY'CY =
30" Yo' (U, False) = co (C A/, X') = Some (Cs', Y3o') A
CQ’Q 02 A Y2 g Y2’and
C: (U, False) = ¢1 OR ¢3 (C A, X) = Some (C, Y) and
D: A’ C A and
E: X C X’ and
F:Y(B,Y)eU.3(B,Y) e U BCBAY'CY
shows 3C’ Y'. (U, False) = ¢1 OR ¢y (C A’, X') = Some (C', Y') A
c'c Ay Cy’
proof —
obtain Cl 02 Yl Y2 where
G: (C, Y) = (01 U 02, Yl N YQ) A
Some (C1, Y1) = (U, False) = c1 (C A4, X) A
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Some (Ca, Ya) = (U, False) = co (C A, X)
using C by (simp split: option.split-asm prod.split-asm)
moreover have H: V(B Y) e U.3(B,Y) e U. B'CBAY'CY
using F' by simp
ultimately have 3 C;’ Y.
(U/, False) ': C1 (g A/, X/) = Some (01/, Yll) A\ 01/ g Cl A\ Y1 Q Yll
using A and D and F by simp

moreover have 3 Cy’ V5.

(U', False) = co (C A, X') = Some (Co/, Y'Y A C2' C Cy A Yy
using B and D and F and G and H by simp
ultimately show %thesis
using G by auto
qed

Ysy'

N

lemma ctyping2-mono-if:
assumes
A: /\Wp Bl B2 Bll 01 X' Y1 W/. (VV7 p) =
(insert (Univ? A X, bvars b) U, = b (C A, X)) = (B1, B2) = p =
(W, False) = ¢1 (C By, X) = Some (C1, Y1) = B;'C B; =
XCX' =V(B,Y)e W.3(B,Y)€e W.B CBAY'CY —
3Cy Y1 (W', False) = ¢1 (C B/, X') = Some (C1/, Y1') A
Cl/g 01 AN Y1 g Yl’and
B: /\Wp Bl BQ BQ’ 02 X' Y2 w'. (W, p) =
(insert (Univ? A X, bvars b) U, = b (C A, X)) = (B1, B2) = p =
(W, False) = c2 (C Ba, X) = Some (Ca, Yo) = By’ C By =
XCX' =V(B,Y)e W.3(B,Y)e W.B CBAY'CY —
3Cy Yo' (W', False) = co (C B/, X') = Some (Cs', Yo') A
CQ’Q CQ AN Y2 g Yglal’ld
C: (U, False) = IF b THEN ¢y ELSE ¢3 (C A, X) = Some (C, Y) and
D: A’ C A and
E: X C X'"and
F:Y(B,Y)eU.3(B,Y) e U BCBAY'CY
shows 3C’" Y'. (U, False) = IF b THEN ¢; ELSE ¢35 (C A, X') =
Some (C', YN ANC'CCANY CY'
proof —
let ?W = insert (Univ? A X, bvars b) U
let W’ = insert (Univ? A’ X', bvars b) U’
obtain Bl Bg Cl 02 Yl Y2 where
G: (C, Y) = (Cl U 02, Y1 N YQ) A (Bl, Bg) = ': b (Q A, X) AN
Some (C1, Y1) = (?W, Fulse) |= ¢1 (C By, X) A
Some (Cq, Ya) = (?W, False) = ¢3 (C Ba, X)
using C by (simp split: option.split-asm prod.split-asm)
moreover obtain B;’ By’ where H: (By/, By') = = b (C A, X')
by (cases = b (C A, X'), simp)
ultimately have I: By’ C By A By' C By
by (metis btyping2-mono D E)
moreover have J: V(B Y') e ¢W/.3(B,Y)e ¢W.B'CBAY'CY
using D and F and F by (auto simp: univ-states-if-def)
ultimately have 3C;’ Y "
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(¢W', False) E ¢1 (C B/, X') = Some (C1/, Y1)ANC{/CCi ANY; C Yy’
using A and F and G by force

moreover have 3 Cy’ Y5y’
(?W/, False) ): Co (g BQ’, X/) = Some (02/, Ygl) ANCy' CCyANYyCYy
using B and F and G and [ and J by force

ultimately show %thesis
using G and H by (auto split: prod.split)

qed

lemma ctyping2-mono-while:
assumes
A \B1 B CYB,' By Dy EX' VU (By, By) = = b (C 4, X) =
(C,Y)=Fc(CB,X)= (B, By=Fb(CC,Y) =
V (B, W) € insert (Univ? A X U Univ? C'Y, bvars b) U.
B: W ~» UNIV =
({}, False) = ¢ (C By, X) = Some (E, V) = D; C B] =
XCX' =V(B,Y)eU.3(B,Y)e{}.BBCBAY'CY —
IE’' V' (U’, False) = ¢ (C D1, X") = Some (E’, V') A
E'CEAV CV’'and
B:\By Bo CYB,' By Dy FY' WU (By, Bo) = = b (C A, X) =
(C,Y)=Fc(CB,X)= (B, B)=Fb(CC,Y)=
YV (B, W) € insert (Univ? A X U Uniw? C'Y, bvars b) U.
B: W ~» UNIV =
({}, False) = ¢ (C B/, Y) = Some (F, W) = D' C B;' =
YC VY =V(B,Y)eU.3(B, Y)e{}.BBCBAY'CY =
IF' W' (U, False) = ¢ (C D', Y') = Some (F', W') A
FI'CFAWCW and
C: (U, False) = WHILE b DO ¢ (C A, X) = Some (B, Z) and
D: A’ C A and
E: X C X'"and
F:Y(B,Y)eU.3(B, Y)eU.BCBAY'CY
shows 3B’ Z'. (U’ False) = WHILE b DO ¢ (C A', X') = Some (B', Z') A
B'CBANZCZ
proof —
obtain By By’ By By CEF V WY where G: (B, Bs) = b (C A4, X) A
(C,Y)=F c(C By, X)A (B, B:)) == b (C C, Y) A
(V(B, W) € insert (Univ? A X U Uniw? C'Y, bvars b) U. B: W ~» UNIV) A
Some (E, V) = ({}, False) = ¢ (C By, X) A
Some (F, W) = ({}, False) = c (C B1, Y) A
(B, Z) = (B2 U By, Univ?? By X N Y)
using C by (force split: if-split-asm option.split-asm prod.split-asm)
moreover obtain Dy Dy where H: = b (C A, X') = (D1, D2)
by (cases = b (C A, X'), simp)
ultimately have I: Dy C By A Dy C By
by (smt (verit) btyping2-mono D E)
moreover obtain ¢/ Y’ where J: - ¢ (C Dy, X') = (C', Y)
by (cases - ¢ (C Dy, X), simp)
ultimately have K: C'C C A Y C Y/’
by (smt (verit) ctypingl-mono E G)
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moreover obtain D’ Dy’ where L: = b (C C', Y') = (Dy’, D)
by (cases = b (C C', Y'), simp)

ultimately have M: D1’ C By’ A Dy' C By’
by (smt (verit) btyping2-mono G)

then obtain F’ W’ where

({}, False) = ¢ (C D', Y') = Some (F', WYANF' CFANWCW
using B and F and G and K by force

moreover obtain E’ V'’ where

({}, False) = ¢ (C Dy, X') = Some (E', VY NAE'CEANV C V'
using A and F and F and G and I by force

moreover have Uniw? A’ X' C Univ? A X
using D and F by (auto simp: univ-states-if-def)

moreover have Unw? C' Y' C Uniw? CY
using K by (auto simp: univ-states-if-def)

ultimately have (U’, False) = WHILE b DO ¢ (C A/, X') =
Some (Dy U Do’ Univ?? Dy X' N YY)
using F and G and H and J and L by force

moreover have D, U Dy’ C B
using G and I and M by auto

moreover have Z C Unw?? Dy X' N Y/’
using £ and G and I and K by auto

ultimately show %thesis
by simp

qed

lemma ctyping2-mono:
[(U, False) = ¢ (C A, X) = Some (C, Z); A’C 4; X C X/,
V(B,YNeU.3(B,Y)e UUB CBAY' CY] =
3C"Z'. (U', False) = ¢ (C A', X') = Some (C', ZYNC'C CANZCZ
apply (induction (U, False) ¢ A X arbitrary: A’ C X' Z U U’
rule: ctyping2.induct)
apply fastforce
apply fastforce
apply fastforce
apply fastforce
apply (erule ctyping2-mono-seq, assumption+)
apply (erule ctyping2-mono-or, assumption+)
apply (erule ctyping2-mono-if, assumption+)
apply (erule ctyping2-mono-while, assumption+)
done

lemma ctypingl-ctyping2-fst-assign [elim!]:
assumes
ArFzo=a (C A, X)=(C, Z) and
B: (U, False) =z = a (C A, X) = Some (C’, Z')
shows C’' C C
proof —
let F = Az’ w. if z = 2’
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then (z, w) # [y« fst y = 2]
else [y«[). fst y = 2]
{
fix s’
assume s’ € C’
moreover assume z € state and C: avars a = {}
ultimately obtain s where D: s € A and E: s’ = s(z := aval a s)
using B by (auto split: if-split-asm)

have Js.
(Ft. s' = (Az'. if ?F ' (Some (aval a (Az. 0))) = ||
then s x’

else case snd (last (?F ©' (Some (aval a (Az. 0))))) of
None = t z' | Some i = i)) A
se A
apply (insert C' E)
apply (rule exI [of - s])
apply (rule conjl [OF - D))
apply (rule exI [of - Az. 0])
by (fastforce intro: avars-aval)
}
moreover {
fix s’
assume s’ € C’
moreover assume z € state and avars a # {}
ultimately obtain s where C: s € A and D: s’ = s
using B by (simp split: if-split-asm)

have Js.
(3t. "= (Az'. if ?F '’ None = ||
then s z'

else case snd (last (?F z' None)) of
None = tz' | Some i = 7)) A
se A
apply (insert D)
apply (rule exl [of - s])
apply (rule conjI [OF - C))
apply (rule exI [of - s])
by auto
}
moreover {
fix s’
assume s’ € C' and z ¢ state
hence s’ € A
using B by (simp split: if-split-asm)
}

ultimately show ?thesis
using A by (fastforce simp: ctypingl-def)
qed

lemma ctypingl-ctyping2-fst-input [elim!]:
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assumes
A:FINz (C A, X)=(C, Z) and
B: (U, False) = IN z (C A, X) = Some (C’, Z')
shows C’' C C
proof —
let 2F = Az’ if x = 2’
then (z, None) # [y<]]. fst y = z]
else [y«[). fst y = 2]

fix s’

assume s’ € C’

moreover assume z € state

ultimately obtain s where C: s € A and D: s’ = s
using B by (simp split: if-split-asm)

have Js.
(Ft. s'= Az if ?F 2’ =]
then s z’

else case snd (last (?F z')) of
None = t z'| Some i = i)) A
se A
apply (insert D)
apply (rule exI [of - s])
apply (rule conjl [OF - C])
apply (rule exI [of - s])
by auto
}
moreover {
fix s’
assume s’ € C' and z ¢ state
hence s’ € A
using B by (simp split: if-split-asm)
}

ultimately show ?thesis
using A by (fastforce simp: ctypingl-def)
qed

lemma ctypingl-ctyping2-fst-output [elim!]:
[F OUT z (C A, X) = (C, Z);
(U, False) = OUT z (C A, X) = Some (C', Z)] =
c'cc
by (simp add: ctypingl-def split: if-split-asm)

lemma ctypingl-ctyping2-fst-seq:
assumes
A:Foeg35¢0 (C A, X) = (C, Z) and
B: (U, False) = c13; c2 (C A, X) = Some (C’, Z') and
C:ABB'YY' Fe (CA X)=(B,Y)=
(U, False) = ¢1 (C A, X) = Some (B, Y') = B’ C B and
D:\pB'Y'D' C'W'Z".
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(U, False) = ¢ (C A, X) = Somep = (B, YY) =p=
Fe (CB,Y)= (D, W)=
(U, False) = ¢ (C B, Y) = Some (C', Z') = C' C D’
shows C’' C C
proof —
obtain B’ Y’ where E: (U, Fualse) = c1 (C A, X) = Some (B’, Y’) and
(U, False) = ¢ (C B', Y') = Some (C', Z)
using B by (auto split: option.split-asm)
moreover obtain D’ W' where F: + ¢; (C B, Y) = (D', W)
by (cases - ¢o (C B’ Y), simp)
ultimately have G: C' C D’
using D by simp
obtain B Y where H: - ¢; (C A, X)= (B, Y)
by (cases - ¢1 (C A, X), simp)
hence B’ C B
using C and FE by simp
moreover obtain D W where I: - ¢; (C B, Y) = (D, W)
by (cases - ¢co (C B, Y), simp)
ultimately have D' C D
using F by (blast dest: ctypingl-mono-fst)
moreover {
fix ys ys’ s t and t’ :: state
assume K: s € A
assume ys € F ¢; and ys’ € F ¢
hence L: ys Q ys' € ¢ Ua F ¢
by (force simp: ctypingl-merge-append-def
ctypingl-append-def ctypingl-merge-def)
let 2f = \x. [y<ys Q ys’. fst y = z]

let 7t = A\z. if [y<vys' fsty =z] =[] thent z else t' z
have 3f 5.
(3¢

(Az. if [y<ys' fsty = 2] = ||
then if [y<vys. fst y = z] = |]
then s x
else case snd (last [y<ys. fst y = z]) of
None = tz | Some i = i
else case snd (last [y+vys’. fst y = z]) of
None = t' z | Some i = i) =
e if fo = |
then s’ x
else case snd (last (f z)) of None = t"" x| Some i = 7)) A
(Fys”. f= Q. [yys” fsty=z]) Nys" ebciUat ca) As'€ A
apply (insert K L)
apply (rule exI [of - 2f])
apply (rule exl [of - s])
apply (rule conjI)
apply (rule exI [of - ?t])
apply fastforce
apply (rule conjI)
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apply (rule exI [of - ys @ ys'])
by simp-all
}
hence D C C
using A and H and I by (auto simp: ctypingl-def)
ultimately show %thesis
using G by simp
qed

lemma ctypingl-ctyping2-fst-or:
assumes
A:F g OR ¢ (C A, X)=(C, Y) and
B: (U, False) = ¢1 OR ¢3 (C A, X) = Some (C', Y') and
C:NCC'YY' ke (CAX)=(C,Y) =
(U, False) = 1 (C A, X) = Some (C', Y') = C'C C and
D:NCC'YY . Fe(CAX)=(C,Y) =
(U, False) = ¢ (C A, X) = Some (C", Y') = C'C C
shows C' C C
proof —
obtain 01/ 02/ Yl/ Y2/ where
E: (C/, Yg = (Cl/U 02/, Yllﬁ YQ/) and
F: (U, False) = ¢1 (C A, X) = Some (C1', Y1') and
G: (U, False) |= ¢ (C A, X) = Some (C2’', Y3')
using B by (auto split: option.split-asm prod.split-asm)
obtain C; Y; where H: - ¢; (C A, X) = (C4, Y1)
by (cases - ¢1 (C A, X), simp)
hence C{' C C;
using C and F by simp
moreover obtain Cy Yy where I: F ¢3 (C A, X) = (Cq, Yy)
by (cases - co (C A, X), simp)
hence Cy' C Oy
using D and G by simp
ultimately have C’' C C; U C,
using F by blast
moreover {
fix ys st
assume s € 4
moreover assume s € - c;
hence ys € - ¢y U ¢o
by (force simp: ctypingl-merge-def)
ultimately have 3 f 5.
(3t
(Az. if [y<ys. fsty = 2] =[]
then s x
else case snd (last [y<ys. fst y = z]) of
None = t x| Some i = i) =
(o if fz =]
then s’ x
else case snd (last (f x)) of None = t' x| Some i = 7)) A
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Fys" f= Az [ysys. fsty=za]) Nys'’ €k cp Uk ca) As'€ A
by fastforce
}
hence C; C C
using A and H by (auto simp: ctypingl-def)
moreover {
fix ys st
assume s € A
moreover assume ys € - co
hence ys € F ¢; UF ¢o
by (force simp: ctypingl-merge-def)
ultimately have 3f s’.
(3t
(Az. if [y<ys. fsty = a] = ||
then s x
else case snd (last [y<vys. fst y = z]) of
None = t x| Some i = i) =
O if fo =
then s’ x
else case snd (last (f x)) of None = t' x| Some i = 7)) A
Fys" f= Az [yys'. fsty=a]) Nys'’ €k g UF ca) ANs'€ A
by fastforce
}
hence Cy C C
using A and I by (auto simp: ctypingl-def)
ultimately show “thesis
by blast
qed

lemma ctypingl-ctyping2-fst-if:
assumes

A - IF b THEN ¢, ELSE ¢, (C A, X) = (C, Y) and
B: (U, False) = IF b THEN ¢, ELSE ca (C A, X) = Some (C’, Y') and
C:ANU'pBy B, CC'YY'
(U', p) = (insert (Univ? A X, bvars b) U, = b (C A, X)) =
(Bl,Bg):p:>|— Cc1 (Q B, ) (C Y) -
(U’, False) = ¢1 (C By, X) = Some (C', Y') = C’ C C and

D:\NU'pB B, CC' YY"
(U, p) = (insert (Univ? A X, bvars b) U
(B1, B2) = p=F c2 (C Bs, X) = (C,
(U’, False) = ¢o (C By, X) = Some (C
shows C’' C C
proof —
let U’ = insert (Univ? A X, bvars b) U
obtain B; B, C' Cy' Y’ Yy’ where
E: (Cl7 Y’) = (Cl/U 02/, Yi'n YQI) and
F:E=b(C A, X) = (B, B2) and
G: (?U’, False) = ¢1 (C By, X) = Some (Cy’, Y1') and
H: (?U’, False) = ¢ (C Ba, X) = Some (Cy’', Y3)

JEb(C A, X)) =
Y) =
Y= C'C C
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using B by (auto split: option.split-asm prod.split-asm)
obtain C; Y; where I: F ¢; (C By, X) = (Cy, Yq)
by (cases - ¢1 (C By, X), simp)
hence C,' C C;
using C and F and G by simp
moreover obtain Cy Yy where J: F ¢y (C Bg, X) = (Cg, Y2)
by (cases = ¢o (C Bo, X), simp)
hence Cy' C C,
using D and F and H by simp
ultimately have K: C' C C; U Cq
using F by blast
{
fix ys st
assume s € B;
hence s € 4
using F by (blast dest: btyping2-un-eq)
moreover assume s € - c;
hence ys € - ¢c; U ¢o
by (force simp: ctypingl-merge-def)
ultimately have 3f s’

(3t
(Az. if [y<vys. fsty =1z] =]
then s x

else case snd (last [y+ys. fst y = z]) of
None = t x| Some i = i) =
(Az. if fz =]
then s’ x
else case snd (last (f x)) of None = t' x| Some i = ©)) A
Fys" f =z [yys'. fsty=a]) Nys'’eb ey Uk ea) ANs'€ A
by fastforce
}
moreover {
fix ys st
assume s € By
moreover assume s € - ¢;
hence ys € F ¢; U {}
by (force simp: ctypingl-merge-def)
ultimately have 3f s’

(3t
(Az. if [y+ys. fsty = z] = |
then s x

else case snd (last [y<vys. fst y = z]) of
None = t x| Some i = i) =
e if fo =

then s’ z

else case snd (last (f z)) of None = t' z | Some i = 7)) A
Bys' . f= Az [yeys'. fsty=z)) Nys' ek eaa U{}) ANs'€ By
by fastforce

}
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ultimately have L: ¢y C C

using A and F and I by (cases b b, auto

dest!: btypingl-btyping2 [of - - A X| simp: ctypingl-def)
{

fix ys st
assume s € By
hence s € 4

using F by (blast dest: btyping2-un-eq)
moreover assume ys € - co
hence ys € F ¢; UF ¢o

by (force simp: ctypingl-merge-def)
ultimately have 3f s’.

(3t
(Az. if [y+uys. fsty = z] =]
then s x

else case snd (last [y<vys. fst y = z]) of
None = t x| Some i = i) =
O if fo =
then s’ x
else case snd (last (f x)) of None = t' x| Some i = 7)) A
Fys" f= Az [yys'. fsty=a]) Nys'’ €k g UF ca) ANs'€ A
by fastforce
}
moreover {
fix ys st
assume s € By
moreover assume ys € - co
hence ys € {} Uk ¢y
by (force simp: ctypingl-merge-def)
ultimately have 3 f 5.

(3t
(Ax. if [y<vys. fsty = z] =[]
then s x

else case snd (last [y<vys. fst y = z]) of
None = tz | Some i = i) =
(Az. if fz =]
then s’ x
else case snd (last (f x)) of None = t' x| Some i = ©)) A
Fys" f= Az [ysys' fsty=za]) Nys' € {} Uk c2) A s’ € By
by fastforce

ultimately have C; C C
using A and F and J by (cases b b, auto
dest!: btyping1-btyping2 [of - - A X]| simp: ctypingl-def)
with K and L show %thesis
by blast
qed

lemma ctypingl-ctyping2-fst-while:
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assumes
A:+ WHILE b DO ¢ (C A, X) = (B, Z) and
B: (U, False) = WHILE b DO ¢ (C A, X) = Some (B, Z')
shows B’ C B
proof —
obtain B; B;’ By By’ C Y where
C:E=b(C A X)= (B, By) and
D:Fc¢(C By, X)=(C,Y) and
E:Eb(CC,Y)= (B, By) and
F: (B/, Z/) = (BQ U Bgl, Univ?? BQ XN Y)
using B by (force split: if-split-asm option.split-asm prod.split-asm)
{
fix s
assume s € By
hence s € 4
using C by (blast dest: btyping2-un-eq)
hence 3f 5.
3t.s= Az if fz =]
then s’ x
else case snd (last (f z)) of None = t x| Some i = 1)) A
Bys. f= Az [yys. fsty=z]) A(ys=[]Vysekrc) As' €A
by force

with A and C have G: B, C B
by (cases = b, auto dest!: btypingl-btyping2 [of - - A X|
simp: ctypingl-def)
{
fix s
assume s € By’
hence s € C
using F by (blast dest: btyping2-un-eq)
then obtain f s’ where H:
Ft.s=Az. if fz =]
then s’
else case snd (last (f )) of None = t x| Some i = 1)) A
(Fys. f= Az [y+vys. fsty=z]) Nys€kr c) ANs' € By
using D by (fastforce simp: ctyping1-def)
hence I: s'€ A
using C by (blast dest: btyping2-un-eq)
have 3 f 5.
Ft.s=Qz. if fz =]
then s’ x
else case snd (last (f z)) of None = t x | Some i = 1)) A
Bys. f=Az. [yvys. fsty=z]) A(ys=[]Vysekc) As' €A
by (rule exI [of - f], insert H I, auto)
}
moreover {
fix s
assume s € By’
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moreover assume - b = Some True
ultimately have 3 f 5.
(Ft.s=Qz. if fz =]
then s’ x
else case snd (last (f z)) of None = t x | Some i = 1)) A
Bys. f= Az [ycys. fsty=z]) Nyseb c)Ns' € A
using E by (auto dest: btypingl-btyping2 [of - - C Y])
}

moreover {
fix s
assume s € By’
hence C # {}
using E by (blast dest: btyping2-un-eq)
hence B; # {}
using D by (auto simp: ctypingl-def)
moreover assume - b = Some Fulse
ultimately have s € A
using C by (auto dest: btyping1-btyping2 [of - - A X])

ultimately have By’ C B
using A by (cases b b, auto simp: ctypingl-def)
with F and G show ?%thesis
by simp
qed

lemma ctypingl-ctyping2-fst:
[Fc(CA X)=(C, Z); (U, False) = ¢ (C A, X) = Some (C', 7')] =
c'cc
apply (induction (U, False) ¢ A X arbitrary: C C' Z Z' U
rule: ctyping2.induct)
apply (fastforce simp: ctypingl-def)
apply fastforce
apply fastforce
apply fastforce
apply (erule ctypingl-ctyping2-fst-seq, assumption+)
apply (erule ctypingl-ctyping2-fst-or, assumption+)
apply (erule ctypingl-ctyping2-fst-if, assumption+)
apply (erule ctypingl-ctyping2-fst-while, assumption+)
done

lemma ctypingl-ctyping2-snd-skip [elim!]:
[ SKIP (C A, X) = (C, Z);
(U, False) = SKIP (C A, X) = Some (C', Z")] =
RSA
by (simp add: ctypingl-def split: if-split-asm)

lemma ctypingl-ctyping2-snd-assign [eliml]:
[F2z:=a(C 4 X)=(C, 2);
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(U, False) =z == a (C A, X) = Some (C', Z")] =
zZ Cz'
by (auto simp: ctypingl-def split: if-split-asm)

lemma ctypingl-ctyping2-snd-input [elim!]:
[FINz (C A X)=(C, Z);
(U, False) = IN z (C A, X) = Some (C', Z')] =
zZCz'
by (auto simp: ctypingl-def split: if-split-asm)

lemma ctypingl-ctyping2-snd-output [elim!]:
[F OUTz (C A4, X) = (C, Z);
(U, False) = OUT z (C A, X) = Some (C', Z)] =
zZCz
by (simp add: ctypingl-def split: if-split-asm)

lemma ctypingl-ctyping2-snd-seq:
assumes
Ar ke3¢0 (C A, X) = (C, Z) and
B: (U, False) = c13; ¢c2 (C A, X) = Some (C', Z’) and
C:NBB'YY'.Fe (CA X)= (B, Y)=
(U, False) = ¢1 (C A, X) = Some (B, Y') = Y C Y'and
D:ApB'Y'D' C'"W'Z"
(U, False) =1 (C A, X) = Somep = (B, Y') =p =
F ey (C B, Y = (D), W) =
(U, False) = ca (C B, Y) = Some (C', Z)) = W'C Z’
shows Z C Z’
proof —
obtain B’ Y’/ where E: (U, False) = ¢; (C A, X) = Some (B, Y’) and
(U, False) = c3 (C B, Y) = Some (C', Z')
using B by (auto split: option.split-asm)
moreover obtain D’ W' where F: + ¢; (C B, Y') = (D', W)
by (cases - ¢co (C B, Y'), simp)
ultimately have G: W' C Z’
using D by simp
obtain B Y where H: + ¢; (C A, X) = (B, Y)
by (cases - ¢1 (C A, X), simp)
hence Y C Y’
using C and FE by simp
moreover have B’ C B
using H and FE by (rule ctypingl-ctyping2-fst)
moreover obtain D W where I: - ¢ (C B, Y) = (D, W)
by (cases - ¢co (C B, Y), simp)
ultimately have W C W'
using F' by (blast dest: ctypingl-mono)
moreover {
fix z
assume J: Vf. (Jys. f = (Az. [y<vys. fsty=z]) Nys€F ¢1 Ua b c2) —
(if fz =[] then z € X else snd (last (f x)) # None)
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{
fix ys’ ys
assume ys € - ¢y and ys’' € - co
hence ys Q ys’ € - ¢1 Ug F ¢
by (force simp: ctypingl-merge-append-def
ctypingl-append-def ctypingl-merge-def)
moreover assume [y<vys. fst y = z] = [] and [y«ys’. fst y = 2] = ||
ultimately have z € X
using J by auto
}

moreover {
fix ys ys’
assume ys € F ¢; and ys’ € F ¢
hence ys Q ys’' € - ¢1 Ua F ¢
by (force simp: ctypingl-merge-append-def
ctyping1-append-def ctypingl-merge-def)
moreover assume [y<vys. fst y = z] # [] and [y«ys’. fst y = z] = ||
ultimately have 3i. snd (last [y« ys. fst y = z]) = Some i
using J by auto
}

moreover {
fix ys’
assume ys’ € F co
moreover obtain ys where ys € - ¢
by (insert ctypingl-auz-nonempty, blast)
ultimately have ys Q ys’ € - ¢; Ua F ¢
by (force simp: ctypingl-merge-append-def
ctypingl-append-def ctypingl-merge-def)
moreover assume [y<ys’. fst y = x| # []
ultimately have 3. snd (last [y+ys’. fst y = z]) = Some @
using J by auto
}

ultimately have = € {z. Vf € {Az. [y<ys. fst y = z] | ys. ys € F ca}.
ifo=|]
then z € {z. Vf. (Jys. f = Az. [y+ys. fsty=z|)) Nys€kF ¢1) —
(if fz =[] then x € X else snd (last (f z)) # None)}
else snd (last (f z)) # None}
(is - € 2X)
by auto
moreover assume z ¢ (if Yz fs.
(Vit. z # (Az. if fo =[] then s x else case snd (last (f z)) of
None = t x| Some i = 7)) V
Vys. f=(Az. [yvys. fsty=1z]) — ys¢ b c1)Vs¢ A
then UNIV else ?X)
hence z ¢ ?X
by (auto split: if-split-asm)
ultimately have Fualse
by contradiction
}
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hence Z C W
using A and H and I by (cases A = {}, auto simp: ctypingl-def)
ultimately show ?thesis
using G by simp
qed

lemma ctypingl-ctyping2-snd-or:
assumes
A:F¢g ORco (C A, X)=(C, Y) and
B: (U, False) = ¢; OR ¢y (C A, X) =S
C:NCC'YY' . Fe (CAX)=(C,Y) =
(U, False) = ¢1 (C A, X) = Some (C', YY) = Y C Y'and
D:NCC'YY' Fe(CA X)=(C,Y)=
(U, False) = ca (C A, X) = Some (C', V)= Y C Y’
shows Y C Y’
proof —
obtain C{’ Cy’ Y1’ Yy’ where
E: (0/7 Y/) = (Cl/U CQ/, Yll N YQ’) and
F: (U, False) = 1 (C A, X) = Some (C1/, Y1') and
G: (U, False) E ¢ (C A, X) = Some (Cy’', Y3')
using B by (auto split: option.split-asm prod.split-asm)
obtain C; Y, where H: I ¢; (C 4, X) = (Cq, Y1)
by (cases - ¢1 (C A, X), simp)
hence Y; C Y’
using C and F by simp
moreover obtain Cy Yy where I: - ¢3 (C A4, X) = (Cq, YV2)
by (cases - ¢co (C A, X), simp)
hence Y5 C Y,/
using D and G by simp
ultimately have Y; N Y, C Y’
using F by blast
moreover {
fix z ys
assume Vf. (ys. f = (A\z. [y<ys. fsty=z]) Nys€kF ¢t UF o) —
(if fz =[] then z € X else snd (last (f z)) # None)
moreover assume ys € - ¢;
hence ys € F ¢; UF ¢o
by (force simp: ctypingl-merge-def)
ultimately have if [y«ys. fst y = z] = ||
then z € X else snd (last [y+ys. fst y = z]) # None
(is ?P)
by blast
moreover assume — 7P
ultimately have Fulse
by contradiction
}

hence Y C Y,

using A and H by (cases A = {}, auto simp: ctypingl-def)
moreover {
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fix z ys

assume Vf. (ys. f = (Az. [y<ys. fsty=z]) Nys€kF ¢t UF o) —
(if fz =] then z € X else snd (last (f z)) # None)

moreover assume ys € - co

hence ys € F ¢; UF ¢o
by (force simp: ctypingl-merge-def)

ultimately have if [y«ys. fst y = z] = ||
then z € X else snd (last [y+ys. fst y = z]) # None
(is ?P)
by blast

moreover assume — 7P

ultimately have Fulse
by contradiction

}

hence Y C Y,
using A and I by (cases A = {}, auto simp: ctyping1-def)
ultimately show ?thesis
by blast
qed

lemma ctypingl-ctyping2-snd-if:
assumes
A: B IF b THEN ¢y ELSE ¢5 (C A, X) = (C, Y) and
B: (U, False) = IF b THEN ¢; ELSE ¢s (C A, X) = Some (C’, Y') and
C:NU'pBy B, CC'YY'
(U, p) = (insert (Uniw? A X, bvars b) U, = b (C A, X)) =
(Bl, BQ) =p = F el (Q B, X) = (C, Y) —
(U’, False) = ¢1 (C By, X) = Some (C', YY) = Y C Y'and
D: \N\U'pB; B, CC'YY"
(U', p) = (insert (Univ? A X, bvars b) U, = b (C A, X)) =
(B]_, Bg) =p = = Co (g BQ, X) = (C, Y) —
(U’, False) &= ¢ (C By, X) = Some (C', YY) = Y C Y’
shows ¥ C Y’
proof —
let 2U’ = insert (Univ? A X, bvars b) U
obtain Bl Bg 01/ 02/ Yl/ Yglwhere
E: (C/, Y/) = (Cl/U 02/, Yllﬁ YQ/) and
F: ': b (g A, X) = (Bl7 Bg) and
G: (?U’, False) = ¢1 (C By, X) = Some (Cy', Y1') and
H: (2U’, False) |= ¢a (C Ba, X) = Some (Cy', Yo')
using B by (auto split: option.split-asm prod.split-asm)
obtain 01 Yl where I: - C1 (g Bl, X) = (Cl, Yl)
by (cases - ¢1 (C By, X), simp)
hence Y; C Y’
using C and F and G by simp
moreover obtain Cy Yy where J: F ¢y (C Bg, X) = (Co, Y2)
by (cases - ¢o (C Ba, X), simp)
hence Y, C Y,/
using D and F and H by simp
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ultimately have Y; N Yy, C Y’
using F by blast
moreover have K: B; U By = A
using F' by (rule btyping2-un-eq)
{
fix z 2’ ys
assume z € (if By = {} A By = {} then UNIV else
{z.Vf e {ha [ycys fsty=1x] | ys. ys€F ¢ UF e}
if fo =] then x € X else snd (last (f z)) # None}) and
z' e By
hence Vf. (ys. f = (\z. [y<ys. fsty=2x]) ANyse€ b ¢ UF ¢2) —
(if fz =] then z € X else snd (last (f z)) # None)
by (auto split: if-split-asm)
moreover assume s € - ¢;
hence ys € - ¢c; U ¢o
by (force simp: ctypingl-merge-def)
ultimately have if [y«ys. fst y = z] = ||
then © € X else snd (last [y<vys. fst y = z]) # None
(is 7P)
by blast
moreover assume — 7P
ultimately have Fulse
by contradiction
}

note L = this
{
fixzz' yswv
assume z € (if By = {} A By = {} then UNIV else
{z. Vf € {\z. [y<vys. fsty = z] | ys.
ys € (if v then F ¢y else {}) U (if = v then b co else {})}.
if fz =] then © € X else snd (last (f z)) # None})
moreover assume M: z’ € B; and
(Zf’U then (Bl U BQ, {}) else ({}, Bl U Bg)) = (Bl, BQ)
hence v
by (simp split: if-split-asm)
ultimately have
Vi Quys. f= Az [ycys. fsty=z]) ANysek g U{}) —
(if fz =] then x € X else snd (last (f z)) # None)
using M by (auto split: if-split-asm)
moreover assume s € - ¢;
hence ys € F ¢; U {}
by (force simp: ctypingl-merge-def)
ultimately have if [y<vys. fst y = z] = ||
then © € X else snd (last [y<vys. fst y = z]) # None
(is 2P)
by blast
moreover assume — 7P
ultimately have Fulse
by contradiction
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}

note M = this
from A and F and [ and K have Y C YV,
apply (cases By = {})
apply (fastforce simp: ctypingl-def)
apply (cases - b)
by (auto dest!: btypingl-btyping2 [of - - A X] L M simp: ctypingl-def)
moreover {
fix z 2’ ys
assume z € (if By = {} A By = {} then UNIV else
{z. Vf e { a [yys. fsty=2a] | ys. ys €F 1 U ea}.
if foe =] then z € X else snd (last (f ©)) # None}) and
z' € By
hence Vf. (3ys. f = (A\z. [y<ys. fsty=2x]) ANys€b ¢; UF ¢3) —
(if fz =] then x € X else snd (last (f z)) # None)
by (auto split: if-split-asm)
moreover assume s € - co
hence ys € - ¢c; U ¢o
by (force simp: ctypingl-merge-def)
ultimately have if [y<vys. fst y = 2] = |]
then © € X else snd (last [y+vys. fst y = z]) # None
(is 2P)
by blast
moreover assume — 7P
ultimately have Fulse
by contradiction
}

note N = this
{
fixzz' yswv
assume z € (if By = {} A By = {} then UNIV else
{z. Vf € {Ax. [y<ys. fst y = z] | ys.
ys € (if v then & ¢y else {}) U (if = v then - co else {})}.
if fe =) then z € X else snd (last (f )) # None})
moreover assume O: 7’ € By and
(if v then (By U Ba, {}) else ({}, B1 U Bg)) = (B1, Ba)
hence - v
by (simp split: if-split-asm)
ultimately have
Vi Gys. f= Az [ycys. fsty=z]) Nyse {} UF ¢co) —
(if fz =] then z € X else snd (last (f x)) # None)
using O by (auto split: if-split-asm)
moreover assume 4s € - co
hence ys € {} Uk ¢y
by (force simp: ctypingl-merge-def)
ultimately have if [y<vys. fst y = 2] = |]
then © € X else snd (last [y+vys. fst y = z]) # None
(is 2P)
by blast
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moreover assume — ?P
ultimately have Fulse
by contradiction
}

note O = this
from A and F and J and K have Y C Y,
apply (cases Bs = {})
apply (fastforce simp: ctyping1-def)
apply (cases - b)
by (auto dest!: btypingl-btyping2 [of - - A X] N O simp: ctypingl-def)
ultimately show %thesis
by blast
qed

lemma ctypingl-ctyping2-snd-while:
assumes
A+ WHILE b DO ¢ (C A, X) = (B, Z) and
B: (U, False) = WHILE b DO ¢ (C A, X) = Some (B, Z')
shows Z C 7’
proof —
obtain Bl Bll BQ Bg/ C'Y where
C:=b(C A, X)= (B, By) and
D:Fc¢(C By, X)=(C,Y) and
E:E=b(CC,Y)= (B, By) and
F: (B, Z') = (B2 U By/, Univ?? B, X N'Y)
using B by (force split: if-split-asm option.split-asm prod.split-asm)
have G: Bl U B2 =A
using C by (rule btyping2-un-eq)
{
fix vz’
assume z € (if By = {} A By = {} then UNIV else
{z. Vf e { o [ycys. fsty=x] | ys. ys=1[ V ys € F c}.
if foe =] then z € X else snd (last (f ©)) # None}) and
z' € By
hence Vf € {A\z. [y+ys. fsty=x] | ys. ys =[] V ys € - ¢c}.
(if fz =] then x € X else snd (last (f z)) # None)
by (auto split: if-split-asm)
hence z € X
by fastforce
moreover assume z ¢ X
ultimately have Fulse
by contradiction
}

note H = this

{

fix z 2" v
assume z € (if By = {} A By = {} then UNIV else

{z. Vf € {Ax. [y<ys. fst y = z] | ys.
ys € (if = v then {[|} else {}) V ys € (if v then - ¢ else {})}.
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if fx =] then z € X else snd (last (f )) # None})

moreover assume H: z’ € By and

(if v then (B1 U Ba, {}) else ({}, B1 U By)) = (B1, B2)
hence = v

by (simp split: if-split-asm)
ultimately have z € X

using H by (auto split: if-split-asm)
moreover assume z ¢ X
ultimately have Fulse

by contradiction

}

note I = this
from A and C and G have Z C Uniw?? By X
apply (cases By = {})
apply fastforce
apply (cases - b)
by (auto dest!: btypingl-btyping2 [of - - A X] H I simp: ctypingl-def)
moreover {
fix z
assume z ¢ Univ?? By {z. Vf € {\x. [y<ys. fst y = x] | ys. ys € F c}.
if fz =) then z € X else snd (last (f z)) # None}
moreover from this have By # {}
by (simp split: if-split-asm)
ultimately have — (Vf.
Jys. f= Az [y<ys.- fsty=z]) AN(ys=[|Vyselt ¢c)) —
(if fz =] then x € X else snd (last (f z)) # None))
(is — ¢P)
by (auto split: if-split-asm)
moreover assume ?P
ultimately have Fulse
by contradiction
}

note J = this
{
fix z v
assume z ¢ Univ?? By {z. Vf € {\x. [y<ys. fst y = x] | ys. ys € b c}.
if fz =) then z € X else snd (last (f z)) # None}
moreover from this have K: By # {}
by (simp split: if-split-asm)
ultimately have L: — (Vf.
(Fys. f= Az [y+vys. fsty=1z]) Nys€t ¢) —
(if fz =[] then x € X else snd (last (f z)) # None))
(is = ¢P)
by (auto split: if-split-asm)
assume - b = Some v
with C' and K have v
by (auto dest: btypingl-btyping2 [of - - A X])
moreover assume Vf. (Jys. f = (Az. [y+<vys. fsty = z]) A
(ys € (if = v then {[]} else {}) V ys € (if v then - c else {}))) —
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(if fz =] then x € X else snd (last (f z)) # None)
ultimately have ?P
by simp
with L have Fulse
by contradiction
}

note K = this

from A and D and G have 7 C YV
apply (cases A = {})
apply (fastforce simp: ctypingl-def)
apply (cases - b)
by (auto dest: J K simp: ctypingl-def)

ultimately show ?thesis
using F by simp

qed

lemma ctypingl-ctyping2-snd:
[Fe(CA X)=(C, 2); (U, False) | ¢ (C A, X) = Some (C', Z')] =
zZ Cz
apply (induction (U, False) ¢ A X arbitrary: C C' Z 7' U
rule: ctyping2.induct)
apply fastforce
apply fastforce
apply fastforce
apply fastforce
apply (erule ctypingl-ctyping2-snd-seq, assumption+)
apply (erule ctypingl-ctyping2-snd-or, assumption+)
apply (erule ctypingl-ctyping2-snd-if, assumption+)
apply (erule ctypingl-ctyping2-snd-while, assumption+)
done

lemma ctypingl-ctyping2:
[Fe(CA X)=(C, 2); (U, False) | ¢ (C A, X) = Some (C', Z')] =
c'ccnzcCcz
by (blast dest: ctypingl-ctyping2-fst ctypingl-ctyping2-snd)

lemma btyping2-auz-approz-1 [elim):
assumes
A: |E by (€ A, X) = Some By and
B: |= by (C A, X) = Some By and
C: bval by s and
D: bval by s and
E:re Aand
F: s =r (C state N X)
shows 3r' € By N By. r = r' (C state N X)
proof —
from A and C and F and F have r € B;
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by (frule-tac btyping2-auz-subset, drule-tac btyping2-auz-eq, auto)
moreover from B and D and F and F have r € By
by (frule-tac btyping2-auz-subset, drule-tac btyping2-auz-eq, auto)
ultimately show “thesis
by blast
qed

lemma btyping2-auz-approx-2 [elim]:
assumes
: avars a1 C state and
D avars as state and
:avars a; € X and
:avars ap C X and
saval a1 s < aval ay s and
r € A and
s =1 (C state N X)
shows 3r’. ' € A A aval a1 v’ < aval az 7' A r = 1’ (C state N X)
proof —
have aval a1 s = aval a1 v A aval ay s = aval ag T
using A and B and C and D and G by (blast intro: avars-aval)
thus ?thesis
using F and F by auto
qed

-
C

QEET QW

lemma btyping2-auz-approx-3 [elim]:
assumes
: avars a1 C state and
: avars as C state and
:avars a; € X and
:avars az C X and
: = aval a1 s < aval as s and
r € A and
s =r (C state N X)
shows 3r' € A — {s € A. aval a1 s < aval az s}. 7 = r' (C state N X)
proof —
have aval a1 s = aval a1 v N aval as s = aval as T
using A and B and C and D and G by (blast intro: avars-aval)
thus ?thesis
using F and F by auto
qed

QEET QW

lemma btyping2-auz-approz:

[Eb(C A, X)= Some A’; s € Univ A (C state N X)] =
s € Univ (if bval b s then A’ else A — A') (C state N X)

by (induction b arbitrary: A’, auto dest: btyping2-auz-subset

split: if-split-asm option.split-asm)

lemma btyping2-approz:
[E b (C A, X)=(B1, B2); s € Univ A (C state N X)] =
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s € Univ (if bval b s then By else By) (C state N X)
by (drule sym, simp add: btyping2-def split: option.split-asm,
drule btyping2-auz-approz, auto)

lemma ctyping2-approz-assign [elim!]:
IVt avala s =t' ¢ — (Vs. t' = s(z :== aval a ) — s ¢ A) V
HyestateNX.y£zANty#£ty);
vEa(CX);te Ay s=1t(C state N X)] = False
by (drule spec [of - t(z := aval a t)], cases a,
(fastforce simp del: aval.simps(3) intro: avars-aval)+)

lemma ctyping2-approx-if-1:
[bval b s; = b (C A, X) = (By, Ba); 7 € A; s = r (C state N X);
(insert (Univ? A X, bvars b) U, v) E ¢1 (C By, X) = Some (Cq, Y1);
NABXYUwv (Uyv)Ec (CA X)= Some (B, V)=
dre A.s=r (CstatenN X) = 3Ir' € B.t =r'(C statenN V)] =
dr'e CL U Cqa. t =1' (C state N (Y1 N Y2))
by (drule btyping2-approx, blast, fastforce)

lemma ctyping2-approz-if-2:

[ bval b s; = b (C A, X) = (By, Ba); 7 € A; s = 1 (C state N X);
(insert (Univ? A X, bvars b) U, v) = ca (C B2, X) = Some (Ca, Y3);
NABXYUw (U, v) Ec2 (CA X)= Some (B, V)=

Jre A s=r (CstatenN X) = 3Ir' € B.t=1r'(C statenN Y)] =

Ir'e C; U Ca. t =71' (C state N (Y1 N Yy))

by (drule btyping2-approx, blast, fastforce)

lemma ctyping2-approz-while-1 [elim]:

[mbvalbs;re Ay s=r (Cstaten X); =0 (CA X)=(B,{})] =
dte C.s=1t(C statenY)

by (drule btyping2-approx, blast, simp)

lemma ctyping2-approz-while-2 [elim]:

[Vt € BoUBy. 3z € state N (X NY). raz#tax; - bval b s;
red;s=r(Cstaten X); = b (C A, X) = (B, Ba)] = Fulse

by (drule btyping2-approz, blast, auto)

lemma ctyping2-approz-while-auz:
assumes
: lZ b (g A, X) = (B1, B2) and
ke (C By, X)=(C,Y)and
tEb(CC,Y)= (B, By) and
: ({}, False) = ¢ (C By, X) = Some (D, Z) and
: ({}, False) = ¢ (C By, Y) = Some (D', Z') and
r1 € A and
s1 = 11 (C state N X) and
: bval b s; and
I: N\CBY WU. (case b (C C,Y) of (B1/, By) =

o Qe

TQ
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case - ¢ (C By, Y) of (C',Y') =
case = b (C C', Y') of (B1", B2") = if
(Vs € Uniw? CY U Univ? C' Y. Vz € bvars b. Vy. s: dom x ~ dom y) A
(Vpe U.casep of (B, W) =Vse€ B.Ve € W.Vy. s: dom x ~ dom y)
then case ({}, False) = ¢ (C By, Y) of
None = None | Some - = case ({}, False) E ¢ (C B,", Y') of
None = None | Some - = Some (By' U By", Univ?? By’ Y N Y')
else None) = Some (B, W) =
dre C.so=r (CstatenNY) = 3r € B. s3 =71 (C statenN W)
s \CBYWU.?2PCBY WU = - = -) and
JNABXYUw (Uv) Ec(CA X)= Some (B, Y) =
dre A. sy =7 (C stateN X) = 3Ir € B. s5 = 1 (C state N Y) and
K:Vse Uniw? A X U Uniw? CY.Vx € bvars b. Vy. s: dom z ~ dom y and
L:Vpe UNBW.p= (B, W) —
(Vse B.Vz € W.Vy. s: dom z ~ dom y)
shows dr € By U By'. s3 = 1 (C state N Uniw?? Bo X N Y)
proof —
obtain C' Y'where M:+ ¢ (C By, Y) = (C', Y
by (cases - ¢ (C By', Y), simp)
obtain B," By" where N: (B,", B,") = = b (C C", Y')
by (cases = b (C C', Y'), simp)
let ?B = BQ’U BQ”
let ?W = Univ?? By Y N Y’
havet ¢ (C C, Y)=(C,Y)
using ctypingl-idem and B by auto
moreover have B, C C
using C by (blast dest: btyping2-un-eq)
ultimately have O: C'C C A Y C Y’
by (rule ctypingl-mono [OF - M|, simp)
hence Uniw? C'Y' C Uniw? C'Y
by (auto simp: univ-states-if-def)
moreover from [ have P C ?BY W U —
dre C.so=r(CstatenY) = 3Ir € ?B. s3 = r (C state N W) .
ultimately have (case ({}, False) = ¢ (C B1", Y') of
None = None | Some - = Some (¢B, ¢W)) = Some (?B, ?W) =
Jre C.sg =71 (CstatenN Y) = 3Ir € ?B. s3 = r (C state N ?W)
using C and F and K and L and M and N
by (fastforce split: if-split-asm prod.split-asm)
moreover have P: By C B1' A By C By’
by (metis btyping2-mono C N O)
hence 3D" Z”. ({}, False) = ¢ (C B,", Y') =
Some (D", Z'Y N D" C D'NZ'C Z"
using F and O by (auto intro: ctyping2-mono)
ultimately have
dre C.so =1 (CstatenY) = 3r € ?B. s3 = r (C state N ?W)
by fastforce
moreover from A and D and F and G and H and J obtain r, where
ro € D and s3 = ry (C state N Z)
by (drule-tac btyping2-approz, blast, force)
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moreover have D C C AN Y C Z
using B and D by (rule ctypingl-ctyping2)
ultimately obtain r5 where @Q: r3 € ?B and R: s3 = r3 (C state N ?W)
by blast
show ?thesis
proof (rule bexI [of - r3])
show s3 = r3 (C state N Uniw?? Bo X N'Y)
using O and R by auto
next
show r3 € By U By'
using P and @ by blast
qed
qed

lemmas ctyping2-approx-while-3 =
ctyping2-approz-while-aux [where By = {}, simplified)

lemma ctyping2-approz-while-4:
H’: b (C A, X) = (B1, Ba);
- e (C By, X) = (C, V),
Fb(SCY)= (B By);
({}, False) = ¢ (C By, X) = Some (D, Z);
({}, False) = ¢ (C By, Y) = Some (D', Z');
r1 € A; 51 = r1 (C state N X); bval b s1;
ANCBY WU. (case = b (C C, Y) of (B, B2') =
case F ¢ (C By, Y) of (C', Y') =
case = b (C C', Y') of (B1", B2") =
if (Vs€ Univ? CY U Univ? C' Y.V € bvars b. Vy. s: dom z ~ dom y) A
(Vpe U.casep of (B, W)=Vse B.Vz € W.Vy. s: domz ~ dom y)
then case ({}, False) = ¢ (C By, Y) of
None = None | Some - = case ({}, False) = ¢ (C By", Y') of
None = None | Some - = Some (B3’ U B, Uniw?? By’ Y N YY)
else None) = Some (B, W) =
dre C.so =71 (CstatenY) = 3r € B. s3 =r (C state N W);
NABXYUw (U, v)Ec(CA X)= Some (B, Y) =
dre A s =r (CstatenN X) = 3r € B. so =r (C state N Y);
Vs e Univ? A XU Univ? CY.Vx € bvars b. Vy. s: dom x ~~ dom y;
Vpe U VYBW.p=(B, W) — (Vs B.Vz € W.Vy. s: dom z ~ dom y);
Vre€ BoUBy Jz€stateN (X NY) szx#rz] =
False
by (drule ctyping2-approz-while-auz, assumption+, auto)

lemma ctyping2-approz:
[(c, s, p) = (t, q); (U, v) = c(C A4, X)= Some (B, Y);
s € Univ A (C state N X)] = t € Univ B (C state N Y)
proof (induction (¢, s, p) (t, q) arbitrary: ABXY Uvecsptyq
rule: big-step.induct)
fix ACXZUwvc co sptqand p’:: stage
show
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INfqABXY Uw. p'=(r,q =
(U,v) Ec1 (CA X)= Some (B,Y) =
s € Univ A (C state N X) = r € Univ B (C state N Y);
ANrgBCYZUw. p'=(r,q =
(U, v) E ca (CB,Y)= Some (C, 7) =
r € Univ B (C state N Y) = ¢t € Univ C (C state N Z);
(U, v) E c13; ¢2 (C A, X) = Some (C, Z);
s € Univ A (C state N X)] =
t € Univ C (C state N Z)
by (cases p’, auto split: option.split-asm prod.split-asm)
next
fix ACXYUvcicasptyq
show
INACXYUvw. (Uyv)Ec1 (CA X)= Some (C,Y) =
s € Univ A (C state N X) = ¢t € Univ C (C state N Y);
(U, v) E c¢1 OR ¢co (C A, X) = Some (C, Y);
s € Univ A (C state N X)] =
t € Univ C (C statenN Y)
by (fastforce split: option.split-asm)
next
fix ACXYUwvcicoaspty
show
INACXY Uvw. (Uyv) | Eca (CA X)= Some (C,Y) =
s€ Univ A (C stateN X) = t € Univ C (C state N Y);
(U, v) Ec1 OR ¢y (C A, X) = Some (C, Y);
s € Univ A (C state N X)] =
t € Univ C (C stateN'Y)
by (fastforce split: option.split-asm)
next
fix ABXYUwvbecicaspty
show
[bval b s; (c1, s, p) = (&, q);
NACXYUw (U,v) Ec1 (CA X)= Some (C,Y) =
s€ Univ A (C stateN X) = t € Univ C (C state N Y);
(U, v) = IF b THEN ¢y ELSE ¢y (C A, X) = Some (B, Y);
s € Univ A (C state N X)] =
t € Univ B (C state N Y)
by (auto split: option.split-asm prod.split-asm,
rule ctyping2-approz-if-1)
next
fix ABXYUwvbcicasptly
show
[ bval b s; (co, s, p) = (¢, q);
NACXY Uw. (U,v) Eca (CA X)= Some (C,Y) =
s€ Univ A (C stateN X) = t € Univ C (C state N Y);
(U, v) = IF b THEN ¢; ELSE ¢y (C A, X) = Some (B, Y);
s € Univ A (C state N X)] =
t € Univ B (C state N Y)
by (auto split: option.split-asm prod.split-asm,
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rule ctyping2-approz-if-2)
next
fix ABXYUwvbcs, p1 S2 p2 S3 P3
show
[bval b s1; (¢, s1, 1) = (82, P2);
NABXYUw (U v) Ec(CA X)= Some (B,Y) =
s1 € Univ A (C state N X) = s3 € Univ B (C state N Y);
(WHILE b DO ¢, s9, p2) = (s3, p3);
NABXY Uw. (U, v) = WHILE b DO ¢ (C A, X) = Some (B, Y) =
s3 € Univ A (C state N X) = s3 € Univ B (C state N Y);
(U, v) E WHILE b DO ¢ (C A, X) = Some (B, Y);
s1 € Univ A (C state N X)] =
s3 € Univ B (C state N Y)
by (auto split: if-split-asm option.split-asm prod.split-asm,
erule-tac [2] ctyping2-approz-while-4,
erule ctyping2-approx-while-3)
qed (auto split: if-split-asm option.split-asm prod.split-asm)

end

end

5 Sufficiency of well-typedness for information flow
correctness: propaedeutic lemmas

theory Correctness-Lemmas
imports Overapprozimation
begin

The purpose of this section is to prove some further lemmas used in the
proof of the main theorem, which is the subject of the next section.

The proof of one of these lemmas uses the lemmas ctypingl-idem and ctyp-
ing2-approx proven in the previous sections.

5.1 Global context proofs

lemma bvars-bval:
s =1 (C bvars b) = bval b s = bval b t
by (induction b, simp-all, rule arg-cong2, auto intro: avars-aval)

lemma eg-streams-subset:

I[f=f (Cous,vs, T); T'"C T] = f = f"(C ws, vs’, T)
by (auto simp: eq-streams-def)

lemma flow-append-1:
assumes A: Acfs’ ;1 (com x stage) list.
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c # map fst (cfs = (com x stage) list) = map fst cfs’ =
flow-auz (map fst cfs’ Q@ map fst cfs’”’) =
flow-auz (map fst cfs") Q flow-auz (map fst cfs"’)
shows flow-auz (¢ # map fst cfs @ map fst cfs’) =
flow-auz (¢ # map fst cfs) Q flow-auz (map fst cfs”)
using A [of (¢, Az. 0, Az n. 0, [], []) # c¢fs] by simp

lemma flow-append:

flow (cfs @Q ¢fs") = flow cfs Q flow cfs’

by (simp add: flow-def, induction map fst cfs arbitrary: cfs
rule: flow-auz.induct, auto, rule flow-append-1)

lemma flow-cons:

flow (cf # cfs) = flow-auz (fst cf # []) @ flow cfs

by (subgoal-tac cf # cfs = [cf] Q cfs, simp only: flow-append,
simp-all add: flow-def)

lemma in-flow-length:
length [p<in-flow cs vs f. fst p = z] = length [c—cs. ¢ = IN z]
by (induction cs vs f rule: in-flow.induct, simp-all)

lemma in-flow-append:
in-flow (cs @ ¢s’) vs f =

in-flow ¢cs vs f Q in-flow cs’ (vs @ in-flow cs vs f) f
by (induction cs’ vs f rule: in-flow.induct,
(simp only: append-assoc [symmetric] in-flow.simps,
simp add: in-flow-length ac-simps)+)

lemma in-flow-one:
in-flow [c] vs f = (case ¢ of
IN z = [(z, fz (length [p<wvs. fstp = z]))] | - = [])
by (subst append-Nil [symmetric], cases ¢, simp-all only: in-flow.simps,
sitmp-all)

lemma run-flow-append:
run-flow (cs Q ¢s’) vs s f =

run-flow cs’ (vs Q in-flow cs vs f) (run-flow cs vs s f) f
by (induction cs’ vs s f rule: run-flow.induct,
(simp only: append-assoc [symmetric] run-flow.simps,
simp add: in-flow-length ac-simps)+)

lemma run-flow-one:
run-flow [c] vs s f = (case ¢ of

zu=a= s(z:=aval as) |
IN z = s(z := fx (length [p+wvs. fst p = z])) |
- = 3)

by (subst append-Nil [symmetric], cases ¢, simp-all only: run-flow.simps,
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simp-all)

lemma run-flow-observe:

run-flow ((X) # ¢s) vs s f = run-flow cs vs s f
apply (rule subst [of ([] @ [(X)]) Q cs -
Aces’. run-flow ¢s” vs s f = run-flow cs vs s f])

apply fastforce
by (subst run-flow-append, simp only: in-flow.simps run-flow.simps, simp)

lemma out-flow-append:
out-flow (cs @ ¢s’) vs s f =

out-flow cs vs s f @

out-flow ¢s’ (vs Q in-flow cs vs f) (run-flow cs vs s f) f
by (induction cs’ vs s f rule: out-flow.induct,
(simp only: append-assoc [symmetric] out-flow.simps,
simp add: run-flow-append)+)

lemma out-flow-one:
out-flow [c] vs s f = (case ¢ of
OUTz= [(z,sx)]|-=1)
by (subst append-Nil [symmetric], cases ¢, simp-all only: out-flow.simps,
sitmp-all)

lemma no-upd-empty:
no-upd cs {}
by (induction cs {} :: vname set rule: no-upd.induct, simp-all)

lemma no-upd-append:
no-upd (cs Q ¢s') X = (no-upd cs X A no-upd cs’ X)
by (induction cs X rule: no-upd.induct, simp-all)

lemma no-upd-in-flow:
no-upd cs X = [p+in-flow cs vs f. fst p € X] = ||
by (induction cs vs f rule: in-flow.induct, simp-all add: no-upd-append)

lemma no-upd-run-flow:
no-upd cs X = run-flow cs vs s f = s (C X)
by (induction cs vs s f rule: run-flow.induct, auto simp: Let-def no-upd-append)

lemma no-upd-out-flow:
no-upd ¢s X = [pout-flow cs vs s f. fst p € X] = ||
by (induction cs vs s f rule: out-flow.induct, simp-all add: no-upd-append)

lemma small-stepsl-append:

lef —={cfs} cf’; of " =x{cfs’} of ] = cf —x{cfs Q cfs'} cf”

by (induction cf' cfs’ cf" rule: small-stepsl.induct, simp,
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sitmp only: append-assoc [symmetric] small-stepsl.simps)

lemma small-step-stream:

(e, s, f, vs, ws) = (¢/, p) = Fs" vs" ws’. p = (s, f, vs’, ws’)
by (induction (c, s, f, vs, ws) (¢’, p) arbitrary: ¢ s fvs ws ¢’ p
rule: small-step.induct, simp-all)

lemma small-stepsi-stream:

(¢, s, f, vs, ws) —*{cfs} (¢, p) = Is' vs’ ws’. p = (s, f, vs', ws’)
by (induction (c, s, f, vs, ws) cfs (¢’, p) arbitrary: ¢ s fvs ws ¢’ p
rule: small-stepsl.induct, auto dest: small-step-stream,)

lemma small-steps-stepsl-1:

Jefs. of —=*{cfs} cf
by (rule ezl [of - []], simp)

lemma small-steps-stepsl-2:

lef — cf s of " —=x{cfs} of ] = Tefs’. of =*{cfs’} cf”
by (rule ezl [of - [¢f] @ cfs], rule small-stepsl-append,

subst append-Nil [symmetric], simp only: small-stepsl.simps)

lemma small-steps-stepsl:

of = of = Fefs. of =x{cfs} cf’

by (induction cf cf’ rule: star.induct, rule small-steps-stepsl-1,
blast intro: small-steps-stepsl-2)

lemma small-stepsi-steps:
of >lcfs} of = of —+ cf’
by (induction cf cfs cf’ rule: small-stepsl.induct, auto intro: star-trans)

lemma small-steps-stream:
(¢, s, f, vs, ws) —=x (¢, p) = Ts" vs’ ws’. p = (s, f, vs’, ws’)
by (blast dest: small-steps-stepsl intro: small-stepsl-stream)

lemma small-stepsi-cons-1:

of {[ef 1} of ' = of ' = cof A Qe of = of A of’ =+{[]} of”)
by (subst (asm) append-Nil [symmetric], simp only: small-stepsl.simps,
cases cf"’, simp)

lemma small-stepsi-cons-2:
[ef —*{cf’ # cfs} of" =
cof ' =cf NBcf of = cf A cf ={cfs} cf");
of —=+{cf"# cfs Q [cf"]} of "] =
of ' =cf N 3cef of = of A cef =x{cfs Q [ef "]} of )

by (simp only: append-Cons [symmetric|, simp only: small-stepsl.simps, simp)

lemma small-stepsi-cons:
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of =+{cf' # cfs} cf" =

cf = cf A

Fef’. of = cf' A of =x{cfs} cf ")
by (induction cf cfs cf’ rule: small-stepsl.induct,
erule small-stepsl-cons-1, rule small-stepsl-cons-2)

lemma small-stepsl-skip:

(SKIP, p) —+{cfs} ¢f = ¢f = (SKIP, p) A flow cfs = ||
by (induction (SKIP, p) cfs cf rule: small-stepsl.induct,
auto simp: flow-def)

lemma small-stepsl-assign:
(z == a, s, p) =*{cfs} of =
of = (z=a, s p)A

flow cfs =[] V
cf = (SKIP, s(x := aval a s), p) A
flow cfs = [z == a
by (induction (z ::= a :: com, s, p) cfs cf rule: small-stepsl.induct,

force simp: flow-def, auto simp: flow-append, simp-all add: flow-def)

lemma small-stepsl-input:
(IN z, s, f, vs, ws) —=*{cfs} ¢f =
cof = (IN z, s, f, vs, ws) A
flow efs =[] v
(let n = length [p<wvs. fst p = x|
in ¢f = (SKIP, s(x := fzn), f, vs Q [(z, fzn)], ws) A
flow ¢fs = [IN z])
by (induction (IN x :: com, s, f, vs, ws) cfs cf rule:
small-stepsl.induct, force simp: flow-def, auto simp: Let-def flow-append,
simp-all add: flow-def)

lemma small-stepsl-output:
(OUT =, s, f, vs, ws) —*{cfs} of =
cof = (OUT z, s, f, vs, ws) A
flow efs =[] v
cf = (SKIP, s, f, vs, ws Q [(z, s z)]) A
flow ¢fs = [OUT 1]
by (induction (OUT x :: com, s, f, vs, ws) cfs cf rule:
small-stepsl.induct, force simp: flow-def, auto simp: flow-append,
simp-all add: flow-def)

lemma small-stepsl-seq-1:
(155 e2, p) ={[]} (¢, @) =
(Fc'efs’. c= ¢’ ea A
(e1, p) =x{cfs’} (c¢/; @) A
flow [] = flow cfs") v
(3p’ cfs’ cfs”. length cfs’”” < length [] A
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(c1, p) =*{cfs} (SKIP, p') A

(c2, p) —=+{cfs"} (c, q) A

flow [| = flow ¢fs’ Q flow c¢fs”)
by force

lemma small-stepsl-seq-2:
assumes A: A\c¢' ¢ ¢f = (¢, ¢)) =
(c1s 2, p) —lcfs} () ¢) =
(Fe" ¢efs’. ¢! = ¢ ea A
(c1, p) =+{cfs'} (¢”, q') A
flow cfs = flow cfs’) v
(3p’ ¢fs’ cfs”. length cfs’" < length cfs A
(c1, p) —+{cfs'} (SKIP, p') A
(ca, ') —+{efs”} (¢ ¢) A
flow cfs = flow cfs’ @ flow cfs”)
(isAc'q¢. - = -=
(Fe" ¢fs’. 2P " q' " cfs’) v
(Fp' ¢fs’ ¢fs”. 2Q ¢’ q' p’ cfs’ cfs""))
assumes B: (c13; 2, p) —*{cfs Q [¢f]} (¢, q)
shows
(Fe' ¢fs’. c=c’; ca A
(c1, p) =+{cfs’} (¢/, q) A
flow (cfs @ [cf]) = flow cfs") v
(Fp’ ¢fs’ cfs”. length cfs"’ < length (cfs Q [cf]) A
(c1, p) —{cfs'} (SKIP, p') A
(c2, p') ={cfs"} (c, q) A
flow (cfs @ [cf]) = flow cfs’ Q flow cfs’’)
(is ¢T Vv ?U)
proof (cases cf)
fix ¢/ ¢’
assume C: ¢f = (¢/, ¢')
moreover {
assume D: (¢/, ¢') = (¢, q)
assume
(Fe" ¢fs’. 2P ¢’ q' " cfs’) v
(Fp' efs’ ¢fs”. 2Q ¢’ q¢' p’ cfs’ cfs”)
hence ?thesis
proof
assume dc¢” ¢fs’. 2P ¢’ q' ¢ cfs’
then obtain ¢’’ and cfs’ where
E: ¢'=¢"; ¢y and
F: (c1, p) ==+{cfs’} (¢”, ¢/) and
G: flow cfs = flow cfs’
by blast
hence (¢';; ¢ca, ¢') = (¢, q)
using D by simp
moreover {
assume
H: ¢ = SKIP and
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I: (Cv (I) = (627 q/)
have ?U
proof (rule exl [of - ¢'], rule exI [of - ¢fs'],
rule exI [of - []])
from C' and F and F and G and H and I show
length [] < length (cfs @ [c¢f]) A
(Cla p) %*{Cfsl} (SK[Pa ql) A
(627 q/) _>*{[]} (C, q) A
flow (cfs @ [ef]) = flow ¢fs’ @ flow ||
by (simp add: flow-append, simp add: flow-def)
ged
}
moreover {
fix d q¢"’
assume
H: (", q¢") = (d, ¢") and
I: (¢, q) = (d;; 2, ¢")
have ?T
proof (rule exl [of - d],
rule exI [of - ¢fs’ @ [(c¢", ¢")]])
from C' and F and F and G and H and I show
c=d;; co A
(Cla p) %*{Cfsl Q [(CH, ql)]} (da (I) A
flow (cfs @ [cf]) = flow (cfs’ @ [(c", ¢7)
by (simp add: flow-append, simp add: flow-def)
qged
}
ultimately show ¢thesis
by blast
next
assume 3p’ cfs’ cfs”. 2Q ¢’ q' p’ cfs’ cfs’!
then obtain p’ and c¢fs’ and c¢fs”’ where
E: length cfs'" < length cfs and
F: (e1, p) =={cfs’} (SKIP, p') and
G: (ca, p') =x{cfs"} (¢', ¢') and
H: flow cfs = flow cfs’ Q flow cfs”
by blast
show ?thesis
proof (rule disjI2, rule exI [of - p'], rule exI [of - c¢fs],
rule ezl [of - ¢fs” @ [(¢, ¢N]])
from C and D and F and F and G and H show
length (cfs"" @ [(¢’, q')]) < length (cfs Q [cf]) A
(c1, p) —{cfs’} (SKIP, p') A
(e2r ') —+{efs” @ [(c!, ]} (e, 0) A
flow (cfs @ [cf]) = flow fs’ @ flow (cfs” @ [(c', ¢')])
by (simp add: flow-append)
qed
qed

}
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ultimately show ?thesis
using A and B by simp
qed

lemma small-stepsl-seq:
(Cl;; C2, p) —>*{Cf5} (Ca Q) =
(3 efs’. c=c'y; ca A
(c1, p) ={cfs’} (¢, @) A
flow ¢fs = flow cfs") v
(Fp’ ¢fs’ cfs”. length cfs" < length cfs A
(c1, p) —=x{cfs'} (SKIP, p') A (ca, p') —={cfs"} (¢, q¢) A
flow cfs = flow cfs’ @ flow cfs”)
by (induction (c13; co, p) cfs (¢, q) arbitrary: ¢1 ca2 p ¢ g
rule: small-stepsl.induct, erule small-stepsl-seq-1,
rule small-stepsl-seq-2)

lemma small-stepsi-or-1:
assumes A: (¢1 OR ca, p) —x{cfs} of =
cf = (c1 OR ca, p) A
flow cfs =[] vV
(c1, p) —=={tl cfs} ¢f A
flow cfs = flow (tl cfs) V
(cz, p) —+{H cfs} of
flow ¢fs = flow (tl cfs)
(is-= %PV ?Q V ?R)
assumes B: (c1 OR ca, p) —*{cfs Q [cf]} cf’
shows
cf" = (c1 OR ca, p) A
flow (cfs @ [cf]) =[] V
(c1, p) —=={tl (cfs @ [cf])} cf " A
flow (cfs @ [cf]) = flow (¢ (cfs @ [cf])) v
(c2, p) —+{t (cfs @ Tef)} f A
flow (cfs © [ef]) = flow (4 (cfs @ [cf]))
(is - Vv ?27)
proof —
{
assume
C: (c1 OR ca, p) —*{cfs} ¢f and
D: cf — cf’
assume 7PV ?Q V ?R
hence ?T
proof (rule disjE, erule-tac [2] disjE)
assume ?P
moreover from this have (¢; OR ¢, p) — c¢f’
using D by simp
ultimately show Zthesis
using C by (auto dest: small-stepsl-cons
simp: tl-append flow-cons split: list.split)
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next
assume ?()
with C and D show ?thesis
by (auto simp: tl-append flow-cons split: list.split)
next
assume ?R
with C and D show ?thesis
by (auto simp: tl-append flow-cons split: list.split)
qed

with A and B show ¢thesis
by simp
qed

lemma small-stepsl-or:
(1 OR cq, p) =+{cfs} of =
cf = (c1 OR ca, p) A
flow cfs =[] V
(c1, p) —+{tl cfs} cf A
flow ¢fs = flow (tl cfs) vV
(ca, p) —={tl cfs} cf A
flow cfs = flow (tl cfs)
by (induction (¢1 OR ca, p) cfs cf rule: small-stepsl.induct,
force simp: flow-def, rule small-stepsl-or-1)

lemma small-stepsl-if-1:
assumes A: (IF b THEN ¢y ELSE ca, s, p) —+{cfs} ¢f =
¢f = (IF b THEN ¢y ELSE ¢y, s, p) A
flow cfs =[] v
bval b s A (c1, s, p) ==*{tl cfs} ¢f A
flow cfs = (bvars b) # flow (tl cfs) V
- bval b s A (ca, s, p) —={tl cfs} cf A
flow cfs = (bvars by # flow (tl cfs)
(is-= 9PV ?Q V ?R)
assumes B: (IF b THEN ¢; ELSFE ca, s, p) =+{cfs Q [cf]} cf’
shows
¢f' = (IF b THEN ¢y ELSE cs, s, p) A
flow (cfs @ [ef]) = [ v
bval b s A (c1, s, p) —=*{tl (cfs Q [cf])} ¢f ' A
flow (cfs @Q [¢f]) = (bvars b) # flow (H (cfs Q [¢f])) V
- bval b s A (ca, s, p) =x{tl (cfs Q [cf])} cf ' A
flow (cfs @ [cf]) = (bvars b) # flow (t (cfs Q [cf]))
(is - Vv ?2T)
proof —

{

assume
C: (IF b THEN c¢; ELSE ca, s, p) —x{cfs} ¢f and
D: ¢f — ¢f’
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assume ?P V 2Q V ?R
hence ?T
proof (rule disjE, erule-tac [2] disjE)
assume ?P
moreover from this have (IF b THEN ¢y ELSE ¢, s, p) — ¢f’
using D by simp
ultimately show ?thesis
using C by (auto dest: small-stepsl-cons
sitmp: tl-append flow-cons split: list.split)
next
assume ?()
with D show ?thesis
by (auto simp: tl-append flow-cons split: list.split)
next
assume 7R
with D show ?thesis
by (auto simp: tl-append flow-cons split: list.split)
qed
}
with A and B show ?thesis
by simp
qged

lemma small-stepsl-if:
(IF b THEN ¢y ELSE co, s, p) —x{cfs} of =
¢f = (IF b THEN ¢; ELSE ca, s, p) A
flow cfs =1 vV
buval b s A (c1, s, p) =*{tl cfs} cf A
flow cfs = (bvars by # flow (tl cfs) V
= bval b s A (ca, s, p) =={tl cfs} ¢f A
flow ¢fs = (bvars b) # flow (t cfs)
by (induction (IF b THEN ¢y ELSE ¢, s, p) cfs cf rule:
small-stepsl.induct, force simp: flow-def, rule small-stepsi-if-1)

lemma small-stepsl-while-1:
assumes A: (WHILE b DO ¢, s, p) —x{cfs} ¢f =
¢f = (WHILE b DO ¢, s, p) A
flow cfs =[] V
bval b s A\ (¢;; WHILE b DO ¢, s, p) —={tl cfs} c¢f A
flow ¢fs = (bvars b) # flow (tl ¢fs) V
- bval b s A ¢f = (SKIP, s, p) A
flow cfs = [(bvars b))
(is-= 2PV ?Q V ?R)
assumes B: (WHILE b DO ¢, s, p) —*{cfs Q [c¢f]} ¢f’
shows
¢f = (WHILE b DO ¢, s, p) A
flow (cfs @ [ef]) = [| v
bval b s A (¢;; WHILE b DO ¢, s, p) —*{tl (¢fs Q [c¢f])} ¢f" A
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flow (cfs @ [cf]) = (bvars b) # flow (¢ (cfs @ [cf])) v
= bval b s A ¢f " = (SKIP, s, p) A
flow (cfs @ [¢f]) = [(bvars b)]
(is - v ?T)
proof —
{
assume
C: (WHILE b DO ¢, s, p) —x{cfs} ¢f and
D: ¢f — cf’
assume PV ?Q V ?R
hence ?T
proof (rule disjE, erule-tac [2] disjE)
assume ?P
moreover from this have (WHILE b DO ¢, s, p) — cf’
using D by simp
ultimately show ?thesis
using C by (auto dest: small-stepsl-cons
simp: tl-append flow-cons split: list.split)
next
assume 7@
with D show ?thesis
by (auto simp: tl-append flow-cons split: list.split)
next
assume ?R
with D show ?thesis
by blast
qed

with A and B show ?thesis
by simp
qed

lemma small-stepsl-while:
(WHILE b DO ¢, s, p) =x{cfs} of =
¢f = (WHILE b DO ¢, s, p) A
flow efs =[] v
bval b s A (¢;; WHILE b DO ¢, s, p) —*{tl c¢fs} ¢f A
flow cfs = (bvars by # flow (tl cfs) V
= bval b s N\ ¢f = (SKIP, s, p) A
flow ¢fs = [(bvars b))
by (induction (WHILE b DO ¢, s, p) cfs cf rule: small-stepsl.induct,
force simp: flow-def, rule small-stepsl-while-1)

lemma small-steps-in-flow-1:

(e, s, f, vs, ws) = (c’, ', f', vs', ws");
vs" = vs’ Q drop (length vs’) vs"] =
12

vs' = vs @Q drop (length vs) vs''
by (induction (c, s, f, vs, ws) (¢'; s', ', vs', ws’)
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arbitrary: ¢ ¢’ s s’ f f' vs vs" ws ws’ rule: small-step.induct,
auto elim: ssubst)

lemma small-steps-in-flow:
(¢, s, f, vs, ws) —x (¢, 8’ f/, vs', ws') =

vs’ = vs @Q drop (length vs) vs'
by (induction (c, s, f, vs, ws) (¢'; s'; ', vs', ws’)
arbitrary: ¢ ¢’ s s’ f f' vs vs’ ws ws’ rule: star.induct,
auto intro: small-steps-in-flow-1)

lemma small-steps-out-flow-1:
H(C, Sy fa U8, U)S) - (6/7 sla f/a US/? wsl);
ws'' = ws’ Q drop (length ws') ws'] =
ws” = ws Q drop (length ws) ws”
by (induction (c, s, f, vs, ws) (¢’, s', f', vs', ws’)
arbitrary: ¢ ¢’ s s’ f f' vs vs' ws ws’ rule: small-step.induct,
auto elim: ssubst)

lemma small-steps-out-flow:
(e, s, f, vs, ws) == (¢, s/, f/, vs', ws') =

ws' = ws Q drop (length ws) ws’
by (induction (c, s, f, vs, ws) (¢'; s', ', vs', ws’)
arbitrary: ¢ ¢’ s s’ f f' vs vs’ ws ws’ rule: star.induct,
auto intro: small-steps-out-flow-1)

lemma small-stepsi-in-flow-1:
assumes
A: (e, s, f, vs, ws) —*{cfs} (c', s, ', vs @ vs’, ws’) and
B: (¢, s/, ', vs @ vs’, ws') — (e, 8", f", vs'"', ws"")
shows vs” = vs @ vs’ @
in-flow (flow [(¢’, s', [/, vs @ vs', ws')]) (vs Q vs') f
using small-stepsl-stream [OF A] and B
by (induction [¢'] arbitrary: ¢’ ¢ rule: flow-auz.induct,
auto simp: flow-def in-flow-one)

lemma small-stepsl-in-flow:
(¢, s, f, vs, ws) —={cfs} (', s/, [/, vs', ws') =
vs' = vs @Q in-flow (flow cfs) vs f
by (induction (c, s, f, vs, ws) cfs (¢', s, f', vs', ws’)
arbitrary: ¢’ s’ f' vs’ ws’ rule: small-stepsl.induct, simp add: flow-def,
auto intro: small-stepsl-in-flow-1 simp: flow-append in-flow-append)

lemma small-stepsl-run-flow-1:
assumes
A: (e s, f, vs, ws) —=+{cfs}
(¢, run-flow (flow cfs) vs s f, f', vs’, ws") and
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B: (¢!, run-flow (flow cfs) vs s f, f', vs', ws’) —
(C//, s" ' s ,ws//)
shows s"' = run-flow (flow [(¢’; run-flow (flow cfs) vs s f, f', vs’, ws’)])
(vs @ in-flow (flow cfs) vs f) (run-flow (flow cfs) vs s f) f
using small-stepsl-stream [OF A] and small-stepsi-in-flow [OF A] and B
by (induction [¢'] arbitrary: ¢’ ¢ rule: flow-aux.induct,
auto simp: flow-def run-flow-one)

lemma small-stepsl-run-flow:
(e, s, f, vs, ws) ==+{cfs} (¢, s/, f/, vs', ws’) =
s = run-flow (flow cfs) vs s f
by (induction (c, s, f, vs, ws) cfs (c¢', s', f', vs’, ws’)
arbitrary: ¢’ s’ f' vs’ ws’ rule: small-stepsl.induct, simp add: flow-def,
auto intro: small-stepsl-run-flow-1 simp: flow-append run-flow-append)

/

lemma small-stepsl-out-flow-1:
assumes
A: (e, s, f, vs, ws) =*{cfs} (¢’, s, f/, vs’, ws @ ws’) and
B: (¢, s/, !, vs', ws @ ws’) — (', 8", f, vs", ws")
shows ws” = ws @ ws’ Q
out-flow (flow [(¢', ', ', vs’, ws @ ws”)]) (vs @ in-flow (flow cfs) vs f)
(run-flow (flow cfs) vs s f) f
using small-stepsl-run-flow [OF A] and B
by (induction [¢'] arbitrary: ¢’ ¢ rule: flow-auz.induct,
auto simp: flow-def out-flow-one)

!/

lemma small-stepsl-out-flow:
(e, s, f, vs, ws) =+{cfs} (¢, s/, [/, vs', ws’) =
ws’ = ws @ out-flow (flow cfs) vs s f
by (induction (c, s, f, vs, ws) cfs (c', s, f', vs', ws’)
arbitrary: ¢’ s’ f' vs’ ws’ rule: small-stepsl.induct, simp add: flow-def,
auto intro: small-stepsl-out-flow-1 simp: flow-append out-flow-append)

lemma small-steps-inputs:
assumes
A: (¢, s, f, vso, wsg) —*{cfs1} (co, s1, f, vs1, wsy) and
B: (c1, s1, f, vs1, ws1) —*{cfsa} (ca, s2, f, vs2, wsy) and
C: (c, s, f', vso/, wsg') —* (co’, 51/, f', vs1', ws;’) and
D: (c1/s 817, f/, vs1!, ws1”) —x (e, s2, f7, vsa’, wse’) and
E: map fst [p<drop (length vsg) vsy. P p] =
map fst [p<drop (length vsy’) vs1’. P p] and
F: map fst [p<drop (length vsy) vse. P p] =
map fst [p<drop (length vs,’) vsy'. P p|
shows map fst [p<drop (length vsg) vsy. P p] =
map fst [p<drop (length vsy’) vsa'. P p]
proof —
have G: vs; = vsg @ drop (length vsy) vsy
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using small-stepsl-steps [OF A] by (rule small-steps-in-flow)
have vsy = vs; @ drop (length vsy) vse
using small-stepsl-steps [OF B] by (rule small-steps-in-flow)
hence H: vsy = vsg @Q drop (length vsg) vsy @Q drop (length vs1) vsa
by (subst (asm) G, simp)
have I: vs;’ = vsg’ Q drop (length vsy') vsy'
using C by (rule small-steps-in-flow)
have vsy’ = vs1’ @ drop (length vsy’) vsy’
using D by (rule small-steps-in-flow)
hence J: vsy’ = vso’ @ drop (length vsy’) vs1’ @Q drop (length vsy') vsa’
by (subst (asm) I, simp)
from E and F show #¢thesis
by (subst H, subst J, simp)
qed

lemma small-steps-outputs:
assumes
A: (¢, s, f, vso, wsg) —*{cfs1} (co, s1, f, vs1, wsy) and
B: (c1, s1, f, vs1, wsy) —*{cfsa} (ca, $2, f, vs2, wse) and
C: (c, s, f', vso', wsg’) == (co’, 51/, f', vs1', ws;’) and
D: (c1'y s1'y f!, vs1/, ws1') == (ca’y 82/, [/, vse!, wsy') and
E: [p<drop (length wsg) wsy. P p| =
[pdrop (length wsy’) ws1’. P p] and
F: [p+drop (length wsy) wss. P p| =
[p<drop (length ws1’) wsy’. P p
shows [p«drop (length wsg) wse. P p] =
[p<—drop (length wsy’) wsy’. P p
proof —
have G: ws; = wsy @Q drop (length wsy) ws;
using small-stepsl-steps [OF A] by (rule small-steps-out-flow)
have wsy = ws; @Q drop (length wsy) wss
using small-stepsl-steps [OF B] by (rule small-steps-out-flow)
hence H: wsy = wsy Q drop (length wsy) wsy @ drop (length wsy) wsy
by (subst (asm) G, simp)
have I: ws;’ = wsy’ @ drop (length wsy’) wsy’
using C by (rule small-steps-out-flow)
have wsy’ = ws1’ Q drop (length wsy') wse’
using D by (rule small-steps-out-flow)
hence J: wsy’ = wsy’ @ drop (length wsy’) ws1’ Q drop (length ws1”) wsa’
by (subst (asm) I, simp)
from E and F show ?thesis
by (subst H, subst J, simp)
qged

5.2 Local context proofs

context noninterf
begin
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lemma no-upd-sources:

no-upd cs X =V € X. x € sources cs vs s fx

by (induction cs rule: rev-induct, auto simp: no-upd-append
split: com-flow.split)

lemma sources-aux-append:

sources-auz ¢s vs s f © C sources-auz (cs @ cs’) vs s fz

by (induction cs’ rule: rev-induct, simp, subst append-assoc [symmetric],
auto simp del: append-assoc split: com-flow.split)

lemma sources-out-append:

sources-out cs vs s f x C sources-out (¢cs Q cs’) vs s fz

by (induction cs’ rule: rev-induct, simp, subst append-assoc [symmetric],
auto simp del: append-assoc split: com-flow.split)

lemma sources-aux-sources:
sources-auz cs vs s f © C sources cs vs s fx
by (induction cs rule: rev-induct, auto split: com-flow.split)

lemma sources-auz-sources-out:
sources-auz ¢s vs s f © C sources-out ¢s vs s f x
by (induction cs rule: rev-induct, auto split: com-flow.split)

lemma sources-aux-observe-hd-1:
Vy e X. st domy ~ dom x = X C sources-auz [(X)] vs s fz
by (subst append-Nil [symmetric], subst sources-auz.simps, auto)

lemma sources-auz-observe-hd-2:
Vy € X. s: dom y ~ dom z = X C sources-aux ((X) # xs) vs s f x;
Vy € X. st dom y ~ dom z] =
X C sources-aux ({(X) # xs Q [z']) vs s fz
by (subst append-Cons [symmetric|, subst sources-aux.simps,
auto split: com-flow.split)

lemma sources-aux-observe-hd:

Vy e X. s domy ~ dom x = X C sources-aux ((X) # cs) vs s fz
by (induction cs rule: rev-induct,

erule sources-auz-observe-hd-1, rule sources-auz-observe-hd-2)

lemma sources-aux-bval:
assumes
A: S C {x. s =t (C sources-auzx ((bvars b) # cs) vs s fz)} and
B: s € Univ A (C state N X) and
C: bval b s # bval b t
shows Univ? A X: bvars b ~| S
proof —
have — s = t (C bvars b)
using A and C by (erule-tac contrapos-nn, auto dest: bvars-bval)
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hence Vz € S. = bvars b C sources-aux ({bvars b) # cs) vs s fz
using A by blast

hence D: {s}: bvars b ~| S
by (fastforce dest: sources-aux-observe-hd)

fix ry
assume 7 € Aand y € S
moreover assume s = r (C state N X) and state C X
hence interf s = interf r
by (blast intro: interf-state)
ultimately have A: bvars b ~| {y}
using D by fastforce

with B and D show ?thesis
by (fastforce simp: univ-states-if-def)
qed

lemma ok-flow-auzx-degen:
assumes A: 5. S # {} A S C {z. 51 = t1 (C sources-auz cs vsy s1 fx)}
shows V ¢y’ ty vsy’ wsy'.
ok-flow-auz-1 c1 co co’ 81 t1 to f [’ vsy vsy’ vsy vsy' wsy’ wsy’ cs A
ok-flow-auz-2 s1 so t1 to ff' vsy vs1' ¢cs A
ok-flow-auz-3 s1 t1 ff' vsy vs1’ wsy wsy’ wsy wsy’ cs
(is Vo' to vse’ wsa'. 2P1 co' to vsa' wsy’ A ?P2 to N 2P3 wsy')
proof clarify
fix CQ/ t2 USQ/ U)Sz/
{
fix S
assume S # {} and S C {z. 51 = t1 (C sources-auz cs vsy s1 fx)}
hence ?P1 ¢y’ ty vsy’ wsy’
using A by blast
}

moreover {
fix S
assume S C {z. s1 = t1 (C sources cs vs; s1 fz)}
moreover have Vz. sources-aux cs vsy s1 f & C sources cs vsy s1 f
by (blast intro: subsetD [OF sources-aux-sources))
ultimately have S C {z. s; = t; (C sources-auz cs vsy s1 fz)}
by blast
moreover assume S # {}
ultimately have ?P2 t,
using A by blast
}

moreover {
fix S
assume S C {z. s1 = t1 (C sources-out cs vs1 s1 fz)}
moreover have Vz. sources-auz cs vsy s1 f & C sources-out cs vsy s1 f
by (blast intro: subsetD [OF sources-auz-sources-out))
ultimately have S C {z. s; = t; (C sources-auz cs vsy s1 fz)}
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by blast
moreover assume S # {}
ultimately have ?P3 wss’
using A by blast
}

ultimately show ?P1 cy’ ty vsy’ wsa' A 2P2 ty N 2P3 wsy'
by auto
qed

lemma tags-auz-append:

tags-aux cs vs s f x C tags-auz (cs Q cs’) vs s fx

by (induction cs’ rule: rev-induct, simp, subst append-assoc [symmetric],
auto simp del: append-assoc split: com-flow.split)

lemma tags-out-append:

tags-out cs vs s fx C tags-out (¢cs Q ¢s’) vs s fx

by (induction cs’ rule: rev-induct, simp, subst append-assoc [symmetric],
auto simp del: append-assoc split: com-flow.split)

lemma tags-auz-tags:
tags-auz cs vs s fx C tags cs vs s fx
by (induction cs rule: rev-induct, auto split: com-flow.split)

lemma tags-auz-tags-out:
tags-auz cs vs s f x C tags-out cs vs s f x
by (induction cs rule: rev-induct, auto split: com-flow.split)

lemma tags-ubound-1:
assumes
A: (y, Suc (length [c<—cs. ¢ = IN y] + n)) € tags-auzx cs vs s f © and
B: Nzn.y=2z=
(2, length [c<—cs. ¢ = IN z] + n) ¢ tags-auz cs vs s f ¢
shows Fulse
proof —
have (y, length [c<cs. ¢ = IN y] + Suc n) ¢ tags-auz cs vs s f «
using B by blast
thus ?thesis
using A by simp
qed

lemma tags-ubound-2:
assumes
A: (y, Suc (length [c<—cs. ¢ = IN y|] + n)) € tags cs vs s f x and
B:N\eny=z2= z# 2=
(z, length [c<—cs. ¢ = IN z] + n) ¢ tags cs vs s f x and
C:y+#zx

shows Fulse
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proof —
have (y, length [c<—cs. ¢ = IN y] + Suc n) ¢ tags cs vs s fx
using B and C by blast
thus ?thesis
using A by simp
qed

lemma tags-ubound:
(y, length [c+—cs. ¢ = IN y] + n) ¢ tags cs vs s f x
and tags-auz-ubound:

(y, length [c<—cs. ¢ = IN y] + n) ¢ tags-auz cs vs s f «
by (induction cs vs s f x and cs vs s f z arbitrary: n and n
rule: tags-induct, auto intro: tags-ubound-1 tags-ubound-2

split: if-split-asm com-flow.split-asm)

lemma tags-out-ubound-1:
assumes
A: (y, Suc (length [c<—cs. ¢ = IN y] + n)) € tags-out cs vs s f ¢ and
B: Nzn.y=2=
(z, length [c<—cs. ¢ = IN z] + n) ¢ tags-out cs vs s f x
shows Fulse
proof —
have (y, length [c<—cs. ¢ = IN y| + Suc n) ¢ tags-out cs vs s f
using B by blast
thus ?thesis
using A by simp
qed

lemma tags-out-ubound:

(y, length [c+—cs. ¢ = IN y] + n) ¢ tags-out cs vs s f x

by (induction cs vs s f x arbitrary: n rule: tags-out.induct, auto
intro: notE [OF tags-ubound] tags-out-ubound-1

split: if-split-asm com-flow.split-asm)

lemma tags-less:

(y, n) € tags cs vs s fx = n < length [c<—cs. ¢ = IN y]
apply (rule ccontr)
apply (drule add-diff-inverse-nat)
apply (drule ssubst, assumption)

by (simp add: tags-ubound)

lemma tags-auz-less:

(y, n) € tags-auz cs vs s f £ = n < length [c<—cs. ¢ = IN y]
apply (rule ccontr)
apply (drule add-diff-inverse-nat)
apply (drule ssubst, assumption)

by (simp add: tags-auz-ubound)
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lemma tags-out-less:

(y, n) € tags-out cs vs s f £ => n < length [c+cs. ¢ = IN y]
apply (rule ccontr)
apply (drule add-diff-inverse-nat)
apply (drule ssubst, assumption)

by (simp add: tags-out-ubound)

lemma sources-observe-tl-1:
assumes
A: Nz a. ¢ = (z 2= a : com-flow) = z = © =
sources-auz c¢s vs s f x C sources-aux ((X) # cs) vs s fz and
B: Nzabw. ¢c=(z:=a: comflow) = z=1=
sources cs vs s f w C sources ({(X) # cs) vs s f w and
C: Nz a. c=(z:=a: com-flow) = 2z # 1 =
sources c¢s vs s fx C sources ((X) # cs) vs s f z and
D: Nz. ¢ = (IN z :: com-flow) = z = © =
sources-auz c¢s vs s f ¢ C sources-aux ((X) # cs) vs s fz and
E: Nz. ¢ = (IN z :: com-flow) = z # 2 =
sources cs vs s f x C sources ((X) # cs) vs s f z and
F: Nz. ¢ = (OUT z :: com-flow) =
sources ¢s vs s f x C sources ((X)
G:ANYbw ¢c=(Y) =
sources cs vs s f w C sources ((X) # cs) vs s fw
shows sources (cs @ [c]) vs s fx C sources ((X) # ¢s Q [c]) vs s fx
(is - C ?F ¢)
apply (subst sources.simps)
apply (split com-flow.split)
apply (rule conjI)
subgoal
proof —
showVza. c=zu=a— (ifz ==
then sources-aux cs vs s fx U |J {sources cs vs s fy | y.
run-flow cs vs s f: dom y ~ dom z A\ y € avars a}
else sources cs vs s fx) C ?F ¢
(isV-a. - — (if - then 2A U ?G a else ?B) C -)
proof (clarify, split if-split-asm)

cs) vs s fx and

fixyza
assume H: c=zu=qgand [: z =<z
hence ?F (z ::= a) = sources-auz ((X) # cs) vs s fa U

U {sources ({X) # cs) vs s fy | y.
run-flow cs vs s f: dom y ~~ dom x A y € avars a}

(is - = A" U G’ a)
by (simp only: append-Cons [symmetric] sources.simps,
simp add: run-flow-observe)
moreover assume y € A U ?G a
moreover {
assume y € 74
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hence y € 24’
using A and H and I by blast
}

moreover {
assume y € ?G a
hence y € ?G’ a
using B and H and [ by blast
}

ultimately show y € ?F (z ::= a)

by blast
next
fixyza
assume ¢ = z :==a and z # ¢
moreover from this have ?F (z ::= a) = sources ((X) # ¢s) vs s fx

by (simp only: append-Cons [symmetric] sources.simps, simp)
moreover assume y € ?B
ultimately show y € ?F (z ::= a)
using C by blast
qed
qed
apply (rule conjl)
subgoal
proof —
showVz ¢c=INz — (ifz ==z
then sources-aux cs vs s f x else sources cs vs s fz) C ?F ¢
(is V-. - — (if - then ?A else ?B) C -)
proof (clarify, split if-split-asm)
fix y 2z
assume ¢ = INzand z =z
moreover from this have ?F (IN z) = sources-aux ((X) # cs) vs s fz
by (simp only: append-Cons [symmetric] sources.simps, simp)
moreover assume y € 74
ultimately show y € ?F (IN z)
using D by blast
next
fix y z
assume ¢ = IN z and z # z
moreover from this have ?F (IN z) = sources ({(X) # c¢s) vs s fz
by (simp only: append-Cons [symmetric] sources.simps, simp)
moreover assume y € ?B
ultimately show y € ?F (IN z)
using F by blast
qed
qed
apply (rule conjI)
subgoal by (simp only: append-Cons [symmetric| sources.simps, simp add: F)
subgoal
proof —
show VY. ¢ =(Y) — sources csvs s fz U
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U {sources csvs s fy | y.
run-flow cs vs s f: dom y ~ domax ANy € Y} C ¢F¢
(isVY.-— 24U ?GY C-)
proof clarify
fixy Y
assume H: ¢ = (Y)
hence ?F ((Y)) = sources ((X) # ¢s) vs s fz U
U {sources ({(X) # cs) vs s fy | y.
run-flow cs vs s f: dom y ~> domx ANy € Y}
(is-=724"U ?2G'Y)
by (simp only: append-Cons [symmetric] sources.simps,
simp add: run-flow-observe)
moreover assume y € AU G Y
moreover {
assume y € 74
hence y € 2?4’
using G and H by blast
}
moreover {
assume y € G Y
hence y € ?G' Y
using G and H by blast
}
ultimately show y € ?F ((Y))
by blast
qged
qed
done

lemma sources-observe-tl-2:
assumes
A: Nz a. ¢ = (z 2= a 2 com-flow) =
sources-auz ¢s vs s f x C sources-aux ((X) # cs) vs s fz and
B: A\z. ¢ = (IN z :: com-flow) =
sources-auz c¢s vs s f ¢ C sources-aux ((X) # cs) vs s fz and
C: Nz. ¢ = (OUT z :: com-flow) =
sources-auz ¢s vs 8 f & C sources-aux ((X) # cs) vs s fz and
D:\Y.c=(Y) =
sources-auz c¢s vs s f x C sources-aux ((X) # cs) vs s fz and
E:AYbw. ¢c=(Y) =
sources cs vs s f w C sources ((X) # cs) vs s fw
shows sources-auz (cs @ [c]) vs s fz C
sources-auz ((X) # ¢s Q [c]) vs s fx
(is - C 9F ¢)
apply (subst sources-aux.simps)
apply (split com-flow.split)
apply (rule conjl)
defer
apply (rule conjI)
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defer
apply (rule conjI)
defer
subgoal
proof —
show VY. ¢ = (Y) — sources-auz cs vs s fz U
U {sources csvs s fy | y.
run-flow cs vs s f: dom y ~ domax ANy e Y} C ?F ¢
(isVY.-— 2AU?GY C-)
proof clarify
fixy Y
assume F: ¢ = (Y)
hence ?F ({(Y)) = sources-auzx ({X) # c¢s) vs s fz U

U {sources ({X) # cs) vs s fy | y.
run-flow cs vs s f: dom y ~ domx ANy € Y}

(is-=%24"U ?G"Y)
by (simp only: append-Cons [symmetric] sources-aux.simps,
simp add: run-flow-observe)
moreover assume y € AU G Y
moreover {
assume y € 74
hence y € 24’
using D and F by blast
}

moreover {
assume y € G Y
hence y € ?G' Y

using F and F by blast

}

ultimately show y € 7F ((Y))
by blast

qed
qed
by (simp only: append-Cons [symmetric] sources-aux.simps, simp add: A B C)+

lemma sources-observe-tl:
sources cs vs s f x C sources ((X) # cs) vs s fx
and sources-aux-observe-tl:
sources-auz ¢s vs s f r C sources-aux ((X) # cs) vs s fz
apply (induction cs vs s f x and cs vs s f x rule: sources-induct)
subgoal by (erule sources-observe-tl-1, assumption+)
subgoal by (simp, subst append-Nil [symmetric], subst sources.simps, simp)
subgoal by (erule sources-observe-tl-2, assumption+)
by simp

lemma sources-out-observe-tl-1:
assumes
A: Nz a. ¢ = (z == a 2 com-flow) =
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sources-out cs vs s f x C sources-out ((X) # c¢s) vs s f z and
B: N\z. ¢ = (IN z :: com-flow) =
sources-out cs vs s f x C sources-out ((X) # c¢s) vs s f z and
C: Nz. ¢ = (OUT z :: com-flow) =
sources-out cs vs s fx C sources-out ({(X) # cs) vs s f z and
D:\Y.c=(Y) =
sources-out cs vs s f x C sources-out ((X) # c¢s) vs s fx
shows sources-out (cs @Q [c]) vs s fz C
sources-out ({(X) # ¢s Q [¢]) vs s fx
(is - C ?2F ¢)
apply (subst sources-out.simps)
apply (split com-flow.split)
apply (rule conjI)
defer
apply (rule conjI)
defer
subgoal
proof
show Vz. ¢ = OUT z — sources-out cs vs s f © U
(if z = x then sources cs vs s fz else {}) C ?F ¢
(isV-. - — 24 U (if - then ?B else -) C -)
proof (clarify, split if-split-asm)
fix y 2z
assume E: ¢ = OUT zand F: z =z
assume y € A U ?B
moreover {
assume y € 74
hence y € sources-out ((X) # cs) vs s fx
using C and E by blast
}

moreover {
assume y € ?B
hence y € sources ((X) # cs) vs s f«
by (rule subsetD [OF sources-observe-tl])
}

ultimately show y € ?F (OUT z2)
using F by (simp only: append-Cons [symmetric] sources-out.simps,
auto)
next
fix y 2z
assume ¢ = OUT z and y € sources-out ¢s vs s fz U {}
hence y € sources-out ((X) # cs) vs s fx
using C by blast
thus y € ?F (OUT 2)
by (simp only: append-Cons [symmetric] sources-out.simps, simp)
qed
next
show VY. ¢ = (Y) — sources-out cs vs s f x U

U {sources csvs s fy | y.
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run-flow cs vs s f: dom y ~ domx ANy € Y} C ¢F¢
(isVY.-— 24U ?GY C-)
proof clarify
fixyY
assume E: ¢ = (Y)
assume y € AU G Y
moreover {
assume y € 74
hence y € sources-out ((X) # cs) vs s fx
using D and E by blast
}

moreover {
assume y € G Y
hence y € |J {sources ((X) # cs) vs s fy | v.
run-flow ((X) # cs) vs s f: dom y ~> domz Ay € Y}
by (auto intro: subsetD [OF sources-observe-tl]
simp: run-flow-observe)
}
ultimately show y € 2F ((Y))
by (simp only: append-Cons [symmetric] sources-out.simps, auto)
qed
qed
by (simp only: append-Cons [symmetric] sources-out.simps, simp add: A B)+

lemma sources-out-observe-tl:

sources-out cs vs s f x C sources-out ((X) # cs) vs s fx
by (induction cs vs s f x rule: sources-out.induct,

erule sources-out-observe-tl-1, simp-all)

lemma tags-observe-tl-1:
INza.c=zi=0a= 2z=1—=
tags-aux ({(X) # c¢s) vs s f © = tags-aux cs vs s f x;
Neabw c=zu=a= 2=0=—
tags ((X) # cs) vs s fw = tags c¢s vs s f w;
Nea.c=zi=a0a= 2# 2 =
tags ((X) # cs) vs s fx = tags cs vs s f x;
Nz.c=INz= 2=12—=
tags-aux ((X) # c¢s) vs s f & = tags-aux cs vs s f x;
Ne.c=INz= 2 # 2 =
tags ((X) # cs) vs s fx = tags cs vs s f x;
Nz. ¢ = OUT z =
tags ((X) # cs) vs s fx = tags cs vs s f x;
AYbw ¢c=(Y) =
tags ((X) # c¢s) vs s fw = tags cs vs s f w] =
tags ((X) # cs Q [c]) vs s fz = tags (¢s Q [c]) vs s fx
by (subst tags.simps, split com-flow.split, simp-all only: append-Cons
[symmetric] tags.simps, simp-all add: run-flow-observe)
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lemma tags-observe-tl-2:
INza.c=2zu=a=
tags-auz ((X) # cs) vs s f x = tags-auz cs vs s f z;
Nz.c = 1INz =
tags-auz ((X) # cs) vs s fx = tags-auz cs vs s f z;
Nz. ¢ = 0UT » =
tags-aux ((X) # c¢s) vs s f © = tags-aux cs vs s f x;
ANY. c=(YV) =
tags-auz ((X) # cs) vs s f x = tags-auz cs vs s f z;
ANYbw c=(Y) =
tags ((X) # cs) vs s fw = tags cs vs s fw] =
tags-aur ((X) # ¢s Q [c]) vs s fz = tags-auz (cs Q [c]) vs s fx
by (subst tags-auz.simps, split com-flow.split, simp-all only: append-Cons
[symmetric] tags-auz.simps, simp-all add: run-flow-observe)

lemma tags-observe-tl:
tags ({(X) # cs) vs s fx = tags cs vs s fx
and tags-auz-observe-tl:
tags-aux ((X) # cs) vs s f & = tags-aux cs vs s f x
apply (induction cs vs s f x and c¢s vs s f x rule: tags-induct)
subgoal by (erule tags-observe-tl-1, assumption+)
subgoal by (subst append-Nil [symmetric], subst tags.simps tags-auz.simps, simp)
subgoal by (erule tags-observe-tl-2, assumption+)
subgoal by (subst append-Nil [symmetric], subst tags.simps tags-auz.simps, simp)
done

lemma tags-out-observe-tl-1:
INza. c=2z1=a=
tags-out ((X) # cs) vs s f x = tags-out cs vs s f x;
Nz. ¢ =IN 2z =
tags-out ((X) # cs) vs s f & = tags-out cs vs s f x;
Nz. ¢ = OUT z =
tags-out ({(X) # cs) vs s f x = tags-out cs vs s f x;
ANY. c=(Y) =
tags-out ({X) # cs) vs s f ¢ = tags-out cs vs s f z] =
tags-out ({(X) # cs Q [c]) vs s fx = tags-out (¢s Q [c]) vs s fx
by (subst tags-out.simps, split com-flow.split, simp-all only: append-Cons
[symmetric] tags-out.simps, simp-all add: run-flow-observe tags-observe-tl)

lemma tags-out-observe-tl:
tags-out ({(X) # cs) vs s f & = tags-out cs vs s f x
apply (induction cs vs s f x rule: tags-out.induct)
apply (erule tags-out-observe-tl-1, assumption+)
by (subst append-Nil [symmetric], subst tags-out.simps, simp)

lemma tags-sources-1:
assumes
A: Nz a. ¢ = (z 2= a : com-flow) = z = © =
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(y, n) € tags-auz cs vs s f © =
let m = Suc (Max {k. k < length cs A
length [c+take k cs. ¢ = IN y] < n})
in y € sources-auz (drop m cs) (vs @ in-flow (take m cs) vs f)
(run-flow (take m cs) vs s f) fx

(is A\- - - = - = - = let m = Suc (Max (?F cs)) in
- € sources-aux - (?G m cs) (?H m cs) - -)
assumes

B: Azabw. ¢c=(z:=a: comflow) = 2z =2 =
(y, n) € tags cs vs s fw = let m = Suc (Maz (?F cs)) in
y € sources (drop m ¢s) (?G m cs) (?H m cs) f w and
C: Nz a. c=(z:=a: com-flow) = z # 1 =
(y, n) € tags cs vs s fx = let m = Suc (Maz (?F cs)) in
y € sources (drop m cs) (?G m cs) (?H m cs) fz and
D: Nz. ¢ = (IN z :: com-flow) = 2z = 1 =
(y, n) € tags-auz cs vs s f x = let m = Suc (Mazx (?F cs)) in
y € sources-auzx (drop m cs) (G m cs) (YH m cs) f z and
E: Nz. ¢ = (IN z :: com-flow) = z # v =
(y, n) € tags cs vs s fx = let m = Suc (Maz (?F cs)) in
y € sources (drop m ¢s) (?G m ¢s) (?H m ¢s) fz and
F: Nz. ¢ = (OUT z :: com-flow) =
(y, n) € tags cs vs s f x = let m = Suc (Maz (?F cs)) in
y € sources (drop m c¢s) (?G m cs) (?H m cs) fz and
G:ANXbw ¢c=(X) =
(y, n) € tags cs vs s fw = let m = Suc (Maz (?F cs)) in
y € sources (drop m c¢s) (?G m cs) (?H m ¢s) f w and
H: (y, n) € tags (cs Q [c]) vs s fz
shows let m = Suc (Maz (?F (cs @Q [c]))) in
y € sources (drop m (cs Q [c])) (G m (cs Q [¢])) (H m (cs Q [c])) fz
proof —
have I: n < length [c+—cs Q [c]. ¢ = IN y]
using H by (rule tags-less)
hence ?F (cs Q [¢]) = ?F cs
using le-Suc-eq by auto
moreover have ¢ # IN y V n < length [c+cs. ¢ = IN y] =
Suc (Max (?F cs)) < length cs
(is - = ?m < -)
using I by (subst Suc-le-eq, subst Max-less-iff,
auto elim: le-neg-implies-less)
ultimately have J: ¢ # IN y V n < length [c<cs. ¢ = IN y] =
take (Suc (Maz (?F (cs Q [c])))) (cs @Q [¢]) = take ?m cs A
drop (Suc (Maz (?F (cs @Q [c])))) (cs @ [¢]) = drop ?m cs Q [c]
by simp
from H show ?thesis
proof (subst (asm) tags.simps, split com-flow.split-asm)
fix z a
assume K: c =z = a
show (y, n) € (if z = =
then tags-auz cs vs s fz U |J {tags csvs s fy | y.
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run-flow cs vs s f: dom y ~» dom x A y € avars a}
else tags cs vs s f ©) = %thesis
(is - € (if - then YA U ?B else ?C) = -)
proof (split if-split-asm)
assume L: z = z and (y, n) € AU ¢B
moreover {
assume (y, n) € 74
hence y € sources-aux (drop ?m cs) (G ?m cs) (?H ?m cs) fx
using A and K and L by simp
}
moreover {
assume (y, n) € 7B
hence y € |J {sources (drop ¢m cs) (?G ?m cs) (?H ?m cs) fy | y.
run-flow (drop ?m cs) (?G ?m cs) (?H ?m cs) f:
dom y ~ dom z N\ y € avars a}
using B and K and L by (auto simp: run-flow-append [symmetric])
}
ultimately show ?thesis
using J and K by auto
next
assume z # z and (y, n) € ?2C
moreover from this have
y € sources (drop ?m cs) (?G ¢m cs) (?H ?m cs) fx
using C and K by simp
ultimately show ?Zthesis
using J and K by simp
qed
next
fix z
assume K: ¢ = IN z
show (y, n) € (if z ==
then insert (z, length [c+cs. ¢ = IN z]) (tags-auz cs vs s f x)
else tags cs vs s f x) = ?thesis
(is - € (if - then insert - ?A else ?B) = -)
proof (split if-split-asm, erule insertE)
assume (y, n) = (z, length [c<—cs. ¢ = IN z]) and z = z
moreover from this have Maz (?F (cs @Q [c])) = length cs
using K by (subst Maz-eq-iff, auto elim: le-SucE)
ultimately show ?thesis
by simp
next
assume L: (y, n) € tags-auz cs vs s fz and z = z
moreover from this have
y € sources-auzx (drop ?m cs) (?G ?m cs) (YH ?m cs) fx
using D and K by simp
moreover have n < length [c<cs. ¢ = IN y]
using L by (rule tags-auz-less)
ultimately show ?thesis
using J and K by simp
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next
assume L: (y, n) € tags cs vs s fz and z # x
moreover from this have
y € sources (drop ?m cs) (?G ?m cs) (?H ?m cs) fx
using F and K by simp
moreover have n < length [c<—cs. ¢ = IN y]
using L by (rule tags-less)
ultimately show ?Zthesis
using J and K by simp
qed
next
fix z
assume ¢ = OUT z and (y, n) € tags csvs s f x
moreover from this have
y € sources (drop ?m cs) (?G ?m cs) (?H ?m cs) fx
using F' by simp
ultimately show ¢thesis
using J by simp
next
fix X
assume K: ¢ = (X)
assume (y, n) € tags cs vs s fx U |J {tags csvs s fy | v.
run-flow cs vs s f: dom y ~> domz ANy € X}
(is-€ AU ?B)
moreover {
assume (y, n) € 74
hence y € sources (drop ?m cs) (G ?m cs) (?H %m cs) fx
using G and K by simp
}

moreover {
assume (y, n) € ?B
hence y € |J {sources (drop ?m cs) (?G ?m cs) (?H ?m cs) fy | y.
run-flow (drop ?m cs) (?G ?m cs) (?H ?m cs) [:
dom y ~ domz AN y € X}
using G and K by (auto simp: run-flow-append [symmetric])
}
ultimately show Zthesis
using J and K by auto
qed
qed

lemma tags-sources-2:
assumes
A: Nz a. ¢ = (z == a 2 com-flow) =
(y, n) € tags-auz cs vs s f x =

let m = Suc (Mazx {k. k < length cs N
length [c+take k cs. ¢ = IN y] < n})

iny € sources-aux (drop m cs) (vs Q in-flow (take m cs) vs f)
(run-flow (take m cs) vs s f) fx
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(is A- -. - = - = let m = Suc (Maz (?F cs)) in
- € sources-aux - (?G m cs) (YH m cs) - -)
assumes
B: Az. ¢ = (IN z :: com-flow) =
(y, n) € tags-aux cs vs s f x = let m = Suc (Maz (?F cs)) in
y € sources-aux (drop m cs) (?G m c¢s) (?H m ¢s) fz and
C: Nz. ¢ = (OUT z :: com-flow) =
(y, n) € tags-aux cs vs s fx = let m = Suc (Max (?F cs)) in
y € sources-auzx (drop m cs) (?G m cs) (?H m cs) f z and
D:\NX. c=(X) =
(y, n) € tags-auz cs vs s f x => let m = Suc (Mazx (?F cs)) in
y € sources-auzx (drop m cs) (G m cs) (YH m cs) f =z and
E:ANXbw. ¢ =(X) =
(y, n) € tags cs vs s fw = let m = Suc (Maz (?F cs)) in
y € sources (drop m c¢s) (?G m cs) (?H m ¢s) f w and
F: (y, n) € tags-aux (cs Q [c]) vs s fz
shows let m = Suc (Maz (?F (cs @Q [c]))) in
y € sources-auz (drop m (cs Q [c])) (?G m (es @ [¢c])) (?H m (cs Q [c])) fz
proof —
have G: n < length [c+—cs Q [c]. ¢ = IN y]
using F by (rule tags-aux-less)
hence ?F (cs Q [c]) = ?F c¢s
using le-Suc-eq by auto
moreover have ¢ # IN y V n < length [c+cs. ¢ = IN y] =
Suc (Maz (?F cs)) < length cs
(is - = ?m < -)
using G by (subst Suc-le-eq, subst Max-less-iff,
auto elim: le-neg-implies-less)
ultimately have H: ¢ # IN y V n < length [c+cs. ¢ = IN y] =
take (Suc (Max (?F (cs @ [c])))) (cs @ [c]) = take ?m cs A
drop (Suc (Maz (?F (es @Q [c])))) (cs @Q [¢]) = drop ?m cs Q [c]
by simp
from F show ?thesis
proof (subst (asm) tags-auz.simps, split com-flow.split-asm)
fix za
assume ¢ = z == a and (y, n) € tags-aux cs vs s f x
moreover from this have
y € sources-aux (drop ?m cs) (?G ?m cs) (?H ?m cs) fx
using A by simp
ultimately show ?thesis
using H by simp
next
fix z
assume ¢ = IN z and I: (y, n) € tags-auz cs vs s f x
moreover from this have
y € sources-auz (drop ?m cs) (G ?m cs) (?H ?m cs) fz
using B by simp
moreover have n < length [c<—cs. ¢ = IN y]
using I by (rule tags-auz-less)
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ultimately show ¢thesis

using H by simp
next

fix z

assume ¢ = OUT z and (y, n) € tags-auz cs vs s f x

moreover from this have

y € sources-auz (drop ?m cs) (?G ?m cs) (?H ?m cs) fx
using C by simp

ultimately show #thesis
using H by simp

next

fix X

assume [: ¢ = (X)

assume (y, n) € tags-aux cs vs s fzx U |J {tags csvs s fy | y.
run-flow ¢s vs s f: dom y ~ domzxz Ay € X}
(is-€ AU ¢B)

moreover {

assume (y, n) € 74

hence y € sources-aux (drop ?m cs) (G ?m cs) (?H ?m cs) fx

using D and [ by simp
}

moreover {
assume (y, n) € ?B
hence y € |J {sources (drop ?m cs) (?G ?m cs) (?H ?m cs) fy | y.
run-flow (drop ?m cs) (?G ?m cs) (?H ?m cs) f:
dom y ~ dom z Ny € X}
using F and I by (auto simp: run-flow-append [symmetric])
}
ultimately show #thesis
using H and [ by auto
qed
qed

lemma tags-sources:
(y, n) € tags cs vs s fz =
let m = Suc (Maz {k. k < length cs A
length [c+take k cs. ¢ = IN y] < n})
iny € sources (drop m cs) (vs Q in-flow (take m cs) vs f)
(run-flow (take m cs) vs s f) fz
and tags-auz-sources-aux:
(y, n) € tags-auz cs vs s fx =
let m = Suc (Maz {k. k < length cs A
length [c+take k cs. ¢ = IN y] < n})
in y € sources-auzx (drop m cs) (vs Q in-flow (take m cs) vs f)
(run-flow (take m cs) vs s f) fx
by (induction cs vs s f x and cs vs s f x rule: tags-induct,
erule-tac [3] tags-sources-2, erule tags-sources-1, simp-all)
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lemma tags-out-sources-out-1:
assumes
A: Nz a. ¢ = (z == a :: com-flow) =
(y, n) € tags-out cs vs s fr =

let m = Suc (Maz {k. k < length cs A
length [c+take k cs. ¢ = IN y] < n})

iny € sources-out (drop m cs) (vs Q in-flow (take m cs) vs f)
(run-flow (take m cs) vs s f) fz

(is A- - - = - = let m = Suc (Maxz (?F cs)) in
- € sources-out - (YG m ¢s) (?H m cs) - -)
assumes

B: N\z. ¢ = (IN z :: com-flow) =
(y, n) € tags-out cs vs s fx = let m = Suc (Max (?F cs)) in
y € sources-out (drop m cs) (?G m cs) (?H m cs) fz and
C: Nz. ¢ = (OUT z :: com-flow) =
(y, n) € tags-out cs vs s f x => let m = Suc (Mazx (?F cs)) in
y € sources-out (drop m cs) (?G m cs) (?H m cs) fz and
D: NX. c=(X) =
(y, n) € tags-out cs vs s fx => let m = Suc (Max (?F cs)) in
y € sources-out (drop m cs) (?G m cs) (?H m c¢s) fz and
E: (y, n) € tags-out (cs Q [c]) vs s fx
shows let m = Suc (Maz (?F (cs Q [c]))) in
y € sources-out (drop m (cs @ [c])) (?G m (¢s Q [c])) (?Hm (cs Q [])) fx
proof —
have F: n < length [c<—cs Q [c]. ¢ = IN y]
using F by (rule tags-out-less)
hence ?F (c¢s Q [c]) = ?F cs
using le-Suc-eq by auto
moreover have ¢ # IN y V n < length [c+cs. ¢ = IN y] =
Suc (Maz (?F cs)) < length cs
(is - = %m < -)
using F by (subst Suc-le-eq, subst Maz-less-iff,
auto elim: le-neg-implies-less)
ultimately have G: ¢ # IN y V n < length [c+cs. ¢ = IN y] =
take (Suc (Max (?F (cs @ [c])))) (cs @ [c]) = take ?m cs A
drop (Suc (Maz (?F (es @Q [c])))) (cs @ [¢]) = drop ?m cs Q [c]
by simp
from E show ?thesis
proof (subst (asm) tags-out.simps, split com-flow.split-asm)
fix za
assume ¢ = z == a and (y, n) € tags-out cs vs s f x
moreover from this have
y € sources-out (drop ?m cs) (?G ?m cs) (?H ?m cs) fz
using A by simp
ultimately show #thesis
using G by simp
next
fix z
assume ¢ = IN z and H: (y, n) € tags-out cs vs s f x
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moreover from this have
y € sources-out (drop ?m cs) (¢G ?m cs) (?H ?m cs) fx
using B by simp
moreover have n < length [c<cs. ¢ = IN y]
using H by (rule tags-out-less)
ultimately show %thesis
using G by simp
next
fix z
assume H: ¢ = OUT z
show (y, n) € tags-out cs vs s fx U
(if z = x then tags cs vs s f x else {}) = ?thesis
(is - € 2A U (if - then 7B else -) = -)
proof (split if-split-asm)
assume z = z and (y, n) € A U B
moreover {
assume (y, n) € 74
hence y € sources-out (drop ?m cs) (?G ?m cs) (?H ¢m cs) fz
using C and H by simp
}

moreover {
assume (y, n) € ?B
hence y € sources (drop ?m cs) (?G ¢m cs) (?H ?m cs) fx
by (auto dest: tags-sources)
}

ultimately show ?thesis
using G and H by auto
next
assume (y, n) € A U {}
moreover from this have
y € sources-out (drop ?m cs) (?G ?m cs) (?H ?m cs) f«
using C and H by simp
ultimately show ?thesis
using G and H by simp
qed
next
fix X
assume H: ¢ = (X)
assume (y, n) € tags-out cs vs s fx U J {tags csvs s fy | y.
run-flow cs vs s f: dom y ~> domz ANy € X}
(is - € AU ?B)
moreover {
assume (y, n) € 74
hence y € sources-out (drop ?m c¢s) (?G ?m cs) (?H ¢m cs) fx
using D and H by simp
}

moreover {

assume (y, n) € ?B
hence y € |J {sources (drop ?m cs) (?G ?m cs) (?H ?m cs) fy | y.
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run-flow (drop ?m cs) (?G ?m cs) (?H ?m cs) [:
dom y ~ domz N y € X}
by (fastforce dest: tags-sources simp: run-flow-append [symmetric])

ultimately show ?thesis
using G and H by auto
qed
qed

lemma tags-out-sources-out:
(y, n) € tags-out cs vs s fx =
let m = Suc (Maz {k. k < length cs A
length [c<+take k cs. ¢ = IN y] < n})
in y € sources-out (drop m cs) (vs Q in-flow (take m cs) vs f)
(run-flow (take m cs) vs s f) fx
by (induction cs vs s f x rule: tags-out.induct,
erule tags-out-sources-out-1, simp-all)

lemma sources-member-1:
assumes
A: Nz a. ¢ = (z 2= a:: com-flow) = 2z = 2 =
y € sources-auzx cs’ (vs Q in-flow cs vs f) (run-flow cs vs s f) fz =
sources cs vs s [y C sources-aux (cs Q cs’) vs s fx

(is A\- - - = - = - € sources-auz - %vs’ ?s' - - =
- C sources-aux ?cs - - - -)
assumes

B: Azabw. c=(z:=a: com-flow) = 2z =2 =
y € sources cs’ ?vs’ 28’ fw —
sources cs vs s fy C sources ?cs vs s f w and
C: Nz a. c=(z:=a: com-flow) = 2z # 1 =
y € sources cs’ ?vs' ?s' fr —
sources cs vs s fy C sources ?cs vs s f z and
D: Nz. ¢ = (IN z :: com-flow) = z = © =
y € sources-aux cs’ ?vs’ ?s’' fr =
sources cs vs s fy C sources-auxr ?cs vs s f x and
E: Nz. ¢ = (IN z :: com-flow) = z # 2 =
y € sources cs’ ?vs' 7' fr —
sources cs vs s fy C sources ?cs vs s f x and
F: Nz. ¢ = (OUT z :: com-flow) =
y € sources cs’ ?vs' ?s' fr =
sources cs vs s fy C sources ?cs vs s f r and
G:ANXbw ¢c=(X) =
y € sources cs’ ?vs' 25’ fw —>
sources cs vs s fy C sources ?cs vs s fw
shows y € sources (¢s’ @Q [c]) Pvs’ %s' fz =
sources cs vs s fy C sources (cs Q ¢s’ Q [c]) vs s fx
proof (subst (asm) sources.simps, split com-flow.split-asm)
fix z a
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assume H: c =z = a
show y € (if z =z
then sources-aux cs’ 2vs’ 2s' fo U | {sources cs’ Pvs’ 2s' fw | w.
run-flow cs’ ?vs’ 2s’ f: dom w ~> dom x A w € avars a}
else sources cs’ vs’ ?s’ fx) = ?thesis
(is - € (if - then ?A U ?B else ?C) = -)
proof (split if-split-asm)
assume [: z =z and y € AU ?B
moreover {
assume y € 24
hence sources cs vs s fy C sources-auzx ?cs vs s fx
using A and H and I by simp
}

moreover {
assume y € ?B
hence sources cs vs s fy C|J {sources ?cs vs s fw | w.
run-flow ?cs vs s f: dom w ~» dom x AN w € avars a}
using B and H and I by (fastforce simp: run-flow-append)
}
ultimately show ¢thesis
using H by (simp only: append-assoc [symmetric] sources.simps, auto)
next
assume z # zr and y € ?C
moreover from this have sources cs vs s fy C sources 7cs vs s f x
using C and H by simp
ultimately show Zthesis
using H by (simp only: append-assoc [symmetric] sources.simps, auto)
qed
next
fix 2z
assume H: ¢ = IN z
show y € (if z =z
then sources-auz cs’ 2vs’ 25’ fx
else sources cs' Pvs’ 25’ f 1) = Pthesis
(is - € (if - then ?A else ?B) = -)
proof (split if-split-asm)
assume z = z and y € YA
moreover from this have sources cs vs s fy C sources-aux ?cs vs s f x
using D and H by simp
ultimately show ?thesis
using H by (simp only: append-assoc [symmetric] sources.simps, auto)
next
assume z # r and y € ?B
moreover from this have sources cs vs s fy C sources ?cs vs s fx
using F and H by simp
ultimately show #thesis
using H by (simp only: append-assoc [symmetric] sources.simps, auto)
qged
next
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fix z
assume ¢ = OUT z and y € sources cs’ ?vs’ ?s’ fx
moreover from this have sources cs vs s fy C sources ?cs vs s f &
using F' by simp
ultimately show ?thesis
by (simp only: append-assoc [symmetric] sources.simps, auto)
next
fix X
assume H: ¢ = (X)
assume y € sources cs' ?vs’ 28’ fa U |J {sources cs’ Pvs’ ?s’ fw | w.
run-flow cs’ %vs’ 28’ f: dom w ~» dom z AN w € X}
(is-€ ?A U ?B)
moreover {
assume y € 74
hence sources cs vs s fy C sources ?cs vs s f x
using G and H by simp
}

moreover {
assume y € 7B
hence sources cs vs s fy C |J {sources ?cs vs s fw | w.
run-flow %cs vs s f: dom w ~~ dom x A w € X}
using G and H by (auto simp: run-flow-append)
}
ultimately show ?thesis
using H by (simp only: append-assoc [symmetric] sources.simps, auto)
qed

lemma sources-member-2:
assumes
A: Nz a. ¢ = (z == a2 com-flow) =
y € sources-auz c¢s’' (vs Q in-flow cs vs f) (run-flow cs vs s f) fr =
sources cs vs s fy C sources-aux (cs @ cs’) vs s fx

(is A- -. - = - € sources-aux - %vs’ ?s’ - - =
- C sources-aux ?cs - - - -)
assumes

B: Az. ¢ = (IN z :: com-flow) =
y € sources-auz cs' vs’ %' fr —
sources cs vs s fy C sources-aux ?cs vs s f x and
C: Nz. ¢ = (OUT z :: com-flow) =
y € sources-aux cs’ ?vs’ ?s’ fr =
sources cs vs s fy C sources-auxr ?cs vs s f x and
D: \NX. c=(X) =
y € sources-auz cs' ?vs’ %5’ fr —
sources cs vs s fy C sources-aux ?cs vs s f r and
E:ANXbw. ¢ =(X) =
y € sources cs’ ?vs’ 28’ fuw =
sources cs vs s fy C sources ?cs vs s fw
shows y € sources-auz (cs’ Q [¢]) Pvs’ s’ fo =
sources cs vs s [y C sources-aux (cs Q ¢s’ Q [c]) vs s fx
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proof (subst (asm) sources-auz.simps, split com-flow.split-asm)
fix za
assume ¢ = z == g and y € sources-auz cs’ ?vs’ s’ fx
moreover from this have sources cs vs s fy C sources-aux ?cs vs s f x
using A by simp
ultimately show %thesis
by (simp only: append-assoc [symmetric] sources-auz.simps, auto)
next
fix 2
assume ¢ = IN z and y € sources-auzx cs’ ?vs’ ?s' fx
moreover from this have sources cs vs s fy C sources-auz ?cs vs s f
using B by simp
ultimately show ?thesis
by (simp only: append-assoc [symmetric] sources-auz.simps, auto)
next
fix z
assume ¢ = OUT z and y € sources-aux cs’ 2vs’ s’ fx
moreover from this have sources cs vs s fy C sources-aux ?cs vs s f x
using C by simp
ultimately show ?thesis
by (simp only: append-assoc [symmetric] sources-auz.simps, auto)
next
fix X
assume F: ¢ = (X)
assume y € sources-auz c¢s’ 2vs’ ?s’ fax U {sources cs’ ?vs’ 28’ fw | w.
run-flow cs’ ?vs’ 28’ f: dom w ~» dom © A w € X}
(is-€ ?A U ?B)
moreover {
assume y € 74
hence sources cs vs s fy C sources-auz ?cs vs s f x
using D and F by simp
}

moreover {
assume y € 7B
hence sources cs vs s fy C |J {sources ?cs vs s fw | w.
run-flow ?cs vs s f: dom w ~~ dom xz A w € X}
using F and F by (auto simp: run-flow-append)
}
ultimately show %thesis
using F by (simp only: append-assoc [symmetric| sources-auz.simps, auto)
qed

lemma sources-member:

y € sources cs’ (vs @ in-flow cs vs f) (run-flow cs vs s f) fz =
sources cs vs s fy C sources (cs Q ¢s’) vs s fx

and sources-aux-member:

y € sources-auzx cs’' (vs Q in-flow cs vs f) (run-flow cs vs s f) fr =
sources cs vs s fy C sources-aux (cs Q cs’) vs s fx

by (induction cs’ vs s f x and cs’ vs s f © rule: sources-induct,
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erule-tac [3] sources-member-2, erule sources-member-1, simp-all)

lemma sources-out-member-1:
assumes
A: Nz a. ¢ = (z == a 2 com-flow) =
y € sources-out cs' (vs Q in-flow cs vs f) (run-flow cs vs s f) fz =
sources cs vs s [y C sources-out (cs @ cs’) vs s fz

(is A- -. - = - € sources-out - ?vs’ ?s’ - - =
- C sources-out ?cs - - - -)
assumes

B: N\z. ¢ = (IN z :: com-flow) =
y € sources-out cs' ?vs' %' fr —
sources cs vs s fy C sources-out ?cs vs s f v and
C: Nz. ¢ = (OUT z :: com-flow) =
y € sources-out cs’ ?vs' ?s' fr —
sources cs vs s fy C sources-out ?cs vs s f x and
D: NX. c=(X) =
y € sources-out cs' ?vs’ %s' f1x =
sources cs vs s fy C sources-out ?cs vs s f x
shows y € sources-out (cs’ @Q [c]) Pvs’ %5’ fz =
sources cs vs s fy C sources-out (¢cs @ ¢s’ Q [c]) vs s fz
proof (subst (asm) sources-out.simps, split com-flow.split-asm)
fix za
assume ¢ = 2z = g and y € sources-out cs’ vs’ ?s’ fx
moreover from this have sources cs vs s f y C sources-out ?cs vs s f «
using A by simp
ultimately show ?thesis
by (simp only: append-assoc [symmetric| sources-out.simps, auto)
next
fix z
assume ¢ = IN z and y € sources-out cs’ ?vs’ ?s' fx
moreover from this have sources cs vs s fy C sources-out ?cs vs s f x
using B by simp
ultimately show ?thesis
by (simp only: append-assoc [symmetric] sources-out.simps, auto)
next
fix z
assume E: ¢ = OUT 2
show y € sources-out cs’ ?vs’ ?s’ fz U
(if z = x then sources cs’ %vs’ ?s' f x else {}) = ?thesis
(is - € 2A U (if - then ?B else -) = -)
proof (split if-split-asm)
assume z =z and y € YA U B
moreover {
assume y € ?A
hence sources cs vs s f y C sources-out ?cs vs s f x
using C and FE by simp
}
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moreover {
assume y € 7B
hence sources cs vs s fy C sources ?cs vs s f x
by (rule sources-member)
}

ultimately show %thesis
using E by (simp only: append-assoc [symmetric] sources-out.simps, auto)
next
assume y € ?4 U {}
moreover from this have sources cs vs s fy C sources-out ?cs vs s fx
using C and E by simp
ultimately show ¢thesis
using E by (simp only: append-assoc [symmetric] sources-out.simps, auto)
qed
next
fix X
assume E: ¢ = (X)
assume y € sources-out cs’ 2vs’ s’ fo U J {sources cs’ Pvs’ s’ fw | w.
run-flow cs’ ?vs’ 28’ f: dom w ~~ dom z AN w € X}
(is-€ ?A U ?B)
moreover {
assume y € 74
hence sources cs vs s fy C sources-out ?cs vs s fx
using D and F by simp
}

moreover {
assume y € ?B
hence sources c¢s vs s fy C|J {sources %cs vs s fw | w.
run-flow %cs vs s f: dom w ~» dom x AN w € X}
by (auto dest: sources-member simp: run-flow-append)
}
ultimately show ?thesis
using F by (simp only: append-assoc [symmetric] sources-out.simps, auto)
qed

lemma sources-out-member:

y € sources-out cs’ (vs Q in-flow cs vs f) (run-flow cs vs s f) fo =
sources cs vs s fy C sources-out (¢s Q ¢s’) vs s fx

by (induction cs’ vs s f x rule: sources-out.induct,

erule sources-out-member-1, simp-all)

lemma tags-member-1:
assumes
A: Nz a. ¢ = (z == a : com-flow) = z =z =
y € sources-auz cs’ (vs Q in-flow cs vs f) (run-flow cs vs s f) fr =
tags cs vs s fy C tags-aux (cs Q cs’) vs s fx
(is A- -. - = - = - € sources-auz - %vs’ ?s' - - =
- C tags-aux cs - - - -)
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assumes
B: Azabw. c=(z:=a: com-flow) = 2z =2 =
y € sources cs’ ?vs’ ?s' fw =
tags cs vs s fy C tags ?cs vs s f w and
C: Nz a. c=(z:=a: com-flow) = 2z # 1 =
y € sources cs’ ?vs' 75’ f1r —
tags cs vs s fy C tags ?cs vs s f x and
D: Nz. ¢ = (IN z :: com-flow) = z =z =
y € sources-auz cs' vs’ %s' fr —
tags cs vs s fy C tags-aux ?cs vs s f v and
E: Nz. ¢ = (IN z :: com-flow) = z # 2 =
y € sources cs’ ?vs' 75’ f1r —
tags cs vs s fy C tags ?cs vs s f x and
F: Nz. ¢ = (OUT z :: com-flow) =
y € sources cs’ ?vs' ?s' fr —
tags cs vs s fy C tags ?cs vs s f x and
G:ANXbw ¢c=(X) =
y € sources cs’ ?vs’ ?s' fw =
tags cs vs s fy C tags %cs vs s fw
shows y € sources (¢s’ @ [c]) Pvs’ ?s' fo =
tags cs vs s fy C tags (cs Q ¢s’ Q [c]) vs s fx
proof (subst (asm) sources.simps, split com-flow.split-asm)
fix z a
assume H: ¢ = z == a
show y € (if z =z
then sources-auz c¢s’ 2vs’ ?s’ fo U {sources cs’ ?vs’ 2s' fw | w.
run-flow cs’ %vs’ 2s’ f: dom w ~> dom x A w € avars a}
else sources cs' ?vs’ ?s’ f x) = ?thesis
(is - € (if - then A U 2B else ?C) = -)
proof (split if-split-asm)
assume [: z =z and y € AU ?B
moreover {
assume y € 74
hence tags cs vs s fy C tags-aux ?cs vs s fx
using A and H and [ by simp
}

moreover {
assume y € ?B
hence tags cs vs s fy C | {tags %cs vs s fw | w.
run-flow ?cs vs s f: dom w ~» dom x AN w € avars a}
using B and H and I by (fastforce simp: run-flow-append)
}
ultimately show Zthesis
using H by (simp only: append-assoc [symmetric] tags.simps, auto)
next
assume z # z and y € ?C
moreover from this have tags cs vs s fy C tags cs vs s fx
using C' and H by simp
ultimately show Zthesis
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using H by (simp only: append-assoc [symmetric] tags.simps, auto)
qed
next
fix z
assume H: ¢ = IN z
show y € (if z =z
then sources-auz cs’ ?vs’ 25’ fx
else sources cs' 2vs’ 23’ f 1) = ?2thesis
(is - € (if - then ?A else ?B) = -)
proof (split if-split-asm)
assume z = z and y € ?4
moreover from this have tags cs vs s fy C tags-aux ?cs vs s f x
using D and H by simp
ultimately show #thesis
using H by (simp only: append-assoc [symmetric] tags.simps, auto)
next
assume z # z and y € 7B
moreover from this have tags cs vs s fy C tags ?cs vs s fx
using F and H by simp
ultimately show ¢thesis
using H by (simp only: append-assoc [symmetric] tags.simps, auto)
qed
next
fix z
assume ¢ = OUT z and y € sources cs’ vs’ ?s’ fx
moreover from this have tags cs vs s fy C tags ?cs vs s fx
using F by simp
ultimately show ?thesis
by (simp only: append-assoc [symmetric] tags.simps, auto)
next
fix X
assume H: ¢ = (X)
assume y € sources cs’ ?vs’ ?s’ fa U |J {sources cs’ ?vs’ ?s’ fw | w.
run-flow cs’ ?vs’ 28’ f: dom w ~ dom z AN w € X}
(is-€ A U ?B)
moreover {
assume y € 74
hence tags cs vs s fy C tags ?cs vs s fx
using G and H by simp
}

moreover {
assume y € ?B
hence tags cs vs s fy C U {tags ?csvs s fw | w.
run-flow %cs vs s f: dom w ~» dom x A w € X}
using G and H by (auto simp: run-flow-append)
}
ultimately show “thesis
using H by (simp only: append-assoc [symmetric] tags.simps, auto)
qed
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lemma tags-member-2:
assumes
A: Nz a. ¢ = (2 := a 2 com-flow) =
y € sources-auz c¢s’ (vs Q in-flow cs vs f) (run-flow cs vs s f) fr =
tags cs vs s fy C tags-auz (cs Q cs’) vs s fx

(is A- -. - = - € sources-aux - ?vs’ ?s’ - - =
- C tags-aux %cs - - - -)
assumes

B: Az. ¢ = (IN z :: com-flow) =
y € sources-auz cs' ?vs’ %5’ fr —
tags cs vs s fy C tags-aux ?cs vs s f © and
C: Nz. ¢ = (OUT z :: com-flow) =
y € sources-aux cs’ vs’ ?s’ fx =
tags cs vs s fy C tags-aux ?cs vs s f v and
D: \NX. c=(X) =
y € sources-aux cs’ ?vs’ %8’ fr =
tags cs vs s fy C tags-aux ?cs vs s f r and
E:ANXbw. ¢c=(X) =
y € sources cs' ?vs' 258’ fw —
tags cs vs s fy C tags ?cs vs s fw
shows y € sources-auz (c¢s’ Q [c]) Pvs’ %5’ fo =
tags cs vs s fy C tags-auz (cs Q cs' Q [c]) vs s fz
proof (subst (asm) sources-auz.simps, split com-flow.split-asm)
fix za
assume ¢ = z ::= a and y € sources-auzr cs’ vs’ ?s' fx
moreover from this have tags cs vs s fy C tags-aux ?cs vs s fx
using A by simp
ultimately show ?thesis
by (simp only: append-assoc [symmetric] tags-auz.simps, auto)
next
fix z
assume ¢ = IN z and y € sources-auz cs’ ?vs’ ?s’ fx
moreover from this have tags cs vs s fy C tags-aux ?cs vs s fx
using B by simp
ultimately show ?thesis
by (simp only: append-assoc [symmetric] tags-auz.simps, auto)
next
fix z
assume ¢ = OUT z and y € sources-auz cs’ ?vs’ 25’ fx
moreover from this have tags cs vs s fy C tags-aux ?cs vs s fx
using C by simp
ultimately show %thesis
by (simp only: append-assoc [symmetric] tags-auz.simps, auto)
next
fix X
assume F: ¢ = (X)
assume y € sources-auz c¢s’ 2vs’ ?s’ fax U {sources cs’ ?vs’ 28’ fw | w.
run-flow cs’ ?vs’ 2s’ f: dom w ~> dom z AN w € X}
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(is-€ A U ?B)
moreover {
assume y € 74
hence tags cs vs s fy C tags-aux ?cs vs s f x
using D and F by simp
}

moreover {
assume y € 7B
hence tags cs vs s fy C | {tags cs vs s fw | w.
run-flow %cs vs s f: dom w ~~ dom z A w € X}
using F and F by (auto simp: run-flow-append)
}
ultimately show ?thesis
using F by (simp only: append-assoc [symmetric] tags-auz.simps, auto)
qed

lemma tags-member:

y € sources cs’ (vs @ in-flow cs vs f) (run-flow cs vs s f) fz =
tags cs vs s fy C tags (cs Q ¢s’) vs s fx

and tags-auzr-member:

y € sources-auzx ¢s’' (vs Q in-flow cs vs f) (run-flow cs vs s f) fr =
tags cs vs s fy C tags-auz (cs Q ¢s’) vs s fx

by (induction cs’ vs s f x and cs’ vs s f z rule: tags-induct,

erule-tac [3] tags-member-2, erule tags-member-1, simp-all)

lemma tags-out-member-1:
assumes
A: Nz a. ¢ = (z == a 2 com-flow) =
y € sources-out cs’ (vs Q in-flow cs vs f) (run-flow cs vs s f) fz =
tags cs vs s fy C tags-out (cs @ cs’) vs s fu

(is A\- -. - = - € sources-out - %vs’ ?s' - - =
- C tags-out %cs - - - -)
assumes

B: Nz. ¢ = (IN z :: com-flow) =
y € sources-out cs’ ?vs' ?s' fr =
tags cs vs s fy C tags-out ?cs vs s fx and
C: Nz. ¢ = (OUT z :: com-flow) =
y € sources-out cs’ ?vs’ 7’ f1r —
tags cs vs s fy C tags-out ?cs vs s f x and
D: \NX. c=(X) =
y € sources-out cs’ ?vs' ?s' fr —
tags cs vs s fy C tags-out ?cs vs s fx
shows y € sources-out (cs’ Q [c]) ?vs’ %' fx =
tags cs vs s fy C tags-out (cs @ ¢cs’ @ [c]) vs s fx
proof (subst (asm) sources-out.simps, split com-flow.split-asm)
fix z a
assume ¢ = z ::= a and y € sources-out cs’ %vs’ ?s’ fz
moreover from this have tags cs vs s fy C tags-out ?cs vs s fx
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using A by simp
ultimately show ?thesis
by (simp only: append-assoc [symmetric] tags-out.simps, auto)
next
fix z
assume ¢ = IN z and y € sources-out cs' %vs’ %s’ fx
moreover from this have tags cs vs s fy C tags-out ?cs vs s fx
using B by simp
ultimately show ?thesis
by (simp only: append-assoc [symmetric] tags-out.simps, auto)
next
fix z
assume E: ¢ = OUT 2
show y € sources-out cs’ ?vs’ ?s’ fx U
(if z = x then sources cs’ 2vs’ ?s' f x else {}) = ?thesis
(is - € 2A U (if - then ?B else -) = -)
proof (split if-split-asm)
assume z =z and y € YA U B
moreover {
assume y € 74
hence tags cs vs s fy C tags-out ?cs vs s f x
using C and E by simp
}

moreover {
assume y € 7B
hence tags cs vs s fy C tags %cs vs s fx
by (rule tags-member)
}

ultimately show #thesis
using F by (simp only: append-assoc [symmetric] tags-out.simps, auto)
next
assume y € A U {}
moreover from this have tags cs vs s fy C tags-out ?cs vs s fz
using C and E by simp
ultimately show #thesis
using F by (simp only: append-assoc [symmetric] tags-out.simps, auto)
qged
next
fix X
assume E: ¢ = (X)
assume y € sources-out cs’ 2vs’ 2s’ fo U J {sources cs’ Pvs’ ?s’ fw | w.
run-flow cs’ ?vs’ s’ f: dom w ~» dom © A w € X}
(is-€ ?A U ?B)
moreover {
assume y € 74
hence tags cs vs s fy C tags-out ?cs vs s fx
using D and F by simp
}

moreover {
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assume y € ?B
hence tags cs vs s fy C|J {tags %cs vs s fw | w.
run-flow ?cs vs s f: dom w ~~ domz A w € X}
by (auto dest: tags-member simp: run-flow-append)
}
ultimately show %thesis
using E by (simp only: append-assoc [symmetric] tags-out.simps, auto)
qed

lemma tags-out-member:

y € sources-out cs’ (vs Q in-flow cs vs f) (run-flow cs vs s f) foz =
tags cs vs s fy C tags-out (cs @ cs’) vs s fx

by (induction cs’ vs s f x rule: tags-out.induct,

erule tags-out-member-1, simp-all)

lemma tags-suffiz-1:
assumes
A: Nz a. ¢ = (z == a: com-flow) = 2 =1 =
tags-auz cs’ (vs Q in-flow cs vs f) (run-flow cs vs s f) fz =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags-auzx (¢s Q c¢s’) vs s f z}
(is A\- - - = - = tags-auz - %vs’ %5’ - - = -)
assumes
B: Azaby. c=(z:=a: com-flow) = z =2 =
tags cs' vs’ %' fy =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags (¢s Q ¢s’) vs s fy} and
C: Nza. c=(z:=a: com-flow) = 2z # v =
tags cs’ vs’ ?s' fx =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags (cs @Q ¢s’) vs s fz} and
D: Nz. ¢ = (IN z :: com-flow) = z = © =
tags-aux cs’ ?vs’ ?s' fx =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags-auzx (¢s Q c¢s’) vs s f z} and
E: Nz. ¢ = (IN z :: com-flow) = z # 2 =
tags cs’ vs’ %' fx =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags (cs @ ¢s’) vs s fz} and
F: Nz. ¢ = (OUT z :: com-flow) =
tags cs' vs’ %' fx =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags (¢s Q ¢s’) vs s fz} and
GNANXby ¢c=(X)=
tags cs' vs’ ?s' fy =
{p. case p of (w, n) = (w, length [c<cs. ¢ = IN w] + n)
€ tags (cs @Q ¢s’) vs s fy}
shows tags (¢s’ Q [c]) Pvs’ s’ foz =
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{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags (¢cs @ ¢s’ @ [c]) vs s fx}
(is - = {p. case p of (w, n) = ?P wn c})
apply (subst tags.simps)
apply (split com-flow.split)
apply (rule conjI)
subgoal
proof —
showVza. c=zu=a— (ifz=x
then tags-auz cs’ 2vs’ 2s’ fao U U {tags cs’ ?vs’ 28" fy | y.
run-flow cs’ %vs’ s’ f: dom y ~ dom z N\ y € avars a}
else tags cs’ %vs' %s' fx) =
{(w, n). 2P wn c}
(isV-a. - — (if - then 2A U 9F a else ?B) = -)
apply clarify
apply (split if-split)
apply (rule conjI)
subgoal for z a
proof
assume H: z=zand I: c =2z = a
hence ?A = {(w, n). (w, length [c<—cs. ¢ = IN w] + n)
€ tags-auzx (c¢s Q cs’) vs s f «}
using A by simp
moreover have Vy. tags cs’ ?vs’ ?s' fy = {(w, n).
(w, length [c<—cs. ¢ = IN w] 4+ n) € tags (cs Q cs’) vs s fy}
using B and H and I by simp
hence ?F o = {(w, n). (w, length [c<—cs. ¢ = IN w] + n)
el {tags (cs@Qecs)vssfy]y.
run-flow cs’ ?vs’ s’ f: dom y ~~ dom z N\ y € avars a}}
by blast
ultimately show A U ?F a = {(w, n). P wn (z == a)}
using H by (subst append-assoc [symmetric], subst tags.simps,
auto simp: run-flow-append)
qed
subgoal for z a
proof
assume z #zrzand c =z == a
moreover from this have ?B = {(w, n).
(w, length [c<—cs. ¢ = IN w] + n) € tags (cs Q cs') vs s f x}
using C by simp
ultimately show ?B = {(w, n). ?P wn (z == a)}
by (subst append-assoc [symmetric], subst tags.simps, simp)
qed
done
qed
apply (rule conjI)
subgoal
proof —
showVz. ¢c=INz — (ifz ==z
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then insert (x, length [c<—cs’. ¢ = IN z]) (tags-auz cs’ ?vs’ ?s’ f x)
else tags cs’ ?vs’ ?s’ fx) =
{(w, n). 2P w n c}
(is V-. - — (if - then insert ?p ?A else ?B) = -)
apply clarify
apply (split if-split)
apply (rule conjI)
subgoal for z
proof
assume z = z and ¢ = IN z
moreover from this have ?4 = {(w, n).
(w, length [c<—cs. ¢ = IN w] + n) € tags-aux (cs Q cs’) vs s f x}
using D by simp
ultimately show insert ?p ?A = {(w, n). ?P wn (IN 2)}
by (subst append-assoc [symmetric], subst tags.simps, auto)
qed
subgoal for z
proof
assume z # z and ¢ = IN 2
moreover from this have ?B = {(w, n).
(w, length [c<—cs. ¢ = IN w] + n) € tags (cs Q ¢s’) vs s fz}
using F by simp
ultimately show ¢B = {(w, n). 2P wn (IN 2)}
by (subst append-assoc [symmetric], subst tags.simps, simp)
qed
done
qed
apply (rule conjI)
subgoal by (subst append-assoc [symmetric], subst tags.simps, simp add: F')
subgoal
proof —
show VX. ¢ = (X) —
tags cs’ 2vs’ s’ fx U |J {tags cs’ Pvs’ %' fy | y.
run-flow cs’ ?vs’ 28’ f: dom y ~ domz Ny € X} =
{(w, n). 2P w n c}
(isVX. - — AU 2P X = -
proof clarify
fix X
assume H: ¢ = (X)
hence 74 = {(w, n). (w, length [c<—cs. ¢ = IN w] + n)
€ tags (cs Q cs’) vs s f x}
using G by simp
moreover have Vy. tags cs’ ?vs’ %s' fy = {(w, n).
(w, length [c+—cs. ¢ = IN w]| + n) € tags (cs Q cs’) vs s f y}
using G and H by simp
hence ?F X = {(w, n). (w, length [c+cs. ¢ = IN w] + n)
el {tags (cs @ ecs vssfy]ly.
run-flow cs’ ?vs’ 28’ f: dom y ~ dom z Ny € X}}
by blast
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ultimately show ?A U ?F X = {(w, n). P wn ((X))}
by (subst append-assoc [symmetric], subst tags.simps,
auto simp: run-flow-append)
qed
qged
done

lemma tags-suffiz-2:
assumes
A: Nz a. ¢ = (2 := a 2 com-flow) =
tags-auz cs’ (vs Q in-flow cs vs f) (run-flow cs vs s f) fz =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags-aux (cs @ cs’) vs s f x}
(is A- -. - = tags-auzx - %vs’ 75’ - - = -)
assumes
B: Az. ¢ = (IN z :: com-flow) =
tags-aux cs’ ?vs’ ?s' fx =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags-aux (cs @ cs’) vs s fz} and
C: Nz. ¢ = (OUT z :: com-flow) =
tags-aux cs’ ?vs’ ?s' fr =
{p. case p of (w, n) = (w, length [c+—cs. ¢ = IN w| + n)
€ tags-auz (¢s Q c¢s’) vs s fz} and
D: \NX. c=(X) =
tags-aux cs’ ?vs’ ?s' fr =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags-auz (¢s Q cs’) vs s fz} and
E:ANXby. c=(X) =
tags cs’ vs’ ?s' fy =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags (cs @ cs’) vs s fy}
shows tags-auz (cs’ Q [c]) Pvs’ ?s’ fo =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags-aux (¢s @ ¢s’ @ [c]) vs s f x}
(is - = {p. case p of (w, n) = ?P wn c})
apply (subst tags-aux.simps)
apply (split com-flow.split)
apply (rule conjl)
defer
apply (rule conjI)
defer
apply (rule congl)
defer
subgoal
proof —
show VX. ¢ = (X) —
tags-auz cs’ 2vs’ ?s’ fa U {tags cs’ %vs’ 2" fy | y.
run-flow cs’ ?vs’ 28’ f: dom y ~ dom z Ny € X} =
{(w, n). P wn c}
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(isVX.-— PAU 2F X = -
proof clarify

fix X

assume F: ¢ = (X)

hence ?A = {(w, n). (w, length [c<—cs. ¢ = IN w] + n)
€ tags-aux (¢s Q c¢s’) vs s f z}
using D by simp

moreover have Vy. tags cs’ ?vs’ %8’ fy = {(w, n).
(w, length [c<—cs. ¢ = IN w] 4+ n) € tags (cs Q cs’) vs s f y}
using F and F by simp

hence ?F X = {(w, n). (w, length [c<—cs. ¢ = IN w] + n)
el {tags (cs@QcsYvssfy]ly.

run-flow cs’ ?vs’ 28’ f: dom y ~ domz Ny € X}}

by blast

ultimately show ?A U ?F X = {(w, n). P wn ((X))}
by (subst append-assoc [symmetric], subst tags-auz.simps,
auto simp: run-flow-append)

qed
qed
by (subst append-assoc [symmetric], subst tags-aux.simps, simp add: A B C)+

lemma tags-suffiz:

tags cs’ (vs Q in-flow cs vs f) (run-flow cs vs s f) fz = {(w, n).
(w, length [c<—cs. ¢ = IN w] + n) € tags (¢s Q ¢s’) vs s f x}

and tags-aux-suffic:

tags-auz cs’ (vs Q in-flow cs vs f) (run-flow cs vs s f) fz = {(w, n).
(w, length [c+—cs. ¢ = IN w] + n) € tags-aux (cs Q cs’) vs s f z}

by (induction cs’ vs s f x and cs’ vs s f x rule: tags-induct,

erule-tac [3] tags-suffiz-2, erule tags-suffiz-1, simp-all

add: tags-ubound tags-auz-ubound)

lemma tags-out-suffiz-1:
assumes
A: Nz a. ¢ = (z == a 2 com-flow) =
tags-out cs’ (vs Q in-flow cs vs f) (run-flow cs vs s f) fa =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags-out (cs @ cs’) vs s fx}
(is A- -. - = tags-out - %vs’ 25’ - - =)
assumes
B: Nz. ¢ = (IN z :: com-flow) =
tags-out cs’ vs’ ?s' fx =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags-out (c¢s @ ¢s’) vs s fx} and
C: Nz. ¢ = (OUT z :: com-flow) =
tags-out cs’ vs’ ?s' fx =
{p. case p of (w, n) = (w, length [c<cs. ¢ = IN w] + n)
€ tags-out (cs @ ¢s’) vs s fx} and
D: NX. c=(X) =
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tags-out cs’ Pvs’ ?s’ fx =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags-out (cs Q cs’) vs s f x}
shows tags-out (cs’ Q [c]) Pvs’ 28’ fz =
{p. case p of (w, n) = (w, length [c<—cs. ¢ = IN w] + n)
€ tags-out (cs @Q ¢s’ Q [c]) vs s fx}
(is - = {p. case p of (w, n) = ?Pwmn c})
apply (subst tags-out.simps)
apply (split com-flow.split)
apply (rule conjI)
defer
apply (rule conjI)
defer
subgoal
proof
show Vz. ¢ = OUT z —
tags-out cs’ ?vs’ ?s’ fx U
(if 2 = x then tags cs’ ?vs’ 75’ fx else {}) =
{(w, n). 2P w n c}
(isV-. - — 2A U (if - then ?B else -) = -)
apply clarify
apply (split if-split)
apply (rule conjI)
subgoal for z
proof
assume ¢ = OUT zand z =
moreover from this have ?4 = {p. case p of (w, n) =
(w, length [c<—cs. ¢ = IN w] + n) € tags-out (cs Q cs’) vs s f z}
using C by simp
moreover have 7B = {(w, n).
(w, length [c<—cs. ¢ = IN w] + n) € tags (cs Q cs’) vs s fz}
by (rule tags-suffiz)
ultimately show A U ?B = {(w, n). P wn (OUT 2)}
by (subst append-assoc [symmetric], subst tags-out.simps, auto)
qed
subgoal for z
proof
assume ¢ = OUT z and z # x
moreover from this have ?4 = {p. case p of (w, n) =
(w, length [c<—cs. ¢ = IN w] + n) € tags-out (cs Q cs’) vs s f }
using C by simp
ultimately show A U {} = {(w, n). P wn (OUT 2)}
by (subst append-assoc [symmetric], subst tags-out.simps, simp)
qed
done
next
show VX. ¢ = (X) —
tags-out cs’ ?vs’ ?s’ fx U |J {tags cs’ ?vs’ 28" fy | y.
run-flow cs’ 2vs’ 2s’ f: dom y ~ domz ANy € X} =
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{(w, n). 2P wn c}
(isVX.-— PAU 2F X = -)
proof clarify

fix X

assume ¢ = (X)

hence ?A = {(w, n). (w, length [c<—cs. ¢ = IN w] + n)
€ tags-out (c¢s @ cs’) vs s fx}
using D by simp

moreover have Vy. tags cs’ ?vs’ 28’ fy = {(w, n).
(w, length [c<—cs. ¢ = IN w] + n) € tags (cs Q cs’) vs s fy}
by (blast intro!: tags-suffix)

hence ?F X = {(w, n). (w, length [c<cs. ¢ = IN w] + n)
el {tags (cs @ cs) vssfy|y.

run-flow cs’ ?vs’ 28’ f: dom y ~ dom z Ny € X}}

by blast

ultimately show A U ?F X = {(w, n). P wn ((X))}
by (subst append-assoc [symmetric], subst tags-out.simps,
auto simp: run-flow-append)

qed
qed
by (subst append-assoc [symmetric], subst tags-out.simps, simp add: A B)+

lemma tags-out-suffiz:

tags-out cs’ (vs @ in-flow cs vs f) (run-flow cs vs s f) fz = {(w, n).
(w, length [c<—cs. ¢ = IN w] + n) € tags-out (cs Q c¢s’) vs s f x}

by (induction cs’ vs s f x rule: tags-out.induct,

erule tags-out-suffiz-1, simp-all add: tags-out-ubound)

lemma sources-auz-rhs:

assumes
A: S C{z. 51 = t1 (C sources-auz (flow cfs @ ¢s’) vsy s1 fx)}
(is - € {-. - = - (C sources-auz (%cs Q -) - - - )})
assumes

B: f = f"(C vs1, vs1,
U {tags-auz (cs @ cs’) vsy s1 fz | 2. x € S}) and

C: (c1, s1, f, vs1, ws1) ==*{cfs} (ca, S2, f, vS2, ws2) and
D: ok-flow-auz-2 sy so t1 to ff' vsy vsy’ Pcs

shows S C {z. s5 = ta (C sources-auz cs’ vse so f 1)}

proof clarify

fix zy

assume E: y € sources-aux cs’ vsy s3 fx

moreover have F: s; = run-flow ?cs vsy s1 f
using C by (rule small-stepsl-run-flow)

moreover have G: vsy = vs; Q in-flow ?cs vsy f
using C by (rule small-stepsl-in-flow)

ultimately have sources ?cs vs; s1 fy C sources-aux (?cs Q cs’) vsy $1 fa
by (blast dest: sources-aux-member)

moreover assume H: z € S
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ultimately have s; = t1 (C sources ?cs vsy s1 f y)
using A by blast

moreover have tags ?cs vs; s1 fy C tags-auz (%cs Q cs’) vsy s1 fx
using F and F and G by (blast dest: tags-auz-member)

hence tags ?cs vsy s1 fy C U {tags-aux (%cs Q cs’) vsy sy fa | z. ¢ € S}
using H by blast

with B have f = f’ (C wvsy, vs1/, tags %cs vsy s1 fy)
by (rule eg-streams-subset)

ultimately show s; y = t2 ¢
using D [rule-format, of {y}] by simp

qged

lemma sources-rhs:

assumes
A: S C{x. 51 = t1 (C sources (flow cfs Q cs’) vsy s1 fx)}
(is - C {-. - = - (C sources (%cs @ -) - - - -)})
assumes

B: f = f'(C vs1, vs1/,
U {tags (%cs @ ¢s’) vsy s1 fo | 2.z € S}) and

C: (c1, s1, f, vs1, ws1) =*{cfs} (ca, S2, f, vS2, ws2) and
D: ok-flow-auz-2 s1 so t1 to ff' vsy vsy' Pcs

shows S C {z. s5 = to (C sources cs’ vsy so f )}

proof clarify

fix x y

assume E: y € sources cs’ vsy s fx

moreover have F: sy = run-flow ?cs vsy s1 f
using C by (rule small-stepsi-run-flow)

moreover have G: vsy = vs; @Q in-flow ?cs vsy f
using C by (rule small-stepsl-in-flow)

ultimately have sources ?cs vs; s1 fy C sources (?cs @ ¢s’) vsy 81 fx
by (blast dest: sources-member)

moreover assume H: z € S

ultimately have s; = t; (C sources ?cs vsy s1 fy)
using A by blast

moreover have tags 7cs vs; s1 fy C tags (7cs @Q cs’) vsy s1 fx
using F and F and G by (blast dest: tags-member)

hence tags ?cs vsy s1 fy C U {tags (¢cs Q cs’) vsy s1 fz | z. 2 € S}
using H by blast

with B have f = f’ (C wvsy, vs1/, tags %cs vsy s1 fy)
by (rule eg-streams-subset)

ultimately show s; y = t2 ¢
using D [rule-format, of {y}] by simp

qed

lemma sources-out-rhs:

assumes
A: S C {x. 51 = t1 (C sources-out (flow cfs @ cs’) vsy s1 fx)}
(is - C {-. - = - (C sources-out (%cs @ -) - - - -)})
assumes
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B: f = f'(C vsy, vs1/,
U {tags-out (?cs @Q cs’) vs; s1 fz | z. z € S}) and

C: (c1, 81, f, vs1, wsy) =+{cfs} (ca, S2, f, vs2, wse) and
D: ok-flow-auz-2 s1 so t1 to ff' vsy vsy' Pcs

shows S C {z. so = t2 (C sources-out cs’ vsy s2 fz)}

proof clarify

fix z y

assume E: y € sources-out cs’ vsy so [ x

moreover have F: sy = run-flow ?cs vsy s1 f
using C by (rule small-stepsl-run-flow)

moreover have G: vsy = vs; @ in-flow ?cs vsy f
using C by (rule small-stepsl-in-flow)

ultimately have sources ?cs vs; s1 fy C sources-out (?cs Q cs’) vsy sy fx
by (blast dest: sources-out-member)

moreover assume H: z € S

ultimately have s; = t; (C sources ?cs vsy s1 f y)
using A by blast

moreover have tags ?cs vsy s1 fy C tags-out (9cs @Q cs’) vsy s1 fx
using F and F' and G by (blast dest: tags-out-member)

hence tags ?cs vsy s1 fy C U {tags-out (%cs @ cs’) vsy 81 fz | 2. z € S}
using H by blast

with B have f = f’ (C wvsy, vs1/, tags %cs vsy s1 fy)
by (rule eg-streams-subset)

ultimately show s, y = t5 ¢
using D [rule-format, of {y}] by simp

qged

lemma tags-auz-rhs:

assumes
A: S C{xz. 51 = t1 (C sources-auz (flow cfs @ cs’) vsy s1 fx)}
(is - C {-. - = - (C sources-auz (%cs @Q -) - - - -)})
assumes

B: f = f'(C vs1, vs1/,
U {tags-auz (%cs @ cs’) vsy s1 fz | . ¢ € S}) and

C: (c1, 81, f, vs1, ws1) ==*{cfs} (ca, S2, f, vS2, ws2) and

D: (c1'y t1, [/, vs1!, ws1') == (c2’ ta, [/, vsa’, wse’) and

E: ok-flow-auz-1 ¢1 co ¢’ s1 t1 to [ [/ vsy vs1’ vsg vsa' wsy’ wsy’ Zcs
shows f = [/ (C wvse, vse’, |J {tags-auz cs’ vsy so fz | x. z € S})

proof (subst eq-streams-def, clarify)

fixzyn
have F: vsy = vsy @Q drop (length vs1) vsa

using small-stepsl-steps [OF C] by (rule small-steps-in-flow)
have G: vsy’ = vs1’ @ drop (length vs1') vsy’

using D by (rule small-steps-in-flow)
assume (y, n) € tags-auz cs’ vsy $o f x
moreover have so = run-flow ?cs vsy s1 f

using C by (rule small-stepsi-run-flow)
moreover have H: vsy = vs; Q in-flow ?cs vsy f

131



using C by (rule small-stepsl-in-flow)

ultimately have I: (y, length [c+?cs. ¢ = IN y] + n)
€ tags-aux (%cs @ cs’) vsy s1 fx
(is (- %k + -) € )
by (simp add: tags-aux-suffix)

let ?m = Suc (Max {k. k < length (?cs @ cs’) A
length [c+take k (9cs @ ¢s’). ¢ = IN y] < %k + n})

have J: y € sources-aux (drop ?m (%cs @ cs'))
(vs1 Q in-flow (take ?m (?cs Q cs’)) vsy f)
(run-flow (take ?m (%cs @ cs)) vsy 81 f) fx
using I by (auto dest: tags-auz-sources-auz)

hence sources (take ?m (%cs Q cs')) vsy s1 fy C
sources-auz (take ?m (?cs Q cs’) @Q drop ?m (%cs @ cs')) vsy 81 fz
by (rule sources-auz-member)

moreover have K: length 7cs < ?m
by (rule le-Sucl, rule Maz-ge, simp-all)

ultimately have

sources (?cs @ take (9m — length ?cs) cs’) vsy s1 fy C
sources-auz (7cs Q cs’) vsy 81 fx
by simp

moreover have

sources-auz (?cs Q take (?m — length 2cs) cs’) vsy s1 fy C
sources (fcs @ take (?m — length ?cs) cs’) vsy s1 fy
by (rule sources-auz-sources)

moreover have sources-auz ?cs vsy s1 fy C
sources-auzx (?cs Q take (?m — length ?cs) cs’) vsy s1 fy
by (rule sources-auz-append)

moreover assume L: z € §

hence s; = t; (C sources-aux (?cs Q cs’) vsy s1 fz)
using A by blast

ultimately have M: s; = t; (C sources-aux ?cs vsy s1 fy)
by blast

have tags (take ?m (%cs @ cs')) vsy s1 fy C
tags-auz (take ?m (?cs Q c¢s’) @ drop ?m (%cs Q cs’)) vsy 81 fz
using J by (rule tags-auz-member)

hence tags (?cs Q take (?m — length ?cs) cs’) vsy s1 fy C
tags-auz (fcs Q cs’) vsy s1 fx
using K by simp

moreover have

tags-auz (7cs @ take (?m — length ?cs) cs’) vsy s1 fy C
tags (?cs Q take (9m — length ?cs) cs’) vsy 81 fy
by (rule tags-auz-tags)

moreover have tags-auzr ?cs vsy s1 fy C
tags-aux (fcs Q take (?m — length ?cs) cs’) vsy s1 fy
by (rule tags-auz-append)

ultimately have tags-aux ?cs vsy s1 fy C
U {tags-auz (%cs @ cs’) vsy 81 fx | x. z € S}
using L by blast

with B have f = f’ (C wvsy, vs1’, tags-auz ?cs vsy s1 fy)
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by (rule eg-streams-subset)
hence map fst [p<drop (length vsy) vsa. fst p = y] =
map fst [p<drop (length vs1’) vsy'. fst p = y]
using F [rule-format, of {y}] and M by simp
hence length [p«drop (length vsy) vse. fst p = y| =
length [p<—drop (length vs1') vsa'. fst p = y]
by (drule-tac arg-cong [where f = length],
subst (asm) (1 2) length-map)
hence length [p+drop (length vsy) vse. fst p = y] = %k A
length [p<drop (length vs1’) vsy'. fst p = y] = 2k
using H by (simp add: in-flow-length)
moreover have fy (length [p<wvs;. fst p = y] + %k + n) =
Iy (length [p+wvs1’. fstp = y] + % + n)
using B and [ and L by (fastforce simp: eg-streams-def ac-simps)
ultimately show fy (length [p<wvss. fst p = y] + n) =
"y (length [p+wvsa’. fst p = y] + n)
by (subst F, subst G, simp)
qed

lemma tags-rhs:

assumes
A: S C{z. sy = t1 (C sources (flow cfs @ cs’) vsy s1 fx)}
(is - € {-. - = - (C sources (cs @ -) - - - -)})
assumes

B: f = f'(C vs1, vs1/,
U {tags (%cs @ ¢s’) vsy s1 fz | . x € S}) and
C: (c1, s1, f, vs1, ws1) —==*{cfs} (ca, S2, f, vS2, ws2) and
D: (e, t1, [/, vs1/, ws1’) == (c2/, to, f/, vsy', wsy’) and
E: ok-flow-auz-1 ¢1 co ¢’ 81 t1 to f [/ vsy vsy’ vsy vsy' wsy’ wsy’ Pcs
shows f = [/ (C vsa, vsa’, |J {tags cs’ vsy so fz | .z € S})
proof (subst eq-streams-def, clarify)
fixzyn
have F: vsy = vs; @ drop (length vsy) vse
using small-stepsl-steps [OF C] by (rule small-steps-in-flow)
have G: vsy’ = vs1’ @ drop (length vs;”) vsy'
using D by (rule small-steps-in-flow)
assume (y, n) € tags cs’ vsy so fx
moreover have sy = run-flow ?cs vsy 1 f
using C by (rule small-stepsl-run-flow)
moreover have H: vsy = vs; Q in-flow ?cs vsy f
using C by (rule small-stepsl-in-flow)
ultimately have I: (y, length [c+%cs. ¢ = IN y|] + n)
€ tags (cs Q cs') vsy s1 fx
(is (- %k + -) € )
by (simp add: tags-suffiz)
let ?m = Suc (Maz {k. k < length (?cs Q ¢s’) A
length [c+take k (Pcs Q ¢s’). ¢ = IN y] < %k + n})
have J: y € sources (drop ?m (%cs Q cs’))
(vs1 Q in-flow (take ?m (?cs Q cs’)) vsy f)
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(run-flow (take #m (%cs @ cs’)) vsy 81 f) fz
using I by (auto dest: tags-sources)

hence sources (take ?m (%cs Q ¢s')) vsy 81 fy C
sources (take ?m (?cs Q cs’) @ drop ?m (?cs Q cs')) vsy 81 fx
by (rule sources-member)

moreover have K: length ?cs < ?m
by (rule le-Sucl, rule Maz-ge, simp-all)

ultimately have

sources (Zcs @ take (9m — length %cs) cs’) vsy $1 fy C
sources (%cs @Q cs’) vsy s1 fx
by simp

moreover have

sources-auz (?cs @ take (9m — length %?cs) cs’) vsy 81 fy C
sources (Zcs @Q take (9m — length ?cs) cs’) vsy s1 fy
by (rule sources-auz-sources)

moreover have sources-aux ?cs vsy s1 fy C
sources-auzx (?cs Q take (9m — length %cs) cs’) vsy s1 [y
by (rule sources-auz-append)

moreover assume L: z € S

hence s; = t; (C sources (7cs Q c¢s’) vsy s1 fx)
using A by blast

ultimately have M: s; = t; (C sources-auz ?cs vsy s1 f y)
by blast

have tags (take ?m (?cs @ cs’)) vsy s1 fy C
tags (take ?m (%cs Q cs’) @ drop ?m (%cs Q ¢s')) vsy s1 fx
using J by (rule tags-member)

hence tags (%cs @Q take (9m — length ?cs) cs’) vsy s1 fy C
tags (%cs @ cs’) vsy 81 fx
using K by simp

moreover have

tags-auz (7cs @ take (9m — length ?cs) cs’) vsy s1 fy C
tags (?cs @Q take (9m — length %cs) cs’) vsy 81 [y
by (rule tags-auz-tags)

moreover have tags-aur ?cs vsy s1 fy C
tags-auz (?cs @ take (?m — length ?cs) cs’) vsy 81 fy
by (rule tags-auz-append)

ultimately have tags-auzx ?cs vsy s1 fy C
U {tags (%cs @ cs’) vsy 81 fz | z. xz € S}
using L by blast

with B have f = f/ (C vsy, vs1/, tags-auz ?cs vsy s1 fy)
by (rule eg-streams-subset)

hence map fst [p<drop (length vsy) vse. fst p = y] =
map fst [p<—drop (length vs1’) vsa'. fst p = y]
using F [rule-format, of {y}] and M by simp

hence length [p<drop (length vsy) vsa. fst p = y] =
length [p<drop (length vs1’) vsy'. fst p = y]
by (drule-tac arg-cong [where f = length],
subst (asm) (1 2) length-map)

hence length [p«drop (length vsy) vse. fst p = y] = %k A
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length [p<—drop (length vs1') vsa'. fst p = y| = %
using H by (simp add: in-flow-length)
moreover have [y (length [p+wvsy. fstp = y] + %k + n) =
'y (length [p+vsi’. fstp = y] + %k + n)
using B and I and L by (fastforce simp: eg-streams-def ac-simps)
ultimately show fy (length [p<vss. fst p = y] + n) =
[y (length [ps—vsy”. fst p = y| + n)
by (subst F, subst G, simp)
qed

lemma tags-out-rhs:

assumes
A: § CH{x. 51 = t1 (C sources-out (flow cfs @ cs’) vsy s1 fz)}
(is - C {-. - = - (C sources-out (%cs @ -) - - - -)})
assumes

B: f = f'(C vsy, vs1',
U {tags-out (?cs Q cs’) vs; s1 fz | z. z € S}) and
C: (c1, s1, f, vs1, ws1) —*{cfs} (ca, S2, f, vs2, wsy) and
D: (c1'y t1, [/, vs1!, ws1') —x (ca', ta, f/, vsa’, wse’) and
E: ok-flow-auz-1 ¢1 co co’ 81 t1 to f [/ vsy vsy’ vsy vsy' wsy’ wsy! Zcs
shows f = [/ (C wsqe, vs2’, |J {tags-out cs’ vsy so fz | z. z € S})
proof (subst eq-streams-def, clarify)
fixzyn
have F: vsy = vs; @ drop (length vsy) vse
using small-stepsl-steps [OF C] by (rule small-steps-in-flow)
have G: vsy’ = vs;’ @ drop (length vs') vsa’
using D by (rule small-steps-in-flow)
assume (y, n) € tags-out cs’ vsy so fx
moreover have sy = run-flow ?cs vsy s1 f
using C by (rule small-stepsl-run-flow)
moreover have H: vsy = vs; Q in-flow ?cs vsy f
using C by (rule small-stepsl-in-flow)
ultimately have I: (y, length [c<%cs. ¢ = IN y| + n)
€ tags-out (%cs @ cs’) vsy 51 fx
(is (-, %k + -) € -)
by (simp add: tags-out-suffix)
let #m = Suc (Maz {k. k < length (%cs Q c¢s’) A
length [ctake k (?cs @Q ¢s’). ¢ = IN y] < %k + n})
have J: y € sources-out (drop ?m (%cs @ cs’))
(vs1 Q in-flow (take ?m (?cs Q cs’)) vsy f)
(run-flow (take ?m (%cs @Q ¢s)) vsy 81 f) fx
using I by (auto dest: tags-out-sources-out)
hence sources (take ?m (%cs Q cs')) vsy s1 fy C
sources-out (take ?m (%cs @ ¢s’) @ drop ?m (%cs @ cs’)) vsy 81 fx
by (rule sources-out-member)
moreover have K: length ?cs < ?m
by (rule le-Sucl, rule Max-ge, simp-all)
ultimately have
sources (%cs @ take (9m — length ?cs) cs’) vsy s1 fy C
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sources-out (cs @Q cs’) vsy s1 fx
by simp

moreover have

sources-auz (fcs @ take (9m — length %cs) cs’) vsy 81 fy C
sources (cs @ take (9m — length ?cs) cs’) vsy s1 fy
by (rule sources-auz-sources)

moreover have sources-aux ?cs vsy s1 fy C
sources-auz (7cs Q take (?m — length ?cs) cs’) vsy 81 fy
by (rule sources-auz-append)

moreover assume L: z € §

hence s; = t1 (C sources-out (2cs Q cs') vsy s1 f x)
using A by blast

ultimately have M: s; = t1 (C sources-auz ?cs vsy s1 f y)
by blast

have tags (take ?m (%cs @ cs’)) wsy s1 fy C
tags-out (take ?m (%cs @ c¢s’) @Q drop ?m (%cs Q c¢s')) vsy s1 fz
using J by (rule tags-out-member)

hence tags (?cs @ take (9m — length ?cs) cs’) vsy s1 fy C
tags-out (%cs Q cs) vsy 81 fx
using K by simp

moreover have

tags-auz (%cs Q take (?m — length ?cs) cs’) vsy s1 fy C
tags (?cs @Q take (9m — length %cs) cs’) vsy s1 fy
by (rule tags-auz-tags)

moreover have tags-aur ?cs vsy s1 fy C
tags-auz (7cs Q take (?m — length ?cs) cs’) vsy s1 fy
by (rule tags-auz-append)

ultimately have tags-auz ?cs vsy s1 fy C
U {tags-out (%cs @ cs’) vsy 81 fz | z. z € S}
using L by blast

with B have f = f’ (C vs1, vs1/, tags-auz ?cs vsy s1 fy)
by (rule eg-streams-subset)

hence map fst [p<drop (length vsy) vsy. fst p = y] =
map fst [p<—drop (length vs1') vsa'. fst p = y]
using F [rule-format, of {y}] and M by simp

hence length [p+drop (length vsy) vse. fst p = y| =
length [p<drop (length vs1’) vsa'. fst p = y]
by (drule-tac arg-cong [where f = length],
subst (asm) (1 2) length-map)

hence length [p<drop (length vsy) vse. fst p = y] = %k A
length [p<drop (length vs1’) vsy'. fst p = y| = 2k
using H by (simp add: in-flow-length)

moreover have fy (length [p+wvs1. fstp = y] + % + n) =
'y (length [p+wvs1’. fst p = y| + %k + n)
using B and I and L by (fastforce simp: eg-streams-def ac-simps)

ultimately show [y (length [p+<wvss. fst p = y] + n) =
f"y (length [pvsy'. fst p = y] + n)
by (subst F, subst G, simp)

qed
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lemma ctyping2-term-seq:
assumes
A ANBYp. (Uyv)Ec (CA X)= Some (B, Y) =
I(C,Z2)e U. - C: Z ~ UNIV = dp’. (¢1, p) = p’ and
B:AN¢qBYB Y'p (Uv)lEci (CA X)=Someq=— (B,Y) =q¢q=
(U,v) Ece (CB,Y)= Some (B, V) =
I(C,2)e U. - C: Z~ UNIV = 3p’. (¢c2, p) = p’ and
C: (U, v) E c13; ¢2 (C A, X) = Some (B, Y') and
D:3(C, Z)e U. -~ C: Z~ UNIV
shows Jp’. (¢13; co, p) = p’
proof —
obtain B and Y where
E: (U, v) Ec (C A, X)= Some (B, Y) and
F: (U,v) E ¢ (CB,Y)= Some (B, Y
using C by (auto split: option.split-asm)
obtain p’ where (c1, p) = p’
using A [OF E D] by blast
moreover obtain p’’ where (c2, p') = p
using B [OF E - F D] by blast
ultimately show %thesis
by blast
qed

1

lemma ctyping2-term-or:
assumes
A ANBYp. (U, v) Eci (CA X)= Some (B, Y) =
A(C,Z)e U.~ C: Z ~ UNIV = 3p’. (¢1, p) = p’ and
B: (U, v) = c1 OR ¢3 (C A, X) = Some (B’, Y') and
Cc:3(C,Z)e U.-C: Z~ UNIV
shows Jp’. (¢1 OR co, p) = p’
proof —
obtain B and Y where (U, v) = ¢1 (C A, X) = Some (B, Y)
using B by (auto split: option.split-asm)
thus ?thesis
using A and C by blast
qged

lemma ctyping2-term-if:
assumes
A: NU' ¢ By B; BY p.
(U, q) = (insert (Uniw? A X, bvars b) U, = b (C 4, X)) =
(B1, Bs) = q = (U, v) E ¢1 (C By, X) = Some (B, Y) =
3(C,Z)e U. - C: Z~ UNIV = 3p’. (¢1, p) = p’ and
B:\U' ¢ By B BY p.
(U, q) = (insert (Univ? A X, bvars b) U, = b (C 4, X)) =
(B1, B3) = ¢ = (U’, v) E ¢2 (C Ba, X) = Some (B, Y) =
I(C,2)e U'. -~ C: Z ~ UNIV = 3p’. (¢co, p) = p' and
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C: (U, v) = IF b THEN ¢; ELSE ¢ (C A, X) = Some (B, Y) and
I(C, Z2) e U. -~ C: Z ~ UNIV
shows 3p’. (IF b THEN ¢, ELSE cq, p) = p’
proof —
let ?U’ = insert (Univ? A X, bvars b) U
obtain B; and B;’and Y; and B; and By’ and Y, where
E: ): b (Q A, X) = (Bl, BQ) and
F: (2U', v) E e1 (C By, X) = Some (B:/, Y1) and
G: (2U’, v) E ¢2 (C By, X) = Some (By', Y32)
using C by (auto split: option.split-asm prod.split-asm)
obtain s and ¢ where p = (s, q)
by (cases p)
moreover {
assume bval b s
moreover obtain p’ where (¢, s, ¢) = p’
using A [OF - - F, of - B2 (s, ¢)] and D and E by auto
ultimately have 3p’. (IF b THEN ¢y ELSE ca, s, q¢) = p’
by blast
}

moreover {
assume - bval b s
moreover obtain p’ where (¢, s, ¢) = p’
using B [OF - - G, of - By (s, ¢)] and D and F by auto
ultimately have 3p’. (IF b THEN c¢; ELSE cs, s, q) = p’
by blast
}

ultimately show %thesis
by blast
qed

lemma ctyping2-term:
[(U,v) = c(CA X)= Some (B, Y);3(C, Z) € U. - C: Z~ UNIV]| =
3p’ (¢, p) = p’
proof (induction (U, v) ¢ A X arbitrary: B'Y U v p rule: ctyping2.induct,
blast)
fix AXBYUwvc cap
show
INBYp. (U Ec (CA X)= Some (B, Y) =
3I(C,2Z2)e U. - C: Z~ UNIV = 3p' (c1, p) = p
Ne¢BYB Y p. (Uv)Ec (CA X)=Someq=— (B,Y)=q¢q=
(U,v) Ece (CB,Y)= Some (B, Y) =
3(C,Z2) € U. =~ C: Z ~ UNIV = 3p’. (¢ca, p) = p
(U, v) E c13; 2 (C A, X) = Some (B, Y);
3(C,2)e U. -~ C: Z~ UNIV] =
3p’ (c13; cay p) = p’
by (rule ctyping2-term-seq)
next
fix AXBYUwvccap
show
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INBYp. (U Ec (CA X)= Some (B,Y) =
A(C, Z) e U.~ C: Z ~ UNIV = 3p’. (c1, p) = D%
(U, v) Ec1 OR ¢c2 (C A, X) = Some (B, Y);
3(C, Z) € U. = C: Z ~ UNIV] =
Ip’. (¢1 OR ¢ca, p) = p’
by (rule ctyping2-term-or)
next
fix AXBYUwvbc cop
show
[[/\U/ qu BQ B Yp
(U, q) = (insert (Uniw? A X, bvars b) U, = b (C A, X)) =
(B1, Bs) = q= (U, v) E ¢1 (C By, X) = Some (B, Y) =
3(C, Z2)e U. - C: Z ~ UNIV = 3p’. (c1, p) = p’;
/\U/qu BQ B Yp.
(U, q) = (insert (Uniw? A X, bvars b) U, = b (C 4, X)) =
(B1, B3) = ¢ = (U’, v) E ¢2 (C Ba, X) = Some (B, Y) =
I(C,2)e U'. -~ C: Z~ UNIV = 3p’. (¢ca, p) = p;
(U, v) = IF b THEN c¢; ELSE ¢ (C A, X) = Some (B, Y);
3(C, Z) € U. = C: Z ~ UNIV] =
3p’. (IF b THEN ¢, ELSE c5, p) = p’
by (rule ctyping2-term-if)
qed (fastforce split: if-split-asm prod.split-asm)+

lemma ctyping2-confine-seq:
assumes
A: Ns' flus"ws'" ABX Y Uw. p= (s, [, vs, ws) =
(U,v) Ecr (CA X)=Some (B,Y)=3(C,2)eU.C:Z~|S=

s=35"(C 8 A
[p<—drop (length vs) vs’. fstp € S] =[] A
[p<—drop (length ws) ws’. fst p € S] =]
(is As’ - vs" ws’ - - - - - - == =
?P s s’ vs vs’ ws ws’)
assumes

B: Ns' f'vs'ws’ ABX Y Uw. p= (s, [, vs', ws) =
(U,v) Eca (CA X)=S8ome (B, Y)=3(C,2) e U. C: Z~|8S=
7P s' s vs' vs" ws' ws' and

C: (c1, s, f, vs, ws) = p and
D: (co, p) = (s, f", vs", ws") and
E: (U, v) = c135 ¢c2 (C 4, X) = Some (B, Y') and
F:3(C,2)e U.C:Z~|S

shows 2P s s' vs vs'"' ws ws"

proof —

obtain s’ and f’ and vs’ and ws’ where G: p = (s/, f/, vs’, ws’)
by (cases p)

have H: (c1, s, f, vs, ws) —* (SKIP, s, f', vs’, ws’)
using C and G by (simp add: big-iff-small)

have I: (co, s/, f', vs', ws") —=* (SKIP, s", f", vs", ws")
using D and G by (simp add: big-iff-small)
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have J: vs’ = vs Q drop (length vs) vs’
using H by (rule small-steps-in-flow)

have vs’’ = vs’ @ drop (length vs’) vs”
using I by (rule small-steps-in-flow)

hence K: vs"" = vs @ drop (length vs) vs’ Q drop (length vs’) vs"
by (subst (asm) J, simp)

have L: ws’ = ws @ drop (length ws) ws’
using H by (rule small-steps-out-flow)

have ws" = ws’ Q drop (length ws’) ws”
using I by (rule small-steps-out-flow)

hence M: ws' = ws Q drop (length ws) ws’ @ drop (length ws’) ws
by (subst (asm) L, simp)

obtain B and Y where
N: (U, v) Ec¢; (CA, X)= Some (B, Y) and
O: (U, v) E ca (CB,Y) = Some (B, Y
using F by (auto split: option.split-asm,)

from A [OF G N F] and B [OF G O F] show ?thesis
by (subst K, subst M, simp)

qed

1

lemma ctyping2-confine-or-lhs:
assumes
AANABXYUw (Uv) Ec (CA X)= Some (B, Y) =
I(C,2)e U.C: Z~|S=
s=3s"(C9)A
[p<—drop (length vs) vs’. fst p € S] =[] A
[p<—drop (length ws) ws’. fst p € S] =[]
(is A------ o= -=— ?P)
assumes
B: (U, v) = c1 OR ¢3 (C A, X) = Some (B’, Y') and
C:3(C,Z2)eU.C:Z~|S8
shows 7P
proof —
obtain B and Y where (U, v) = ¢1 (C A, X) = Some (B, Y)
using B by (auto split: option.split-asm)
with A and C show ?thesis
by simp
qged

lemma ctyping2-confine-or-rhs:
assumes
ANABXYUvw (Uyv) Eco (CA X)= Some (B, Y) =
I(C,2)e U.C: Z~|S=
s=s"(CS)A
[p<—drop (length vs) vs’. fst p € S] =[] A
[p—drop (length ws) ws’. fst p € S] = |]
(is \------ .-= - = ?P)
assumes
B: (U,v) Ec1 OR ¢y (C A, X) = Some (B', Y') and
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C:3(C,Z2)eU.C:Z~|S8
shows ?P
proof —
obtain B and Y where (U, v) | ¢3 (C A, X) = Some (B, Y)
using B by (auto split: option.split-asm)
with A and C show ?thesis
by simp
qed

lemma ctyping2-confine-if-true:
assumes
AANABXYUw (Uv) Ec (CA X)= Some (B, Y) =
I(C,2)e U.C:Z~|S=
s=s"(C 9 A
[p<—drop (length vs) vs’. fst p € S] =[] A
[p<—drop (length ws) ws’. fst p € S] =[]
(isA\------ . -= - = ?P)
assumes
B: (U, v) = IF b THEN ¢y ELSE ¢ (C A, X) = Some (B, Y) and
C:3(C,Z2)eU.C:Z~|S8
shows 7P
proof —
obtain B; and B;’ and Y; where
(insert (Univ? A X, bvars b) U, v) E ¢1 (C By, X) = Some (B1/, Y1)
using B by (auto split: option.split-asm prod.split-asm)
with A and C show ?thesis
by simp
qed

lemma ctyping2-confine-if-false:
assumes
AANABXYUw (Uv) Ec (CA X)= Some (B, Y) =
I(C,2)e U. C: Z ~| S =
s=35"(C 8 A
[p—drop (length vs) vs’. fst p € S] =[] A
[p<—drop (length ws) ws’. fst p € S] =]
(isA\------ L= -= ?P)
assumes
B: (U, v) E IF b THEN ¢y ELSE ¢5 (C A, X) = Some (B, Y) and
C:3(C,Z2)eU.C:Z~|8
shows ?P
proof —
obtain By and B;’ and Y5 where
(insert (Uniw? A X, bvars b) U, v) = c2 (C Bq, X) = Some (B2', Y3)
using B by (auto split: option.split-asm prod.split-asm)
with A and C show ?thesis
by simp
qed

141



lemma ctyping2-confine:
H(Ca Sy fa U8, ws) = (S/, flv 1)8/, ws,);
(U,v) Ec(C A, X)= Some (B, Y);3(C, Z) e U. C: Z ~| 5] =
s=s"(C9)A
[p<—drop (length vs) vs’. fst p € S] =1 A
[pdrop (length ws) ws'. fst p € S] =]
(is [-; - -] = 9P s s’ vs vs’ ws ws’)
proof (induction (c, s, f, vs, ws) (s', f', vs', ws’) arbitrary:
csfuswss' flvs’ ws' A BXY Uw rule: big-step.induct)
fix ABXYUwvecicopsfuswss' f'vs" ws'
show
[Ns'f'vs’"ws" ABXY Uw.p= (s [ vs, ws") =
(U,v) Ec1 (CA X)= Some (B,Y) =
I(C,2) e U. C: Z~| 8= ?Pss’ vsvs" ws ws’
Nsfvosws ABXY Uw. p= (s f, vs, ws) =
(U, v) Eca (C A X)= Some (B, Y) =
I(C,2)e U. C: Z~| S = ?Pss’ vswvs ws ws
(Cla S, fa vs, U)S) = p;
(2, p) = (8, f/, vs', ws');
(U, v) E c13; 62 (C A, X) = Some (B, Y);
3(C,2)e U. C: Z ~| 8] =
?P s s’ vs vs' ws ws'
by (rule ctyping2-confine-seq)
next
fix ABXY Uwvcy cy svswss' vs' ws’
show
INABXY Unw. (U,v) Ec1 (CA X)= Some (B,Y) =
I(C,2) e U. C: Z~|S= ?Pss’ vswvs" ws ws
(U, v) Ec1 OR ¢ca (C A, X) = Some (B, Y);
3(C,2)e U. C: Z ~| 8] =
7P s s’ vs vs" ws ws'
by (rule ctyping2-confine-or-lhs)
next
fix ABXYUwvc cy svswss vs ws'
show
INABXY Unw. (U,v) Ecy (CA X)= Some (B, Y) =
I(C,2)e U. C:Z~|S= ?Pss’vsvs" ws ws’
(U, v) Ec1 OR ¢c2 (C A, X) = Some (B, Y);
A(C, Z2)e U. C: Z ~| 8] =
7P s s’ vs vs' ws ws’
by (rule ctyping2-confine-or-rhs)
next
fix ABXYUwvbcy cosvswss' vs' ws'
show
INABXY Uw. (U,v) Eec1 (CA, X)= Some (B, Y) =
I(C,2) e U. C: Z~| 8= ?Pss’ vsuvs" ws ws’
(U, v) E IF b THEN ¢; ELSE ¢3 (C A, X) = Some (B, Y);
3(C,2)e U. C: Z ~| 8] =
?P s s’ vs vs" ws ws'

142



by (rule ctyping2-confine-if-true)
next
fix ABXYUwvbci co svswss' vs' ws'
show
INABXY Uw. (U, v) Ece (C A, X)= Some (B, Y) =
I(C,2) e U. C: Z ~|S= ?Ps s’ vswvs" ws ws
(U, v) = IF b THEN c¢; ELSE ¢ (C A, X) = Some (B, Y);
3(C,2)e U. C: Z ~| 8] =
7P s 5" vs vs' ws ws’
by (rule ctyping2-confine-if-false)
qed (force split: if-split-asm prod.split-asm)+

lemma eg-states-assign:
assumes
A: S C{y. s=1t(C sources [z ::= a] vs s fy)} and
B: z € S and
C: s € Univ A (C state N X) and
D: Univ? A X: avars a ~ {z}
shows s = t (C avars a)
proof —
obtain r where E: r € A and F: s = r (C state N X)
using C by blast
have avars a C {y. s: dom y ~ dom z}
proof (cases state C X)
case True
with F have interf s = interf r
by (blast intro: interf-state)
with D and F show ?thesis
by (auto simp: univ-states-if-def split: if-split-asm)
next
case Fulse
with D and F show ?thesis
by (auto simp: univ-states-if-def split: if-split-asm)
qed
moreover have s = t (C sources [z := a] vs s f x)
using A and B by blast
hence s = ¢t (C {y. s: dom y ~ dom z N\ y € avars a})
by (subst (asm) append-Nil [symmetric],
stmp only: sources.simps, auto)
ultimately show ?thesis
by blast
qed

lemma eg-states-while:
assumes
A: S C {x. s =t (C sources-auzx ((bvars b) # cs) vs s fz)} and
B: § # {} and
C: s € Univ A (C state N X) U Univ C (C state N Y) and
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D: Uniw? A X U Univ? C Y: bvars b ~> UNIV
shows s = ¢ (C bvars b)
proof —
from C have {s}: bvars b ~» UNIV
proof
assume s € Univ A (C state N X)
then obtain r where E: r € A and F: s = r (C state N X)
by blast
show ?thesis
proof (cases state C X)
case True
with F have interf s = interf r
by (blast intro: interf-state)
with D and F show ?%thesis
by (auto simp: univ-states-if-def split: if-split-asm)
qed (insert D E, auto simp: univ-states-if-def split: if-split-asm)
next
assume s € Univ C (C state N Y)
then obtain r where E: r € C and F: s = r (C state N Y)
by blast
show ?thesis
proof (cases state C Y)
case True
with F have interf s = interf r
by (blast intro: interf-state)
with D and F show ?thesis
by (auto simp: univ-states-if-def split: if-split-asm)
qed (insert D E, auto simp: univ-states-if-def split: if-split-asm)
qed
hence Vz. bvars b C sources-auz ((bvars b) # c¢s) vs s fx
by (blast introl: sources-auz-observe-hd)
thus ?thesis
using A and B by blast
qed

lemma univ-states-while:
assumes
(¢, s, p) = (s, p) and
: ': b (Q A7 X) = (Bl, BQ) and
Fce(C B, X)=(C, Y)and
:Eb(CC,Y)= (B, By) and
: ({}, False) = ¢ (€ By, X) = Some (D, Z) and
: ({}, False) = ¢ (C By', Y) = Some (D', Z’) and
s bval b s
shows s € Univ A (C state N X) U Univ C (C stateN V) =
s € Univ A (C state N X) U Univ C (C state N Y)
proof (erule UnE)
assume H: s € Univ A (C state N X)
have s € Univ By (C state N X)

QT QW
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using G by (insert btyping2-approx [OF B H], simp)
with A and E have s’ € Univ D (C state N Z)
by (rule ctyping2-approx)
moreover have D C C AN Y C Z
using C and FE by (rule ctypingl-ctyping2)
ultimately show %thesis
by blast
next
assume H: s € Univ C (C state N Y)
have s € Univ By’ (C state N Y)
using G by (insert btyping2-approx [OF D H], simp)
with A and F have s’ € Univ D’ (C state N Z”)
by (rule ctyping2-approx)
moreover obtain ¢/ and Y’ where I: - ¢ (C By, Y) = (C', Y
by (cases - ¢ (C By', Y), simp)
hence D'C C'ANY'C 7'
using F by (rule ctypingl-ctyping2)
ultimately have s’ € Univ C' (C state N Y)
by blast
moreover have J: F ¢ (C C, Y) = (C, Y)
using C by (rule ctypingl-idem)
have B, C C
using D by (blast dest: btyping2-un-eq)
with Jand  have C'C CA Y C Y’
by (rule ctypingl-mono, simp)
ultimately show “thesis
by blast
qed

end

end

6 Sufficiency of well-typedness for information flow
correctness: main theorem

theory Correctness-Theorem
imports Correctness-Lemmas
begin

The purpose of this section is to prove that type system ctyping2 is correct
in that it guarantees that well-typed programs satisfy the information flow
correctness criterion expressed by predicate correct, namely that if the type
system outputs a value other than None (that is, a pass verdict) when it is
input program c, state set A, and vname set X, then correct ¢ A X (theorem
ctyping2-correct).
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This proof makes use of the lemma ctyping2-appror proven in a previous
section.

6.1 Local context proofs

context noninterf
begin

lemma ctyping2-correct-auz-skip [elim!]:
[(SKIP, s, f, vso, wso) —*{cfs1} (c1, s1, f, vs1, ws1);
(c1, s1, f, vs1, ws1) —*{cfsa} (ca, s2, f, vs2, wsa)] =
ok-flow-aux U c1 co $1 So f sy vsy wsy wsy (flow cfsy)
by (fastforce dest: small-stepsl-skip)

lemma ctyping2-correct-aux-assign:
assumes
A: (U, v) Ezu=a(C A4, X)= Some (C, Y) and
B: s € Univ A (C state N X) and
C: (z == a, s, f, vsg, wsg) —*{cfs1} (c1, s1, f, vs1, wsy) and
D: (c1, 81, f, vs1, ws1) —*{cfsa} (ca, s2, [, vsa, wsa)
shows ok-flow-auzx U ¢1 co $1 $2 f sy vsy wsy wsy (flow cfsy)
proof —
from A have E: V (B, Y) € insert (Univ? A X, avars a) U. B: Y ~ {z}
by (simp split: if-split-asm)

have

(c1, s1, f, vs1, ws1) = (z == a, s, f, VS, WSo) V
(c1, 81, f, vs1, ws1) = (SKIP, s(x := aval a ), f, vsg, wsp)
(is 2P v 7Q)

using C by (blast dest: small-stepsl-assign)
thus ?thesis

proof
assume P
hence (z = a, s, f, vsp, wsg) —*{cfsa} (ca, S2, f, vs2, wsa)
using D by simp
hence
(ca, S2, f, vs2, ws2) = (z == a, s, f, vsy, wSp) A

flow ¢fsa =[] V
(co, $2, f, vS2, wsy) =
flow cfsg = [z ::= a
(is 2P’V -)
by (rule small-stepsl-assign)
thus ?thesis
proof (rule disjE, erule-tac [2] conjE)
assume ?P’
with «?P» show ?Zthesis
by fastforce
next
assume

(SKIP, s(x := aval a s), f, vsg, wsg) A
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F: (ca, So2, f, vsy, wse) = (SKIP, s(z := aval a s), f, vsg, wsg) and
G: flow cfsg = [z == a]
(is %cs = -)
show ?thesis
proof (rule conjl, clarify)
fix t1 f/ vsy' wsy’
let %ty = t1(z := aval a t1)
show J ¢y’ ty vsa’ wsy'.
ok-flow-auz-1 c1 ¢y co’ 81 t1 to ff'
vs1 V81’ vsy vsy' wsy wsa! Pes A
ok-flow-auz-2 s1 so t1 to f [ vs1 vsy! Zcs A
ok-flow-auz-3 s t1 f [’ vsy vs1’ wsy wsy’ wsy wsy’ s
proof (rule exI [of - SKIP], rule exI [of - 7ts],
rule exl [of - vs1'], rule exl [of - ws1])

fix S
assume S C {y. s = t1 (C sources [z == a] vsg s fy)} and
zeS
hence s = ¢; (C avars a)
using B by (rule eg-states-assign, insert E, simp)
hence aval a s = aval a t;
by (rule avars-aval)

}

moreover {

fix Sy
assume S C {y. s = t1 (C sources [z == a] vsg s fy)} and
yes
hence s = ¢; (C sources [z := a] vsp s [ y)
by blast

moreover assume 4 #
ultimately have s y = ¢; y
by (subst (asm) append-Nil [symmetric],
simp only: sources.simps, simp)
}
ultimately show
ok-flow-auz-1 ¢1 co SKIP sy t1 2ty f '
vs1 vs1' vsy vs1' wsy’ wsy' Pes A
ok-flow-aux-2 s1 so t1 ?to ff' vsy vsy' Zes A
ok-flow-auz-3 sy t1 [ [’ vsy vs1’ wsy wsy’ wsy wsy’ es
using F' and G and (?P» by auto
qed
qed (insert E G, fastforce)
qed
next
assume ?()
moreover from this have
(ca, S2, f, vs2, wsa) = (SKIP, s1, f, vsy, wsy) A flow cfsy = ]
using D by (blast intro!: small-stepsl-skip)
ultimately show Zthesis
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by fastforce
qed
qed

lemma ctyping2-correct-auz-input:
assumes
A: (U, v) EINz (C A, X) = Some (C, V) and
B: (IN z, s, f, vso, wsg) —*{cfs1} (c1, 81, f, vs1, wsy) and
C: (c1, s1, f, vs1, ws1) —x{cfsa} (ca, s2, f, vsa, wss)
shows ok-flow-auz U ¢y ca $1 S2 fvs1 vse wsy wse (flow cfss)
proof —
from A have D:V(B, Y) € U. B: Y ~ {z}
by (simp split: if-split-asm)
let ?n = length [p+vsg. fst p = 1]
have
(c1, s1, f, vs1, wsy) = (IN z, s, f, vso, wsg) V
(c1, 81, f, vs1, wsy) =
(SKIP, s(z := fz ?n), f, vsp Q [(z, fz ?n)], wsp)
(is 7P V 2Q)
using B by (auto dest: small-stepsl-input simp: Let-def)
thus ?thesis
proof
assume ?P
hence (IN z, s, f, vsy, wsg) —={cfsa} (c2, sa2, f, vS2, Wsa)
using C by simp
hence
(co, 82, f, vsa, wsa) = (IN x, s, f, vsg, wsg) A
flow efsy = [} V
(027 52, fa VS2, st) =
(SKIP, s(z := fx ?n), f, vso Q [(z, fx ?n)], wso) A
flow ¢fsy = [IN z]
(is 9P’V -)
by (auto dest: small-stepsl-input simp: Let-def)
thus ?thesis
proof (rule disjE, erule-tac [2] conjE)
assume ?P’
with <?P) show ?thesis
by fastforce
next
assume
E: (ca, s2, f, vsa, wsg) =
(SKIP, s(z := fz n), f, vso @ [(z, fz ?n)], wsg) and
F: flow cfsy = [IN z]
(is %cs = -)
show ?thesis
proof (rule conjl, clarify)
fix t1 f/ vsy' wsy’
let ?n’ = length [p<wvs1’ :: inputs. fst p = 1]
let %ty = ti1(x := f' x ?n’) :: state and
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Pvse’ = ws1' Q [(z, 'z ?n")]
show J ¢y’ ty vsa’ wsy'.

ok-flow-auz-1 c1 ¢y co’ 81 t1 ta ff'

vs1 V81’ vsg vy’ wsy wsa! Pes N

ok-flow-auz-2 s1 sy t1 to ff' vsy vsy' Pcs A

ok-flow-auz-3 sy t1 [ [’ vsy vs1’ wsy wsy’ wse wse’ Zcs
proof (rule exI [of - SKIP], rule exI [of - ?ts],

rule ezl [of - Pvse’], rule exl [of - ws1'])

fix S
assume [ = [’ (C wvsp, vs1/,
U {tags [INx] vso sfy|y. y € S})
(iS = (g A ?T))
moreover assume z € S
hence tags [IN z] vsg s fz C ?T
by blast
ultimately have f = f’ (C vsg, vs1’, tags [IN z] vsg s f z)
by (rule eg-streams-subset)
moreover have tags [IN z] vso s fz = {(z, 0)}
by (subst append-Nil [symmetric],
simp only: tags.simps, simp)
ultimately have f = (length [p<wsg. fst p = z]) =
' x (length [p+wvs1'. fst p = z])
by (simp add: eq-streams-def)
}
moreover
{
fix Sy
assume S C {y. s = t1 (C sources [IN z| vsg s fy)} and
yEeS
hence s = t; (C sources [IN x| vsg s fy)
by blast
moreover assume y #
ultimately have s y = t; y
by (subst (asm) append-Nil [symmetric],
simp only: sources.simps, simp)
}
ultimately show
ok—ﬂow—auz—l C1 Co SKIP S1 tl ?tQ ff/
vsy vs1' vsy fvsy’ wsi’ wsy’ Zecs A
ok-flow-auz-2 51 so t1 Pty ff' vsy vsy' Pes A
ok-flow-auz-3 51 t1 ff' vsy vsy’ wsy wsy' wsy wsy’ Pcs
using £ and F and «?P»> by auto
qed
qged (insert D F, fastforce)
qed
next
assume ?@Q)
moreover from this have
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(co, s2, f, vsa, wsy) = (SKIP, s1, f, vs1, wsy) A flow cfsy = ]
using C by (blast intro!: small-stepsl-skip)
ultimately show #thesis
by fastforce
qged
qed

lemma ctyping2-correct-aux-output:
assumes
A: (U, v) EOUTz (C A, X) = Some (B, Y) and
B: (OUT z, s, f, vso, wsg) —*{cfs1} (c1, 1, f, vs1, wsy) and
C: (c1, s1, f, vs1, ws1) —*{cfsa} (ca, s2, f, vs2, ws2)
shows ok-flow-auzx U ¢1 co $1 So f vs1 vsy wsy wsy (flow cfsa)
proof —
from A have D:V(B, Y) € U. B: Y ~ {z}
by (simp split: if-split-asm)
have
(Cla 51, fa vs1, wsl) = (OUT z, s, fa V50, 'LUSO) v
(1, s1, f, vs1, ws1) = (SKIP, s, f, vso, wsg @ [(z, s z)])
(is 7P v 7Q)
using B by (blast dest: small-stepsl-output)
thus ?thesis
proof
assume ¢P
hence (OUT z, s, f, vsg, wsg) —*{cfsa} (ca2, S2, f, vS2, ws2)
using C by simp
hence
(ca, s2, f, vsa, wsa) = (OUT z, s, f, vsg, wsg) A
flow cfes = | V
(ca, s, f, vsa, wsa) = (SKIP, s, f, vsy, wsyg Q [(z, s z)]) A
flow ¢fsy = [OUT x]
(is 9P’V -)
by (rule small-stepsl-output)
thus ?thesis
proof (rule disjE, erule-tac [2] conjE)
assume ?P’
with <?P) show ?thesis
by fastforce
next
assume
E: (ca, s2, f, vsa, wsa) = (SKIP, s, f, vsg, wsg Q [(z, s x)]) and
F: flow ¢fsy = [OUT 1
(is %cs = -)
show ?thesis
proof (rule conjl, clarify)
fix t1 f/ vsy' wsy’
let 2wse’ = wsy’ Q [(z, t1 x)] = outputs
show J ¢y’ ta vsa! wsy'.
ok-flow-auz-1 c1 co ¢’ s1 t1 ta f [’
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vs1 v81' sy vsy' wsy! wsa! Pes A
ok-flow-auz-2 51 so 1 to f [ vs1 vsy' Zcs A
ok-flow-auz-3 s1 t1 ff' vsy vsy’ wsy wsy’ wsy wsy' Pcs
proof (rule exl [of - SKIP], rule exI [of - t1],
rule exI [of - vs1'], rule exl [of - Pws2'])

{

fix Sy
assume S C {y. s = t1 (C sources [OUT z] vsp s fy)} and
ye s
hence s = t; (C sources [OUT z] vsg s [ y)
by blast

hence sy = t; y
by (subst (asm) append-Nil [symmetric],
stmp only: sources.simps, simp)

}

moreover {

fix S
assume S C {y. s = t1 (C sources-out [OUT z] vsp s fy)} and
zeS
hence s = t; (C sources-out [OUT z] vsg s f x)
by blast

hence sz = t; z
by (subst (asm) append-Nil [symmetric],
simp only: sources-out.simps, simp)
}
ultimately show
ok-flow-auz-1 ¢y co SKIP s1 t1 t1 [ f'
vs1 vs1' vsy vs1' wsy’ Pwsy’ Zes N
ok-flow-auz-2 51 so t1 t1 f [’ vsy vsy' Zcs A
ok-flow-auz-3 s1 t1 ff' vsy vsy’ wsy wsy' wsy Pwsy’ Pcs
using F and F' and «?P» by auto
ged
qed (insert D F, fastforce)
qed
next
assume 7@
moreover from this have
(c2, S2, f, vs2, wsa) = (SKIP, s1, f, vs1, wsy) A flow cfsy = ||
using C by (blast intro!: small-stepsl-skip)
ultimately show ?thesis
by fastforce
qed
qed

lemma ctyping2-correct-auz-seq:
assumes
A: (U, v) E c13; ¢2 (C A, X) = Some (C, Z) and
B: AB Y ¢’ ¢" s 51 82 vsg vS1 vS2 wSy ws1 wsa cfsy cfsa.
(U,v) Ec1 (CA X)= Some (B,Y) =

151



s € Univ A (C state N X) =
(c1, 8, f, vso, wso) —x{cfs1} (¢’ s1, f, vs1, ws1) =
(¢'; 81, f, vs1, wsy) —*{cfsa} (c”, sa, f, vSa, wse) =
ok-flow-aux U ¢’ ¢ s1 sa fvs1 vsy wsy wse (flow cfse) and
C: Ap BY CZc' c” s s vsp vS1 vS2 wSy wsy WSz ¢f$1 cfsa.
(U,v) Ee1 (CA X)=Somep=— (B, Y)=p—=
(U,v) Ec2 (CB,Y)= Some (C, Z) =
s € Univ B (C statenN Y) =
(ca, 8, f, vso, wsg) —*{cfs1} (¢/y s1, f, vs1, ws)) =
(¢'y 81, f, vs1, wsy) —*{cfsa} (c”, s2, f, vS2, ws2) =
ok-flow-aux U ¢’ ¢"" s1 s fvsy vss wsy wse (flow cfse) and
D: s € Univ A (C state N X) and
E: (c13; ¢2, 8, f, vso, wso) —*{cfs1} (¢', 81, f, vs1, wsy) and
F: (c') s1, f, vs1, wsy) —*{cfsa} (c¢”, s2, [, vsa, wsa)
shows ok-flow-auz U ¢’ ¢ s1 s2 f vsy vsa wsy wsa (flow cfsa)
proof —
from A obtain B and Y where
G: (U, v) Ec1 (C A, X)= Some (B, Y) and
H: (U,v) =c2 (CB,Y)= Some (C, Z)
by (auto split: option.split-asm)
have
(Feefs. ¢! =c¢;; ¢ A
(c1, s, f, vsg, wsg) —*{cfs} (¢, s1, f, vs1, ws1)) V
(35" p cfs cfs’.
(c1, 8, f, vso, wso) —*{cfs} (SKIP, s, p) A
(ca, 8’y p) =*{cfs’} (¢, s1, f, vs1, ws1))
using F by (fastforce dest: small-stepsi-seq)
thus ?thesis
proof (rule disjE, (erule-tac exE)+, (erule-tac [2] exE)+,
erule-tac [!] conjE)
fix ¢1’/ cfs
assume
I: ¢’ = c1’;; co and
J: (Cla S, f7 80, U)So) H*{Cfs} (Clla S1, fa vs1, wsl)
hence (c¢1';; ca, 81, f, vs1, ws1) —x{cfsa} (') sa, f, vsa, wsa)
using F' by simp
hence
(3dcfs’. ¢ = d;; ca A
(e1’y s1, f, vs1, ws1) —x{cfs’} (d, s2, f, vsa, wsa) A
flow ¢fse = flow cfs’) v
(Fp cfs’ cfs”.
(e1’y s1, f, vs1, ws1) —={cfs’} (SKIP, p) A
(2, p) —*{cfs"} (¢, sa, f, vS2, ws2) A
flow cfse = flow cfs’ Q flow cfs'’)
by (blast dest: small-stepsi-seq)
thus ?thesis
proof (rule disjE, (erule-tac exE)+, (erule-tac [2] exE)+,
(erule-tac [!] conjE)+)
fix c1” cfs’
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assume
K: ¢""= ¢1'";; co and
L: (e, s1, f, vs1, wsy) —=={cfs’} (e1”, s2, f, vs2, wss) and
M: flow cfsy = flow cfs’
(is Zcs = Zcs’)
have N: ok-flow-aux U c1’ c1"' 51 so fvsy vse wsy wse Zcs’
using B [OF G D J1I].
show ?thesis
proof (rule conjl, clarify)
fix t1 f/ vsy' wsy’
obtain ¢y’ and ¢y and vsy’ and wsy’ where
ok-flow-auz-1 c1’ c1" ¢ca’ 51 t1 ta ff'
vs1 vs1' vsy vsy' ws1’ wsy! Pes A
ok-flow-auz-2 51 so t1 to ff' vsy vsy' Pcs A
ok-flow-auz-3 s1 t1 f f' vsy vsy’ wsy wsy’ wse wsy’ Pcs
(is ?P1 A ?P2 A ?P3)
using M and N by fastforce
hence ?P1 and P2 and ?P3 by auto
show J ¢y’ ty vsy’ wsy'.
ok-flow-auz-1 ¢’ ¢ ¢y’ 51 t1 to f [’
vs1 V81’ vsy vsy' wsy wsy! Pes A
ok-flow-auz-2 s1 so t1 to f [ vs1 vsy' Zcs A
ok-flow-auz-3 s t1 f [’ vsy vsy’ wsy wsy’ wsy wsy’ cs
proof (rule exl [of - ¢a';; 2], rule exl [of - ts],
rule ex [of - vse'], rule exl [of - wsa'])
{
fix S
assume S # {} and
S C{x. s1 = t1 (C sources-aux ?cs vs1 s1 fz)} and
=171 (Cws1, vs1’, U {tags-auz %cs vsy s1 fa | z. z € S})
hence
(¢ t1, f', vs1!, ws1’) —* (e2'y; ca, ta, [/, vsa!, wss') A
map fst [p<drop (length vs1) vsy. fst p € S] =
map fst [p<drop (length vs1’) vsy'. fst p € 5]
using [ and <?P1 by (blast intro: star-seq2)
}
thus
ok-flow-aux-1 ¢’ ¢" (ea’; o) s1 t1 to f f'
vs1 vs1' USa vsy! ws1’ wsy' Pes A
ok-flow-aux-2 51 so t1 to ff' vsy vs1' Zcs A
ok-flow-auz-3 51 t1 ff' vsy vsy’ wsy wsy’ wsy wsy’ Pcs
using K and «?P2) and «?P3» by simp
qged
qged (simp add: M N)
next
fix p cfs’ cfs’’
assume (c¢1’, s1, f, vs1, ws1) —=*{cfs’} (SKIP, p)
moreover from this obtain s;’ and vs and ws where
K:p=(s1, [, vs, ws)
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by (blast dest: small-stepsl-stream)
ultimately have
L: (e1’, s1, f, vs1, wsy) —={cfs’} (SKIP, s1’, f, vs, ws)
by simp
assume (cg, p) —*{cfs"’} (¢
with K have
M: (co, 517, f, vs, ws) —=x{cfs”} (¢} sa, f, vs2, wss)
by simp
assume N: flow cfsy = flow cfs’ Q flow cfs”’
(is (Zcs 2 flow) = 2es’ @Q Zes’)
have O: ok-flow-auz U c¢1’ SKIP s1 s1' f vsy vs wsy ws Zcs’
using B [OF G D J1I].
have (c1, s, f, vso, wsg) —*{cfs Q cfs’} (SKIP, s1', f, vs, ws)
using J and L by (simp add: small-stepsl-append)
hence (c1, s, f, vso, wsg) = (517, f, vs, ws)
by (auto dest: small-stepsl-steps simp: big-iff-small)
hence P: 51’ € Univ B (C state N Y)
using G and D by (rule ctyping2-approzx)
have Q: ok-flow-auz U co ¢’ 81’ 89 f vs vsy ws wsy Zcs’’
using C [OF G- HP - M, of vs ws []] by simp
show ?thesis
proof (rule conjl, clarify)
fix t1 [/ vsy’ wsy’
obtain ¢;’" and t;’ and vs;" and ws;’’ where
ok-flow-auz-1 ¢1’ SKIP ¢1" s1 t1 t1' f f'
vsy vs1' vs vsy" wsy! wsy” Zes’ A
ok-flow-auz-2 sy sy’ t1 t1/ f f' vs1 vsy' Zcs’ A
ok-flow-auz-3 sy t1 f [’ vs1 vsy’ wsy wsy’ ws wsy” cs’
(is - A ?P2 N ?P3)
using O by fastforce
hence
ok-flow-auz-1 ¢1’" SKIP SKIP s1 t1 t1' f f'
vsy vsy’ vs vsy! wsy! wsy! Zes’
(is ?P1) and ?P2 and ¢P3 by auto
obtain ¢y’ and ¢, and vsy’ and wss’ where
ok-flow-auz-1 co ¢"" c3’ 51’ t1" ta f f'
vs vs1" vsy vsy! wsy! wsy! Zes’! N
ok-flow-auz-2 s1’ so t1" to f [ vs vsy" Zcs” A
ok-flow-auz-3 s1’ t1" [ ' vs vs1" ws ws1" wsy wsy’ Zcs’’
(is 2P1' N 2P2' N 2P3)
using @ by fastforce
hence ?P1’ and ?P2’ and ?P3’ by auto
show J ¢y’ ta vsa’ wsy'.
ok-flow-auz-1 ¢’ ¢"" ¢y s1 t1 to ff'
vsy vs1' vsy vsy' ws1’ wsy! Pes A
ok-flow-auz-2 51 sy t1 to ff' vsy vsy' Pes A
ok-flow-auz-3 sy t1 ff' vsy vsy’ wsy wsy’ wse wsy' Pcs
proof (rule exI [of - c2'], rule exI [of - ta],
rule exl [of - vs2'], rule exl [of - wsa'])
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{
fix S

assume
R: S # {} and
S: S C{x. 51 = t1 (C sources-auzx (?cs’ @ 2cs’’) vsy 51 fx)} and
T: f=f"(C vsy, vs1',
U {tags-auz (2cs’ Q 2cs’) vsy 81 fz | z. z € S})
(iS = (g A ?T))
have V z. sources-aux ?cs’ vsy s1 fx C
sources-auz (?cs’ Q %es’’) vsy $1 fx
by (blast intro: subsetD [OF sources-aux-append))
hence S C {z. 51 = t; (C sources-auz ?cs’ vsy s1 fx)}
using S by blast
moreover have |J {tags-aux ?cs’ vs; s1 fz | z. 2 € S} C ?T
(is 2T C -)
by (blast intro: subsetD [OF tags-auz-append))
with T have f = [’ (C wvsy, vs1/, ?T")
by (rule eg-streams-subset)
ultimately have
(er’y t1, f/, vs1!, ws1’) == (SKIP, t17, f', vs1”, ws1") A
map fst [p<drop (length vs1) vs. fst p € S| =
map fst [p«drop (length vsy') vs1”. fst p € S|
(is 2Q1 A 7Q2)
using R and <?P1» by simp
hence ?Q1 and ?Q2 by auto
have S C {z. 81/ = t1/ (C sources-auzx ?cs' vs s1' fz)}
by (rule sources-auz-rhs [OF S T L <?P2)])
moreover have f = f’ (C wvs, vs1 ",
U {tags-auz %cs’’ vs sy’ fz | z. z € S})
by (rule tags-auz-rhs [OF S T L <?Q1» <?P1)])
ultimately have
(co, t1/, f/, vs1”, ws1”) —x (co/, to, f/, vsa’, wsa’) A
(¢" = SKIP) = (cs' = SKIP) A
map fst [p<—drop (length vs) vse. fst p € S| =
map fst [p<drop (length vs,”') vss'. fst p € S]
(is 2Q1' N ?R2 A 2Q2)
using R and «?P1"y by simp
hence ?Q1’ and ?R2 and ?Q2’ by auto
from I and <?Q1> and «?Q1’ have
(¢/; t1, [!, vs1, wsy’) =% (co’, ta, [/, vsa!, wsy')
(is ?R1)
by (blast intro: star-seq2 star-trans)
moreover have
map fst [p<drop (length vsy) vss. fst p € S] =
map fst [p<drop (length vs;’) vsy'. fst p € 5]
by (rule small-steps-inputs [OF L M «?Q1> <?Q1" <?Q2)> «?2Q2"])
ultimately have ?R1 A ?R2 N ?this
using «?R2) by simp
}

155



moreover {
fix S
assume
R: S # {} and
S: S C{x. s1 = t1 (C sources (?cs’ @ %cs”) vsy s1 fx)} and
T: f=f"(C vsy, vs1',
U {tags (%cs’ Q 2cs") vsy 81 fz |z z € S})
(iS = (g A ?T))
have V z. sources-aux (?cs’ @ 2cs’) vsy s1 fa C
sources (fcs’ @ 2es’) vsy s1 fx
by (blast intro: subsetD [OF sources-auz-sources])
moreover have Vz. sources-aux ?cs’ vsy s fx C
sources-auz (?cs’ @ 2es’’) vsy 81 fx
by (blast intro: subsetD [OF sources-aux-append))
ultimately have U: S C {z. s; = t; (C sources-aux ?cs’ vs; s1 fx)}
using S by blast
have |J {tags-auzx (cs’ @ ?¢cs’) vsy sy fz | x. x € S} C 2T
(is 2T/ C -)
by (blast intro: subsetD [OF tags-aua-tags|)
moreover have | {tags-auz ?cs’ vsy 81 fz | z. z € S} C 2T’
(is 2T C -)
by (blast intro: subsetD [OF tags-auz-append))
ultimately have ¢T" C ¢T
by simp
with T have f = f' (C vsy, vs1/, ?T")
by (rule eg-streams-subset)
hence V: (¢1/, t1, [/, vs1/, ws1') —x (SKIP, t1, ', vs1"', ws1"")
using R and U and «?P1» by simp
have S C {z. s1" = t1’ (C sources cs’ vs s’ f z)}
by (rule sources-rhs [OF S T L <?P2)])
moreover have f = f’ (C vs, vs1”,
U {tags ?cs"" vs 1" fa | z. z € S})
by (rule tags-rhs [OF S T L V <?P1)))
ultimately have sy = t5 (C 5)
using «?P2’) by blast
}

moreover {
fix S
assume
R: S # {} and
S: S C {x. 51 = t1 (C sources-out (?cs’ @ ?es’) vsy s1 fz)} and
T: f = f'(C vsi, vs1,
U {tags-out (?cs’ @ %cs’”) vsy s1 fz | xz. z € S})
(s = (C- - ?T))
have U: Vz. sources-auz (?cs’ @ ?cs’’) vsy s1 fz C
sources-out (?cs’ @Q 2cs') vsy sy fx
by (blast intro: subsetD [OF sources-aux-sources-out))
moreover have V z. sources-auxr ?cs’ vsy s1 fx C
sources-auz (?cs’ Q 2¢s’’) vsy 1 fx
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by (blast intro: subsetD [OF sources-aux-append))
ultimately have V: S C {z. s; = t; (C sources-auz ?cs’ vs; s1 fz)}
using S by blast
have W: |J {tags-auz (%cs’ Q 2¢s’") vsy 81 fo | z. z € S} C 2T
(is 2T’ C -)
by (blast intro: subsetD [OF tags-auz-tags-out])
moreover have |J {tags-aux %cs’ vsy s1 fz | x. x € S} C 9T’
(is 27" C -)
by (blast intro: subsetD [OF tags-aux-append))
ultimately have ¢T" C ?T
by simp
with T have f = f’ (C vsy, vs1/, ?T")
by (rule eg-streams-subset)
hence X: (¢1/, t1, f/, vs1/, ws1’) == (SKIP, t1, ', vs1”, ws1"’)
using R and V and «?P1) by simp
have YV: S C {z. 51 = t1 (C sources-auzx (?cs’ @ %cs”’) vsy 81 f )}
using S and U by blast
have Z: f = f' (C wsy, vs1/, 2T")
using T and W by (rule eg-streams-subset)
have S C {z. 81/ = t1/ (C sources-auzx ?cs’ vs s1' fz)}
by (rule sources-auz-rhs [OF Y Z L <2P2)])
moreover have f = f' (C vs, vs1 ",
U {tags-auz ?cs” vs sy’ fx | z. z € S})
by (rule tags-auz-rhs [OF Y Z L X <?P1)])
ultimately have AA:
(o, t1'y f/y vs1", ws1”) =% (ca’, ta, [/, vsa!, wsy')
using R and «?P1"y by simp
have V z. sources-out ?cs’ vsy s1 fx C
sources-out (?cs’ @ 2cs') vsy 81 fx
by (blast intro: subsetD [OF sources-out-append))
hence S C {z. s; = t1 (C sources-out ?cs’ vsy $1 f )}
using S by blast
moreover have |J {tags-out ?cs’ vsy s1 fx |z z € S} C ?T
(is 2T/ C -)
by (blast intro: subsetD [OF tags-out-append))
with T have f = f’ (C vsy, vsy/, ¢T")
by (rule eg-streams-subset)
ultimately have AB: [p<drop (length wsy) ws. fst p € S| =
[p<—drop (length ws,’) ws,”. fst p € S|
using R and <?P3» by simp
have S C {z. 81/ = t1’ (C sources-out ?cs" vs 81" fz)}
by (rule sources-out-rhs [OF S T L <?P2)])
moreover have f = f' (C wvs, vs1 ",
U {tags-out ?cs” vs sy’ fz | z. x € S})
by (rule tags-out-rhs [OF S T L X <?P1)))
ultimately have [p«drop (length ws) wsq. fst p € S] =
[p<—drop (length ws1'’) wsy'. fst p € S|
using R and «?P3" by simp
hence [p«drop (length wsy) wss. fst p € S| =
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[p<—drop (length ws1’) wsy'. fst p € 9]
by (rule small-steps-outputs [OF L M X AA AB])
}
ultimately show
ok-flow-auz-1 ¢’ ¢ ¢y’ 51 t1 to f '
vsy Sy’ vsy vsy' wsy’ wse! Pes A
ok-flow-auz-2 s1 s t1 to f [’ vsy vsy’ Zecs A
ok-flow-auz-3 51 t1 ff' vsy vsy’ wsy wsy’ wsy wsy’ Pcs
using N by auto
qged
qed (simp add: no-upd-append N O Q)
qed
next
fix s’ p cfs cfs’
assume I: (c1, s, f, vso, wsg) —*{cfs} (SKIP, s’, p)
hence (c1, s, f, vsg, wsg) = (s', p)
by (auto dest: small-stepsl-steps simp: big-iff-small)
hence J: s’ € Univ B (C state N Y)
using G and D by (rule ctyping2-approz)
assume (cg, s', p) =*{cfs’} (¢, s1, f, vs1, wsy)
moreover obtain vs and ws where p = (f, vs, ws)
using I by (blast dest: small-stepsl-stream)
ultimately have K: (ca, s, f, vs, ws) —x{cfs’} (¢/, s1, f, vs1, wsy)
by simp
show ?thesis
using C [OF G - H J K F] by simp
qed
qed

lemma ctyping2-correct-aux-or:
assumes
A: (U, v) E ¢1 OR ¢3 (C A, X) = Some (C, V) and
B: NC Y ¢’ c¢" s 81 89 vsgp vs1 vs2 wsy wsy wsy cfsy cfsa.
(U, v) Ec1 (CA X)= Some (C,Y) =
s € Univ A (C state N X) =
(1, 8, f, vso, wsg) —*{cfs1} (¢/y s1, f, vs1, ws1) =
(¢'y s1, f, vs1, wsy) —=*{cfsa} (¢”, s2, f, vS2, ws2) =
ok-flow-aux U ¢’ ¢"" s1 s f vsy vse wsy wse (flow cfse) and
C: NC Y ¢’ ¢" s s1 s vsg vs1 vse wsy wsy wsy cfsy cfss.
(U, v) Ec2 (CA X)= Some (C,Y) =
s € Univ A (C state N X) =
(ca, 8, f, vso, wsg) —*{cfs1} (¢y s1, f, vs1, ws1) =
(¢'; s1, f, vs1, wsy) —*{cfsa} (¢”, s2, f, vS2, ws2) =
ok-flow-aux U ¢’ ¢"" s1 s f vsy vsg wsy wse (flow cfse) and
D: s € Univ A (C state N X) and
E: (¢1 OR ca, s, f, vsg, wso) —*{cfs1} (¢’, 81, f, vs1, wsy) and
F: (c') s1, f, vs1, wsy) —*{cfsa} (c¢”, s2, [, vsa, wsa)
shows ok-flow-auz U ¢’ ¢ s1 82 f vsy vsa wsy wsa (flow cfsa)
proof —
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from A obtain C; and Y; and C5 and Y, where
G: (U, v) Ec1 (C A4, X)= Some (Cy, Y1) and
H: (U, v) =c2 (C A, X)= Some (Cq, Ys)
by (auto split: option.split-asm)
have
(¢, s1, f, vs1, ws1) = (¢1 OR ca, s, f, vsg, wsg) V
(Cla S, f; 50, 'LUSO) H*{tl Cfsl} (Cl, S1, fa vs1, 'LUSl) v
(c2, s, [, vso, wso) —*{tl cfs1} (¢’ s1, f, vs1, ws1)
(is 2P VvV 2Q V ?R)
using F by (blast dest: small-stepsl-or)
thus ?thesis
proof (rule disjE, erule-tac [2] disjE)
assume P
hence (¢; OR ca, s, f, vsg, wsg) —*{cfsa} (¢”, s2, f, vS2, ws2)
using F' by simp
hence
(¢”, sa, f, vsa, wsz) = (¢1 OR ca, s, f, vsg, wsg) A
flow cfey = ] V
(e1, 8, f, vso, wsg) —*{tl cfsa} (') s, f, vsa, wsy) A
flow ¢fse = flow (tl cfsy) V
(ca, 8, f, vso, wsg) —*{tl cfsa} (¢’
flow cfse = flow (tl cfsa)
(is P’V -)
by (rule small-stepsl-or)
thus ?thesis
proof (rule disjE, erule-tac [2] disjE, erule-tac [2—3] conjE)
assume ?P’
with <?P» show ?thesis
by fastforce
next
assume
I: (c1, 8, f, vso, wsg) —*{tl cfsa} (¢, s2, f, vs2, wsy) and
J: flow cfsa = flow (tl cfsq)
(is %cs = Zcs’)
have K: (c1, s, f, vsg, wso) —*{[|} (c1, s, f, vso, wsp)
by simp
hence L: ok-flow-auz U c1 ¢ s 59 fvsg vsy wsy wsy 7cs’
by (rule B [OF G D - 1))
show ?thesis
proof (rule conjI, clarify)
fix t1 f/ vsy! wsy’
obtain ¢y’ and ¢, and vsy’ and wse’ where
ok-flow-auz-1 ¢1 ¢ c3’ sty to ff'
vsg V81’ vsy vsy! wsy’ wsy’ Pes’ A
ok-flow-auz-2 s so 1 to f [’ vsg vs1' Zcs’ A
ok-flow-auz-3 s t1 ff' vsg vs1’ wsy wsy' wsy wsy’ Pcs’
(is 2P1 N ?P2 N ?P3)
using L by fastforce
hence ?P1 and P2 and ?P3 by auto

/7 52, f7 V82, IUSQ) A
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show J ¢y’ to vsay! wsy'.
ok-flow-auz-1 ¢’ ¢ ¢y’ 51 t1 to f '
vs1 VS, vsg vy wsy wsa! Pes N
ok-flow-auz-2 s1 sy t1 to ff' vsy vsy' Pcs A
ok-flow-auz-3 s1 t1 f [’ vsy vsy’ wsy wsy’ wse wsy’ Pcs
proof (rule exI [of - ¢3'], rule exI [of - ts],
rule exl [of - vsa'], rule exI [of - wsy])
{
fix S
assume
S #{} and
S C {z. s1 = t1 (C sources-auz ?cs’ vs; s; fx)} and
=171 (Cws1, vs1', U {tags-auz %cs’ vsy s1 fa | z. x € S})
hence
(c1, t1, f'y vs1!, wsy') —x (c2'; ta, f/, vsa’, wsa’) A
(¢" = SKIP) = (cs' = SKIP) A
map fst [p<drop (length vs1) vsy. fst p € S] =
map fst [p<drop (length vs1’) vsy'. fst p € 5]
(is 2Q1 A 2Q2 A 7Q3)
using «?P» and <?P1) by simp
hence ?Q1 and ?Q2 and ?Q3 by auto
moreover have (¢; OR co, t1, f/, vs1/, ws1’) —
(017 tl, f’, 1}51/, U}Sll) .
hence (c¢/, t1, [/, vs1/, ws1”) —x (e, ta, f', vsa!, wsy”)
using < ?P» and <?Q1» by (blast intro: star-trans)
ultimately have ?this A ?Q2 N ?Q3
by simp
}
moreover {
fix S
assume
S C {z. s1 = t1 (C sources cs’ vsy s1 fx)} and
f=7"(C vsi, vs1’, | {tags %cs’ vsy s1 fz | z. z € S})
hence sy = t3 (C 9)
using <?P> and <?P2) by blast
}
moreover {
fix S
assume
S # {} and
S C {xz. sy = t1 (C sources-out ?cs’ vs; s1 fz)} and
=1 (C sy, vs1’, U {tags-out %cs’ vsy sy fx | z. x € S})
hence [p«drop (length wsy) wss. fstp € S| =
[p<—drop (length ws1’) wsy'. fst p € 9]
using <?P»> and «?P3» by simp
}
ultimately show
ok-flow-auz-1 ¢’ ¢ ¢y’ 51 t1 to f f'
v81 vSs1' vSe vsy! wsy’ wsy' Pes A
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ok-flow-aux-2 s1 s3 t1 to ff' vsy vsy' Zcs A
ok-flow-auz-3 s1 t1 ff' vsy vsy’ wsy wsy' wsy wsy’ Pcs
using J by auto
qed
qed (simp add: B [OF G D K I J)
next
assume
I: (ca, s, f, vso, wsg) —*{tl cfsa} (¢, s, f, vs2, wsy) and
J: flow cfso = flow (tl cfsa)
(is Zcs = Zcs’)
have K: (ca, s, f, vso, wso) —=*{[|]} (c2, s, f, vso, wsp)
by simp
hence L: ok-flow-auzx U co ¢’ s 59 f sy vsy wsy wsy ?cs’
by (rule C [OF H D - I])
show ?thesis
proof (rule conjl, clarify)
fix t1 f/ vsy' wsy’
obtain ¢y’ and ¢, and vsy’ and wss’ where
ok-flow-auz-1 co ¢" c3’ sty to ff'
vsg Vs’ vsy vsy' wsy! wsy’ Zes’ A
ok-flow-auz-2 s so t1 to f [ vsg vsy' Zcs’ A
ok-flow-auz-3 s t1 [ [’ vsg vs1’ wsy wsy’ wse wsy’ Zcs
(is ?P1 N ?P2 N ?P3)
using L by fastforce
hence ?P1 and ?P2 and ?P3 by auto
show J ¢y’ ty vsy! wsy'.
ok-flow-auz-1 ¢’ ¢ ¢y’ 51 t1 to f [’
vs1 V81’ vsy vsy' ws1 wse! Pes A
ok-flow-auz-2 51 sy t1 to ff vsy vsy' Zes A
ok-flow-auz-3 s1 t1 ff' vsy vsy’ wsy wsy’ wse wsy' Pcs
proof (rule exl [of - ¢c2'], rule exI [of - t2],
rule exI [of - vs2'], rule exl [of - wsa'])

/

fix S
assume
S # {} and
S C{xz. s1 = t1 (C sources-auzx ?cs’ vsy s1 fx)} and
f =1 (Cuwsy, vs1', U {tags-auz ?cs’ vsy s1 fx | z. z € SY})
hence
(c2, t1, f'y vs1!, ws') —x (c2', ta, f/, vsa', wsa’) A
(¢" = SKIP) = (cs' = SKIP) A
map fst [p<drop (length vs1) vsa. fst p € S] =
map fst [p<—drop (length vs1’) vsa'. fst p € S|
(is 7Q1 A 2Q2 A 2Q3)
using <?P»> and «?P1) by simp
hence ?Q1 and ?Q2 and ?Q3 by auto
moreover have (¢; OR ¢, t1, f/, vs1/, wsy’) —
(ca, t1, [/, vs1’, wsy”) ..
hence (c¢’, t1, f/, vs1’, ws1') —* (¢, to, [/, vsa', wsy”)
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using <Py and «?Q1> by (blast intro: star-trans)
ultimately have Zthis A 2Q2 N 703
by simp
}

moreover {
fix S
assume
S C {z. s1 = t1 (C sources ?cs’ vs1 s1 fz)} and
f=rf"(Cwsy, vs1!,|J {tags cs’ vsy s1 fa | z. x € S})
hence s; = t2 (C 9)
using < ?P» and <?P2) by blast
}

moreover {
fix S
assume
S #{} and
S C {z. s1 = t1 (C sources-out ?cs’ vs; s1 fz)} and
f =7 (C ws1, vs1’, U {tags-out %cs’ vs; sy fz | z. z € S})
hence [p«drop (length wsy) wss. fst p € S| =
[p<—drop (length ws1’) wsy’. fst p € 5]
using «?P» and <?P3) by simp
}
ultimately show
ok-flow-auz-1 ¢’ ¢ ¢y’ 51 t1 to f [’
vsy vs1' Sy sy’ wsy’ wsy! Pes A
ok-flow-aux-2 51 s9 t1 to ff' vsy vsy! Zcs A
ok-flow-auz-3 s1 t1 [ f' vsy vsy’ wsy wsy’ wsy wsy’ Pcs
using J by auto
qed
qged (simp add: C [OF HD K I] J)
qed
next
assume ?()
thus ?thesis
by (rule B [OF G D - F))
next
assume R
thus ?thesis
by (rule C [OF H D - F))
qed
qed

lemma ctyping2-correct-auz-if:
assumes
A: (U, v) = IF b THEN ¢; ELSE ¢3 (C A, X) = Some (C, Y) and
B: NU'p By By C1 Y1 ¢’ ¢ 581 89 vsg vs1 vsa wsy wsy wsy ¢fsy cfsa.
(U, p) = (insert (Uniw? A X, bvars b) U, = b (C 4, X)) =
(Bh BQ) =p=
(U, v) = 1 (C By, X) = Some (C1, V1) =
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s € Univ By (C state N X) =
(c1, 8, f, vso, wso) —x{cfs1} (¢’ s1, f, vs1, ws1) =
(¢'; 81, f, vs1, wsy) —*{cfsa} (c”, sa, f, vSa, wse) =
ok-flow-aux U’ ¢’ ¢ s1 s2 f vsy vsa wsy wse (flow ¢fss) and
C: NU'p By By Cy Yy ¢’ ¢ 581 83 vsp vs1 vS2 wSy wsy WSz ¢f$y cfsa.
U’, p) = (insert (Univ? A X, bvars b) U, = b (C 4, X)) =

€ Univ By (C state N X) =
2, 8, f, vso, wso) —*{cfs1} (¢/y s1, f, vs1, ws1) =
¢’y s1, fy vs1, wsy) —*{cfs2} (¢”) sa, f, vsa, ws2) =
ok-flow-aux U’ ¢’ ¢ s1 8o f vs1 vse wsy wse (flow cfsy) and
D: s € Univ A (C state N X) and
E: (IF b THEN ¢y ELSFE ca, s, f, vsg, wsg) —*{cfs1}
(¢'; 81, f, vs1, wsy) and
F: (c') s1, f, vs1, ws1) —*{cfsa} (c”, so, [, vsa, wsa)
shows ok-flow-aux U ¢’ ¢"" s1 so f vsy vsa wsy wse (flow cfsa)
proof —
let 2U’ = insert (Univ? A X, bvars b) U
from A obtain B; and Bs; and C; and C5 and Y; and Y, where
G: ': b (g A, X) = (Bl, Bg) and
H: (?U’, v) E ¢1 (C By, X) = Some (C1, Y1) and
I: (?U’, ’U) ': C2 (Q BQ, X) = Some (CQ, YQ)
by (auto split: option.split-asm prod.split-asm)
have
(c¢'; s1, f, vs1, wsy) = (IF b THEN ¢; ELSE ca, s, f, vsg, wsg) V
bval b s A (c1, s, f, vso, wsg) —*{tl cfs1} (¢, s1, f, vs1, wsy) V
= bval b s A (ca, s, f, vsg, wsg) —+{tl cfs1} (¢, s1, f, vs1, wsy)
(is 7P V -)
using F by (blast dest: small-stepsl-if)
thus %thesis
proof (rule disjE, erule-tac [2] disjE, erule-tac [2—3] conjE)
assume P
hence (IF b THEN c¢; ELSE ca, s, f, vsg, wsg) —*{cfs2}
(C//, 52, fa Vs2, w52)
using F' by simp
hence
(¢”, sa, f, vsa, wsy) = (IF b THEN ¢y ELSE ca, s, f, vsg, wsg) A
flow cfsy =[] v
bval b s A (c1, s, f, vso, wsg) —+{tl cfsa} (c”, s2, f, vS2, ws2) A
flow ¢fse = (bvars by # flow (tl cfsa) V
= bval b s A (ca, 8, f, vsg, wso) —+{tl cfsa} (c”, s2, f, vS2, ws2) A
flow cfso = (bvars b) # flow (tl cfss)
(is P’V -)
by (rule small-stepsl-if )
thus ?thesis
proof (rule disjE, erule-tac [2] disjE, (erule-tac [2—3] conjE)+)
assume ?P’
with (2P show ?Zthesis

(
(
(U, v) = c2 (C B2, X) = Some (Cq, Vo) =
(
(
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by fastforce
next
assume
J: bval b s and
K: (c1, s, f, vso, wsg) —*{tl cfsa} (c”, sa, f, vs2, wsz) and
L: flow cfso = (bvars by # flow (tl cfsa)
(is %cs = - # %cs’)
have M: s € Univ By (C state N X)
using J by (insert btyping2-approz [OF G D), simp)
have N: (c1, s, f, vso, wso) —=*{[]} (c1, s, f, vso, wsp)
by simp
show ?thesis
proof (rule conjI, clarify)
fix t1 f/ vsy' wsy’
show J ¢y’ ty vsy’ wsy'.
ok-flow-auz-1 ¢’ ¢ ¢y’ 51 t1 to f [’
vs1 v81' vsy vsy' ws1 wsa! Pes A
ok-flow-auz-2 51 so t1 to f [ vs1 vsy' Zcs A
ok-flow-auz-3 s1 t1 ff' vsy vsy’ wsy wsy’ wsy wsy' Pcs
proof (cases bval b t1)
assume O: bval b t;
have ok-flow-aux ?U’ ¢1 ¢"" s so f vsy vsy wsg wse Pcs’
using B [OF - - HM N K| and G by simp
then obtain ¢y’ and t; and vsy’ and wsy’ where
ok-flow-auz-1 ¢y ¢"" c3’ sty to ff'
V8o V81’ Sy vsy! wsy’ wsy! Pes’ A
ok-flow-aux-2 s 59 t1 to f [’ vsg vsy' Zcs’ A
ok-flow-auz-3 s t1 f f' vsy vs1’ wsg ws,’ wsy wsy’ Zcs’
(is ?P1 N ?P2 N ?P3)
by fastforce
hence ?P1 and ?P2 and ?P3 by auto
show ?thesis
proof (rule exI [of - ¢2'], rule exI [of - to],
rule exl [of - vso'], rule exl [of - wsa'])

fix S
assume
P: S # {} and
Q:SC{z.s1 =1t
(C sources-auz ((bvars b) # %cs’) vsy s1 fz)} and
R: f = f'(C vs1, vs1/,
U {tags-auz ({bvars by # %cs’) vsy s1 fz | z. x € S})
have V. sources-aux ?cs’ vsy s1 fx C
sources-auz ((bvars by # %cs’) vsy s1 fz
by (blast intro: subsetD [OF sources-aux-observe-tl])
hence S C {z. 51 = t1 (C sources-auz ?cs’ vsy s1 fz)}
using @) by blast
moreover have [ = ' (C vsy, vs1/,
U {tags-auz ?cs’ vsy s1 fz | z. z € S})
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using R by (simp add: tags-auz-observe-tl)
ultimately have
(c1, t1, £y vst!, wsy’) == (e, ta, f/, vsa!, wsa’) A
(¢"" = SKIP) = (cy' = SKIP) A
map fst [p<—drop (length vs1) vsa. fst p € S] =
map fst [p<drop (length vsy') vsa'. fst p € S|
(is 2Q1 A 2Q2 A 2Q3)
using P and <?P» and «?P1» by simp
hence Q1 and ?Q2 and ?Q3 by auto
moreover have (IF b THEN ¢y ELSE cs, t1, f', vs1/, wsy) —
(1, t1, [/, vs1', wsy”)
using O ..
hence (c¢/, t1, [/, vs1/, ws1’) —* (o', to, f', vsa!, wsy”)
using 7Py and <?Q1» by (blast intro: star-trans)
ultimately have ?this A 7Q2 N 7Q3
by simp
}
moreover {
fix
assume
P:Sg{x.slztl
(C sources ((bvars by # %cs’) vsy s1 fz)} and
Q: f = f"(C vs1, vs1,
U {tags ((bvars b) # 2cs’) vsy s1 fz | z. x € S})
have V. sources ?cs’ vsy s1 fx C
sources ({bvars by # %cs’) vsy s1 fx
by (blast intro: subsetD [OF sources-observe-tl))
hence S C {z. 51 = t; (C sources ?cs’ vsy s1 fx)}
using P by blast
moreover have f = ' (C vsy, vsy/,
U {tags ?cs’ vsy 81 fz |z z € S})
using @ by (simp add: tags-observe-tl)
ultimately have sy = t5 (C 9)
using < ?P> and <?P2» by blast
}
moreover {
fix S
assume
P: S # {} and
Q:Sg{x.slztl
(C sources-out ({(bvars b) # ?cs’) vsy 81 fx)} and
R: f = f'(C vs1, vs1/,
U {tags-out ({(bvars b) # ?cs’) vsy 81 fa | .z € S})
have V z. sources-out ?cs’ vsy s1 fx C
sources-out ({(bvars b) # ?cs’) vsy 81 f =z
by (blast intro: subsetD [OF sources-out-observe-tl])
hence S C {z. s1 = t; (C sources-out ?cs’ vsy $1 f )}
using @) by blast
moreover have [ = ' (C wvsy, vs1/,
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U {tags-out ?cs’ vsy sy fx | z. z € S})
using R by (simp add: tags-out-observe-tl)
ultimately have [p«drop (length wsy) wss. fst p € S] =
[p<drop (length ws1’) wsy’. fst p € 5]
using P and «?P> and <?P3) by simp
}
ultimately show
ok-flow-auz-1 ¢’ ¢ ¢y’ 51 t1 to f [’
vs1 V81’ vse vsy' wsy' wsy! Pes A
ok-flow-auz-2 s1 so t1 to ff' vsy vsy' Zcs A
ok-flow-auz-3 s1 t1 ff' vsy vs1’ wsy wsy’ wse wse' Pcs
using L by auto
qed
next
assume O: — bval b t1
show ?thesis
proof (cases 35 #{}. S C{z. s1 =11
(C sources-auzx ((bvars b) # %cs’) vsy s1 fz)})
from O have (IF b THEN ¢y ELSFE ca, ty, [/, vs1’, ws;’) —
(ca, t1, f, vs1/, wsy’) ..
moreover assume 35 # {}. S C {z. s1 = &4
(C sources-auz ({(bvars b) # %cs’) vsy 81 fx)}
then obtain S where
P: S # {} and
Q:SC{z.s=1t
(C sources-auz ((bvars by # %cs’) vsy s fx)}
using «?P» by blast
have R: Uniw? A X: bvars b ~»| S
using @ and D by (rule sources-auz-bval, insert J O, simp)
have 3p. (co, t1, f/, vs1’, ws1’) = p
using [ by (rule ctyping2-term, insert P R, auto)
then obtain ¢, and f” and vsy’ and wss’ where
S: (ca, t1, f', vs1!, ws1") —* (SKIP, to, ', vsy!, wssy’)
by (auto simp: big-iff-small)
ultimately have
(¢/y t1, [/, vs1', wsy') —* (SKIP, to, f', vsa', wsy”)
(is ?Q1)
using «?P» by (blast dest: small-steps-stream
intro: star-trans)
have T: (co, t1, [/, vs1/, ws1') = (ta, f”, vsa’, wsy”)
using S by (simp add: big-iff-small)
show ?thesis
proof (cases ¢’ = SKIP)
assume ¢’ = SKIP
(is 7Q2)
show ?thesis
proof (rule exI [of - SKIP], rule exI [of - ta],
rule exI [of - vse'], rule exl [of - ws2'])

{
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fix S
assume S C {z. s = 1
(C sources-auz ((bvars b) # %cs’) vsy s fz)}
hence U: Univ? A X: bvars b ~| S
using D by (rule sources-auz-bval, insert J O, simp)
hence [p«drop (length vs1') vse'. fst p € S| = |]
using [ and T by (blast dest: ctyping2-confine)
moreover have no-upd ?cs’ S
using B [OF - - HM N K] and G and U by simp
hence [p«in-flow ?cs’ vsy f. fst p € S] =]
by (rule no-upd-in-flow)
moreover have vsy; = vsg Q in-flow ?cs’ vsg f
using K by (rule small-stepsl-in-flow)
ultimately have [p«drop (length vsy) vsa. fst p € S] =
[p<—drop (length vs1’) vsy'. fst p € S]
using «?P» by simp
hence ?Q1 A ?Q2 A ?this
using <?Q1» and <?Q2)> by simp

moreover {
fix S
assume U: S C {z. s = #;

(C sources ((bvars by # %cs’) vsy s fx)}
moreover have

V. sources-auz ({bvars by # 2ecs’) vsy s fa C

sources ({bvars by # %cs’) vsy s fx

by (blast intro: subsetD [OF sources-auz-sources])
ultimately have S C {z. s = #;

(C sources-auz ((bvars b) # %cs’) vsy s fz)}

by blast
hence V: Uniw? A X: bvars b ~~| S

using D by (rule sources-auz-bval, insert J O, simp)
hence t; = t5 (C 9)

using [ and T by (blast dest: ctyping2-confine)
moreover have W: no-upd ?cs’ S

using B [OF - - HM N K] and G and V by simp
hence run-flow ?cs’ vsg s f = s (C 5)

by (rule no-upd-run-flow)
moreover have sy = run-flow ?cs’ vsg s f

using K by (rule small-stepsl-run-flow)
moreover have

Ve S ze€ sources ((bvars b) # %cs’) vs1 s fx

by (rule no-upd-sources, simp add: W)
hence s = t; (C 9)

using U by blast
ultimately have s; = t2 (C 5)

by simp

moreover {
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fix §
assume S C {z. s = 1
(C sources-out ({bvars b) # ?cs’) vsy s fx)}
moreover have
V. sources-auz ({(bvars by # %es’) vsy s fa C
sources-out ({bvars b) # 2cs’) vsy s fx
by (blast intro: subsetD [OF sources-aux-sources-out])
ultimately have S C {z. s = #;
(C sources-auz ((bvars b) # %cs’) vsy s fz)}
by blast
hence U: Univ? A X: bvars b ~| S
using D by (rule sources-auz-bval, insert J O, simp)
hence [p«drop (length wsy’) wsa'. fst p € S| = |
using [ and T by (blast dest: ctyping2-confine)
moreover have no-upd ?cs’ S
using B [OF - - HM N K] and G and U by simp
hence [p«out-flow ?cs’ vsy s f. fst p € S] =[]
by (rule no-upd-out-flow)
moreover have wsy = wsy @ out-flow ?cs’ vsy s f
using K by (rule small-stepsl-out-flow)
ultimately have
[p<—drop (length wsy) wsa. fstp € S] =
[p<—drop (length ws1’) wsy’. fst p € 9]
using < ?P» by simp
}
ultimately show
ok-flow-auz-1 ¢’ ¢ SKIP s1 t1 to ff’
vs1 vs1' VS vsy! wsy’ wsy' Pes A
ok-flow-auz-2 51 s9 11 to f [’ vsy vsy' Zcs A
ok-flow-auz-3 s1 t1 ff' vsy vsy’ wsy wsy’ wsy wsy’ Pcs
using L and <?P» by auto
qged
next
assume c’’ # SKIP
(is 7Q2)
show ?thesis
proof (rule exI [of - ¢'], rule exI [of - t1],
rule exI [of - vs1'], rule exl [of - ws1'])
{
fix S
assume S C {z. s = #;
(C sources-auz ((bvars b) # %cs’) vsy s fz)}
hence Univ? A X: bvars b ~| S
using D by (rule sources-auz-bval, insert J O, simp)
hence no-upd ?cs’ S
using B [OF - - HM N K] and G by simp
hence [p«in-flow ?cs’ vsy f. fst p € S] =]
by (rule no-upd-in-flow)
moreover have vsy = vsg @ in-flow ?cs’ vsg f
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using K by (rule small-stepsl-in-flow)
ultimately have
[p<—drop (length vsy) vsa. fst p € S] =[]
using «?P» by simp
hence ?Q2 A ?this
using <?Q2> by simp
}
moreover {
fix S
assume U: S C {z. s =t
(C sources ((bvars by # %cs’) vsy s fx)}
moreover have
Vz. sources-aux ((bvars b) # %cs’) vsy s fz C
sources ({bvars by # %cs’) vsy s fx
by (blast intro: subsetD [OF sources-auz-sources])
ultimately have S C {z. s = #;
(C sources-aux ({(bvars b) # 2cs’) vsy s fx)}
by blast
hence Univ? A X: bvars b ~»| S
using D by (rule sources-auz-bval, insert J O, simp)
hence V: no-upd %cs’ S
using B [OF - - HM N K| and G by simp
hence run-flow ?cs’ vsg s f = s (C 5)
by (rule no-upd-run-flow)
moreover have sy = run-flow ?cs’ vsy s f
using K by (rule small-stepsl-run-flow)
moreover have
Vo € S. x € sources ((bvars b) # %cs’) vsy s fx
by (rule no-upd-sources, simp add: V)
hence s = t; (C 9)
using U by blast
ultimately have s; = t; (C 5)
by simp
}
moreover {
fix S
assume S C {z. s = #;
(C sources-out ((bvars by # %cs’) vsy s fx)}
moreover have
V. sources-aux ((bvars b) # %cs’) vsy s fa C
sources-out ({bvars b) # ?cs’) vsy s fx
by (blast intro: subsetD [OF sources-aux-sources-out))
ultimately have S C {z. s = #;
(C sources-auz ({(bvars b) # 2cs’) vsy s fx)}
by blast
hence Univ? A X: bvars b ~»| S
using D by (rule sources-auz-bval, insert J O, simp)
hence no-upd ?cs’ S
using B [OF - - HM N K| and G by simp
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hence [p«out-flow ?cs’ vsy s f. fst p € S] =[]
by (rule no-upd-out-flow)
moreover have wsy = wsy @ out-flow ?cs’ vsy s f
using K by (rule small-stepsl-out-flow)
ultimately have
[pdrop (length wsy) wse. fst p € S] =[]
using < ?P» by simp
}
ultimately show
ok-flow-auz-1 ¢’ ¢ ¢’ s1 t1 t1 f f’
vs; vsy’ vsa vsy wsy’ wsy! Zes A
ok-flow-auz-2 sy s t1 t1 ff' vsy vs1’ Zes A
ok-flow-auz-3 s1 t1 ff' vsy vsy’ wsy wsy’ wsy wsy’ Pcs
using L and <?P» by auto
qed
qed
next
assume 5. S # {} A S C{z. sy =t
(C sources-auz ((bvars by # %cs’) vsy s1 fx)}
hence O: Vo' ty vsy’ wsy'.
ok-flow-auz-1 ¢’ ¢ ¢c3’ s1 t1 to f '
vs1 Vs’ sy vse! wsy' wsy' Pes A
ok-flow-auz-2 s1 so t1 ta ff vsy vsy! Pes A
ok-flow-auz-3 s1 t1 ff' vsy vsy' wsy wsy’ wsy wsy' Pcs
using L by (auto introl: ok-flow-auz-degen)
show ?thesis
by (rule exI [of - SKIP], rule exI [of - Az. 0],

rule exI [of - []], rule exI [of - []],
simp add: O [rule-format, of SKIP Az. 0 ]] []])
qed
qed
qged (simp add: B[OF -- HM N K] G L)
next
assume

J: = bval b s and
K: (ca, s, f, vso, wsg) —+{tl cfsa} (¢’ sa, f, vs2, wss) and
L: flow cfsa = (bvars by # flow (¢l cfss)
(is %cs = - # Zcs’)
have M: s € Univ By (C state N X)
using J by (insert btyping2-approz [OF G D), simp)
have N: (ca, s, f, vso, wso) —=*{[]} (c2, s, f, vso, wsy)
by simp
show ?thesis
proof (rule conjl, clarify)
fix t1 f' vsy' wsy’
show J ¢y’ ty vsy’ wsy'.
ok-flow-auz-1 ¢’ ¢ ¢y’ 51 t1 to f [’
vs; vs1’ vsa vsa! wsy’ wsy' Pes A
ok-flow-aux-2 s1 so t1 to ff' vs1 vsy' Zcs A
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ok-flow-auz-3 sy t1 f [’ vsy vs1’ wsy wsy’ wse wsy’ Zcs
proof (cases bval b t1, cases 35 # {}.
S C{z. s1 = t1 (C sources-aux ((bvars by # ?cs’) vsy s1 fz)})
assume O: — bval b t1
have ok-flow-auz ?U’ co ¢"" s so f vsy vsy wsy wsy ?cs’
using C' [OF - - I M N K] and G by simp
then obtain ¢y’ and ¢y and vsy’ and wss’ where
ok-flow-auz-1 co ¢"" c3’ sty ta ff'
V8o vS1' vSy vsy' wsy’ wsay’ Pes’ A
ok-flow-aux-2 s 59 t1 to ff' vsg vsy' Zcs’ A
ok-flow-aux-3 s t1 [ f' vsg vs1’ wsy wsy’ wsy wsy’ Pcs’
(is ?P1 N ?P2 N ?P3)
by fastforce
hence ?P1 and ?P2 and ?P3 by auto
show ?thesis
proof (rule exl [of - c2'], rule exI [of - ta],
rule exl [of - vsa'], rule exI [of - wsy)

fix S
assume
P: S+ {} and
Q:SQ{x.slztl
(C sources-aux ({bvars b) # 2cs’) vsy 51 fx)} and
R: f = f"(C ws1, vs1/,
U {tags-auz ({(bvars by # ?cs’) vsy s1 fa | z. x € S})
have V. sources-aux ?cs’ vsy s1 fz C
sources-auz ((bvars by # %cs’) vsy s1 fx
by (blast intro: subsetD [OF sources-aux-observe-tl])
hence S C {z. 51 = t; (C sources-auzx ?cs’ vsy s1 fz)}
using @) by blast
moreover have f = f' (C vsy, vs1/,
U {tags-auz ?cs’ vsy s1 fz | z. z € S})
using R by (simp add: tags-auz-observe-tl)
ultimately have
(027 tlu f/7 Usllv wsll) —k (C2Ia t27 f/7 /082,7 wsZ/) A
(¢"" = SKIP) = (cy' = SKIP) A
map fst [p<drop (length vs1) vsa. fst p € S] =
map fst [p<—drop (length vs1’) vsy'. fst p € S|
(is 2Q1 N 2Q2 N 2Q3)
using P and «?P» and (?P1» by simp
hence ?Q1 and ?Q2 and ?Q3 by auto
moreover have (IF b THEN ¢y ELSE ca, t1, f', vs1/, wsy) —
(co, t1, [/, vs1', wsy”)
using O ..
hence (¢/, t1, [/, vs1/, ws1’) —=* (o', to, [/, vsa!, wsy”)
using 7Py and <?Q1» by (blast intro: star-trans)
ultimately have ?this A 7Q2 N ?Q3
by simp

}
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moreover {
fix S
assume
P:Sg{x.slztl
(C sources ((bvars by # %cs’) vsy s1 fx)} and
Q: f = f'(C vsy, vs1',
U {tags ({bvars b) # ?cs’) vsy 81 fz | . z € S})
have V. sources ?cs’ vsy s1 fx C
sources ({bvars by # %cs’) vsy s1 fx
by (blast intro: subsetD [OF sources-observe-tl))
hence S C {z. s; = t; (C sources ?cs’ vsy s1 fz)}
using P by blast
moreover have [ = ' (C vsy, vsy/,
U {tags ?cs’ vs1 s1 fz | z. xz € S})
using @ by (simp add: tags-observe-tl)
ultimately have s; = t3 (C 9)
using «?P» and «?P2) by blast
}
moreover {
fix S
assume
P: S # {} and
Q:SC{z.s1 =1t
(C sources-out ({bvars b) # ?cs’) vsy 81 fz)} and
R: f = f'(C vs1, vs1/,
U {tags-out ({(bvars b) # ?cs’) vsy 1 fa | z. z € S})
have V. sources-out ?cs’ vsy s1 fx C
sources-out ({bvars b) # %cs’) vsy s1 fx
by (blast intro: subsetD [OF sources-out-observe-tl])
hence S C {z. 51 = t1 (C sources-out ?cs’ vs1 s1 f )}
using @) by blast
moreover have [ = ' (C wvsy, vs1/,
U {tags-out ?cs’ vsy sy fx | z. z € S})
using R by (simp add: tags-out-observe-tl)
ultimately have [p«drop (length ws,) wss. fst p € S] =
[p<drop (length ws1’) wsy’. fst p € 5]
using P and <?P> and «?P3» by simp
}
ultimately show
ok-flow-auz-1 ¢’ ¢ ¢y’ 51 t1 to f [’
vs1 V81’ vse vsy' wsy’ wsy! Pes A
ok-flow-auz-2 s1 so t1 to ff' vsy vsy' Zcs A
ok-flow-auz-3 s1 t1 f [’ vsy vs1’ wsy wsy’ wse wse' Pcs
using L by auto
qed
next
assume O: bval b t;
hence (IF b THEN ¢y ELSE ca, t1, f', vs1/, ws1’) —
(c1, t1, f/ vs1', wsy) ..
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moreover assume 3.5 # {}.
S C {z. s1 = t1 (C sources-auz ({(bvars b) # ?cs’) vsy s1 fz)}
then obtain S where
P: S+ {} and
Q: S C {z. s =t (C sources-aux ({bvars b) # ?cs’) vsy s f )}
using < ?P» by blast
have R: Uniw? A X: bvars b ~»| S
using @ and D by (rule sources-auz-bval, insert J O, simp)
have 3p. (¢, t1, f/, vs1/, ws1’) = p
using H by (rule ctyping2-term, insert P R, auto)
then obtain ¢, and f” and vsy’ and wsy’ where
S: (c1, t1, f/, vs1!, wsy) —x (SKIP, to, ', vsy!, wsa’)
by (auto simp: big-iff-small)
ultimately have
(¢/y t1, [', vs1', ws1') —* (SKIP, to, f', vsa', wsy”)
(is 2Q1)
using <?P» by (blast dest: small-steps-stream intro: star-trans)
have T: (c1, t1, [/, vs1’, ws1’) = (2, f7, vsa!, wsy”)
using S by (simp add: big-iff-small)
show ?thesis
proof (cases ¢’ = SKIP)
assume ¢’ = SKIP
(is 7Q2)
show ?thesis
proof (rule exl [of - SKIP], rule exl [of - t2],
rule exl [of - vsa], rule exI [of - wsa'])

fix S
assume S C {z. s =t
(C sources-auzx ((bvars b) # %cs’) vsy s fz)}
hence U: Univ? A X: bvars b ~~| S
using D by (rule sources-auz-bval, insert J O, simp)
hence [p«drop (length vs1’) vsy'. fst p € S| = |]
using H and T by (blast dest: ctyping2-confine)
moreover have no-upd ?cs’ S
using C [OF - - I M N K] and G and U by simp
hence [p«in-flow ?cs’ vsy f. fst p € S] =]
by (rule no-upd-in-flow)
moreover have vsy = vsg Q in-flow ?cs’ vsg f
using K by (rule small-stepsl-in-flow)
ultimately have [p«drop (length vsy) vsy. fst p € S] =
[p<—drop (length vs1’) vsy'. fst p € 5]
using 2Py by simp
hence ?Q1 A ?2Q2 N ?this
using «?Q1» and <?Q2> by simp
}

moreover {

fix S
assume U: S C{z. s =t
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(C sources ((bvars by # %cs’) vsy s fx)}
moreover have V. sources-auz ({(bvars by # ?cs’) vsy s fz C
sources ((bvars by # %cs’) vsy s fx
by (blast intro: subsetD [OF sources-aux-sources))
ultimately have S C {z. s = #;
(C sources-aux ((bvars b) # 2cs’) vsy s fx)}
by blast
hence V: Uniw? A X: bvars b ~~| S
using D by (rule sources-auz-buval, insert J O, simp)
hence t; = t3 (C 9)
using H and T by (blast dest: ctyping2-confine)
moreover have W: no-upd %cs’ S
using C [OF - - I M N K] and G and V by simp
hence run-flow ?cs’ vsg s f = s (C 9)
by (rule no-upd-run-flow)
moreover have sy = run-flow ?cs’ vsy s f
using K by (rule small-stepsl-run-flow)
moreover have Vi € S. © € sources ((bvars b) # %cs’) vsy s fx
by (rule no-upd-sources, simp add: W)
hence s = t; (C 9)
using U by blast
ultimately have s; = t5 (C 5)
by simp
}

moreover {
fix S
assume S C {z. s = 1
(C sources-out ((bvars by # %cs’) vsy s fx)}
moreover have V. sources-auz ({(bvars by # ?cs’) vsy s fx C
sources-out ({bvars by # 2cs’) vsy s fx
by (blast intro: subsetD [OF sources-aux-sources-out])
ultimately have S C {z. s = #;
(C sources-aux ((bvars b) # 2cs’) vsy s fx)}
by blast
hence U: Uniw? A X: bvars b ~»| S
using D by (rule sources-aux-bval, insert J O, simp)
hence [p<drop (length ws1") wsy'. fst p € S| = ||
using H and T by (blast dest: ctyping2-confine)
moreover have no-upd ?cs’ S
using C [OF - - I M N K] and G and U by simp
hence [p«out-flow ?cs’ vsy s f. fst p € S] =]
by (rule no-upd-out-flow)
moreover have wsy = wsy Q out-flow ?cs’ vsy s f
using K by (rule small-stepsl-out-flow)
ultimately have
[p<—drop (length wsy) wsy. fst p € S] =
[p<drop (length ws1’) wsy’. fst p € 5]
using «?P» by simp

}
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ultimately show
ok-flow-auz-1 ¢’ ¢" SKIP s1 t1 to f '
vs1 V81’ vsa vsy' wsy' wsy! Pes A
ok-flow-auz-2 s1 sy t1 to ff vsy vsy' Pcs A
ok-flow-auz-3 sy t1 f f' vsy vs1’ wsy wsy’ wse wsy' Pcs
using L and (<?P» by auto
qed
next
assume c’’ # SKIP
(is 2Q2)
show ?thesis
proof (rule exI [of - ¢], rule exI [of - t1],
rule ezl [of - vs1'], rule exI [of - ws;'])

fix S
assume S C {z. s = t;
(C sources-aux ((bvars b) # 2cs’) vsy s fx)}
hence Univ? A X: bvars b ~~| S
using D by (rule sources-auz-buval, insert J O, simp)
hence no-upd ?cs’ S
using C [OF - - I M N K] and G by simp
hence [p+in-flow %cs’ vsy f. fst p € S| =]
by (rule no-upd-in-flow)
moreover have vsy = vsg @ in-flow ?cs’ vsg f
using K by (rule small-stepsl-in-flow)
ultimately have [p«drop (length vs1) vsa. fst p € S] =[]
using «?P» by simp
hence ?Q2 A ?this
using «?Q2> by simp
}
moreover {
fix S
assume U: S C{z. s =t
(C sources ((bvars by # %cs’) vs1 s fx)}
moreover have Vz. sources-aux ({(bvars b) # ?cs’) vsy s fz C
sources ((bvars by # %cs’) vsy s fx
by (blast intro: subsetD [OF sources-aux-sources))
ultimately have S C {z. s = #;
(C sources-aux ({(bvars b) # 2cs’) vsy s fx)}
by blast
hence Univ? A X: bvars b ~| S
using D by (rule sources-aux-bval, insert J O, simp)
hence V: no-upd 2cs’ S
using C [OF - - I M N K] and G by simp
hence run-flow cs’ vsg s f = s (C 9)
by (rule no-upd-run-flow)
moreover have sy = run-flow ?cs’ vsy s f
using K by (rule small-stepsl-run-flow)
moreover have Vi € S. z € sources ((bvars b) # %cs’) vsy s fz
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by (rule no-upd-sources, simp add: V)
hence s = t; (C S5)
using U by blast
ultimately have s; = t; (C 5)
by simp
}
moreover {
fix S
assume S C {z. s =
(C sources-out ({bvars by # %cs’) vsy s fx)}
moreover have V. sources-aux ({(bvars b) # %cs’) vsy s fa C
sources-out ({bvars b) # %cs’) vsy s fx
by (blast intro: subsetD [OF sources-aux-sources-out])
ultimately have S C {z. s = #;
(C sources-auzx ((bvars b) # %cs’) vsy s fx)}
by blast
hence Univ? A X: bvars b ~~| S
using D by (rule sources-auz-bval, insert J O, simp)
hence no-upd ?cs’ S
using C [OF - - I M N K] and G by simp
hence [p«out-flow ?cs’ vsy s f. fst p € S] =]
by (rule no-upd-out-flow)
moreover have wsy = wsy Q out-flow ?cs’ vsg s f
using K by (rule small-stepsl-out-flow)
ultimately have [p«drop (length wsy) wss. fst p € S] =[]
using «?Py by simp
}
ultimately show
ok-flow-auz-1 ¢’ ¢ ¢’ s1 t1 t1 ff'
vs1 v81' vse vs1' wsy' wsy! Pes A
ok-flow-auz-2 s1 sy t1 t1 ff vsy vsy' Pes A
ok-flow-auz-3 sy t1 f [’ vsy vs1’ wsy wsy’ wse wsy’ Pcs
using L and <?P» by auto
qed
qed
next
assume #5. S # {} A
S C {x. sy = t1 (C sources-auz ({(bvars by # ?cs’) vsy s1 fx)}
hence O: Vo' tg vsy' wsy'.
ok-flow-auz-1 ¢’ ¢ ¢y’ 51 t1 to f '
v81 V81’ Vs vsy' wsy' wsy' Pes A
ok-flow-aux-2 51 so t1 to ff' vsy vsy! Zcs A
ok-flow-auz-3 s1 t1 [ f' vsy vsy’ wsy wsy’ wsy wsy’ Pcs
using L by (auto intro!: ok-flow-aux-degen)
show ?thesis
by (rule exI [of - SKIP], rule exI [of - Az. 0],
rule exI [of - []], rule exI [of - []],
simp add: O [rule-format, of SKIP Xz. 0[] []])
qged
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qed (simp add: C [OF - -IM N K] G L)
qed
next
assume bval b s
hence J: s € Univ By (C state N X)
by (insert btyping2-approx [OF G D], simp)
assume K: (c1, s, f, vsg, wsg) —*{tl cfs1} (¢’; s1, f, vs1, wsy)
show ?thesis
using B [OF - - HJ K F] and G by simp
next
assume — bval b s
hence J: s € Univ By (C state N X)
by (insert btyping2-approx [OF G D], simp)
assume K: (co, s, f, vso, wsg) —={tl cfs1} (¢’; 1, f, vs1, wsy)
show ?thesis
using C [OF - - I J K F] and G by simp
qed
qed

lemma ctyping2-correct-aux-while:
assumes
A: (U, v) E WHILE b DO ¢ (C A, X) = Some (B, W) and
B: \B1 By C Y By' By D Z ¢y co 8581 2 USy US1 USy WSy WS WS ¢fs1 cfsa.
(Bl, Bg) = ': b (g A, X) -
(C,Y)=Fc(C By, X) =
(Bl/, BQ’) = |: b (g C, Y) -
YV (B, W) € insert (Univ? A X U Univ? C'Y, bvars b) U.
B: W ~ UNIV —
({}, False) = ¢ (C By, X) = Some (D, Z) =
s € Univ By (C state N X) =
(e, s, f, vsg, wsg) =+{cfs1} (c1, 81, f, vs1, ws1) =
(e1, s1, f, vs1, ws1) =*{cfsa} (ca, S2, f, vs2, wWsy) =
ok-flow-aux {} ¢1 co s1 2 fvsy vse wsy wse (flow cfse) and
C: NB1 Bo CY By’ By D' Z' ¢1 ¢o s 81 82 v8g vS1 0Sg wSy wsy WS cfsy cfss.
(Bl, Bg) = ': b (g A, X) -
(C,Y)=F ¢ (C By, X) =
(Bl/, BQ’) = ': b (Q C, Y) -
YV (B, W) € insert (Univ? A X U Univ? C'Y, bvars b) U.
B: W ~ UNIV —
({}, False) = ¢ (C By, Y) = Some (D', Z') =
s € Univ By’ (C state N'Y) =
(e, s, f, vsg, wsg) =*{cfs1} (c1, 81, f, vs1, ws1) =
(c1, s1, [, vs1, ws1) =*{cfsa} (ca, s2, f, vs2, wWs3) =
ok-flow-aux {} ¢1 co s1 2 fusy vsa wsy wse (flow cfse) and
D: s € Univ A (C state N X) and
E: (WHILE b DO ¢, s, f, vsg, wsg) —*{cfs1} (c1, s1, f, vs1, ws1) and
F: (c1, s1, f, vs1, wsy) —=x{cfsa} (ca, S2, f, vS2, Wws2)
shows ok-flow-auzx U ¢1 ¢ $1 s2 fvsy vsy wsy wsy (flow cfsa)
proof —
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from A obtain By By C Y B’ By’ D Z D’ Z' where
G: ': b (Q A, X) = (Bl, BQ) and
H:Fc¢(CB,X)=(C, Y)and
I Eb(CC,Y)= (B, By') and
J: ({}, False) = ¢ (C By, X) = Some (D, Z) and
K: ({}, Fualse) = ¢ (C By, Y) = Some (D', Z’) and
L: ¥ (B, W) € insert (Univ? A X U Uniw? C'Y, bvars b) U. B: W ~» UNIV
by (fastforce split: if-split-asm option.split-asm prod.split-asm)
from Unll [OF D, of Univ C (C state N Y)] and E and F show %thesis
proof (induction cfsy Q cfsy arbitrary: cfsy cfsy s vsg WSy ¢1 1 VST WSy
rule: length-induct)
fix cfsy cfsa s vsg wsy €1 S1 VST WSy
assume
M: ¥ cfs. length cfs < length (cfs1 @Q cfsg) —
(Vefs' cfs”. cfs = cfs’ Q ¢fs” —
(Vs. s € Univ A (C state N X) U Univ C (C stateN'Y) —
(Vusgp wsg ¢1 81 081 wsy.
(WHILE b DO ¢, s, f, vsg, wso) —*{cfs’} (c1, s1, f, vs1, wsy) —
(c1, 81, f, vs1, ws1) =+{cfs’’} (ca, s2, f, vs2, wsy) —>
ok-flow-aux U ¢ co 81 S2 f vs1 vsa wsy wsy (flow cfs’)))) and
N: s € Univ A (C state N X) U Univ C (C state N V) and
O: (c1, 81, f, vs1, ws1) —*{cfsa} (c2, S, f, vs2, Wwsa)
assume (WHILE b DO ¢, s, f, vsg, wsg) —=*{cfs1} (c1, s1, f, vs1, wsy)
hence
(e1, 81, f, vs1, wsy) = (WHILE b DO ¢, s, f, vsg, wsg) A
flow cfsy =[] v
bval b s A
(¢;; WHILE b DO ¢, s, f, vsog, wsg) —*{tl cfs1} (c1, s1, f, vs1, wsy) A
flow cfsy = (bvars b) # flow (tl cfs1) V
- bval b s A
(1, 81, f, vs1, ws1) = (SKIP, s, f, vsy, wsg) A
flow c¢fs; = [(bvars b)]
by (rule small-stepsl-while)
thus ok-flow-auz U ¢1 co 51 $2 f vs1 vsa wsy wse (flow cfss)
proof (rule disjE, erule-tac [2] disjE, erule-tac conjE,
(erule-tac [2—38] conjE)+)
assume P: (c1, s1, f, vs1, wsy) = (WHILE b DO ¢, s, f, vsg, wSp)
hence (WHILE b DO ¢, s, f, vsg, wsg) —*{cfs2} (ca, s2, f, vs2, wsa)
using O by simp

hence
(ca, s2, f, vs2, wsy) = (WHILE b DO ¢, s, f, vsg, wsp) A
flow cfsy =[] v
bval b s N

(¢;; WHILE b DO ¢, s, f, vsg, wsg) —*{tl cfsa}
(ca, 82, f, vs2, ws2) A
flow cfsy = (bvars by # flow (&l cfsa) V
- bval b s A
(ca, S2, f, vsa, wsa) = (SKIP, s, f, vsy, wsp) A
flow cfse = [{bvars b)]
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by (rule small-stepsl-while)
thus ?thesis
proof (rule disjE, erule-tac [2] disjE, erule-tac conjE,
(erule-tac [2—38] conjE)+)
assume
(ca, $2, f, vsa, wsy) = (WHILE b DO ¢, s, f, vsp, wsg) and
flow cfey = [
thus ?thesis
using P by fastforce
next
assume
Q: bval b s and
R: flow cfso = (bvars by # flow (tl cfsa)
(is %cs = - # %cs’)
assume (c;; WHILE b DO ¢, s, f, vsg, wsg) —={tl cfsa}
(ca, s2, f, vsa, wss)
hence
(3! ¢fs.
co = c¢'s; WHILE b DO ¢ A
(e, s, f, vso, wsg) —*{cfs} (¢’ s2, f, vsa, wsz) A
?cs’ = flow cfs) V
(Fp cfs’ cfs”.
length cfs' < length (tl cfsa) A
(c. 5, f, vso, wso) —+{cfs’} (SKIP, p) A
(WHILE b DO ¢, p) —x{cfs'} (ca, $2, f, vsa, wsa) A
?cs’ = flow cfs’ @ flow cfs”’)
by (rule small-stepsl-seq)
thus ?thesis
apply (rule disjE)
apply (erule exE)+
apply (erule conjE)+
subgoal for ¢’ ¢fs
proof —
assume
S: ¢cag = ¢’;; WHILE b DO ¢ and
T: (¢, s, f, vso, wsg) —x{cfs} (¢, s2, f, vs2, wss) and
U: ?cs’ = flow cfs
have V: (¢, s, f, vsg, wso) —=*{[]} (¢, s, f, vso, wsp)
by simp
from N have
ok-flow-aux {} ¢ ¢’ s s3 fusg vsy wsy wsy (flow cfs)
proof
assume W: s € Univ A (C state N X)
have X: s € Univ By (C state N X)
using @ by (insert btyping2-approx [OF G W], simp)
show ?thesis
by (rule B [OF G [symmetric] H [symmetric] I [symmetric]
LJXVT)

next
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assume W: s € Univ C (C state N Y)
have X: s € Univ By’ (C state N Y)
using @ by (insert btyping2-approx [OF I W1, simp)
show ?thesis
by (rule C [OF G [symmetric] H [symmetric] I [symmetric]
LKXVT])
qed
hence W: ok-flow-auz {} ¢ ¢’ 51 sa f vs) vsy wsy wse cs’
using P and U by simp
show ?thesis
proof (rule conjl, clarify)
fix t1 f/ vsy’ wsy’
obtain ¢y’ and t; and vsy’ and wss’ where
ok-flow-auz-1 ¢ ¢’ co’ 51 t1 to f [’
vs1 V81’ vsy vy’ wsy! wsy! Pes’ A
ok-flow-auz-2 s1 so t1 to ff vs1 vsy' Zcs’ A
ok-flow-auz-3 sy t1 f [’ vsy vs1’ wsy wsy’ wse wse’ Pcs
(is ?P1 N ?P2 N ?P3)
using W by fastforce
hence ?P1 and ?P2 and ?P3 by auto
show J ¢y’ ty vsy’ wsy'.
ok-flow-auz-1 ¢1 co ¢’ 81 t1 to f '
vs1 V81’ vsa vsy' ws1' wse’ Pes A
ok-flow-auz-2 s1 sy t1 to ff vsy vsy' Zes A
ok-flow-auz-3 s1 t1 ff' vsy vsy’ wsy wsy’ wse wsy' Pcs
proof (rule exI [of - co’s; WHILE b DO c¢], rule exI [of - ta],
rule exI [of - vse'], rule exl [of - ws2'])

/

fix S
assume
X: S # {} and
Y:Sg{x.slztl
(C sources-auz ({(bvars b) # 2cs’) vs; s1 fx)} and
Z: f = f"(C vs1, vs1,
U {tags-auz ({bvars by # ?cs’) vs1 s1 fa | z. x € S})
have V z. sources-auz ?cs’ vsy s fx C
sources-auz ((bvars by # ?cs’) vsy s1 fx
by (blast intro: subsetD [OF sources-aux-observe-tl])
hence S C {z. 51 = t1 (C sources-auz ?cs’ vsy s1 fx)}
using Y by blast
moreover have f = f’ (C vsy, vsy/,
U {tags-auz ?cs’ vsy sy fa | x. z € S})
using Z by (simp add: tags-auz-observe-tl)
ultimately have
(C, tlv flv 'Uslla wsll) o (CQ/a t27 f/7 U52/7 U)SQ/) A
map fst [p<drop (length vs) vsy. fst p € S] =
map fst [p<drop (length vs1’) vsy'. fst p € 5]
(is 7Q1 A 2Q2)
using X and <?P1» by simp
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hence ?Q1 and ?Q2 by auto
have s; = t; (C bvars b)
by (rule eg-states-while [OF Y X|, insert L N P, simp+)
hence bval b t;
using P and @ by (blast dest: bvars-bval)
hence (WHILE b DO ¢, t1, f', vs1', ws1) —
(¢;; WHILE b DO ¢, t1, [/, vs1/, ws1') ..
hence (c1, t1, [/, vs1/, wsy’) —x
(ea’s; WHILE b DO ¢, to, [/, vsy’, wsy')
using P and <?Q1> by (blast intro: star-seq2 star-trans)
hence ?this A 7Q2
using <?Q2> by simp
}
moreover {
fix S
assume
X:SC{x.s1=1
(C sources ({bvars by # %cs’) vs; s1 fz)} and
YVif=f"(C vsi, vsi',
U {tags ({bvars by # %cs’) vsy s1 fz | z. x € S})
have V z. sources ?cs’ vsy s1 fz C
sources ({bvars by # %cs’) vsy s1 fx
by (blast intro: subsetD [OF sources-observe-tl])
hence S C {z. 51 = t1 (C sources ?cs’ vsy s1 f )}
using X by blast
moreover have f = f’ (C vsy, vsy/,
U {tags ?cs’ vsy s1 fx | x. z € S})
using Y by (simp add: tags-observe-tl)
ultimately have s; = t2 (C 5)
using <?P2) by blast
}
moreover {
fix S
assume
X: S # {} and
Y:Sg{x.slztl
(C sources-out ({(bvars b) # ?cs’) vsy s1 fx)} and
Z: f = f'(C vsy, vs1/,
U {tags-out ({(bvars b) # ?cs’) vsy 81 fz | xz. x € S})
have V z. sources-out ?cs’ vsy 81 fz C
sources-out ({bvars b) # ?cs’) vsy 81 fx
by (blast intro: subsetD [OF sources-out-observe-tl])
hence S C {z. s1 = t1 (C sources-out ?cs’ vsy s1 f )}
using Y by blast
moreover have [ = ' (C vsy, vs;/,
U {tags-out 2cs’ vsy s1 fz | z. z € S})
using Z by (simp add: tags-out-observe-tl)
ultimately have [p«drop (length ws1) wss. fst p € S] =
[p<—drop (length ws1’) wsy'. fst p € 5]
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using X and (?P3» by simp
}
ultimately show
ok-flow-aux-1 ¢1 ¢co (co's; WHILE b DO ¢) sy ty ta f f'
vs1 vs1' vsy vsy' wsy! wsy! Pes N
ok-flow-aux-2 s1 so t1 to f [ vs1 vsy' Zcs A
ok-flow-auz-3 s1 t1 f [’ vsy vsy’ wsy wsy’ wsy wsy’ s
using R and S by auto
qed
qed (insert L, auto simp: no-upd-empty)
qed
apply (erule exE)+
apply (erule conjE)+
subgoal for p cfs’ cfs’’
proof —
assume (c, s, f, vsg, wsg) —*{cfs’} (SKIP, p)
moreover from this obtain s;’ and vs and ws where
S:p=(s1', f, vs, ws)
by (blast dest: small-stepsl-stream)
ultimately have
T: (¢, 81, f, vs1, wsy) —*{cfs’} (SKIP, s1’, f, vs, ws)
using P by simp
assume (WHILE b DO ¢, p) —={cfs"’} (ca, s, f, vsa, wsa)
with S have
U: (WHILE b DO ¢, s1/, f, vs, ws) —={cfs"’}
(ca, S2, [, vs2, wsa)
by simp
assume V: %cs’ = flow cfs’ Q flow cfs”
(is (- :: flow) = %cs1’ @ %esy’)
have W: (¢, s1, f, vs1, ws1) ==*{[]} (¢, s1, f, vs1, wsy)
by simp
from N have ok-flow-auz {} ¢ SKIP s1 s1' f vsy vs wsy ws sy’
proof
assume X: s € Univ A (C state N X)
have Y: s; € Univ By (C state N X)
using P and @ by (insert btyping2-approx [OF G X], simp)
show ?thesis
by (rule B [OF G [symmetric] H [symmetric] I [symmetric|
LJYWT)]
next
assume X: s € Univ C (C state N Y)
have Y: s; € Univ By’ (C state N Y)
using P and @ by (insert btyping2-approx [OF I X], simp)
show ?thesis
by (rule C [OF G [symmetric] H [symmetric] I [symmetric]
LKYWT)
qed
hence X: ok-flow-auz {} ¢ SKIP s1 s1’ f vs1 vs wsy ws ?csy’
using P by simp
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assume length cfs’” < length (tl cfss)
hence length ([] @ cfs") < length (cfsy @ cfsq)
by simp
moreover have [| @ ¢fs” =[] @ ¢fs” ..
moreover from T have (c, s, f, vsg, wsg) = (s1/, f, vs, ws)
using P by (auto dest: small-stepsl-steps simp: big-iff-small)
hence s1' € Univ A (C state N X) U Univ C (C state N Y)
by (rule univ-states-while [OF - G HI J K Q NJ)
moreover have (WHILE b DO ¢, s/, f, vs, ws) —*{[|}
(WHILE b DO ¢, s1', f, vs, ws)
by simp
ultimately have
Y: ok-flow-auz U (WHILE b DO ¢) co 81’ so f vs vsy ws wse 7csy’
using U by (rule M [rule-format))
show ?thesis
proof (rule conjl, clarify)
fix t1 f/ vsy' wsy’
obtain ¢;’ and ¢;’ and vs;" and ws;’’ where
ok-flow-auz-1 ¢ SKIP ¢1" sy t1 t1' f f'
vsy v81' vs vsy! wsy! wsy! Pesy! N
ok-flow-auz-2 sy s1' t1 t1' ff' vs1 vsy’ Pecsy’ A
ok-flow-auz-3 sy t1 f [’ vsy vs1 wsy wsy’ ws wsy"' Zcsy’
(is - A ?P2 N ?P3)
using X by fastforce
hence
ok-flow-auz-1 ¢ SKIP SKIP sy t1 t1’ f f'
vsy vsy vs vsy! wsy! wsy" Zesy!
(is ?P1) and ?P2 and ?P3 by auto
obtain ¢y’ and t; and vsy’ and wss’ where
ok-flow-auz-1 (WHILE b DO ¢) ¢ ¢3’ s1' t17 to [ f’
vs vs1" vsy vsy' wsy! wse! Pesy’ N
ok-flow-auz-2 s1’ so t1" to f ' vs vs1" Zcsy’ A
ok-flow-auz-3 s1’' t1" [ f' vs vs1" ws ws1" wsy wsy’ esy’
(is 2P1' N 2P2' N 2P3)
using Y by fastforce
hence ?P1’ and ?P2’ and ?P3’ by auto
show J ¢y’ ty vsy’ wsy'.
ok-flow-auz-1 ¢1 co ¢’ 81 t1 ta f '
vs1 V81’ vsa vsy' ws1' wse’ Pes A
ok-flow-auz-2 51 sy t1 to ff' vsy vsy' Zes A
ok-flow-auz-3 s1 t1 f f' vsy vsy wsy wsy’ wse wsy' Pcs
proof (rule exl [of - c2'], rule exI [of - t2],
rule exI [of - vs2'], rule exl [of - ws2'])
{
fix S
assume
Z: S # {} and
AA: S C{z. s1 = t1 (C sources-aux
((bvars by # %cs1’ Q %csy’) vsy s1 fx)} and
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AB: f = f'(C wsy, vs1', U {tags-auz
({bvars by # %cs1’ Q %cso’) vsy 81 fz |z x € S})
have V z. sources-aux (?cs1’ @ 2esy’) vsy s1 fo C
sources-auz ((bvars b) # %cs;’ Q Pesy’) vsy 81 fx
by (blast intro: subsetD [OF sources-aux-observe-tl])
hence AC: S C {z. s = t1
(C sources-auz (Zcsy’ @ Zesy’) vsy s1 fz)}
using AA by blast
moreover have V x. sources-aux ?csy’ vsy s1 fz C
sources-auz (?cs1’ @ 2esy’) vsy 81 fx
by (blast intro: subsetD [OF sources-auz-append))
ultimately have
AD: S C {z. sy = t1 (C sources-auz ?cs1’ vsy s1 fx)}
by blast
have AE: f = ' (C wvsy, vs1/,
U {tags-auz (2cs1’ Q %csy’) vsy s1 fx | .z € S})
(s = (C- - #T))
using AB by (simp add: tags-aux-observe-tl)
moreover have
U {tags-auz ?cs;’ vsy sy fx | x. z € S} C T
(is ?T' C -)
by (blast intro: subsetD [OF tags-auz-append))
ultimately have f = f’ (C vsy, vs1/, 2T7)
by (rule eg-streams-subset)
hence
(e, t1, [/, vs1’, ws1’) —* (SKIP, t1/, f', vs1"’, ws1”') A
map fst [p<drop (length vs1) vs. fst p € S] =
map fst [p<—drop (length vsy') vs;”. fst p € S|
(is 7Q1 AN 2Q2)
using Z and AD and <?P1> by simp
hence ?Q1 and ?Q2 by auto
have S C {z. s1/ = t1’ (C sources-auzx ?csy’ vs s1’ fx)}
by (rule sources-auz-rhs [OF AC AE T «?P2)))
moreover have f = f’ (C vs, vs1”,
U {tags-auz %csy’ vs s1’ fa | . x € S})
by (rule tags-aux-rhs [OF AC AE T «?Q1> <?P1)])
ultimately have
(WHILE b DO ¢, t1', f', vs1", ws1") —=
(6213 t27 f/7 U82l7 stl) A
(¢ = SKIP) = (¢’ = SKIP) A
map fst [p<drop (length vs) vss. fst p € S| =
map fst [p<drop (length vs1”') vss'. fst p € S|
(is 2Q1' N ?R2 A 2Q2)
using Z and <?P1"y by simp
hence ?Q1'and ?R2 and ?Q2' by auto
have s; = t1 (C bvars b)
by (rule eg-states-while [OF AA 7|, insert L N P, simp+)
hence bval b t;
using P and @ by (blast dest: bvars-bval)
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hence (WHILE b DO ¢, t1, f', vs1/, ws1) —
(¢;; WHILE b DO ¢, t1, f', vs1', ws1') ..
moreover have (¢;; WHILE b DO ¢, ty, f', vsy’, ws;’) —x
(ea’y ta, f/, vsa!, wsy”)
using «?Q1»> and <?Q1"
by (blast intro: star-seq? star-trans)
ultimately have
(1, t1, f7, vs1/, wsy’) == (co, ta, [/, vsa', wse')
(is ?R1)
using P by (blast intro: star-trans)
moreover have
map fst [p<—drop (length vsy) vss. fst p € S] =
map fst [p<drop (length vs,’) vsy'. fst p € S|
by (rule small-steps-inputs
[OF T U <?2Q1> «?2Q1" <2Q2> <2Q2"))
ultimately have ?R1 A ?R2 A %this
using <?R2) by simp
}

moreover {
fix S
assume
Z: 8 # {} and
AA: S C{z. s1 = t1 (C sources
({bvars by # %cs1’ Q %csy’) vsy 81 fx)} and
AB: f = f'(C vs1, vs1/, U {tags
({bvars by # %csy’ Q %csa’) vsy s1 fx |z x € S})
have V z. sources (?cs1’ @Q %csy’) vsy 81 fa C
sources ({bvars b) # %cs;’ @ Zcsy’) vsy s1 fx
by (blast intro: subsetD [OF sources-observe-tl])
hence AC: S C {z. 51 = 11
(C sources (csy’ @Q %ese’) vsy 81 fx)}
using AA by blast
have V z. sources-aux (%csy’ Q 2esg’) vsy s1 fz C
sources (%cs1’ @Q %cso’) vsy 81 fx
by (blast intro: subsetD [OF sources-auz-sources))
moreover have Vz. sources-aux ?cs1’ vsy s1 fa C
sources-auz (?cs1’ @Q 2csy’) vsy 81 fx
by (blast intro: subsetD [OF sources-auz-append))
ultimately have
AD: S C {z. sy = t1 (C sources-auz ?cs1’ vsy s1 fx)}
using AC by blast
have AE: f = ' (C vsy, vs1/,
U {tags (cs1’ @ %cse’) vsy 81 fo | . z € S})
(s = (C- - ?T))
using AB by (simp add: tags-observe-tl)
have
U {tags-auz (%csy’ Q %css’) vsy 81 fo | x.xz € S} C 2T
(is 2T’ C -)
by (blast intro: subsetD [OF tags-auz-tags])
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moreover have
U {tags-auz ?cs;’ vsy sy fz | z. x € S} C 2T’
(is 27" C -)
by (blast intro: subsetD [OF tags-auz-append))
ultimately have ¢T" C ?T
by simp
with AE have [ = [’ (C wvsy, vs1/, ¢T")
by (rule eg-streams-subset)
hence AF: (¢, t1, [/, vs1/, wsy') —x
(SKIP, t17, f', vs1"; ws1")
using Z and AD and «?P1> by simp
have S C {z. 51" = t1’ (C sources %csy’ vs 51’ fx)}
by (rule sources-rhs [OF AC AE T <?P2)))
moreover have f = f’ (C vs, vs1 ",
U {tags ?csy’ vs s1' fa |z € S})
by (rule tags-rhs [OF AC AE T AF (?P1)])
ultimately have s; = t5 (C 5)
using <?P2’) by blast
}

moreover {
fix S
assume
Z: 8 # {} and
AA: S C {z. s1 = t1 (C sources-out
({bvars by # %cs1’ Q %csy’) vsy 81 fx)} and
AB: f = f'(C vs1, vs1', U {tags-out
((bvars by # %cs1’ Q %csa’) vsy s1 fx |z x € S})
have V z. sources-out (?cs1’ @ %csy’) vsy 81 fa C
sources-out ({bvars b) # %cs1’ Q Zesy’) vsy 81 fz
by (blast intro: subsetD [OF sources-out-observe-tl))
hence AC: S C {z. 51 = 11
(C sources-out (?cs1’ @ Zese’) vsy sy fa)}
using AA by blast
have AD: Vz. sources-aux (fcsy’ Q Zcse’) vsy s1 fao C
sources-out (?cs1’ @ Zesy’) vsy sy fx
by (blast intro: subsetD [OF sources-aux-sources-out))
moreover have V z. sources-aux ?cs1’ vsy s1 fz C
sources-auz (?cs1’ @Q %Zesy’) vsy 81 fx
by (blast intro: subsetD [OF sources-auz-append))
ultimately have
AE: S C{z. 81 = t1 (C sources-auz ?csy’ vsy s1 f )}
using AC by blast
have AF: f = ' (C wvsy, vs1/,
U {tags-out (?cs1’ @Q 2csy’) vsy 81 fz | z. z € S})
(iS - = - (g ] ?T))
using AB by (simp add: tags-out-observe-tl)
have AG:
U {tags-auz (%csy’ Q %cse’) vsy 81 fo | x. x € S} C 9T
(is 2T/ C -)
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by (blast intro: subsetD [OF tags-auz-tags-out))
moreover have
U {tags-auz ?cs1’ vs1 s1 fa |z x € S} C 2T’
(is 77" C -)
by (blast intro: subsetD [OF tags-auz-append))
ultimately have ¢T" C ¢T
by simp
with AF have f = f' (C vsy, vsy/, ?T")
by (rule eq-streams-subset)
hence AH: (c, t1, [/, vs1/, wsy') —x
(SKIP, t1', f', vs1", wsy"")
using Z and AFE and «?P1) by simp
have AI: § C {z. s1 = 11
(C sources-auz (?cs1’ Q 2csy’) vsy 81 fx)}
using AC and AD by blast
have AJ: f = f' (C wvsy, vs1/, ¢T")
using AF and AG by (rule eq-streams-subset)
have S C {z. s1/ = t1’ (C sources-auzx ?csy’ vs 81’ f x)}
by (rule sources-aux-rhs [OF AI AJ T «?P2)])
moreover have f = f’ (C vs, vs1”,
U {tags-auz ?cs2’ vs s’ fx | x. xz € S})
by (rule tags-aux-rhs [OF AI AJ T AH <?P1)))
ultimately have AK:
(WHILE b DO ¢, t1/, f', vs1", ws;"") —x
(ea'y ta, [/, vse!, wsy’)
using Z and <?P1"y by simp
have V z. sources-out ?csy’ vsy s1 fx C
sources-out (fcsy’ Q Zcse’) vsy s1 fx
by (blast intro: subsetD [OF sources-out-append))
hence S C {z. s; = t; (C sources-out ?cs1’ vsy s1 fx)}
using AC by blast
moreover have
U {tags-out ?cs;’ vsy 81 fz | xz. x € S} C 2T
(is 27" C -)
by (blast intro: subsetD [OF tags-out-append))
with AF have f = f' (C wsy, vs1/, ?T")
by (rule eg-streams-subset)
ultimately have AL:
[p<—drop (length wsy) ws. fst p € S| =
[p<—drop (length wsy’) ws,”. fst p € 9]
using Z and «?P3»> by simp
have S C {z. 81/ = t1’ (C sources-out ?csy’ vs 1’ f x)}
by (rule sources-out-rhs [OF AC AF T <?P2)])
moreover have f = f' (C vs, vs1",
U {tags-out %csy’ vs s1' fx | z. x € S})
by (rule tags-out-rhs [OF AC AF T AH <2P1)])
ultimately have [p«drop (length ws) wse. fst p € S| =
[p<—drop (length ws1'’) wsy'. fst p € S|
using Z and «?P3"y by simp
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hence [p«drop (length ws1) wss. fst p € S| =
[p<—drop (length ws,’) wsy’. fst p € 9]
by (rule small-steps-outputs [OF T U AH AK AL)

ultimately show
ok-flow-auz-1 c1 co co’ s1 t1 to f [’
vs1 vSs1' USy vsy! ws1’ wsy' Pes A
ok-flow-auz-2 51 so t1 to f [’ vsy vsy' Zcs A
ok-flow-auz-3 s1 t1 ff' vsy vsy’ wsy wsy’ wsy wsy’ Pcs
using R and V by auto
qged
qged (insert L, auto simp: no-upd-empty)
qed
done
next
assume
Q: — bval b s and
R: flow cfse = [(bvars b)]
(is Zecs = -)
assume (ca, S2, f, vs2, wsy) = (SKIP, s, f, vsy, wsp)
hence S: (ca, s2, f, vs2, wse) = (SKIP, s1, f, vs1, wsy)
using P by simp
show ?thesis
proof (rule conjl, clarify)
fix t1 f/ vsy" wsy’
show J ¢y’ ty vsy! wsy'.
ok-flow-aux-1 c1 co co’ s1 t1 to ff'
v81 V81’ USe vsy! wsy’ wsy' Pes A
ok-flow-auz-2 51 so t1 to f [’ vsy vsy' Zcs A
ok-flow-auz-3 51 t1 ff' vsy vsy’ wsy wsy' wsy wsy’ Pcs
proof (rule exI [of - SKIP], rule exI [of - t1],
rule exl [of - vs1'], rule exI [of - ws1'])

fix S

assume

S C {x. 51 = t1 (C sources-auzx [(bvars b)] vsy s1 fz)} and
S #{}

hence s; = t; (C bvars b)
by (rule eg-states-while, insert L N P, simp+)

hence — bval b t;
using P and @ by (blast dest: bvars-bval)

hence (c1, t1, [/, vs1/, ws1’) —* (SKIP, t1, f', vs1', wsy”’)
using P by simp

}

moreover {
fix S
assume S C {z. 51 = t1 (C sources [(bvars b)] vsy $1 fx)}
moreover have Vz. sources [| vs; s1 fa C
sources [(bvars b)) vsy s1 fx
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by (blast intro!: sources-observe-tl)
ultimately have s; = t; (C 9)
by auto
}

ultimately show
ok-flow-aux-1 ¢ co SKIP s1 t1 t1 [ [’
vs1 v81’ vsa vs1' ws1’ ws1! Pes A
ok-flow-auz-2 s1 sy t1 t1 ff' vsy vsy' Zes A
ok-flow-auz-3 sy t1 ff' vsy vsy’ wsy wsy’ wsy wsy’ Pcs
using R and S by auto
qed
qed (insert L, auto simp: no-upd-empty)
qed
next
assume P: bval b s
assume (c;; WHILE b DO c¢, s, f, vsg, wsg) —=*{tl cfs1}
(c1, s1, f, vs1, wsy)
hence
(Fe’ ¢fs.
c1 = c’y; WHILE b DO ¢ A
(¢, s, f, vso, wsg) —=x{cfs} (¢, s1, f, vs1, ws1) A
flow (tl cfsy) = flow cfs) V
(3p cfs’ cfs”.
length cfs"” < length (tl cfs1) A
(e, s, f, vsg, wsg) —+{cfs’} (SKIP, p) A
(WHILE b DO ¢, p) —x{cfs"} (c1, s1, f, vs1, wsy) A
flow (tl cfsy) = flow cfs’ @ flow cfs”)
by (rule small-stepsl-seq)
thus ?thesis
apply (rule disjE)
apply (erule exzE)+
apply (erule conjE)+
subgoal for ¢’ ¢fs
proof —
assume
Q: (e, s, f, vsg, wsg) —+{cfs} (¢, s1, f, vs1, wsy) and
R: ¢y = ¢;; WHILE b DO ¢
hence (c¢’;; WHILE b DO ¢, s1, f, vs1, wsy) —*{cfsa}
(627 52, fa V82, w52)
using O by simp
hence
(Fe” cfs’.
ca = ¢’y WHILE b DO ¢ A
(¢, s1, [, vs1, ws1) —*{cfs'} (¢”, sa, f, vsa, wsa) A
flow ¢fse = flow cfs’) vV
(Fp cfs’ cfs”.
length cfs” < length cfss A
(¢'; s1, f, vs1, wsy) —*{cfs’} (SKIP, p) A
(WHILE b DO ¢, p) —+{cfs"} (ca, s2, f, vsa, wsa) A

189



flow cfsa = flow cfs’ Q flow cfs'’)
by (rule small-stepsl-seq)
thus ?thesis
apply (rule disjE)
apply (erule ezE)+
apply (erule conjE)+
subgoal for ¢’/ cfs’
proof —
assume
S: co = ¢’y WHILE b DO ¢ and
T: (c'; s1, f, vs1, ws1) —=*{cfs’} (c”, sa, f, vs2, wsz) and
U: flow cfss = flow cfs’
(is %cs = %cs’)
from N have ok-flow-auz {} ¢’ ¢" s1 so fusy vsy wsy wsy Pes’
proof
assume V: s € Univ A (C state N X)
have W: s € Univ By (C state N X)
using P by (insert btyping2-approx [OF G V], simp)
show ?thesis
by (rule B [OF G [symmetric] H [symmetric] I [symmetric]
LJWQT)
next
assume V: s € Univ C (C state N Y)
have W: s € Univ By’ (C state N Y)
using P by (insert btyping2-approz [OF I V], simp)
show ?thesis
by (rule C [OF G [symmetric] H [symmetric] I [symmetric|
LKWQT)])
qed
hence V: ok-flow-auz {} ¢’ ¢ s1 s2 f vsy vsy wsy wss s
using U by simp
show ?thesis
proof (rule conjl, clarify)
fix t1 f' vsy' ws’
obtain ¢y’ and t» and vsy’ and wss’ where
ok-flow-auz-1 ¢’ ¢ ¢y’ 51 t1 to f [’
vs1 vs1' vsy vsy' wsy! wse! Pes N
ok-flow-aux-2 s1 so t1 to ff' vsy vsy' Zcs A
ok-flow-auz-3 s1 t1 f [’ vsy vsy’ wsy wsy’ wsy wsy’ s
(is ?P1 N ?P2 N ?P3)
using V by fastforce
hence ?P1 and ?P2 and ?P3 by auto
show J ¢y’ ta vse! wsy'.
ok-flow-auz-1 ¢1 co c3’ 51 t1 ta ff'
vsy vs1’' Sy sy’ wsy’ wsy! Pes A
ok-flow-auz-2 51 so t1 to f [’ vsy vsy' Zcs A
ok-flow-auz-3 s1 t1 ff' vsy vsy’ wsy wsy’ wse wsy’ Pcs
proof (rule exI [of - ¢2';; WHILE b DO (],
rule exl [of - ta], rule exI [of - vs2'], rule exI [of - wsy])
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{
fix S

assume S # {} and
S C {x. s1 = t1 (C sources-auzx ?cs vsy s1 fz)} and
f=["(C vsi, vs1/,
U {tags-auzx %cs vsy s1 fz | z. x € S})
hence
(e1, t1, f7y vsy/, wsy’) —=
(e2’; WHILE b DO ¢, ta, [/, vsa', wsy’) A
map fst [p<drop (length vs1) vsa. fst p € S] =
map fst [p<—drop (length vs1’) vsz'. fst p € S|
using R and «?P1» by (blast intro: star-seq2)
}
thus
ok-flow-aux-1 ¢1 co (co'y; WHILE b DO ¢) s1 t1 to ff'
vs] Sy’ sy vse! wsy’ wsy' Pes A
ok-flow-aux-2 s1 3 t1 to f [’ vsy vsy! Zcs A
ok-flow-aux-3 s1 t1 ff' vsy vsy’ wsy wsy' wsy wsy’ Pcs
using S and (?P2) and <?P3) by simp
qed
qed (insert L, auto simp: no-upd-empty)
qed
apply (erule exF)+
apply (erule conjE)+
subgoal for p cfs’ cfs"”
proof —
assume (c’, s1, f, vsy, wsy) —*{cfs’} (SKIP, p)
moreover from this obtain s;’ and vs and ws where
S: p= (51/7 fa vs, U)S)
by (blast dest: small-stepsl-stream)
ultimately have
T: (c'; s1, f, vs1, ws1) —*{cfs’} (SKIP, s1', f, vs, ws)
by simp
assume (WHILE b DO ¢, p) —={cfs'"} (ca, s2, f, vsa, wsz)
with S have
U: (WHILE b DO ¢, s1/, f, vs, ws) —={cfs"’}
(ca, S2, f, vs2, wsa)
by simp
assume V: flow cfss = flow cfs’ Q flow cfs”
(is (%cs == flow) = %cs1 Q Zesy)
from N have
W: ok-flow-aux {} ¢’ SKIP sy s1' f vsy vs wsy ws ?esy
proof
assume X: s € Univ A (C state N X)
have Y: s € Univ By (C state N X)
using P by (insert btyping2-approz [OF G X)], simp)
show ?thesis
by (rule B [OF G [symmetric] H [symmetric] I [symmetric]
LJYQT)
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next
assume X: s € Univ C (C state N Y)
have Y: s € Univ By’ (C state N Y)
using P by (insert btyping2-approz [OF I X], simp)
show ?thesis
by (rule C [OF G [symmetric] H [symmetric] I [symmetric]
LEKYQT)
qed
assume length cfs” < length cfss
hence length ([] @ cfs”) < length (cfs1 @ cfsq)
by simp
moreover have [| @ ¢fs”’ =[] @ ¢fs” ..
moreover have
(e, s, f, vsg, wsg) —+{cfs Q cfs’} (SKIP, s1', f, vs, ws)
using @ and T by (rule small-stepsl-append)
hence (¢, s, f, vsg, wsg) = (s17, f, vs, ws)
by (auto dest: small-stepsl-steps simp: big-iff-small)
hence s’ € Univ A (C state N X) U Univ C (C state N Y)
by (rule univ-states-while [OF - G HI J K P N])
moreover have (WHILE b DO ¢, s1', f, vs, ws) —={[]}
(WHILE b DO ¢, s1/, f, vs, ws)
by simp
ultimately have X:
ok-flow-aux U (WHILE b DO ¢) co $1" s3 f vs vsy ws wse csg
using U by (rule M [rule-format))
show ?thesis
proof (rule conjl, clarify)
fix t1 f/ vsy’ wsy’
obtain ¢;" and t;’ and vs;" and ws;’’ where
ok-flow-auz-1 ¢’ SKIP c¢1" s1 t1 t1' f f'
vsy vs1' vs vsy" wsy wsy! Zesy A
ok-flow-auz-2 51 s1' t1 t1' ff' vsy vsy! Pecsp A
ok-flow-aux-3 s1 t1 [ f' vs1 vsy’ wsy wsy’ ws wsy” Zcsy
(is - A ?2P2 N 7P3)
using W by fastforce
hence
ok-flow-auz-1 ¢’ SKIP SKIP s t1 t1' f f'
vsy vsy vs vsy! wsy! wsy" Zesy
(is ?P1) and ?P2 and ?P3 by auto
obtain ¢y’ and t» and vsy’ and wss’ where
ok-flow-aux-1 (WHILE b DO ¢) ¢ ¢o’ s1" t1" ta f f'
vs v81" vsy vsa! wsy! wsy' Zcsy A
ok-flow-auz-2 51’ 59 t1" to f [ vs vsy" Zcsy N
ok-flow-auz-3 s1’ t1" f ' vs vs1" ws ws1' wsy wsy’ Pcsy
(is 2P1' N 2P2' N 2P3)
using X by fastforce
hence ?P1’and ?P2’ and ?P3’ by auto
show ¢y’ ta vsa’ wsy'.
ok-flow-aux-1 c1 co co’ s1 t1 to f [’
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vs1 Vs, Sy vsy! wsy’ wsy' Pes A
ok-flow-auz-2 51 so t1 to f [’ vsy vsy' Zcs A
ok-flow-auz-3 s1 t1 ff' vsy vsy’ wsy wsy’ wsy wsy’ Pcs
proof (rule exl [of - ¢c2'], rule exI [of - ta],
rule exl [of - vsa'], rule exl [of - wsa'])
{
fix S
assume
Y: S # {} and
Z:Sg{x.slztl
(C sources-auz (7csy Q Zesy) vsy s1 fx)} and
A4 f = f1(C sy, vs1,
U {tags-auz (%cs1 @ %csg) vsy s1 fz | x. x € S})
(iS -=-(C- ?T))
have V z. sources-aux ?csy vsy s1 fz C
sources-auz (%cs1 @ %csy) vsy 81 fx
by (blast intro: subsetD [OF sources-aux-append))
hence S C {z. 51 = t; (C sources-auzx ?cs; vsy s1 fx)}
using Z by blast
moreover have
U {tags-auz ?cs; vsy s1 fa|z. 2 € S} C 2T
(is 27/ C -)
by (blast intro: subsetD [OF tags-aux-append))
with AA have f = [/ (C vsy, vs1/, ?T")
by (rule eg-streams-subset)
ultimately have
(¢'y t1, f7, vs1!, wsy’) —x
(SKIP, t1’, f', vs1"', ws1"") A
map fst [p<—drop (length vsy) vs. fst p € S] =
map fst [p<drop (length vs,’) vs;". fst p € 5]
(is Q1 A 2Q2)
using Y and «?P1) by simp
hence ?Q1 and ?Q2 by auto
have S C {z. s1/ = t1’ (C sources-auz ?csy vs 81’ fz)}
by (rule sources-aux-rhs [OF Z AA T <2P2)])
moreover have f = f’ (C vs, vs1”,
U {tags-auz ?css vs s’ fx | x. z € S})
by (rule tags-aux-rhs [OF Z AA T <?Q1> <?P1)))
ultimately have
(WHILE b DO ¢, t/, f', vs1"', ws;"') —x
(e2', ta, f/, vsa', wsa’) A
(¢s = SKIP) = (cs' = SKIP) A
map fst [p<drop (length vs) vse. fst p € S| =
map fst [p<—drop (length vsy"") vsa'. fst p € S|
(is ?Q1’' A ?R2 N 2Q2)
using Y and (?P1’y by simp
hence ?Q1' and ?R2 and ?Q2’ by auto
from R and <?Q1»> and «?Q1’y have
(c1, t1, [/, vs1', ws1’) = (o', ta, [/, vsa!, wsa')
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(is ?R1)
by (blast intro: star-seq2 star-trans)
moreover have
map fst [p<drop (length vs1) vsy. fst p € S] =
map fst [p<—drop (length vs1’) vsa'. fst p € S|
by (rule small-steps-inputs
[OF T U «2Q1) <?2Q1" <2Q2> «?2Q2"])
ultimately have ?R1 A ?R2 N ?this
using <?R2) by simp
}

moreover {
fix S
assume
Y: S # {} and
Z:Sg{x.slztl
(C sources (?cs1 @Q %esy) vsy s1 fx)} and
AA: f = f1(C vs1, vt
U {tags (%csy @ %csg) vsy 81 fz | z. z € S})
(is-=-(C- - 77))
have Vz. sources-aux (?cs1 Q Zcsg) vsy $1 fo C
sources (%csy @ Pcso) vsy 81 fx
by (blast intro: subsetD [OF sources-auz-sources])
moreover have Vz. sources-auxr ?csy vsy s1 fx C
sources-auz (¢cs1 @ %csy) vsy s1 fx
by (blast intro: subsetD [OF sources-aux-append))
ultimately have
AB: § C{z. 51 = t1 (C sources-auz ?csy vsy s1 fx)}
using Z by blast
have
U {tags-auz (%cs1 Q %cse) vsy s1 fz |z z € S} C 2T
(is T/ C -)
by (blast intro: subsetD [OF tags-auz-tags])
moreover have
U {tags-auz ?csy vsy s1 fo |z x € S} C 9T
(is T C -)
by (blast intro: subsetD [OF tags-aux-append))
ultimately have ¢T" C ?T
by simp
with AA have f = f/ (C vsy, vs1/, ?T")
by (rule eg-streams-subset)
hence AC: (¢/, t1, [, vs1’, wsy') —=
(SKIP, t1', f', vs1", ws1")
using Y and AB and «?P1) by simp
have S C {z. 51/ = t;' (C sources ?csy vs 51’ fx)}
by (rule sources-rhs [OF Z AA T «(?P2)))
moreover have f = f/ (C vs, vs,”,
U {tags ?csy vs 81" fa | z. z € S})
by (rule tags-rhs [OF Z AA T AC (<?P1)])
ultimately have sy = t5 (C 9)
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using <?P2" by blast
}
moreover {
fix S
assume
Y: S # {} and
ZZSQ{I.Slitl
(C sources-out (?cs1 @Q %csq) vsy 51 fx)} and
AA: f =1 (C vsy, vs1/,
U {tags-out (%cs1 @ %csg) vsy 1 fa |z z € S})
(s = (C- - 7T))
have AB: V. sources-auz (?csy @Q 2esg) vsy s1 fz C
sources-out (%csy @ Zcsg) vsy 81 fx
by (blast intro: subsetD [OF sources-aux-sources-out))
moreover have Vz. sources-aux ?csy vsy 81 fo C
sources-auz (%cs1 @ %csy) vsy 81 fx
by (blast intro: subsetD [OF sources-aux-append))
ultimately have
AC: S C {z. 51 = t1 (C sources-auz ?cs; vsy s1 fx)}
using Z by blast
have AD:
U {tags-auz (%cs;y Q %csy) vsy s1 fz | 2.z € S} C 2T
(is 2T/ C -)
by (blast intro: subsetD [OF tags-aux-tags-out))
moreover have
U {tags-auz ?cs; vsy sy fx | z. x € S} C 2T/
(is 9T C -)
by (blast intro: subsetD [OF tags-aux-append))
ultimately have ?T' C T
by simp
with A4 have f = [/ (C vs1, vs1/, ?T")
by (rule eg-streams-subset)
hence AE: (¢/, t1, ', vs1', ws1’) —x
(SKIP7 131 /a f/a Usllla ws1 N)
using Y and AC and (?P1» by simp
have AF: S C{z. 51 =t
(C sources-auz (?csy Q Zcso) vsy s1 fx)}
using Z and AB by blast
have AG: f = f' (C wsy, vs1/, 2T)
using AA and AD by (rule eg-streams-subset)
have S C {z. 81/ = t1’ (C sources-aux ?csy vs $1' fz)}
by (rule sources-auz-rhs [OF AF AG T «?P25))
moreover have f = f' (C wvs, vs1",
U {tags-auz ?css vs s1' fz | z. x € S})
by (rule tags-auz-rhs [OF AF AG T AE <?P1)])
ultimately have
AH: (WHILE b DO ¢, t1/, f', vs1", ws1"’) —x
(e, ta, ', vsa!, wsay’)
using Y and <?P1" by simp
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have V z. sources-out ?csy vsy sy fx C
sources-out (%csy @ Zcsg) vsy 81 fx
by (blast intro: subsetD [OF sources-out-append))
hence S C {z. s; = t; (C sources-out ?cs; vsy s1 fz)}
using Z by blast
moreover have
U {tags-out %csy vsy 81 fz | x. x € S} C 2T
(is 2T/ C -)
by (blast intro: subsetD [OF tags-out-append))
with AA have f = [’ (C wvsy, vs1/, ?T")
by (rule eg-streams-subset)
ultimately have Al:
[p<—drop (length wsy) ws. fst p € S] =
[p<—drop (length ws,’) ws,”. fst p € 9]
using Y and «?P3) by simp
have S C {z. s1' = t1’ (C sources-out ?css vs s1’ f x)}
by (rule sources-out-rhs [OF Z AA T <?P2)))
moreover have f = f’ (C vs, vs;”,
U {tags-out %csy vs s’ fa | z. x € S})
by (rule tags-out-rhs [OF Z AA T AE (?P1)])
ultimately have [p«drop (length ws) wss. fst p € S] =
[p<drop (length ws1") wsy’. fst p € 5]
using Y and <?P3’y by simp
hence [p«drop (length wsy) wss. fst p € S| =
[p<—drop (length ws,’) wsy'. fst p € 9]
by (rule small-steps-outputs [OF T U AE AH AIl)

ultimately show
ok-flow-aux-1 c1 ¢y co’ s1 t1 to ff'

v81 V81’ vsy vsy! wsy' wsy' Pes A
ok-flow-aux-2 s1 s9 t1 to ff' vsy vsy! Zcs A
ok-flow-aux-3 s1 t1 ff' vsy vsy’ wsy ws1’ wsy wsy’ Pcs
using V by auto

qed
qed (insert L, auto simp: no-upd-empty)

apply (erule exE)+
apply (erule conjE)+
subgoal for p cfs’ cfs’’

assume (¢, s, f, vsg, wsg) —*{cfs'} (SKIP, p)
moreover from this obtain s;’ and vs and ws where
Q: p= (51/7 fa vs, U)S)
by (blast dest: small-stepsi-stream)
ultimately have
R: (¢, s, f, vso, wsg) —*{cfs’} (SKIP, s1’, f, vs, ws)
by simp
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assume (WHILE b DO ¢, p) —x{cfs"’} (c1, s1, [, vs1, wsy)
with @ have S:
(WHILE b DO ¢, s1/, f, vs, ws) =+{cfs"’} (c1, s1, f, vs1, wsy)
by simp
assume length cfs” < length (tl cfs1)
hence length (cfs"” Q cfsy) < length (cfs; @ cfsy)
by simp
moreover have cfs’’ Q cfsy = cfs” @ cfsy ..
moreover have (¢, s, f, vsg, wsg) = (s1/, f, vs, ws)
using R by (auto dest: small-stepsl-steps simp: big-iff-small)
hence s1’ € Univ A (C state N X) U Univ C (C state N Y)
by (rule univ-states-while [OF - G HI J K P NJ)
ultimately show #thesis
using S and O by (rule M [rule-format))
qed
done
next
assume (c1, $1, f, vs1, wsy) = (SKIP, s, f, vsp, wsp)
moreover from this have
(ca, s2, f, vsa, wsy) = (SKIP, sy, f, vs1, ws1) A flow cfsa =[]
using O by (blast intro!: small-stepsl-skip)
ultimately show ?Zthesis
by (insert L, fastforce)
qed
qed
qged

lemma ctyping2-correct-aux:
(U, v) Ec(C A, X)= Some (B, Y); s € Univ A (C state N X);
(e, s, f, vso, wsg) =*{cfs1} (c1, s1, f, vs1, wsy);
(1, 81, f, vs1, ws1) —*{cfsa} (ca, s2, f, vs2, ws2)] =
ok-flow-aux U c1 co 81 So f sy vse wsy wsy (flow cfsy)
apply (induction (U, v) ¢ A X arbitrary: BY Uwv ¢y ¢ca 8 81 82
VS US1 US2 WSy WSy WSy cfsy cfsy rule: ctyping2.induct)
apply fastforce
apply (erule ctyping2-correct-auz-assign, assumption+)
apply (erule ctyping2-correct-auz-input, assumption+)
apply (erule ctyping2-correct-auz-output, assumption+)
apply (erule ctyping2-correct-auz-seq, assumption+)
apply (erule ctyping2-correct-auz-or, assumption+)
apply (erule ctyping2-correct-auz-if, assumption+)
apply (erule ctyping2-correct-auz-while, assumption+)
done

theorem ctyping2-correct:
assumes A: (U, v) E ¢ (C 4, X) = Some (B, Y)
shows correct ¢ A X

proof (subst correct-def, clarify)
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fix st cy co 81 82 fuswsy vse ws wsy wse cfse t1 f/ vsy! wsy’

let ?cs = flow cfso
assume ¢t € A and s = ¢ (C state N X)
hence s € Univ A (C state N X)
by blast
moreover assume (c, s, f, vs, ws) —x* (c1, s1, f, vs$1, Wws1)
then obtain c¢fs; where (c, s, f, vs, ws) —x{cfs1} (c1, s1, f, vs1, wsy)
by (blast dest: small-steps-stepsl)
moreover assume (c1, s1, f, vs1, ws1) —*{cfsa} (ca, s2, f, vsa, wsa)
ultimately have ok-flow-aux U ¢y co $1 s2 fvsy vse wsy wse Zcs
by (rule ctyping2-correct-auz [OF A))
then obtain ¢y’ and ty and vsy’ and wss’ where
ok-flow-auz-1 c1 co ¢’ 81 t1 to ff' vsy vsy’ vsy vsy' wsy’ wsy! fcs A
ok-flow-auz-2 51 so t1 to f [’ vsy vsy!' Zcs A
ok-flow-auz-3 s1 t1 ff' vsy vsy’ wsy wsy’ wse wsy’ Pcs
(is ?P1 N ?P2 N ?P3)
by fastforce
hence ?P1 and ?P2 and ?P3 by auto
show J ¢y’ ty vsy’ wsy'.
ok-flow-1 ¢y cg co’ 51 85 t1 to ff' vsy vsy' vsy vsy’ wsy’ wsy' Zes A
ok-flow-2 ¢y cg co’ 51 t1 to ff' vsy vs1' vsy vsy! wsy wsy’ wse wsy' Pcs
proof (rule exI [of - ¢3'], rule exI [of - ts],
rule exl [of - vsa'], rule exI [of - wsy))

fix S
assume
B: S # {} and
C: S C{x. s1 = t1 (C sources cs vs; $1 fz)} and
D: f=7f"(C ws1, vs1', U {tags %csvsy s1 fz | z. z € S})
(is-=-(C- - ?T))
have V z. sources-aux ?cs vsy s1 fx C sources ?cs vsy s1 fx
by (blast intro: subsetD [OF sources-auz-sources])
hence S C {z. 51 = t1 (C sources-auz ?cs vsy s1 fz)}
using C by blast
moreover have |J {tags-aux %cs vs; 1 fz | z. z € S} C 2T
(is 7' C -)
by (blast intro: subsetD [OF tags-auz-tags])
with D have f = [’/ (C wvsy, vs1/, ¢T)
by (rule eg-streams-subset)
ultimately have
(c1, t1, [/ vs1!, wsy') —x (c2'; ta, f/, vsa’, wsa’) A
(¢s = SKIP) = (cs' = SKIP) A
map fst [p<drop (length vs1) vsa. fst p € S] =
map fst [p<—drop (length vsy') vsy'. fst p € 5]
(is #Q)
using B and <?P1» by simp
moreover have s; =t (C 9)
using B and C and D and «?P2» by simp
ultimately have ?Q A ?this ..
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}

moreover {
fix S
assume
B: S # {} and
C: S C{x. s1 = t1 (C sources-out ?cs vs; s1 fz)} and
D: f=f'(C wvsy, vs1', U {tags-out ?cs vsy 81 fz | z. z € S})
(is-=-(C- -~ ?T))
have V z. sources-aux ?cs vsy s1 fx C sources-out ?cs vsy s1 [«
by (blast intro: subsetD [OF sources-aux-sources-out))
hence S C {z. s1 = t1 (C sources-aux ?cs vsy s1 f )}
using C by blast
moreover have | {tags-auz ?cs vs; 1 fz | z. x € S} C 2T
(is 7' C -)
by (blast intro: subsetD [OF tags-aux-tags-out))
with D have f = [’/ (C wvsy, vs1/, ¢T)
by (rule eg-streams-subset)
ultimately have
(c1, t1, [/ vs1!, wsy') —x (c2'; ta, f/, vsa’, wsa’) A
(¢s = SKIP) = (co' = SKIP) A
map fst [p<drop (length vs1) vsa. fst p € S] =
map fst [p<drop (length vsy') vsy'. fst p € 5]
(is #Q)
using B and <?P1» by simp
moreover have
[p<—drop (length wsy) wsy. fst p € S] =
[p<—drop (length ws1’) wsy’. fst p € 5]
using B and C and D and <?P3) by simp
ultimately have ?Q A ?this ..
}
ultimately show
ok-flow-1 ¢y co co’ 51 8o t1 to ff' vsy vsy' vsy vse’ wsy’ wse' Zcs A
ok-flow-2 ¢y co co’ s1 t1 to ff vsy vs1' vsy vsy! wsy wsy’ wse wse' Ycs
by auto
qed
qed

end

end

References

[1] C. Ballarin. Tutorial to Locales and Locale Interpretation.
https://isabelle.in.tum.de/website-Isabelle2024 /dist /Isabelle2024 /
doc/locales.pdf.

[2] A. Krauss. Defining Recursive Functions in Isabelle/HOL.

199


https://isabelle.in.tum.de/website-Isabelle2024/dist/Isabelle2024/doc/locales.pdf
https://isabelle.in.tum.de/website-Isabelle2024/dist/Isabelle2024/doc/locales.pdf

[10]

[11]

[12]

https://isabelle.in.tum.de/website-Isabelle2024 /dist /Isabelle2024 /
doc/functions.pdf.

T. Nipkow. A Tutorial Introduction to Structured Isar Proofs.
https://isabelle.in.tum.de/website-Isabelle2011/dist /Isabelle2011/
doc/isar-overview.pdf.

T. Nipkow. Programming and Proving in Isabelle/HOL, May 2024.
https://isabelle.in.tum.de/website-Isabelle2024 /dist /Isabelle2024/
doc/prog-prove.pdf.

T. Nipkow and G. Klein. Theory HOL-IMP.Big_ Step (in-
cluded in the Isabelle2024 distribution). https://isabelle.in.tum.de/
website-Isabelle2024 /dist /library /HOL/HOL-IMP /Big  Step.html.

T. Nipkow and G. Klein. Theory HOL-IMP.Com (included
in the Isabelle2024 distribution). https://isabelle.in.tum.de/
website-Isabelle2024 /dist /library /HOL /HOL-IMP /Com.html.

T. Nipkow and G. Klein. Theory HOL-IMP.Small_Step (in-
cluded in the Isabelle2024 distribution). https://isabelle.in.tum.de/
website-Isabelle2024 /dist /library /HOL /HOL-IMP /Small__Step.html.

T. Nipkow and G. Klein. Concrete Semantics with Isabelle/HOL.
Springer-Verlag, Feb. 2023. (Current version:  http://www.
concrete-semantics.org/concrete-semantics.pdf).

T. Nipkow, L. C. Paulson, and M. Wenzel. Isabelle/HOL — A Proof
Assistant for Higher-Order Logic, May 2024. https://isabelle.in.tum.
de/website-Isabelle2024 /dist /Isabelle2024 /doc/tutorial.pdf.

P. Noce. Information Flow Control via Stateful Intransitive Nonin-
terference in Language IMP. Archive of Formal Proofs, Feb. 2024.
https://isa-afp.org/entries/IMP_ Noninterference.html, Formal proof
development.

D. Volpano and G. Smith. Eliminating Covert Flows with Minimum
Typings. In Proc. 10th IEEE Computer Security Foundations Work-
shop, June 1997.

D. Volpano, G. Smith, and C. Irvine. A Sound Type System for Secure
Flow Analysis. Journal of Computer Security, Jan. 1996.

200


https://isabelle.in.tum.de/website-Isabelle2024/dist/Isabelle2024/doc/functions.pdf
https://isabelle.in.tum.de/website-Isabelle2024/dist/Isabelle2024/doc/functions.pdf
https://isabelle.in.tum.de/website-Isabelle2011/dist/Isabelle2011/doc/isar-overview.pdf
https://isabelle.in.tum.de/website-Isabelle2011/dist/Isabelle2011/doc/isar-overview.pdf
https://isabelle.in.tum.de/website-Isabelle2024/dist/Isabelle2024/doc/prog-prove.pdf
https://isabelle.in.tum.de/website-Isabelle2024/dist/Isabelle2024/doc/prog-prove.pdf
https://isabelle.in.tum.de/website-Isabelle2024/dist/library/HOL/HOL-IMP/Big_Step.html
https://isabelle.in.tum.de/website-Isabelle2024/dist/library/HOL/HOL-IMP/Big_Step.html
https://isabelle.in.tum.de/website-Isabelle2024/dist/library/HOL/HOL-IMP/Com.html
https://isabelle.in.tum.de/website-Isabelle2024/dist/library/HOL/HOL-IMP/Com.html
https://isabelle.in.tum.de/website-Isabelle2024/dist/library/HOL/HOL-IMP/Small_Step.html
https://isabelle.in.tum.de/website-Isabelle2024/dist/library/HOL/HOL-IMP/Small_Step.html
http://www.concrete-semantics.org/concrete-semantics.pdf
http://www.concrete-semantics.org/concrete-semantics.pdf
https://isabelle.in.tum.de/website-Isabelle2024/dist/Isabelle2024/doc/tutorial.pdf
https://isabelle.in.tum.de/website-Isabelle2024/dist/Isabelle2024/doc/tutorial.pdf
https://isa-afp.org/entries/IMP_Noninterference.html

	Extension of language IMP with inputs, outputs, and nondeterminism
	Extended syntax
	Extended big-step semantics
	Extended small-step semantics
	Equivalence of big-step and small-step semantics

	Underlying concepts and formal definitions
	Global context definitions
	Local context definitions

	Idempotence of the auxiliary type system meant for loop bodies
	Local context proofs

	Overapproximation of program semantics by the main type system
	Global context proofs
	Local context proofs

	Sufficiency of well-typedness for information flow correctness: propaedeutic lemmas
	Global context proofs
	Local context proofs

	Sufficiency of well-typedness for information flow correctness: main theorem
	Local context proofs


