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Abstract

In this entry, we formalize the Hidden Number Problem (HNP),
originally introduced by Boneh and Venkatesan in 1996 [2]. Intu-
itively, the HNP involves demonstrating the existence of an algorithm
(the “adversary”) which can compute (with high probability) a hidden
number « given access to a bit-leaking oracle. Originally developed
to establish the security of Diffie-Hellman key exchange, the HNP has
since been used not only for protocol security but also in cryptographic
attacks, including notable ones on DSA and ECDSA.

Additionally, the HNP makes use of an instance of Babai’s nearest
plane algorithm [1], which solves the approximate closest vector prob-
lem. Thus, building on the LLL algorithm [5] (which has already been
formalized [4, 3, 6]), we formalize Babai’s algorithm, which itself is of
independent interest. Our formalizations of Babai’s algorithm and the
HNP adversary are executable, setting up potential future work, e.g.
in developing formally verified instances of cryptographic attacks.

Note, our formalization of Babai’s algorithm here is an updated
version of a previous AFP entry of ours. The updates include a tighter
error bound, which is required for our HNP proof.
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theory Misc-PMF
imports

HOL— Probability. Probability
LLL-Basis-Reduction.LLL-Impl

begin

definition replicate-spmf :: nat = 'b pmf = 'b list spmf where
replicate-spmf m p = spmf-of-pmf (replicate-pmf m p)

The preceding replicate-spmf definition is copied from CRYSTALS— Kyber-Security.
We do this to avoid loading the entire library. In fact, we do not need repli-
cate-spmf at all for the HNP. However, for each replicate-pmf result we prove
here, we also prove a corresponding replicate-spmf result. The replicate-spmf
results are here for completeness, but not needed for the HNP.

1 SPMF and PMF helper lemmas

lemma spmf-eg-element: spmf (p >= (Az. return-spmf (z = t))) True = spmf p t
(proof)

lemma pmf-true-false:
fixes p :: 'a pmf
fixes P Q :: 'a = bool
defines a = p >= (Az. return-pmf (P z))
defines b = p >= (\z. return-pmf (- P z))
shows pmf a True = pmf b Fualse

(proof)

lemma spmf-true-false:
fixes p :: 'a spmf
fixes P Q :: 'a = bool
defines a = p >= (\z. return-spmf (P x))



defines b = p >= (\z. return-spmf (- P z))
shows spmf a True = spmf b False

(proof)

lemma pmf-subset:

fixes p :: 'a pmf

fixes P Q :: 'a = bool

assumes Vz € set-pmfp. Px — Q=

shows pmf (p >= (Az. return-pmf (P z))) True < pmf (p >= (A\z. return-pmf
(Q x))) True
(proof)

lemma pmf-subset’:

fixes p :: 'a pmf

fixes P Q :: 'a = bool

assumes Vz € set-pmfp. - Pz — - Qx

shows pmf (p >= (\z. return-pmf (P x))) False < pmf (p >= (\z. return-pmf
(Q z))) False

(proof)

lemma spmf-subset:

fixes p :: 'a spmf

fixes P Q :: 'a = bool

assumes Vz € set-spmf p. Px — Q x

shows spmf (p >= (Az. return-spmf (P z))) True < spmf (p >= (Az. return-spmf
(Q x))) True
{proof)

lemma spmf-subset”:

fixes p :: 'a spmf

fixes P Q :: 'a = bool

assumes Vz € set-spmfp. - Pz — - Qx

shows spmf (p >= (\xz. return-spmf (P z))) False < spmf (p >= (\xz. return-spmf
(Q z))) False

(proof)

lemma pmf-in-set:

fixes A :: ‘a set

fixes p :: 'a pmf

shows pmf (p >= (Az. return-pmf (z € A))) True = prob-space.prob p A
(proof)

lemma pmf-of-prop:

fixes P :: 'a = bool

fixes p :: 'a pmf

shows pmf (p >= (Az. return-pmf (P z))) True = prob-space.prob p {z € set-pmf
p. Pz}

(proof )



lemma spmf-in-set:

fixes A :: 'a set

fixes p :: 'a spmf

shows spmf (p >= (Az. return-spmf (z € A))) True = prob-space.prob p (Some‘A)
{proof)

lemma spmf-of-prop:

fixes P :: ‘a = bool

fixes p :: 'a spmf

shows spmf (p >= (Az. return-spmf (P x))) True = prob-space.prob p (Some{z
€ set-spmf p. P z})

{proof )

lemma replicate-pmf-events-helper:

fixes p :: 'a pmf

fixes n P

defines lhs = pmf (pair-pmf p (replicate-pmf n p) >= (A(=z, xs). return-pmf (z
# xs)) >= (Aws. return-pmf (P zs))) True

defines rhs = pmf (pair-pmf p (replicate-pmf n p) >= (A(z, zs). return-pmf (P
(z # x5)))) True

shows lhs = rhs
(proof )

lemma replicate-pmf-events:

fixes p :: 'a pmf

fixes n :: nat

fixes E :: nat = 'a = bool

assumes Vi < n. pmf (p >= (Az. return-pmf (E i z))) True = A @

shows pmf (replicate-pmf n p >= (Azs. return-pmf (Vi < n. E i (ws'7)))) True
= ([Ti<n. AdQ)

(proof )

lemma replicate-pmf-same-event:

fixes p :: 'a pmf

fixes n :: nat

fixes F :: 'a = bool

assumes pmf (p >= (A\z. return-pmf (F z))) True = A

shows pmf (replicate-pmf n p >= (Azs. return-pmf (Vi < n. E (zs7)))) True =
A™n

(proof)

lemma replicate-pmf-same-event-leq:

fixes p :: 'a pmf

fixes n :: nat

fixes E :: 'a = bool

assumes pmf (p >= (Az. return-pmf (E z))) True < A

shows pmf (replicate-pmf n p >= (Azs. return-pmf (Vi < n. E (zs!4)))) True <
A™n

(proof)



lemma replicate-spmf-events:

fixes p :: 'a spmf

fixes n :: nat

fixes F :: nat = ’a option = bool

assumes Vi < n. (spmf (p >= (Az. return-spmf (E i x))) True = A 1)

shows spmf (replicate-spmf n p >= (Axs. return-spmf (Vi < n. E i (zsl7))))
True = (JJi<n. A i)
(proof)

lemma replicate-spmf-same-event:

fixes p :: 'a spmf

fixes n :: nat

fixes F :: 'a option = bool

assumes spmf (p >= (Az. return-spmf (FE x))) True = A

shows spmf (replicate-spmf n p >= (Azs. return-spmf (Vi < n. E (zs!4)))) True
=A"n

(proof)

lemma replicate-pmf-indep”:
fixes p :: 'a pmf
fixes n :: nat
fixes E :: nat = 'a = bool
defines rp = replicate-pmf n p
assumes Vi < n. pmf (p >= (Az. return-pmf (E i z))) True = A i
assumes I C {..<n}
assumes Vi< n. i ¢ — Ai=1
shows pmf (replicate-pmf n p >= (Azs. return-pmf (Vi < n. E i (xs!9)))) True
= ([Téel. A )
(proof)

lemma replicate-pmf-indep’”:

fixes p :: 'a pmf

fixes n :: nat

fixes E :: 'a = bool

fixes 7 :: nat

defines mp = replicate-pmf n p

defines A = pmf (p >= (A\z. return-pmf (E z))) True

assumes ¢ < n

shows pmf (replicate-pmf n p >= (Azs. return-pmf (E (xsl7)))) True = A
(proof)

lemma replicate-pmf-indep:
fixes p :: 'a pmf
fixes n :: nat
fixes E :: nat = 'a = bool
defines rp = replicate-pmf n p
shows prob-space.indep-events rp (Ai. {zs € rp. E i (xs!i)}) {..<n}

(proof)



lemma replicate-spmf-same-event-leq:

fixes p :: 'a spmf

fixes n :: nat

fixes F :: 'a option = bool

assumes spmf (p >= (Az. return-spmf (E x))) True < A

shows spmf (replicate-spmf n p >= (Axs. return-spmf (Vi < n. E (xsli)))) True
< A™n

(proof )

lemma pmf-of-finite-set-event:
fixes S :: ‘a set
fixes p :: 'a pmf
fixes P :: 'a = bool
defines p = pmjf-of-set S
assumes S # {}
assumes finite S
shows pmf (p >= (At. return-pmf (P t))) True = (card ({t € S. P t})) / card S

(proof)

lemma spmf-of-finite-set-event:

fixes S :: ‘a set

fixes p :: 'a spmf

fixes P :: 'a = bool

defines p = spmf-of-set S

assumes finite S

shows spmf (p >= (At. return-spmf (P t))) True = (card ({t € S. P t})) / card
S

(proof)

end
theory Hidden-Number-Problem
imports
HOL— Number-Theory. Number- Theory
Babai-Nearest-Plane. Babai-Correct
Misc-PMF

begin

hide-fact (open) Finite-Cartesian-Product.mat-def
hide-const (open) Finite-Cartesian-Product.mat
hide-const (open) Finite-Cartesian-Product.row
hide-fact (open) Finite-Cartesian-Product.row-def
hide-const (open) Determinants.det

hide-fact (open) Determinants.det-def

hide-type (open) Finite-Cartesian-Product.vec
hide-const (open) Finite-Cartesian-Product.vec
hide-fact (open) Finite-Cartesian-Product.vec-def
hide-const (open) Finite-Cartesian-Product.transpose



hide-fact (open) Finite-Cartesian-Product.transpose-def
unbundle no inner-syntax
unbundle no vec-syntax
hide-const (open) Missing-List.span
hide-const (open)
dependent
independent
real-vector.representation
real-vector.subspace
span
real-vector.extend-basis
real-vector.dim
hide-const (open) orthogonal
no-notation fps-nth (infixl § 75)

2 General helper lemmas

lemma uminus-sq-norm:
fixes u v :: rat vec
assumes dim-vec u = dim-vec v
shows sg-norm (u — v) = sg-norm (v — u)
(proof)

lemma smult-sub-distrib-vec:
assumes v € carrier-vec ¢ w € carrier-vec q
shows (a::’a::ring) -, (v —w) =a v — a - w
(proof )

lemma set-list-subset:
fixes | :: 'a list
fixes S :: 'a set
assumes Vi € {0..<length I}. 1 i€ S
shows set [ C §

{proof)

lemma nat-subset-inf:
fixes A :: int set
assumes A C N
assumes A # {}
shows InfA € A

(proof)

lemma cong-set-subseteq:
fixes a b m :: ‘a :: {unique-euclidean-ring,abs}
defines S = {|a + z * m| | z. True}
defines S’ = {|b + z * m| | z. True}
assumes [a = b] (mod m)
shows S C S’



(proof)

lemma cong-set-eq:
fixes a b m :: ‘a :: {unique-euclidean-ring,abs}
defines S = {|a + z * m| | z. True}
defines S’ = {|b + z x m| | z. True}
assumes [a = b] (mod m)
shows § = §’

{proof)

context vec-module
begin

lemma sumlist-distrib:
fixes ys :: (‘a::comm-ring-1) vec list
assumes Aw. List.member ys w => dim-vec w = n
shows k -, sumlist ys = sumlist (map (N\i. k -, 1) ys)
{proof)

lemma smult-in-lattice-of:
fixes lattice-basis :: (‘a::comm-ring-1) wvec list
assumes Aw. List.member lattice-basis w =—> dim-vec w = n
fixes init-vec :: ('a::comm-ring-1) vec
fixes k :: ‘a::comm-ring-1
assumes init-vec € lattice-of lattice-basis
shows k -, init-vec € lattice-of ((map ((-») k) lattice-basis))

(proof)

end

lemma filter-distinct-sorted:
fixes [ :: (Ya::linorder) list
fixes A :: ‘a set
defines P = (A\z. ¢ € A)
defines n = length [
assumes sorted [
assumes distinct [
assumes A C set [
shows filter P | = sorted-list-of-set A

{proof)

lemma filter-or:
fixes n a b
fixes [ :: nat list
defines | = [0..<n]



defines P = (A\z. 2 = a V z = b)
assumes g < b
assumes b < length [
shows filter P | = [a, 0]
(proof)

2.1 Casting lemmas

lemma int-rat-real-casting-helper:
assumes a = rat-of-int b
shows real-of-rat a = real-of-int b

{proof)

lemma casting-expansion-auz:
shows int-of-rat (rat-of-int w1 + rat-of-int w2) = wl + w2
(proof)

lemma casting-expansion:
assumes dim-vec wl = dim-vec w2
assumes J w2-vec. w2 = map-vec rat-of-int wl-vec
shows map-vec int-of-rat ((map-vec rat-of-int wl) + w2) =
map-vec int-of-rat (map-vec rat-of-int wl) + (map-vec int-of-rat w2)

(proof)

lemma casting-sum-auz:
assumes dim-vec k1 = dim-vec k2
shows (map-vec rat-of-int k1) + (map-vec rat-of-int k2) =
map-vec rat-of-int (k1 + k2)
(proof)

lemma casting-sum-lemma:
assumes /\mem. List.member w mem = dim-vec mem = n
assumes /\mem. List.member w mem =
(T k:int vec. map-vec rat-of-int k = mem)
shows (Jk::int vec. (abelian-monoid.sumlist (module-vec TYPE(rat) n) w) =
map-vec rat-of-int k)
{proof)

lemma casting-lattice-auz:
assumes 3 k::int vec. map-vec rat-of-int k = v
assumes map-vec int-of-rat v =
map-vec int-of-rat (abelian-monoid.sumlist (module-vec TYPE(rat) n) w)
assumes \mem. List.member w mem —>
(3 k::int vec. map-vec rat-of-int k = mem)
assumes \mem. List.member w mem = dim-vec mem = n
shows map-vec int-of-rat v =



abelian-monoid.sumlist (module-vec TYPE(int) n)
(map (map-vec int-of-rat) w)
(proof)

lemma in-lattice-casting:

assumes A\mem. List. member gs mem = (I k::int vec. map-vec rat-of-int k =
mem,)

assumes (/\mem. List.member gs mem = dim-vec mem = n)

assumes v € vec-module.lattice-of n qs

shows 3 k. map-vec rat-of-int k = v

(proof)

lemma casting-lattice-lemma-auz2:
assumes \mem. List.member gs mem —
(3 k::int vec. map-vec rat-of-int k = mem)
shows (map (map-vec int-of-rat) (map (Ai. rat-of-int (¢ ©) -, qs ! 7)
[0..<length ¢s])) =
(map (Ai. of-int (c ©) -, map (map-vec int-of-rat) gs ! i) [0..<length gs])
(proof)

lemma casting-lattice-lemma:
fixes v :: rat vec
fixes q¢s :: rat vec list
assumes 3 k::int vec. map-vec rat-of-int k = v
assumes \mem. List.member gs mem —>
(3 k::int vec. map-vec rat-of-int k = mem)
assumes dim-vecs: \mem. List.member gs mem = dim-vec mem = n
assumes v € vec-module.lattice-of n qs
shows map-vec int-of-rat v
€ vec-module.lattice-of n (map (map-vec int-of-rat) g¢s)

(proof)

3 HNP adversary locale

locale hnp-adversary =
fixes d p :: nat
begin
type-synonym adversary = (nat x nat) list = nat
definition int-gen-basis :: nat list = int vec list where
int-gen-basis ts = map (Ai. (p”2 -, (unit-vec (d+1) i))) [0..<d]
Q [vec-of-list ((map (Az. (of-nat p) = x) ts) Q [1])]

fun int-to-nat-residue :: int = nat = nat
where int-to-nat-residue I modulus = nat (I mod modulus)

definition ts-from-pairs :: (nat x nat) list = nat list where
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ts-from-pairs pairs = map fst pairs

definition scaled-uvec-from-pairs :: (nat x nat) list = int vec where
scaled-uvec-from-pairs pairs = vec-of-list ((map (A(a,b). pxb) pairs) Q [0])

fun A-vec :: (nat x nat) list = int vec where
A-vec pairs = (full-babai
(int-gen-basis (ts-from-pairs pairs))
(map-vec rat-of-int (scaled-uvec-from-pairs pairs))
(

4/9))

fun A :: adversary where
A pairs = int-to-nat-residue ((A-vec pairs)$d) p

end

4 HNP locales

4.0.1 Arithmetic locale

locale hnp-arith =
fixes n a dpk :: nat
assumes p: prime p
assumes a: a € {I1..<p}
assumes d: d = 2 * ceiling (sqrt n)
assumes n: n = ceiling (log 2 p)
assumes k: k = ceiling (sqrt n) + ceiling (log 2 n)
assumes n-big: 961 < n
begin

definition p :: nat where
w = nat (ceiling (1/2 = (sqrt n)) + 3)

lemma p: p = (ceiling (1/2 % (sqrt n)) + 3)
(proof )

lemma int-p-prime: prime (int p) (proof)
lemma p-geg-2: p > 2 (proof)

lemma n-geq-1: n > 1

(proof)

lemma p-le-k:
shows p + 1 <k

(proof)

lemma k-plus-1-It:
shows k + 1 < log 2 p

11



(proof)

lemma p-k-le-p-mu:
shows p/(27k)<p/(2( + 1))
(proof)

lemma k-geq-1: k > 1 (proof)

lemma final-ineq:
))()((4::7"@(10/3) powr ((d + 1)/2) % (11/10) % (d + 1) * (p / (2 powr (real k —
1
< p /(2 powr p))
(proof )

end

4.1 Main HNP locale

locale hnp = hnp-arith n « d p k + hnp-adversary d p for n a d p k +
fixes msb-p :: nat = nat
assumes msb-p-dist: Az. |int © — int (msb-p z)| < p / (27%)

begin

4.2 Uniqueness lemma

sublocale vec-space TYPE(rat) d + 1 (proof)

lemma sumlist-index-commute:
fixes Lst :: rat vec list
fixes ¢ :: nat
assumes set Lst C carrier-vec (d + 1)
assumes i < (d + 1)
shows (sumlist Lst)$i = sum-list (map (Nj. (Lst!j)$i) [0..<(length Lst)])
(proof)

definition ts-pmf where ts-pmf = replicate-pmf d (pmf-of-set {1..<p})

lemma set-pmf-ts: set-pmf ts-pmf = {l. length l = d A (Vi < d. lli € {1..<p})}
(proof)

definition ts-to-as :: nat list = nat list where
ts-to-as ts = (map (msb-p o (At. (axt) mod p)) ts)

definition ¢s-to-u :: nat list = rat vec where
ts-to-u ts = vec-of-list (map of-nat (ts-to-as ts) Q [0])

lemma ts-to-u-alt:

ts-to-u ts = vec-of-list ((map (of-nat o msb-p o (At. (axt) mod p)) ts) Q [0])
{proof)
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lemma u-carrier: length ts = d = ts-to-u ts € carrier-vec (d + 1)
{proof)

lemma ts-to-u-carrier:
fixes ts :: nat list
shows (ts-to-u ts) € carrier-vec ((length ts) + 1)

(proof)

4.2.1 Lattice construction and lemmas
definition p-vecs :: rat vec list where

p-vecs = map (ANi. of-int-hom.vec-hom ((of-nat p) -, (unit-vec (d+1) ©))) [0..<d]
lemma length-p-vecs: length p-vecs = d (proof)

lemma p-vecs-carrier: Y v € set p-vecs. dim-vec v = d + 1 (proof)

lemma lincomb-of-p-vecs-last: (lincomb-list (of-int o cs) p-vecs)$d = 0 (is ?lhs =
0)
(proof)

definition gen-basis :: nat list = rat vec list where
gen-basis ts = p-vecs Q [vec-of-list ((map of-nat ts) Q [1 / (of-nat p)])]

lemma gen-basis-length: length (gen-basis ts) = d + 1 (proof)

lemma gen-basis-units:

assumes i < d

assumes j < d + I

shows ((gen-basis ts)!9)$j = of-nat (if i = j then p else 0) (is (%2)$j = -)
{proof )

definition int-gen-lattice :: nat list = int vec set where
int-gen-lattice ts = vec-module.lattice-of (d + 1) (int-gen-basis ts)

definition gen-lattice :: nat list = rat vec set where
gen-lattice ts = vec-module.lattice-of (d + 1) (gen-basis ts)

definition close-vec :: nat list = rat vec = bool where
close-vec ts v <— (sqg-norm ((ts-to-u ts) — v) < ((of-nat p) / 271) "2)

definition good-vec :: rat vec = bool where
good-vec v +— dim-vec v = d + 1 A (3B:uint. [ = B] (mod p) A of-rat (v8d)
= B/p)

definition good-lattice :: nat list = bool where
good-lattice ts «— (Vv € gen-lattice ts. close-vec ts v — good-vec v)

definition bad-lattice :: nat list = bool where
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bad-lattice ts <— — good-lattice ts

definition sampled-lattice-good :: bool pmf where
sampled-lattice-good = do {
ts + ts-pmf;
return-pmf (good-lattice ts)

}

interpretation vec-int: vec-module TYPE(int) d + 1 {proof)

lemma int-gen-basis-carrier:
fixes ts :: nat list
assumes length ts = d
shows set (int-gen-basis ts) C carrier-vec (d + 1)

(proof)

lemma int-gen-lattice-carrier:
fixes ts :: nat list
assumes length ts = d
shows int-gen-lattice ts C carrier-vec (d + 1)

(proof)

lemma gen-basis-vecs-carrier:

fixes ts :: nat list

fixes ¢ :: nat

assumes length ts = d

assumes i € {0..< d + 1}

shows (gen-basis ts) ! i € carrier-vec (d + 1)
(proof)

lemma gen-basis-carrier:
fixes ts :: nat list
assumes length ts = d
shows set (gen-basis ts) C carrier-vec (d + 1)

(proof)

lemma gen-lattice-carrier:
fixes ts :: nat list
assumes length ts = d
shows gen-lattice ts C carrier-vec (d + 1)

(proof )

lemma sampled-lattice-good-map-pmf: sampled-lattice-good = map-pmf good-lattice
ts-pmf
(proof )

lemma coordinates-of-gen-lattice:
fixes ts :: nat list
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fixes c :: nat = int

fixes 7 :: nat

assumes i < length ts

assumes length ts = d

shows (sumlist (map (Ai. of-int (¢ ©) -, ((gen-basis ts) ! 7)) [0 ..< length (gen-basis

ts)]))$i

= (if (i = d) then (rat-of-int (¢ d) / rat-of-nat p) else rat-of-int ((¢ d) *
tsli + (¢ 0)*p))
(proof)

lemma gen-lattice-int-gen-lattice-vec:
fixes scaled-v :: int vec
fixes ts :: nat list
assumes length ts = d
assumes (scaled-v € int-gen-lattice ts)
shows ((1/(of-nat p)) -, (map-vec rat-of-int scaled-v) € (gen-lattice ts))

(proof)

definition {-vec :: nat list = rat vec where
t-vec ts = wvec-of-list ((map of-nat ts) Q [1 / (of-nat p)])

lemma t-vec-dim: dim-vec (t-vec ts) = length ts + 1
(proof)

lemma t-vec-last: length ts = d = (t-vec ts)$d = 1 / (of-nat p)
(proof)

definition z-vecs :: int vec set where
z-vecs = {v. dim-vecv=d + 1 A v8d = 0}

definition vec-class :: nat list = int = rat vec set where
vec-class ts B = {(of-int B) -, (t-vec ts) + lincomb-list (of-int o cs) p-vecs | ¢s ::
nat = int. True}

definition vec-class-mod-p :: nat list = int = rat vec set where
vec-class-mod-p ts = |J{vec-class ts ' | B'. [8 = B'] (mod p)}

lemma vec-class-carrier:
assumes length ts = d
shows vec-class ts 8 C carrier-vec (d + 1)

(proof)

lemma vec-class-mod-p-carrier:
assumes length ts = d
shows vec-class-mod-p ts B C carrier-vec (d + 1)

{proof)

lemma vec-class-last:
assumes length ts = d
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assumes v € vec-class ts
shows v$d = rat-of-int 5 / rat-of-int p
(proof)

lemma gen-lattice-int-gen-lattice-vec':

fixes v :: rat vec

fixes ts :: nat list

assumes length ts = d

assumes v € gen-lattice ts

shows map-vec int-of-rat ((of-nat p) -, v) € int-gen-lattice ts

map-vec rat-of-int (map-vec int-of-rat ((of-nat p) -, v)) = (rat-of-nat p) -, v

(proof)

lemma gen-lattice-int-gen-lattice-closest:
fixes scaled-v :: int vec
fixes u :: rat vec
fixes ts :: nat list
assumes length ts = d
assumes dim-vec v = d + 1
shows real(p™2) * Inf{real-of-rat (s¢-norm (x — w))| z. x€ gen-lattice ts}
= babai.closest-distance-sq (int-gen-basis ts) ((rat-of-nat p) -, u)
(proof)

lemma close-vector-ezists:

fixes ts :: nat list

assumes length ts = d

shows Jwe(gen-lattice ts). sg-norm ((ts-to-u ts) — w) < (of-nat ((d+1) =
P 2))/27(2xk)
(proof)

lemma gen-lattice-dim:
assumes ts € set-pmf ts-pmf
assumes v € gen-lattice ts
shows dim-vec v = d + 1

{proof)

lemma vec-class-union:
fixes ts :: nat list
assumes ts € set-pmf ts-pmf
defines L = gen-lattice ts
shows L = |J{vec-class ts 8 | B. True}

(proof)

lemma vec-class-mod-p-union:
fixes ts :: nat list
assumes ts € set-pmf ts-pmf
defines L = gen-lattice ts
shows L = |J{vec-class-mod-p ts B | B. p € {0..<p:int}} (is - = ?rhs)

16



(proof)

4.2.2 dist-p definition and lemmas

definition dist-p :: int = int = int where
dist-p i j = Inf {abs (i — j + z * (of-nat p)) | z. True}

lemma dist-p-well-defined:

fixes ¢ :: int

fixes j :: int

shows dist-p i j € {abs (i — j + z % (of-nat p)) | z. True} (is - € 29)
(proof)

lemma dist-p-set-bdd-below:
fixes i j :: int
shows Vz € {abs (i — j + 2z * (of-nat p)) | z. True}. 0 < x
(proof)

lemma dist-p-le:

fixes i j :: int

shows Vi € {abs (i — j + z * (of-nat p)) | z. True}. dist-pij <z (isVz € ?S.
)
(proof)

lemma dist-p-equiv:

fixes ¢ :: int

fixes j :: int

shows [dist-p i j = i — j] (mod p) V [dist-p i j = j — 4] (mod p)
(proof)

lemma dist-p-equiv’:

fixes i :: int

fixes j :: int

shows dist-p i j = min (({ — j) mod p) (( — ) mod p)
(proof)

lemma dist-p-equiv’”:
fixes 7 :: int
fixes j :: int
shows dist-p i j = ((¢ — j) mod p) V dist-p i j = ((j — ¢) mod p)
(proof )

lemma dist-p-instances-help:

fixes i :: int

fixes j :: int

fixes dist :: int

assumes coprime (i — j) p

shows card {t € {1..<p}. (dist-p (txi) (txj)) = dist} < 2
(proof)
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lemma dist-p-nat:
fixes 7 :: int
fixes j :: int
shows dist-p i j € N
(proof)

lemma dist-p-nat”:
shows nat (dist-p i j) = dist-p i j
(proof )

lemma dist-p-instances:

fixes 7 :: int

fixes j :: int

fixes bound :: rat

assumes § # j

assumes coprime (i — j) p

assumes 0 < bound

shows rat-of-nat (card {t € {1..<p}. rat-of-int (dist-p (txi) (tx7)) < bound}) <
2xbound
(proof)

lemma dist-p-smallest:
fixes (0 ts ¢
assumes ts € set-pmf ts-pmf
assumes v € vec-class-mod-p ts 3
assumes i < d
defines u = ts-to-u ts
shows (of-int (dist-p (int (ts ! i) * B) (int (ts-to-as ts ! i))))? < ((u — v)$9)?
(is (of-int ?d)? < -)
(proof)

lemma dist-p-diff-helper:

fixes a b b’

assumes b > b’

shows |dist-p a b — dist-p a b'| < b — b’
(proof)

lemma dist-p-diff:
fixes a b b’
shows |dist-p a b — dist-p a b'] < |b — b
(proof)

4.2.3 Uniquness lemma argument

definition good-beta where
good-beta ts B +— (Vv € vec-class-mod-p ts (. close-vec ts v — good-vec v)

definition bad-beta where
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bad-beta ts  <— — good-beta ts B

definition some-bad-beta where
some-bad-beta ts «— (35 € {0..<p:int}. bad-beta ts )

definition bad-beta-union where
bad-beta-union = (|J B € {0..<p:int}. {ts. bad-beta ts B})

lemma reduction-1:
assumes ts € set-pmf ts-pmf
assumes — good-lattice ts
shows some-bad-beta ts

{proof)

lemma reduction-1-pmf:
pmf sampled-lattice-good False < pmf (ts-pmf >= (Ats. return-pmf (some-bad-beta
ts))) True

(proof)

lemma reduction-2: {ts. some-bad-beta ts} C bad-beta-union
{proof)

lemma reduction-2-pmf:
pmf (ts-pmf >= (Ats. return-pmf (ts € {ts. some-bad-beta ts}))) True
< pmf (ts-pmf >= (Ats. return-pmf (ts € bad-beta-union))) True
(proof)

lemma bad-beta-union-bound:
pmf (ts-pmf >= (Ats. return-pmf (ts € bad-beta-union))) True
< (OB € {0..<puint}. pmf (ts-pmf >= (Ats. return-pmf (ts € {ts. bad-beta ts
1)) True)
(is ?lhs < %rhs)

(proof)

lemma fized-beta-close-vec-dist-p:

fixes 3 ts

assumes ts € set-pmf ts-pmf

assumes v € vec-class-mod-p ts 5

assumes close-vec ts v

defines u = ts-to-u ts

shows Vi < d. real-of-int (dist-p (int (ts ! i) = B) (int (ts-to-as ts ! i))) < real
p/2
(proof)

lemma fized-beta-bad-prob-arith-helper:
defines T-lwr-bnd = (rat-of-nat (p — 1) — 2 * (2 * (rat-of-nat p))/(27u))
shows 1 — 5/(27u) < real-of-rat T-lwr-bnd | (p — 1)

(proof)
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lemma dist-p-helper:
fixes ts i
assumes ts: ts € set-pmf ts-pmf
assumes i: i < d
assumes dist: dist-p (int (tsli) = B) ((ts-to-as ts)li) < p/(271)
shows dist-p ((ts!i) = B) ((tsli) * ) < (2xp)/(2 1)

(proof)
lemma prob-A-helper:
fixes (8 :: int
defines [simp]: t-pmf = pmf-of-set {1..<p}

[sim;
defines [simp]: A-cond = At. (2xp)/(27n) < dist-p (B * t) (a x t)
defines [simp]: A-pmf = t-pmf >= (At. return-pmf (A-cond t))
defines [simp]: A = pmf A-pmf True

assumes (: 5 € {0..<p:int}

assumes False: = (8 = a mod p)

shows (1 — A) < (5 / (27)

(proof)
lemma prob-A-helper’:
fixes (8 :: int
defines [simp]: t-pmf = pmf-of-set {1..<p}

[simp]:
defines [simp]: A-cond = At. (2xp)/(2 ) < dist-p (B * t) (« * 1)
defines [simp]: A-pmf = t-pmf >= (At. return-pmf (A-cond t))
defines [simp]: A = pmf A-pmf True

assumes (: 5 € {0..<p:int}

assumes False: = (8 = o mod p)

shows (1 — A)"d < (5 / (27n)d

(proof)

lemma fized-beta-bad-prob:
fixes [
assumes § € {0..<p:int}
defines M = ts-pmf >= (Ats. return-pmf (ts € {ts. bad-beta ts }))
shows 8 = a mod p = pmf M True = 0
= (8 =a mod p) = pmf M True < (5/(27n))"d
(proof)

lemma bad-beta-union-bound-pmf:

pmf (ts-pmf >= (Ats. return-pmf (ts € bad-beta-union))) True < (p — 1) =
(5/(271)"d
(proof)

lemma sampled-lattice-unlikely-bad:

shows pmf sampled-lattice-good False < (p — 1) = ((5/(2 1)) "d)
{proof)
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4.2.4 Main uniqueness lemma statement

lemma sampled-lattice-likely-good: pmf sampled-lattice-good True > 1/2
(proof )

4.3 Main theorem
4.3.1 Oracle definition

definition O :: nat = nat where
O t = msb-p ((«a * t) mod p)

4.3.2 Apply Babai lemmas to adversary

We use Babai lemmas to show that the adversary wins when the ts generate
a good lattice.

lemma gen-basis-assms:

fixes ts :: nat list

assumes length ts = d

shows LLL.LLL-with-assms (d+1) (d+1) (int-gen-basis ts) (4/3)
(proof)

definition u-vec-is-msbs :: (natxnat) list = bool where
u-vec-is-msbs pairs = ((of-nat p) -, ts-to-u (ts-from-pairs pairs) = of-int-hom.vec-hom
(scaled-uvec-from-pairs pairs))

lemma updated-full-Babai-correct-int-target:
assumes full-babai-with-assms (map-vec rat-of-int target) (d + 1) fs-init (4/3)
shows real-of-int (sg-norm ( (full-babai fs-init (map-vec rat-of-int target) (4/3))
— target))
< ((4/3)(d+ 1) % (d+ 1)) = 11/10 * babai.closest-distance-sq fs-init
(map-vec rat-of-int target) N
(full-babai fs-init (map-vec rat-of-int target) (4/8)) € vec-module.lattice-of
(d + 1) fs-init
{proof)

lemma ad-output-vec-close:
fixes pairs :: (natxnat) list
assumes length pairs = d
assumes u-vec-is-msbs pairs
shows real-of-int(sg-norm
((A-vec pairs)
— (scaled-uvec-from-pairs pairs))) <
(4 /3) " (d+1)xreal (d + 1) %
P 2))/27(2xk)
A (A-vec pairs) € int-gen-lattice (ts-from-pairs pairs)
(proof)

11 / 10 = p~2 % (of-nat ((d+1) *

lemma ad-output-vec-class:
fixes pairs :: (nat x nat) list
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assumes length pairs = d
assumes u-vec-is-msbs pairs
shows sg-norm ( (1 /(rat-of-nat p))-,(map-vec rat-of-int (A-vec pairs)) — (ts-to-u
(ts-from-pairs pairs)) ) < ((of-nat p)/2 () 2
A ( (1 /(rat-of-nat p))-,(map-vec rat-of-int (A-vec pairs)) € vec-class-mod-p
(ts-from-pairs pairs) (A pairs))
{proof)
If we get a good lattice (which is likely), the adversary finds the hidden
number

lemma hnp-adversary-exists-helper:
assumes ts € set-pmf ts-pmf
defines ts-Ots = map (At. (¢, O t)) ts
assumes good-lattice ts
shows a = A ts-Ots

(proof)

4.3.3 Main theorem statement

The cryptographic game which the adversary should win with high proba-
bility.
definition game :: adversary = bool pmf where
game A’ = do {
ts < replicate-pmf d (pmf-of-set {1..<p});
return-pmf (o = A’ (map (At. (¢, O t)) ts))
}
The adversary finds the hidden number with probability at least 1/2.

theorem hnp-adversary-exists: pmf (game A) True > 1/2
(proof)

Alternative definition of game, written as a map-pmf

definition game’ :: adversary = bool pmf where
game’ A" = map-pmf (Mts. (o = A" (map (At. (¢, O t)) ts)))) (replicate-pmf d
(pmf-of-set {1..<p}))

lemma game’ = game
(proof )

end

5 Some MSB instantiations and lemmas

5.1 Bit-shift MSB

definition msb :: nat = nat = nat = nat where
msbknz=(xdiv2(n—k)=*2(n—k)
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lemma msb-dist:

fixes k n :: nat

assumes k < n

assumes 1 < k

shows |int (z) — int (msb knx)| < 2°n/ (27k)
(proof)

lemma (in hnp-arith) msb-kp1-dist-hnp:
defines msb-k = msb (k + 1) n
shows |int (z) — int (msb-kz)| <p / (27k)
(proof )

lemma msb-kp1-valid-hnp:
assumes hnp-arith n « d p k
shows hnp n o dp k (msb (k+ 1) n)
(proof )

5.2 MSB-p

definition msb-p :: nat = nat = nat = nat where
msb-p p kx =
(letkt=(THEt. (t — 1)« (p/ 2k) <z ANz <txp/ 27k)
in nat (floor (txp / 27k)) — 1)

lemma msb-p-defined:

fixes p k :: nat

fixes z :: nat

assumes p > 0

assumes k > 0

shows (At. (t—1)x(p/ 27k) <z ANz <txp/2Fk)
(proof)

lemma (in hnp-arith) msb-p-dist-hnp:
defines msb-k = msb-p p k
shows |int x — int (msb-k z)| < p / 27k
(proof)

lemma msb-p-valid-hnp:
assumes hnp-arith n o d p k
defines msb-k = msb-p p k
shows hnp n o« d p k msb-k

{proof)

end
theory Ad-Codegen-Ezxample
imports Hidden- Number-Problem

begin
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6 This theory demonstrates an example of the ex-
ecutable adversary.

full-babai does not need a global interpretation to be executed.
value full-babai [vec-of-list [0, 1], vec-of-list [2, 8]] (vec-of-list [2.3, 6.4]) (4/83)
Let’s define our d, n, p, «, and k.

abbreviation d = 72

abbreviation n = 1279
abbreviation p = (2::nat) 1279 — 1
abbreviation a = p div
abbreviation k£ = 47

value p
value «

Since our adversary definition is inside a locale, we need a global inter-
pretation.

global-interpretation ad-interp: hnp-adversary d p
defines A = ad-interp. A
and int-gen-basis = ad-interp.int-gen-basis
and int-to-nat-residue = ad-interp.int-to-nat-residue
and ts-from-pairs = ad-interp.ts-from-pairs
and scaled-uvec-from-pairs = ad-interp.scaled-uvec-from-pairs
and A-vec = ad-interp.A-vec

{proof)

For this example, we use our executable msb function.

abbreviation O = At. msb kn ((a * t) mod p)
definition inc-amt :: nat where inc-amt = p div 5

fun gen-ts :: nat = nat = nat list where
gen-ts 0t = ||
| gen-ts (Suc @) t = t # (gen-ts i ((t + inc-amt) mod p))

definition gen-pairs :: (nat x nat) list where
gen-pairs = map (At. (t, O t)) (gen-ts d 1)

The gen-pairs function generates the data that the adversary receives.
We prove that the adversary is likely to be successful when the ¢s which
define this data are uniformly distributed. Here, we use the gen-ts function
to generate an explicit list of ts.

value length gen-pairs
value gen-pairs

value ad-interp. A gen-pairs
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value «

end
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